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BE2HI0SC XEEHBERUTDRENEBR R,

Intrusion Prevention - Dmersmn control by the
container \
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fln , BRHTTPSH |, sIRESREEBRKREATLSH MM [ REEHello/EF FimHelloER 2, A%
, HRBETLSMFEREL T IEEE , At REFTEREEM.,

BRBERADH
#tPacket TracertV AERE , 5B FELIRIELE ( 192.168.16.254 2Web®E Fif ) :

debug platform condition ipv4 192.168.16.254/32 both
debug platform condition start
debug platform packet-trace packet 256 fia-trace data-size 3000



FLANHWANIRZI B A O BRI

ERBERMF , ERNEHETHRELAN, REEMNAERE , MIRRERBELANHWAN , BIFHE
MHREL,

ZFimERIZEBHTTPSEA Bwww.cisco.com

cedge6b#show platform packet-trace packet 14

Packet: 14 CBUG ID: 3849209
Summary
Input : GigabitEthernet?2
Output : internal0/0/svc_eng:0
State : PUNT 64 (Service Engine packet)
Timestamp
Start : 1196238208743284 ns (05/08/2019 10:50:36.836575 UTC)
Stop : 1196238208842625 ns (05/08/2019 10:50:36.836675 UTC)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernet2
Output : <unknown>
Source : 192.168.16.254
Destination : 203.0.113.67
Protocol 1 6 (TCP)
SrcPort : 35568
DstPort 1 443
Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x8177c67c
Input : GigabitEthernet2
Output : <unknown>
Lapsed time : 2933 ns
<snip>

B R CE ) R EE N EGigabitEthernet2 E LA O TR ME

Feature: UTD Policy (First FIA)
Action : Divert
Input interface : GigabitEthernet2
Egress interface: GigabitEthernet3
Feature: OUTPUT_UTD_FIRST_INSPECT

Entry : Output - 0x817cc5b8
Input : GigabitEthernet2
Output : GigabitEthernet3

Lapsed time : 136260 ns
Feature: UTD Inspection
Action : Divert <LLLLLLL L L L L L L Ll g Lk
Input interface : GigabitEthernet2
Egress interface: GigabitEthernet3
Feature: OUTPUT_UTD_FINAL_INSPECT

Entry : Output - Ox81l7cc5e8
Input : GigabitEthernet2
Output : GigabitEthernet3

Lapsed time : 43546 ns
<snip>
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EH AN EA SRR ALESI(FIA) L | UTD FINRES I H S Em AR,

Feature: IPV4_OUTPUT_LOOKUP_PROCESS_EXT

Entry : Output - 0x81781bb4
Input : GigabitEthernet2
Output : Tunnel16000001
<removed>
Feature: IPV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry : Output - 0x81781bb4
Input : GigabitEthernet2
Output : Tunnel16000001
<removed>
Feature: IPV4_INPUT_LOOKUP_PROCESS_EXT
Entry : Output - 0x8177c698
Input : Tunnel16000001
Output : VirtualPortGroupl
Lapsed time : 880 ns
<snip>

HOSRERERMNEERE L600001 X EBVPG1IMT HETHER, ELHEER  RHRERIRA
GRE##,

Feature: OUTPUT_SERVICE_ENGINE

Entry : Output - 0x817c6bl0
Input : Tunne16000001
Output : internal0/0/svc_eng:0
Lapsed time : 15086 ns
<removed>

Feature: INTERNAL_TRANSMIT_PKT_EXT
Entry : Output - O0x8177c718
Input : Tunne16000001
Output : internal0/0/svc_eng:0

Lapsed time : 43986 ns

EREERBERIIRR.

N g AEhEREAEABEBNE—SERERSE, SHBRERCLNEHHUTDES

HEHFRESFHERA , REIERHEERN Heth2 EHWREVRF :

[cedge6:/]$ chvrf utd ifconfig
eth0 Link encap:Ethernet HWaddr 54:0e:00:0b:0c:02
inet6 addr: fe80::560e:ff:fe0b:c02/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:1375101 errors:0 dropped:0 overruns:0 frame:0
TX packets:1366614 errors:0 dropped:0 overruns:0 carrier:0



collisions:0 txqueuelen:1000
RX bytes:96520127 (92.0 MiB) TX bytes:96510792 (92.0 MiB)

ethl Link encap:Ethernet HWwaddr 00:1le:e6:61:6d:ba
inet addr:192.168.1.2 Bcast:192.168.1.3 Mask:255.255.255.252
inet6 addr: fe80::2le:e6ff:fe6l:6dba/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:2000 Metric:1
RX packets:1069 errors:0 dropped:0 overruns:0 frame:0
TX packets:2001 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:235093 (229.5 KiB) TX bytes:193413 (188.8 KiB)

eth?2 Link encap:Ethernet HWaddr 00:1le:e6:61:6d:b9
inet addr:192.0.2.2 Bcast:192.0.2.3 Mask:255.255.255.252
inet6 addr: fe80::2le:e6ff:fe61:6db9/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:2000 Metric:1
RX packets:2564233 errors:0 dropped:0 overruns:0 frame:0
TX packets:2564203 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:210051658 (200.3 MiB) TX bytes:301467970 (287.5 MiB)

To Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

EthO 2 E & FI0SI R K SRR BEFA(TIPC)N E. OnePBIEBEBE REIOSIHUTDAEZ B
REMEIEREMBE A,

BIBEAOHEE |, Teth2 [R5 HE]L #BEZR "VPG1[192.0.2.1/192.168.2.2 |1 RvManage#f
EFOS-XEF A B HY H1t .

WRIETtepdump , A EREW I AR NWCREH ERE, GREFE ZIEVPATHIERE,

[cedge6:/1% chvrf utd tcpdump -nNvvvXi eth2 not udp
tcpdump: listening on eth2, Tink-type EN1OMB (Ethernet), capture size 262144 bytes
06:46:56.350725 IP (tos 0x0, ttl 255, 1id 35903, offset 0, flags [nhone], proto GRE (47), length 121)
192.0.2.1 > 192.0.2.2: GREvO, Flags [none], Tength 101
gre-proto-0x8921
0x0000: 4500 0079 8c3f 0000 ff2f abl2 c000 0201 E..y.?.../......
0x0010: c000 0202 0000 8921 4089 2102 0000 0000 .......!@.!'.....
0x0020: 0000 0000 0300 0001 0000 0000 0000 0000 .........vvvun..
0x0030: 0004 0800 e103 0004 0008 0000 0001 0000 ..........vvunn.
0x0040: 4500 0039 2542 4000 4011 ce40 c0a8 10fe E..9%B@.@..@....
0x0050: ad26 c864 8781 0035 0025 fe81 cfa8 0100 .&.d...5.%......
0x0060: 0001 0000 0000 0000 0377 7777 0363 6e6e ......... www. cnn
0x0070: 0363 6f6d 0000 0100 01 .com.....



RASBIILANFWANERN A OF RS

ESnortRE & (BRABIERER ) , CEEMTALQFPERERE,

cedge6b#show platform packet-trace packet 15

Packet: 15 CBUG ID: 3849210
Summary

Input : Tunne16000001

Output : GigabitEthernet3

State : FWD

JBIEG00001 R B AR H O HE.

Feature: OUTPUT_UTD_FIRST_INSPECT_EXT

Entry : Output - 0x817cc5b8
Input : GigabitEthernet2
Output : GigabitEthernet3

Lapsed time : 2680 ns
Feature: UTD Inspection
Action : Reinject
Input interface : GigabitEthernet2
Egress interface: GigabitEthernet3
Feature: OUTPUT_UTD_FINAL_INSPECT_EXT

Entry : Output - Ox817ccb5e8
Input : GigabitEthernet2
Output : GigabitEthernet3

Lapsed time : 12933 ns

HAREESKBRE , HUEEHFAEERENEA.

Feature: NAT

Direction : IN to OUT
Action : Translate Source
Steps :

Match id 1

01d Address : 192.168.16.254 35568
New Address : 172.16.16.254 05062

AELIBNATERIE X E [ Internet,

Feature: MARMOT SPA_D_TRANSMIT_PKT

Entry : OQutput - O0x8177c838
Input : GigabitEthernet2
Output : GigabitEthernet3

Lapsed time : 91733 ns



UTDi B §55c 8k E2Packet-traceB &

|OS-XE 17.5.1#8 50 T UTD3 B 555 #%&Edpacket-tracefI B S , Hebpath-trace#l HASEIRUTDHE,
YERATHHES—IF , Flw:

« UTDRZEM /& HSnortkY & ¥ 2
« 7AFF/EZEURLF
 HEH/LFFAMP

HRZAUTDHEEFANERE , TEREHFERNARKHEET. ZFEE  ARNEBEENAENERE
, REE&IPS/IDSEB/ L FFHIE.

EMARBFRLEES , BHCLIAMMEREUTAREEEA !
utd engine standard multi-tenancy

utd global
flow-logging all

ENEEs»:0) bt
URLEFHEE :
show platform packet-trace pack all | sec Packet: | Feature: UTD Inspection
Packet: 31 CBUG ID: 12640
Feature: UTD Inspection
Action : Reinject
Input interface : GigabitEthernet2
Egress interface : GigabitEthernet3
Flow-Logging Information :
URLF Policy ID 1
URLF Action : Allow(1)
URLF Reason : URL Lookup Timeout(8)
URLFEEMHE R
Packet: 21 CBUG ID: 13859
Feature: UTD Inspection
Action : Reinject
Input interface : GigabitEthernet3
Egress interface : GigabitEthernet?2
Flow-Logging Information :
URLF Policy ID 01
URLF Action : Allow (1)
URLF Reason : No Policy Match(4)
URLF Category : News and Media(63)

URLF Reputation : 81



URLFEEFMYEELR

Packet: 26 CBUG ID: 15107
Feature: UTD Inspection

Action : Reinject

Input interface : GigabitEthernet3
Egress interface : GigabitEthernet?2
Flow-Logging Information :

URLF Policy ID .

URLF Action : Block(2)

URLF Reason : Category/Reputation(3)
URLF Category : Social Network(14)
URLF Reputation : 81

TORIRHF

BEUTDMRA R A EIOS XEHAE

cedge7#sh utd eng sta ver

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.10.33_SV2.9.16.1_XEmain
I0S-XE Supported UTD Regex: AI1\.10\.([0-9]+)_SV(.*)_XEmain$
UTD Installed Version: 1.0.2_SV2.9.16.1_XE17.5 (UNSUPPORTED)

R "TUNSUPPORTED. , RIZEEBEAMRER  RRBAKBELER.
BERBTRERANNEBARRFEE
RELZ2RH ( WAMPHIURLF ) ERUTDR SREEAEITERBRHUFHERE , RELUTDRRLAERTH/H

cedge:/harddisk/virtual-instance/utd/rootfs/etc]$ more resolv.conf
nameserver 208.67.222.222

nameserver 208.67.220.220

nameserver 8.8.8.8

EIRE1

\y

RIBEGT , M- THRPELAEAERPREENEEARGDA)ETELEE. RS ESEapib



SEEEHEAR
AR RE R AFRESR

cedge6#app-hosting move appid utd log to bootflash:
Successfully moved tracelog to bootflash:
iox_utd_R0O-0_R0-0.18629_0.20190501005829.bin.gz

E R RSN R RRAS,
AUEAL TS SERA -

cedge6# more /compressed iox_utd_R0O-0_R0-0.18629_0.20190501005829.bin.gz

BRNAFREER

A3

2019-04-29 16:12:12 ERROR: Cannot resolve host api.bcti.brightcloud.com: Temporary failure in name reso
2019-04-29 16:17:52 ERROR: Cannot resolve host api.bcti.brightcloud.com: Temporary failure in name reso
2019-04-29 16:23:32 ERROR: Cannot resolve host api.bcti.brightcloud.com: Temporary failure in name reso
2019-04-29 16:29:12 ERROR: Cannot resolve host api.bcti.brightcloud.com: Temporary failure in name reso
2019-04-29 16:34:52 ERROR: Cannot resolve host api.bcti.brightcloud.com: Temporary failure in name reso
2019-04-29 16:40:27 ERROR: Cannot resolve host api.bcti.brightcloud.com: Temporary failure in name reso

FEEXERT , vManageF L £ A OpenDN Sa] AR 85 HY & 85[208.67.222.222F1208.67.220.220]

BRARE

FA A & #7 api .bcti.brightcloud.com By iE & R H(DNS)FRE 4 E FE1E A 25 Mumbrella DN SR BR 25 2 [ AY 3 4 B& 1
EIRE2

FEE A Internet E ALK BIAE L AP LEHYIZ R H | Bwww.cisco.comiThttpFF R B IEHERE , MBEHTTPS
EEREHERR

WHIFTR | MEBEHEEERR, B RFEECRERAVR , EKMMVPATHIRE. FIFALRE , KK

EXRGEF  BEFim Pl 2192.168,16.254, HRREBENEFFIHIWARE , EXRMIBERE T E 5B Snorts

debug platform condition ipv4 192.168.16.254/32 both
debug platform condition feature utd controlplane submode serviceplane-web-filtering level verbose
debug platform condition start

BRI RIOS XEEH R E 5 313E192.168.16. 254 B, S A EBVPATHREK AR ERERE
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LSMPI punt
header

Outer IP header (e.g.
192.0.2.x)

GRE header

vPath header (conditional debug Inner (original) IP packet

flag is here)

SnortEFRERBRER  MEATHKRAUEREE,

FELEPEER |

R

ZCh

T—% RHEEGEE :

A LA SR {5 ) & B 3% 1 & P i Bl www.cisco.comBY R & o

app-hosting move appid utd Tog to bootflash:

HRHTTPRE |, snort HTTPHI R E 25 FEgetim R P &R URL,

2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26

2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26
2019-04-26

13:
13:
13:
13:
13:
13:

13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:
13:

H A httpsiii &

2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01

2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:
00:
00:

04:
04:
04:
04:
04:
04:

04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:
04:

27.

27

27.
27.

27

27.

27

27.
27.

27

27.
27.

27

27.
27.

27

27.
27.

27

773:
.793:
794:
794:
.794:
794:

.795:
795:
795:
.795:
795:
795:
.795:
816:
816:
.816:
816:
816:
.816:

#L
#L
#L
#L
#1D
#1D

#1D
#1D
#1D
#1D
#1D
#1D
#1D
#1D
#1D
#1D
#1D
#1D
#L

:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING

:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING

UTM preprocessor p->src_port = 39540, p->dst_port = 80
UTM preprocessor p->src_port = 80, p->dst_port = 39540
UTM preprocessor p->src_port = 39540, p->dst_port = 80
UTM preprocessor p->src_port = 39540, p->dst_port = 80
got utmdata_p

HTTP Callback, direction = 00000080

White 1ist regex match not enabled

Black 1ist regex match not enabled

URL database Request: url_len = 12, msg overhead 12 url:

Send to URL database: req_id=0x10480047

Sent to URL database 24 bytes

Send to URL database done, idx: 71, URL: www.cisco.com/
Received from URL database 24 bytes

UTM preprocessor p->src_port = 80, p->dst_port = 39540
Found UTMData at 0x007f8d9ee80878, action = 0000000a
Utm_verdictProcess: vrf_id 1, category 0x63, score 81 <<
Category Ox3f <<<<<<<<<<<<<<<LLLLLLLLLLLLLLLLLLLLLLLLL
index = 63, action = 1 <<<<<<<<<LLLLLLLLLLLLLLLLLLLLLLL
Blocking category = Ox3f <<<<<<<<<<<<<<<<<<<L<<<L<L<<L<<L

, BERAHTTPSHI EE 51t @ REThelo 12 E B DNS

56:
56:
56:
56:
56:
56:
56:
56:
56:
56:

56:
56:
56:
56:
56:

18.
18.
18.
18.
18.
18.
18.
18.
18.
18.

18.
18.
18.
18.
18.

870:
886:
887:
887:
903:
906:
906:
907:
907:
907:

908:
908:
908:
909:
909:

(#1)
(#1)
(#1)
(#1)
(#1)
(#1)
(#1)
(#1)
(#1)
(#1)

(#1)
(#1)
(#1)
(#1)
(#1)

:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING

:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING

UTM preprocessor p->src_port = 35322, p->dst_port = 443
UTM preprocessor p->src_port = 443, p->dst_port = 35322
UTM preprocessor p->src_port = 35322, p->dst_port = 443
UTM preprocessor p->src_port = 35322, p->dst_port = 443
UTM preprocessor p->src_port = 443, p->dst_port = 35322
UTM preprocessor p->src_port = 443, p->dst_port = 35322
UTM preprocessor p->src_port = 35322, p->dst_port = 443
UTM preprocessor p->src_port = 443, p->dst_port = 35322
UTM preprocessor p->src_port = 443, p->dst_port = 35322
UTM preprocessor p->src_port = 443, p->dst_port = 35322
UTM preprocessor p->src_port = 443, p->dst_port = 35322
utm_ss1LookupCallback

got utmdata_p

White Tist regex match not enabled
Black 1ist regex match not enabled
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2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01
2019-05-01

2019-05-01
2019-05-01
2019-05-01

00:
00:
00:
00:
00:
00:
00:
00:

00:
00:
00:

56:
56:
56:
56:
56:
56:
56:
56:

56:
56:
56:

18.
18.
18.
18.
18.
18.
18.
18.

18.
18.
18.

909:
909:
909:
909:
909:
910:
910:
910:

910:
910:
909:

#1)
#1)
#1)
#1)
#1)
#1)
#1)
#1)

#1)
#1)
#1)

:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING

:SPP-URL-FILTERING
:SPP-URL-FILTERING
:SPP-URL-FILTERING

URL database Request: url_len = 11, msg overhead 12 url:
Send to URL database: req_id=0x10130012

Sent to URL database 23 bytes

Send to URL database done, idx: 18, URL: www.cisco.com
UTM preprocessor p->src_port = 443, p->dst_port = 35322
Found UTMData at 0x007f1d9c479640, action = 00000008
Verdict very late, in queryig state 2, idx=18

UTM preprocessor p->src_port = 443, p->dst_port = 35322

Found UTMData at 0x007f1d9c479640, action = 00000009
Verdict very late, in queryig state 2, idx=18 <<<<<<<<<<
Received from URL database 24 bytes

HEREBETIEEBENEILE , RAREREREWerootEANHER,

RARE

CSCvo77664

3

TUTD


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo77664

HLRGIF , SEHEERRURL-FilteringfE LN WebBIE TR (RESE ) . flan , BMERFFER T

SEEHERE

SH : WE— B ER

N EEHSSRLESHEEE X

<#root>

cedge7#

show utd engine standard statistics interna

'::':z':Engi ne #17‘::‘:7‘::'::'::':7':7'::':7‘::':7':7':
<removed>

HTTP Inspect - encodings (Note: stream-reassembled packets included): <<<<<<<<<< generic layer7 HTTP st
POST methods: 0
GET methods: 7
HTTP Request Headers extracted: 7
HTTP Request Cookies extracted: 0
Post parameters extracted: 0
HTTP response Headers extracted: 6
HTTP Response Cookies extracted: 0
Unicode: 0
Double unicode: 0
Non-ASCII representable: 0
Directory traversals: 0
Extra slashes ("//"): 0
Self-referencing paths ("./™): 0
HTTP Response Gzip packets extracted: 0

Gzip Compressed Data Processed: n/a
Gzip Decompressed Data Processed: n/a
Http/2 Rebuilt Packets: 0
Total packets processed: 13
<removed>
SSL Preprocessor: <<<<<<<<<< generic layer7 SSL statistics

SSL packets decoded: 38
Client Hello: 8

Server Hello:
Certificate:

Server Done:

Client Key Exchange:
Server Key Exchange:
Change Cipher: 10

N N OYN OO


http://www.google.com

Finished:

Client Application:
Server Application:
Alert:

Unrecognized records:
Completed handshakes:
Bad handshakes:
Sessions dignored:
Detection disabled:

=

P A,OORLRORNO
=

<removed>

UTM Preprocessor Statistics < URL filtering statistics including

URL Filter Requests Sent:

URL Filter Response Received:
Blacklist Hit Count:
WhiteTlist Hit Count:

Reputation Lookup Count:
Reputation Action Block:
Reputation Action Pass:
Reputation Action Default Pass:
Reputation Action Default Block:
Reputation Score None:
Reputation Score Out of Range:

Category Lookup Count:
Category Action Block:
Category Action Pass:
Category Action Default Pass:
Category None:

UTM Preprocessor Internal Statistics
Total Packets Received:
SSL Packet Count:
Action Drop Flow:
Action Reset Session:
Action Block:

Action Pass:

Action Offload Session:
Invalid Action:

No UTM Tenant Persona:
No UTM Tenant Config:

URL Lookup Response Late:

URL Lookup Response Very Late:

URL Lookup Response Extremely Late:
Response Does Not Match Session:

No Response When Freeing Session:
First Packet Not From Initiator:
Fail Open Count:

Fail Close Count :

O O OO uv1Towv o O wv
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UTM Preprocessor Internal Global Statistics

Domain Filter Whitelist Count:
utmdata Used Count:

utmdata Free Count:

utmdata Unavailable:

URL Filter Response Error:

No UTM Tenant Map:

ExpTanation
ExpTanation
ExpTanation
ExpTanation

below
below
below
below



No URL Filter Configuration :
Packet NULL Error :

URL Database Internal Statistics
URL Database Not Ready:

Query Successful:

Query Successful from Cloud:
Query Returned No Data:

Query Bad Argument:

Query Network Error:

URL Database UTM disconnected:
URL Database request failed:

URL Database reconnect failed:
URL Database request blocked:
URL Database

URL Database Error Response:

control msg response:
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<<< 11 queries were succesful but 6 only are queried via brigh
<L errors
<L errors
<L errors

Files processed: none
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cedge6#app-hosting move appid utd log to bootflash:

Successfully moved tracelog to bootflash:

iox_utd_R0O-0_R0-0.18629_0.20190501005829.bin.gz
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cedge6# nore /conpressed iox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz


https://tools.cisco.com/bugsearch/bug/CSCvr98723
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2020-04-14 17:47:57.504: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 245 , utmdata txn_id
2020-04-14 17:47:57.504: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 248 , utmdata txn_id
2020-04-14 17:47:57.504: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 249 , utmdata txn_id
2020-04-14 17:47:57.504: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 250 , utmdata txn_id
2020-04-14 17:47:57.660: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 251 , utmdata txn_id
2020-04-14 17:47:57.660: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 254 , utmdata txn_id
2020-04-14 17:47:57.660: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 255 , utmdata txn_id
2020-04-14 17:48:05.725: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 192 , utmdata txn_id
2020-04-14 17:48:37.629: (#1) : SPP-URL-FILTERING txn_id miss match verdict txn_id 208 , utmdata txn_id
2020-04-14 17:49:55.421: (#1) :SPP-URL-FILTERING txn_id miss match verdict txn_id 211 , utmdata txn_id
2020-04-14 17:51:40 ERROR: Cannot send to host api.bcti.brightcloud.com: Connection timed out
2020-04-14 17:52:21 ERROR: Cannot send to host api.bcti.brightcloud.com: Connection timed out
2020-04-14 17:52:21 ERROR: Cannot send to host api.bcti.brightcloud.com: Connection timed out
2020-04-14 17:53:56 ERROR: Cannot send to host api.bcti.brightcloud.com: Connection timed out
2020-04-14 17:54:28 ERROR: Cannot send to host api.bcti.brightcloud.com: Connection timed out
2020-04-14 17:54:29 ERROR: Cannot send to host api.bcti.brightcloud.com: Connection timed out
2020-04-14 17:54:37 ERROR: Cannot send to host api.bcti.brightcloud.com: Connection timed out
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edge#show platform packet-trace summ

Pkt Input Output State Reason

0 Gi0/0/1 internal0/0/svc_eng:0 PUNT 64 (Service Engine packet)
1 Tu2000000001 Gi0/0/2 FWD

2 Gi0/0/2 internal0/0/svc_eng:0 PUNT 64 (Service Engine packet)
3 Tu2000000001 Gio/0/1 FWD

4 Gi0/0/1 internal0/0/svc_eng:0 PUNT 64 (Service Engine packet)
5 Tu2000000001 Gi0/0/2 FWD

6 Gi0/0/1 internal0/0/svc_eng:0 PUNT 64 (Service Engine packet)



7 Tu2000000001 Gi0/0/2 FwD
8 Gi0/0/2 internal0/0/svc_eng:0 PUNT 64 (Service Engine packet)
9 Gi0/0/2 internal0/0/svc_eng:0 PUNT 64 (Service Engine packet)

LREHRASSENFIEENTEEBEUTDSIE , BEEMREMEAEERKE, MEUTDS|E A

edge#show utd engine standard statistics internal
<snip>

Normalizer drops:

OUTSIDE_PAWS:

AHEAD_PAWS :

NO_TIMESTAMP:

BAD_RST:

REPEAT_SYN:

WIN_TOO_BIG:

WIN_SHUT:

BAD_ACK:

DATA_CLOSE:

DATA_NO_FLAGS:

FIN_BEYOND:
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-17/sec-data-utd-xe-17-book/snort-ips.html
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