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NTPEZ ElvEdgeI E X T UBIBEBERRAXRBFLR , Hii0
« #E Fshow clocki i 7 #Y 58 E#E,

- HRARHEBEZNANEBTER , BERRSEN.
- B LWEEETIERE,

NTP ZRIET

EMBRENTPEE L ABRERETESTHEANEL

» show ntp associations
» show ntp peer

BERBENTHNESHE  F2H (SD-WANGT2E) .

FERNTPES B

vedgel# show ntp associations

IDX ASSOCID STATUS CONF REACHABILITY AUTH CONDITION ECELT COUNT

1 se368 8011  yes no none reject  mobilize 1

2 56369 911a yes yes none falsetick sys_peer 1

3 56370 9124 yes yes none falsetick reachable 2

IDX AR5

b EAEHID

AR 8 HERMREF (TRENS )

k] BE (SFAHET)

AEM EM (REE )

S BB ( ok, yes. badZinone)

RAE BIEARE

L) HSFRNRE—ESH

FTE L

Show NTP Peer

vedgel# show ntp peer | tab

INDEX REMOTE REFID ST TYPE WHEN POLL REACH DELAY OFFSET JITTER
1 102.168.18.201 .STEP. 16 u 37 1024 0  0.000 0.000  0.000

2 x10.88.244.1 LOCAL(1) 2 u 7 64 377 108.481 140.642 20.278



3 x172.18.108.15

.GPS.

66

64 377 130.407 -24883. 55.334
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fFFvManage M E X 2T T EHEBRNTPHEE

TEvManage £ {5 A 15 5 7 58 35 o 1

1. BiBMonitor > NetworkiZ1ZE 48 % 2 B 12 I

2. 1&EFEAKVvEdge,

3. #&— T Troubleshootingi®1& , A% % — T Simulate Flows.

4. RTHAEEFEERVPNINE , REBEIP, XAEEARREE Antp.
5. #&— T Simulate ( &% ) .

EREARBVEdgGeINTPRERMEHNERTA,
fevEdgelt &= TCPDump

ENTPREBEBVEdgeV B HIFHE , JUBBTCPdumpEEXRE., CTERHEGEEFEHEE
UDP£1235MiBENTPRE.

tcpdump vpn 03I "dst port 123

vedgel# tcpdump interface ge0/0 options "dst port 123"

tcpdump -p -i ge0_0 -s 128 dst port 123 in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on ge0_0, 1link-type EN1OMB (Ethernet), capture size 128 bytes
19:05:44.364567 IP 192.168.19.55.ntp > 10.88.244.1.ntp: NTPv4, Client, length 48
19:05:44.454385 IP 10.88.244.1.ntp > 192.168.19.55.ntp: NTPv4, Server, length 48
19:05:45.364579 IP 192.168.19.55.ntp > 172.18.108.15.ntp: NTPv4, Client, length 48
19:05:45.373547 IP 172.18.108.15.ntp > 192.168.19.55.ntp: NTPv4, Server, length 48
19:06:52.364470 IP 192.168.19.55.ntp > 10.88.244.1.ntp: NTPv4, Client, length 48
19:06:52.549536 IP 10.88.244.1.ntp > 192.168.19.55.ntp: NTPv4, Server, length 48
19:06:54.364486 IP 192.168.19.55.ntp > 172.18.108.15.ntp: NTPv4, Client, length 48
19:06:54.375065 IP 172.18.108.15.ntp > 192.168.19.55.ntp: NTPv4, Server, length 48

#i8verbosetZE-vVEARNTPE R @ h RIS IFEE,

tcpdump vpn 032 "dst port 123 -v

vedgel# tcpdump interface ge0/0 options "dst port 123 -n -v"
tcpdump -p -i ge0_0 -s 128 dst port 123 -n -v in VPN O
tcpdump: Tistening on ge0_0, Tink-type EN1OMB (Ethernet), capture size 128 bytes
19:10:13.364515 IP (tos Oxb8, ttl 64, 1id 62640, offset 0, flags [DF], proto UDP (17), Tength 76)
192.168.19.55.123 > 192.168.18.201.123: NTPv4, length 48
Client, Leap indicator: clock unsynchronized (192), Stratum 3 (secondary reference), poll 6 (64
Root Delay: 0.103881, Root dispersion: 1.073425, Reference-ID: 10.88.244.1
Reference Timestamp: 3889015198.468340729 (2023/03/28 17:59:58)
Originator Timestamp: 3889019320.559000091 (2023/03/28 19:08:40)
Receive Timestamp: 3889019348.377538353 (2023/03/28 19:09:08)
Transmit Timestamp: 3889019413.364485614 (2023/03/28 19:10:13)
Originator - Receive Timestamp: +27.818538262
Originator - Transmit Timestamp: +92.805485523



19:10:13.365092 IP (tos OxcO, ttl 255, 1id 7977, offset 0, flags [none], proto UDP (17), Tength 76)
192.168.18.201.123 > 192.168.19.55.123: NTPv4, length 48
Server, Leap indicator: (0), Stratum 8 (secondary reference), poll 6 (64s), precision -10
Root Delay: 0.000000, Root dispersion: 0.002166, Reference-ID: 127.127.1.1
Reference Timestamp: 3889019384.881000144 (2023/03/28 19:09:44)
Originator Timestamp: 3889019413.364485614 (2023/03/28 19:10:13)
Receive Timestamp: 3889019385.557000091 (2023/03/28 19:09:45)
Transmit Timestamp: 3889019385.557000091 (2023/03/28 19:09:45)
Originator - Receive Timestamp: -27.807485523
Originator - Transmit Timestamp: -27.807485523

f#tvManage# 1T Wiresharki# &

MR EMKvManageRt A E RIS HE |, AIETUBBERE S NENTPRE EZHEEIWireshark A 5B
BHER.

. JEiBMonitor > Networki® £ #8555 B 2 $IE R

EEEA/KVEdge.

. ¥ — T Troubleshootingi#1& , ,mfﬁ?zz T Packet Capture,

T RLEEFEEVPN ORAZE

. ¥&—T TTraffic Filtery o fﬁ?%’filﬁt)ﬁ? E B M ihEMRE123 , YEFERIEERSE B Wit
i

A WON -

Nz mIPwILEE R AR — BrEnEsa , IXI?%IPJ_E%%&E:EEF?J_?TLE
R B Y EAREERERE S M #2123 , F b R BB ER R 1T B8 A A a7
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6. E_-F rStartJ )

vManageI R £ EBVEdge E1TEA , AMEER BHES D EREFSMBEEFEM AL (LEREES
), TR2E , I TERBEURER,

= ANTPREIEE

NTP 3 AR U
ERampEERELICREARSENHLERNS  BRFKRIIEE,

vedgel# tcpdump interface ge0/0 options "dst 192.168.18.201 && dst port 123 -n"
tcpdump -p -i ge0_0 -s 128 dst 192.168.18.201 && dst port 123 -n in VPN O

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
1istening on ge0_0, 1link-type EN1OMB (Ethernet), capture size 128 bytes
14:24:49.364507 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tength 48
14:25:55.364534 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tlength 48
14:27:00.364521 IP 192.168.19.55.123 > 192.168.18.201.123: NTPv4, Client, Tlength 48
AC

3 packets captured

3 packets received by filter

0 packets dropped by kernel



AR EINTPERZR |, &AL

1@5 NTP IEEEHXEO
- MEREEBVPN ORHEE , 5 Rallow-service ntpEiallow-service allfEi&i& 4 A

JIﬁ@NTP% SRGFREE S P EEEM LE,
- RMENTPRAMBZE2EHEHBEE,

EEZEFS

MRARFNEBN/TIEEEIRES  MTRERERSER. SEXRTRARSF/HSEERE
EFRRMANENERBAR (S2ERFENR ). EHit, AERELIEEERNTPENRERN
i  RATCTHEEN SR ETESREM,

MRBEFFEERRFGOHEEER  NERSEIENTPEFIRRSLE.
WMRBIFESZERNER , BLEREUTER :

- BEPREFEHE/MEITAR?
- EREBERIEENERNT?
- BARFRME?

show ntp peer P EZEE A EERTNTPREE X, WMEE/DRK377 , AgBaEkERSE , ¥ B
BEPmARSL,

EFERERE LHFE

BiBclock set (n T A ABEMNTPERMNEERE, RLEEERENE A AEYHSHENREESNSE
=1.hn,

vedgel# show ntp peer | tab

INDEX REMOTE REFID ST TYPE WHEN POLL REACH DELAY OFFSET  JITTER
1 x10.88.244.1 LOCAL(1) 2 wu 40 64 1 293.339 -539686 88.035
2 x172.18.108.15 .GPS. 1 wu 39 64 1 30.408 -539686 8.768
3 x192.168.18.201 LOCAL(1) 8 u 38 64 1 5.743 -539686 2.435

AMREEERT2ERBENELERBET -2

vedgel# tcpdump interface ge0/0 options "src 192.168.18.201 && dst port 123 -n -v"
tcpdump -p -i ge0_0 -s 128 src 192.168.18.201 && dst port 123 -n -v in VPN O
tcpdump: listening on ge0_0, Tink-type EN1OMB (Ethernet), capture size 128 bytes
00:01:28.156796 IP (tos OxcO, ttl 255, id 8542, offset 0, flags [nhone], proto UDP (17), length 76)
192.168.18.201.123 > 192.168.19.55.123: NTPv4, length 48
Server, Leap indicator: (0), Stratum 8 (secondary reference), poll 6 (64s), precision -10



Root Delay: 0.000000, Root dispersion: 0.002365, Reference-ID: 127.127.1.1
Reference Timestamp: 3889091263.881000144 (2023/03/29 15:07:43)
Originator Timestamp: 133810392.155976055 (2040/05/05 00:01:28)
Receive Timestamp: 3889091277.586000096 (2023/03/29 15:07:57)
Transmit Timestamp: 3889091277.586000096 (2023/03/29 15:07:57)

Originator - Receive Timestamp: -539686410.569975959
Originator - Transmit Timestamp: -539686410.569975959
AC
1 packet captured
1 packet received by filter
0 packets dropped by kernel

ERHIVEdge R EUNTPERSEBERNERIE , FMkR. X, ENHENENREIREntp T
BLiE,

SENMHEBEN

« Cisco SD-WAN# &£

« {5 show ntp associationséy SHERNTPARBE
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