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policy
app-visibility
flow-visibility
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-
book-xe/url-filtering.html

Note: If you are using the legacy policy along with Configuration groups :

Select Configuration and Click Security
Click Custom Options and select Policies/Profiles and then access these features to enable

RXEER AL RKEERAR T AE

AR KAE(NGFW)

ERANGFW |, FFEITUATHER

iZ#ZPolicy group ( ZRE&HH ) , REEHENGFW , A% EiEAdd NGFW Policy ( #TENGFWR
BE )

AHIEERKEE  REBIE—T "T—F,

BEEENGFWREE BB T EE

FIEHA  RABER—T "T—%,

B I NGFWXKBE

ERA A HRSRCH , FAmENGFWERES | AREIEEH MR E I B R — B 35

URLERE

£20.18 2 AT R A< RL A URLIBIR

- J&#Z2UI_E M Configuration , 1% 1&#ZPolicy group , A% — T Groups of Interest
- BERS  ARERFAREER

ERMA20.18 R EFERABAUrBIE :

« i#{2UI LK Configuration , R%&iZ#ZEPolicyfl , #A1% # — T Objects and Profiles
- BELZLERERER

EE THBurBR.  WAFAERALR T "REF


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/url-filtering.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/url-filtering.html

EFEEEHKEE (AMP)
120182 B H B A B FIAMP:

« i#{2UI LK Configuration , #R%iZ#ZPolicy group , A% — T Groups of Interest
- BELRS  ARRHAERERER

ARA20.18 R ESRAAAMP

. IZ{EUI E#Configuration , A% iR1ZEPolicyfl , A% % — T Objects and Profiles
- BEZLERERER

iZ#E Advanced Malware Protection , A1 2ii#Add Advanced Malware Protection

MEFAEALZ-T "RE

A BB ERKE(IPS)/ AR E481(IDS)

E 520182 BB RAEXAIPS/IDS |, SF# T A T81E

. IBIZEUI LW Configuration , A% iZ#ZPolicy group , % — T Groups of Interest
- BEERS K ARRFEREER

ERRAE20.18RESRAMAIPS/IDS , BHITUATRE .

« JZ{ZUI_E M Configuration , &% 1&#ZPolicy#l , A% & — T Objects and Profiles
- BEERLEERER

iZ#Intrusion Preventionif 2 — T Add Intrusion Prevention
G MERANIZ—T /17
BISHRREREERAIP)

ER20.18Z B RARAAIP , FHITUTERE



. BIEUI LW Configuration , A% iZ1ZEPolicy group , % — T Groups of Interest
- BERS  ARRFEREER

EAMAR20.18REGSRARAAIP , BHITUTERE :

. Ul E#Configuration , R%iE1ZPolicy#H , A% % — T Objects and Profiles
- BELZLERERER

#1EAdvanced Inspection Profile , & # 1% — TAdd Advanced Inspection Profile

- MAGENHENSRPEINAMP/IPS/UrBRER , ARMERT

AIPEANGFWHY B3 B

. &#EConfiguration ( BtE& ) , A%IEZEPolicy groups ( ZKEEHH ) , ARBIER—TNGFW
. fm¥EZ BT MINGFWER B
- BREREIWNGFWHAl , FRELEBCHELNAIPEEER , RAER—T "/#7F.

Ulogging

E}ITHERCH , FFEMcli add onBIBE B4R B 3% L RUB X Thae

policy
ip visibility features
ulogging enable

parameter-map type inspect-global
log dropped-packets

Tog flow-export fnf

Tog flow

|

utd engine standard unified-policy
utd global

flow-logging all

k=] U]
K

B

show flow monitor sdwan-flow-monitor cache

IPV4 SOURCE ADDRESS: 10.100.10.75



IPV4 DESTINATION ADDRESS:

TRNS SOURCE PORT:

TRNS DESTINATION PORT:

IP VPN ID:

IP PROTOCOL:

tcp flags:

interface input:

interface output:

flow cts source group tag:

flow cts destination group tag:
counter bytes long:

counter packets long:

timestamp abs first:

timestamp abs Tast:

flow end reason:

connection initiator:

interface overlay session id input:
interface overlay session id output:
connection connection id Tlong:
drop cause 1id:

counter bytes drop long:

sdwan sla not met :

sdwan preferred color not met :
sdwan queue 1id :

counter packets drop long:
ulogging fw zp id:

ulogging fw zone id array:
ulogging fw class 1id:

ulogging fw policy id:

ulogging fw proto id:

ulogging fw action:

ulogging fw drop reason id:
ulogging fw source ipv4 address translated:

ulogging fw destination ipv4 address translated:

ulogging fw source port translated:
ulogging fw destination port translated:
ulogging utd ips pri:

ulogging utd ips sid:

ulogging utd ips gid:

ulogging utd ips cid:

ulogging utd urlf url hash:
ulogging utd urlf url category:
ulogging utd urlf url reputation:
ulogging utd urlf application name:
ulogging utd amp dispos:

ulogging utd amp filename hash:
ulogging utd amp file type:
ulogging utd amp file hash:
ulogging utd amp malname hash:
ulogging utd drop reason id:
ulogging sdvt drop reason id:
ulogging utd ips policy id:
ulogging utd ips action 1id:
ulogging utd urlf policy id:
ulogging utd urlf action 1id:
ulogging utd amp policy id:
ulogging utd amp action 1id:
ulogging utd urlf reason id:
ulogging ulogging flow direction:
ulogging fw user name:

ulogging fw source ipv6 address translated:

ulogging fw destination ipv6 address translated:

10.10.10.25

53

34796

10

17

0x00

Gi2

Gi3

0

0

125

1

14:59:47.613
14:59:47.613

Not determined
Reverse initiator
10

0
0x000000000050D9CC
0

A ONOOO

33
12544961
5559936

00000000000000000000000000000000
0
0

00000000000000000000000000000000
0

00000000000000000000000000000000000000000000000000000¢

00000000000000000000000000000000
0

0

1

1

N/A

N/A

N/A

N/A

0

Reverse initiator



ip dscp: 0x00
application name: port dns
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