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show sdwan appgoe status
show sdwan appqgoe error recent
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c8000v-appqoe-4#show sdwan appqoe status
APPQOE Status : YELLOW
Service Status:

SSLPROXY : YELLOW

TCPPROXY : GREEN

SERVICE CHAIN : GREEN

RESOURCE MANAGER : GREEN

c8000v-appgoe-4#show sdwan appgoe error recent
Appgoe Statistics Recent

Label Current value Value(30 sec bfr) Value(60 sec bfr)
RM TCP used sessions 0 0 0

RM TCP session allocated 21516 21516 21516

TCP number of connections 21215 21215 21215

TCP failed connections 298 298 298

vPath drop due to pps 0 0 0

vPath new connection failed

BBR Active connections

Syn Drop Max PPS Reached
(output truncated)
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EEBRELATE , AREASSL A REM ( SSLKERERNBRREN ) ; TCP., RHFHEMEIR
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show sdwan policy from-vsmart
show service-insertion type appgoe service-node-group
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¢8000v-appqoe-3 ( AppNaviz#lgs ) |, 2026-07-15,

c8000v-appgoe-3#show sdwan policy from-vsmart
from-vsmart data-policy _vpn-10_appqoe-policy
direction all
vpn-Tist vpn-10
sequence 1
match
source-ip 31.31.31.0/24 41.41.41.0/24
action accept
tcp-optimization
dre-optimization
service-node-group SNG-APPQOE
default-action accept
from-vsmart lists vpn-1list vpn-10



vpn 10

c8000v-appgoe-3#show service-insertion type appgoe service-node-group

Service Node Group name : SNG-APPQOE
Service Context : appgoe/1
Member Service Node count i1
Service Node (SN) : 15.15.15.2
Auto discovered : No
SN belongs to SNG : SNG-APPQOE
Current status of SN : Aldive
System IP : 10.20.0.1
Site ID : 30
Time current status was reached : Fri Jun 12 07:45:14 2026
Cluster protocol VPATH version : 2 (Bitmap recvd: 3)
Cluster protocol incarnation number : 3

Health Markers:

AO Load State
tcp GREEN 0%
ss1 RED/NOT AVAILABLE
dre GREEN 0%

http RED/NOT AVAILABLE
utd chnl RED/NOT AVAILABLE
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show sdwan appgoe flow vpn-id <vpn-id> server-port <port>
show sdwan appgoe flow flow-id <flow-id>
show sdwan appgoe flow closed all

R B B8 R

B, E2BMDCEHE B8 LiEfTshow sdwan appgoe flow vpn-id <vpn-id> server-ip <server-ip>
server-port <port>, A FIRERID, WEIFIDE , £/ A B H2E LiE1Tshow sdwan appgoe flow-
id <flow-id>,

show sdwan appgoe flow vpn-id <vpn-id> server-ip <server-ip> server-port <port>



show sdwan appgoe flow flow-id <flow-id>
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c8000v-appqoe-4 ( FRIGETRE ) , 2026-07-15, HERLIERERFEME , ALETREE ( 2
B ) &

c8000v-appqgoe-4#show sdwan appqoe flow all
Active Flows: O

T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP
Flow ID VPN Source IP:Port Destination IP:Port Service
No Matching Flows

c8000v-appqgoe-4#show sdwan appgoe flow closed all
Current Historical Optimized Flows: 100

Optimized Flows

T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP
RR: DRE Reduction Ratio

Flow ID VPN Source IP:Port Destination IP:Port Service RR%
91989394759551 10 41.41.41.2:50748 185.125.190.99:80 T -
91990285862945 10 41.41.41.2:36804 185.125.190.100:80 T -
91996708679695 10 41.41.41.2:54614 91.189.91.97:80 T -
92002614507991 10 41.41.41.2:57534 91.189.91.97:80 T -
92101839402141 10 41.41.41.2:36856 185.125.188.54:443 T -

(95 more rows truncated)

++++ Tracing single flow end to end, run below command on both edge and DC routers +++++++

c8000v-appqgoe-4#show sdwan appqoe flow vpn-id 10 server-ip 41.41.41.2 server-port 21
T:TCP, S:SSL, U:UTD, D:DRE, H:HTTP

Flow ID VPN Source IP:Port Destination IP:Port Service
93741048628578 10 31.31.31.2:37632 41.41.41.2:21 TD

c8000v-appqgoe-4#show sdwan appqoe flow flow-id 93741048628578
Flow ID: 93741048628578

VPN: 10 APP: O [Client 31.31.31.2:37632 - Server 41.41.41.2:21]

HTTP Connect: O

TCP stats

Client Bytes Received : 213
Client Bytes Sent : 363
Server Bytes Received : 176
Server Bytes Sent : 36

Client Bytes sent to SSL: 165
Server Bytes sent to SSL: 176

(195 more rows truncated)



TCP Flow Events

1. time:303.932637 HH Event: TCPPROXY_EVT_FLOW_CREATED

2. time:303.932696 - Event : TCPPROXY_EVT_AD_RX_SYN_WITH_OPTIONS

3. time:303.932741 H- Event: TCPPROXY_EVT_SYNCACHE_ADDED

4. time:303.932759 H- Event : TCPPROXY_EVT_AD_TX_CORE_SYNACK

5. time:303.933496 - Event : TCPPROXY_EVT_AD_RX_CORE_ACK_WITH_OPTIONS
6. time:303.933594 H- Event: TCPPROXY_EVT_ACCEPT_DONE

7. time:303.933650 - Event : TCPPROXY_EVT_AD_TX_CORE_SYN_NO_OPTIONS
8. time:303.933657 - Event: TCPPROXY_EVT_CONNECT_START

9. time:303.933993 H- Event : TCPPROXY_EVT_AD_RX_CORE_SYNACK
10. time:303.934022 - Event: TCPPROXY_EVT_AD_TX_CORE_ACK_NO_OPTIONS
11. time:303.934024 HH Event: TCPPROXY_EVT_CONNECT_DONE
12. time:303.934049 - Event: TCPPROXY_EVT_FLOW_CREATE_DRE_SENT
13. time:303.934198 - Event: TCPPROXY_EVT_FLOW_CREATE_DRE_RSP_SUCCESS
14. time:303.934222 - Event: TCPPROXY_EVT_FLOW_CREATE_SSL_DONE
15. time:303.934232 H- Event: TCPPROXY_EVT_DATA_ENABLED_SUCCESS

(95 more rows truncated)
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show sdwan appgoe rm-resources

show sdwan appgoe dreopt status detail
show sdwan appgoe dreopt statistics detail
show sdwan appgoe dreopt statistics peer

BERETRA
c8000v-appqoe-4 ( RFSETEE ) , 2026-07-15, RDREH 4 BB EE TR/ BER AL,

c8000v-appgoe-4#show sdwan appgoe rm-resources

RM Resources

RM Global Resources :
System Memory Status : GREEN



Num sessions Status : GREEN
Overall HTX health Status : GREEN
Registered Service Resources :

TCP Resources: Max Sessions : 40000 Used Sessions : 0
SSL Resources: Max Sessions : 40000 Used Sessions : 0O
DRE Resources: Max Sessions : 750 Used Sessions : 0
c8000v-appqoe- 4#show sdwan appqoe dreopt status detail
DRE ID : 52:54:dd:77:4a:a7-019cdaae7bca-9a025f66
DRE uptime 1 126:13:46:58
Health status : GREEN
DRE cache status : Active
Disk cache usage 1 29%
Disk Tlatency 12 ms
Active alarms: None
Configuration:

Profile type : S

Maximum connections : 750

Disk size : 60 GB

Compression type : DRE-LZ

c8000v-appqoe-4#show sdwan appqoe dreopt statistics detail

Total connections : 48

Max concurrent connections 1 2
Current active connections : 0

Total original bytes : 63254 MB
Total optimized bytes : 32691 MB
Overall reduction ratio 1 48%

Disk size used 1 29%

Cache details:
Cache status : Active Cache Size : 59132 MB Cache used : 29%
(per-connection reset/EBP/encode/decode detail truncated)

c8000v-appqoe-4#show sdwan appqoe dreopt statistics peer

Peer No. System IP Hostname Active connections Cummulative connections
0 10.30.0.1 c8000v-app 0 22
1 10.20.0.1 appgoe-ser 0 26

ETRAAKE  BER , MKREE2EY , UREFN4IS%ERRIE, HEERESRME
DRE ¥t % #8139 7] 3 ] B ik 4~ 48 & (72 B aoim-statistics).

BEETRR., RAMITHER. HERARME, RERE, MREERER , URFHKREKEL
ﬁb‘l:fﬁﬁiaio

5. FREN PR 542 H25 (SC) M AR A B 25 (SN) 2 BV R 2
TESCHISNZ BB E N E L STE RS E, TREBHNAEEESE,

A3E1:CLI ( RAREHGH#IE — EPC )



A EEEEECLI EEMCisco I0S XElR AR E R BHE(EPC)MEE. U TREARTunne M D%
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monitor capture APPQOE_CAP interface Tunnel2000000001 both

monitor capture APPQOE_CAP match <ipv4 or any or access-1list>
monitor capture APPQOE_CAP start

show monitor capture APPQOE_CAP

monitor capture APPQOE_CAP stop

monitor capture APPQOE_CAP export bootflash:appqoe_clear_data.pcap
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show platform hardware qfp active feature appqoe stats global
show platform hardware qfp active feature appgoe stats all
show platform hardware qfp active feature appqoe internal all
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c8000v-appqoe-3#show platform hardware gfp active feature appqoe stats all
APPQOE Feature Statistics:
Global:
ip-non-tcp-pkts: 1354682
cft_handle_pkt: 0
sdvt_divert_reqg_fail: 1374
appqoe_svc_on_appqoe_vpn_drop: 0
appgoe_sng_not_configured: 0
SDVT Global stats:
within SDVT syn policer Timit: 71660
SNG: O SN Index [0 (Green)], IP: 15.15.15.2, oce_id: 221252816
APPNAV STATS: toSN 85540403 / 75619122643 fromSN 105667460 / 109985814214
NoFoDrop 0 / O
SDVT Count stats:
Active Connections: 4
decaps: 58388600 encaps: 47119306
SDVT Packet stats:
Divert packets / bytes 47119306 / 34139250226
Reinject packets / bytes 58388600 / 52530512355
Pkts dropped packets / bytes 10 / 690
SDVT Drop Cause stats:
Packets Dropped as SN Unhealthy: 10

c8000v-appgoe-3#show platform hardware qfp active feature appgoe internal all
APPQOE Feature Internal:

syn_policer_rate: 2700

Cluster Type: External

Service chnl health : Green

TCP sub-chnl health : Green

SSL sub-chnl health : Red

DREOPT sub-chnl health : Green
Service-Node-Group: 0

Active SN Bitmask: 0x0000000000000001

SN TabTe:
Idx | Id | Ver | Status | DP Status | msecs ago | IP
0 | 1| 2 | Green | Green | 27707 | 15.15.15.2

cft_handle_pkt:0Flappqoe_svc_on_appqoe_vpn_drop:0BERCFT/FIDH EFEEVPNEE, HEE
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show sdwan appqgoe error recent

show sdwan appgoe flow closed all

show sdwan appgoe status

show service-insertion type appqoe service-node-group

MRRAMEE L1F1E |, Btk Bstats globalZistats all before and after one controlled replications
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c8000v-appqgoe-3#show platform hardware qfp active feature appqoe stats all | include Drop|Unhealthy|NoF
SDVT Drop Cause stats:
Packets Dropped as SN Unhealthy: 10
NoFoDrop 0 / O
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show service-insertion type appqoe service-node-group
show sdwan appgoe status

show sdwan appgoe rm-resources

show sdwan appqgoe dreopt status detail
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c8000v-appgoe-3#show service-insertion type appqoe service-node-group | begin Health
Health Markers:

AO Load State
tcp GREEN 0%
ss1 RED/NOT AVAILABLE
dre GREEN 0%

c8000v-appgoe-4#show sdwan appgoe rm-resources | include Status|Max Sessions|Used Sessions

System Memory Status : GREEN

Num sessions Status : GREEN

Overall HTX health Status : GREEN
TCP Resources: Max Sessions : 40000 Used Sessions : 0
DRE Resources: Max Sessions : 750 Used Sessions : 0

88HAH0% , ¥ HEFANSERIERMN40000/750090R4] , AtAABRERRA , LBHESHBR
&, show sdwan appqoe statusFE TR EEEBARBERMRAKREABSSL AO,
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appqoe_cft_handle_pkt2EER5T 82T, EAppQoEE LR CFTRIBENMB MM RIDE , I HRESE
. BELARCFT/FIDEREXRMNFRE ; HEREREMSRENELTEFRBETLEN,

show platform hardware qfp active infrastructure cft status
show platform hardware qfp active feature appqoe stats global
show sdwan appgoe rm-resources

AECFTIREE IR IFEN R R B 0 B AR IE
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c8000v-appqoe-3 ( ##I85 ) , 2026-07-15, EEHERICERITER.

c8000v-appqoe-3#show platform hardware gfp active infrastructure cft status
CFT 1/1

CFT 1id: 0 CFT name: GLOBAL_CFT
General Parameters:
Max flows: 1000000
Number of buckets in CFT hash table: 7227108

Statistics:
Total number of flows added 1 1424672
Total number of flows removed : 1424664
Total number of currently allocated flows : 8

. (per-feature memory element table truncated)

B0 B REE - 8%1,000,000 AFRREKRB Y |, cft_handle_pkt: FEAppQoEAREEH A OTEFE R
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show sdwan appgoe Tibuinet-statistics
show sdwan appqgoe error recent
show sdwan appgoe rm-resources

HE B AR T FE BZ B A9 Syn Drop Max PP, HRAPPEB I vPathE 2 LA K% 48 [2 19 58I 52, 7 b B8 Bk 2 2R
. RIFERARSRE K MAAHSYNBARE | 88 T BN RER.
BERZERY

c8000v-appqoe-4 ( RFSHETEE ) , 2026-07-15, libuinet-statisticsfR & ; #SH R K IEEIIHEIHY
Vpath#Rst EFA R

c8000v-appgoe-4#show sdwan appgoe libuinet-statistics | begin Vpath Statistics
Vpath Statistics:

Packets In : 112733521
Syn Packets : 21516

Syn Drop Max PPS Reached : 0

Flow Info Allocs : 21516

Flow Info Allocs Failed : 0
Vpath drops due to min threshhold: 0
Failed to create new connection: 0

232 2Syn Drop Max PP:0(FlvPath drop due to PP:0 in error recent)#iE 2 SYNKBEEF R Bl
R HI28 LB B A IEE Esyn_policer_rate:2700 ( RERZFIE ) ; EBEZH , FAAHBERMEN
SYNEREHEITLHE,
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TEREAEMTRAEZIEBRERS  ERFEERRIEIERE , FAFANTACHRRER
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show platform hardware qfp active feature sdwan datapath session summary

BERZERY

c8000v-appqoe-3 ( =25

c8000v-appqgoe-3#show platform hardware qfp active feature sdwan datapath session summary
Bfd Discrim PMTU

Src IP

Dst IP

192.168.172.19 192.168.172.6
192.168.172.19 192.168.172.5
192.168.172.19 192.168.172.20

IPsecEBSEREH—

, 2026-07-15,

Src Port Dst Port Encap

12346 12346 IPSEC
12346 12366 IPSEC
12346 12346 IPSEC

Uidb

65528
65528
65528

20005
20009
20006

PMTU 1442, BSC/SNEEH —HPMTU ( EDF{L T

PREMSSR B EMNMBEMTUREN — ERBBEEMTUZ BT HEERIELIE R

1442
1442
1442

ARPRERE ) B

EERRNERREEREMTURIMSS KR, FRIFTERERETUASR , BRIFEZEMEE

MTU.,

DREREAEENIRRE |, {BHERME ST

BEEXTEBHIWEDREEEE., HE—HNEEER. HHRI, CBMEAEHE., BMLESSUTLSRE

HMBFRE, FHBR,. BERTHERANEDERBARELERINIREZHRD .

HEFEDREAR B ¥ B

show sdwan appgoe dreopt status detail
show sdwan appgoe dreopt statistics detail
show sdwan appgoe dreopt statistics peer



show sdwan appgoe dreopt auto-bypass
show sdwan appgoe ad-statistics

show sdwan appgoe aoim-statistics
show ss1proxy status

BEERG

c8000v-appqoe-4 ( FRIEEIRE ) , 2026-07-15, DREAEE/MAFTEA/HEHBEED
Bl Héran D

c8000v-appqoe-4#show sdwan appqoe dreopt auto-bypass
c8000v-appqgoe-4#
(empty — no flows in DRE auto-bypass)

c8000v-appqoe-4#show sdwan appqoe ad-statistics

[Edge] AD Negotiation Start : 21513
[Edge] AD Negotiation Done 1 21215
[Edge] Rcvd SYN-ACK w/o AD options : 21167
[Core] AD Negotiation Start : 55
[Core] AD Negotiation Done : 55

c8000v-appqoe-4#show sdwan appqoe aoim-statistics

Total Number Of Peer Syncs 12

Total Passthrough Connections Due to Peer Version Mismatch : 0
LOCAL AO Statistics: SSL 1.3 (Y), DRE 0.23 (Y)

PEER 10.20.0.1: SSL 1.3 InCompatible=N, DRE 0.23 InCompatible=N
PEER 10.30.0.1: SSL 1.3 InCompatible=N, DRE 0.23 InCompatible=N

c8000v-appqoe-4#show ssTproxy status

CA TP Label : PROXY-SIGNING-CA
Dual-Side Optimization : TRUE

Min TLS Ver : TLS Version 1
Clear Mode : TRUE

TS RAH, BLE

RERBRERBEERD , ADBEELETHK , I Haoim-statisticsEE RMRAS T B R OEER , H
WﬁDRE%T%E-%BﬁﬁET*H@ No sslproxyiRRERERIBEBRE R : TRUERF | BRIEBRFASSLAIE
, BAHTTPSEBETHBEZNBER T ER — EEMENHRE LFEHEFBHDRERL ., BIEBHNEL

48% ( HER4. ) RH AN RMDREEEM R

R

. DRE 5% B 7£ W i L B 18 73 [a

 RERHEN |, WEAFEHNYSE,

. DREEATHRRMREGREE R TEEIRE , REHEEER.
 HERIRETMAOBEERMEEN.
BRI E R AREENEER,

. RERERBBZRME.
mEREEEMENSSLTLSHENE mxERE

_\lmmhoom—\



IEFERIE

EmimER —EERARENENENERNEERR. TARNRBERBENSEHLTETR
2o AMEMBO LR FNEEDREE, MRAUFRRNNER  FLHETRSRIVER AR
, WEEMERNRE,

& SR Friak

BACAXENRAEGS. IRERDTEE  FlE

- UTCERGBEMZFEM TE/VPN

c E—WHEPHN—EIXBRN—EESHEZNR

- MIRAAPPQOEARKE, BRIFSRER. KB, FRISE AR RE H
- DREMEE, BHERFTEF. ERMRENBRULTHEE

- FEEEGTE , CFTAREFQFP AppQoEMET &

- ERRTEEREFME R 2 A BB EE

show sdwan appqoe flow all debug is expanded show output , M2 ARBAEZFA TR
A#E. EARERESR K MAAURRERERHE  EEERGSTER , EXEAREERRNE
yTE- A=

ERERBBBORA/TE., WESERE. WHEENAERFLARNERT , TERMGERA
platform-debug@r &, EEICHWEELE EFEMCisco TACERETEBHRABRER TRMUE,

MEEERMER

 AppQoE B 3% At f= BE BR

- TCPH#E1{L

. DREMRE HRIEL

« AppQoE I E %

« Catalyst SD-WAN AppQoE DRE:#h##, BELE. B
- BRIFMIXEETH



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/verify-and-troubleshoot-appqoe.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/verify-and-troubleshoot-appqoe.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization-with-dre.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization-with-dre.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/26x-later/appqoe/appqoe-configuration-guide/tcp-optimization-with-dre.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/appqoe/ios-xe-17/appqoe-book-xe/m-support-for-multiple-appqoe-service-nodes.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/appqoe/ios-xe-17/appqoe-book-xe/m-support-for-multiple-appqoe-service-nodes.html
https://www.cisco.com/c/zh_tw/support/docs/routers/sd-wan/221870-catalyst-sd-wan-appqoe-dre-topology-c.html
https://www.cisco.com/c/zh_tw/support/docs/routers/sd-wan/221870-catalyst-sd-wan-appqoe-dre-topology-c.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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