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S BR 4.Config-db /=R
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S BR 5.Config-db /=R
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#H&5.:vManage Cluster + DRE B
SB1.EARE
S 2:flBvManage Ul, EE 22

S B 3.8 vManagefiE
S B8 4.Config-db =R

REM B A ERECisco SD-WANRHAE[E | St EGMNIRESERENZHREE,

AR

ER

BRIEREHRBUUTEE .
- BRI E R EEMRE(SD-WAN)

» Cisco Software Central
« fsoftware.cisco.comT &2 41| 25 81 g2
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ANXHHWEARRBREEEREREANKEMEY. XHEAZNTAERESREHER ( A R
) BVHERERRE) . MRIEHEIREFT | FRARECHEAETAESTRERNTE,

BB IR 2 BIRY SRR
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- HERBH AR BB , SABR A FIZR R & 2 R @ EA

- §8/EEneodj(configuration-db)E A &E B BMEE ( EHEFHNFTIBvManagefi g E AAME
)

- EFfERE L EHEEY

- BEESEMGRIREMETX

- EEBIBER=ZFIEFNER

- BRIEFEERESRITERAE L TN EBRAIRET ( MasvAnalytics ) , BRIBLHFTENR ( Bk,
=Y. RERFTEAEF ) BFEX

o WMREE T Cloud OnRamp , FHEAZENE S MK 2 BIEHHBEE P IHEH 8000V

- MREEXRHIEME LA TSDAVC , FFRANRIEMCHA (BRER  RETEMEHR
ERUA)

o EEHERR RN RE R RA L X #EConfiguration-dbik 8



https://software.cisco.com/download/home

- BERAREHENARE, BIXECOMPUTE_DATAFIDATAR® ( EE%2 TE’J%%EEJL)
- HADLHECA  EEFHHALECAERNERE (XFEANBREEERY )  LHREFEAD
¥ECAMRSEEBLBBRBUIAFI BRI ZEHE

EREIEE

vManageZB&

- BY (1{EERE )
« SEBF (ENRATIOEIR )

DRi%®1g
- DR
- BEEI%DR
- {EFIDRE& LK ( FH/IEEBE )
S N
M FRXHMERNNESHFEES , F2RILER
BE
# vManagei&E DRiE1§
1 B\ (EEE) DR
2 B (1EEE) EFBDR

3 KB (JHEHIMENGHEHIFS ) DR
4 EE (SHIRDNGHIH ) {RAIDREE

BRAREEASHERSR

LESRUFMEHNBESHRBERAN. SMEEMBVMAIENMEREARCLIEENBE. SEES
B MEHHFEEMBNHIHEBIAR BRI b LR,

ﬁ
ﬁ
A

REIWMESD-WANIZFIZE ( EXE2R. BFEse, EHI8R)

~
MEE . BRIEHGE T REMNEE , R ELMBERILAER, Cisco vManage = Cisco
Catalyst Manager, Cisco vBond Cisco Catalyst Validator, Cisco vSmart = Cisco
Catalyst Controller

RERNZETHEME ~EHSD-WANZHIBFHOVARESE


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/ios-xe-17/high-availability-book-xe/m-high-availability-and-scaling.html#:~:text=Cisco%20Catalyst%20SD%2DWAN%20Manager%20Disaster%20Recovery&text=Note%20that%20the%20failure%20of,Recovery%20chapter%20for%20more%20information.

« EFEVEDGE Cloud , A& T & E M A vBond OVA,
- EiEvManage® B8 I T H P & B BB iR A< #YvManage OVA,
o BEIFBvSmartE 8 N HFTE MR AR vSmart OVA,

~
MizE : FEESXI/EF & L FEAOVAERRE vSmart, vBondflvManagei®#lg5, ESEER
MRS | SRR IRIBRSD-WANESRB R B AFTEEHISR 2B 7 Z#HMCPU. RAMMEIER, &
BB EMER. FRASHBUR I ERVManagefi R , MEBEFTERREN "
REX/D*1 SRR,

X ECisco Manager&i 2

- EBECisco ManagerzivManage VM B Al LAFA B ManagerfV 2 Hl8% , EEFMEBITH. — B
T, AMEREERREERMNE , LIRTWACAEEBNER,

- MARREEAERBEAEEBadminMZHadmin, BHECRTEAEEXRR , RIBEN
BEREFAEadMINFIEN .

- REEREAEZREAG, NMREFEHEBVManageEd |, AIERRAEIS R, FIRBILEET
WIZRBEERG .

For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe

Bl . ZCOMPUTE_AND_DATAZEZ1

hooted via startup_32()
Physical RASLR using RDRAND RDTSC. ..
irtual KEASLR using RDRAND RDTSC. ..

flecompressing Linux. .. Parsing ELF... Performing relocations... done.
ing the kermel.

a 28.12.5.1

e login:
a 28.12.5.1

ge login: admin
PassHord:
elcome to Viptela CLI
dMin connected from 127.8.8.1 using console on vmanage
‘fou Must set an initial adMmin password different from default password.
assword:
e-enter passHord:
1) COMPUTE_AND_DATA

3) COMPUTE

Select persona for vManage [1,2 or 31: 1
ou chose persona COMPUTE_AND_DATA (1)
Are you sure? [ysnl _



https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations/ch-server-recs-20-15-combined.html

BIEWBHE , TR

1
ou chose persona COMPUTE_AND_DATA (1)
re you sure? [ysnl vy

Select storage device to use: 1

ould you like to format sdb? (ysnd): y

mount: sdevs/sdb: not mounted.

ke2fs 1.45.7 (28-Jan-2821)

Discarding device blocks: done

reating filesystem with 26214488 4k blocks and 6553688 inodes

Filesystem UUID: 5a94dbilf-71c4-4eZ25-abd1-8ef2495c1de?

Superblock backups stored on blocks:
32768, 93384, 163848, 229376, 294912, 819288, 884736, 1685632, 2654288,
44966888, 7962624, 11239424, 20486868868, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: domne

- BRIEHBIRIBEIE A YIRS,
« Cisco ManagerEfiEiA. MB% , FAFRENTZBTRACTAESZBNRE,

2arly console in extract_kernel
input_data: 8xBBBBAAABBA21753h4
input_len: BxBABBBBABA121c7f3

utput: BxABBBBBBAB 18086060

utput_len: BxBBAABBAAA237eabc
ernel_total_size: BxHHHBBBBHA1{ bHBAA
ooted via startup_32()
Physical KASLR using RDRAND RDTSC...
irtual RASLR using RDRAND RDTSC...

Decompressing Linux... Parsing ELF... Performing relocations... done.
Booting the kermel.

28.12.5.1

login:
28.12.5.1

mManage login: admMin
Password:
login: Hed Feb 18 18:52:47 UTC 2826 on ttyB
elcome to Uiptela CLI
dMin conmnected from 127.8.8.1 using console on vManage
Manage#

« A LAELE VPN 512 management interface AR ¥ #5422 MY S AN B35S 6
- fEAM T show interface IBEF , ARRENEE BB EIBVPN,
- HEMEENE.




g4
SPEED MSS RX T

PN INTERFACE IP ADDRESS STATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX UPTIME PACKETS PACRETS

192.168.45.218-24
BA:58:56: 6b 1888 full

ethl -
BA:58:56: 7a:cb6 1888 full

eth?2
BA:58:56: :98 1468 full

dockerf
B2:42 :6d:

cbr-vMmanage
B2:42:22:

Mzt : AT AR RS E R BvManage M B & I B EAH B R IP b 31k 75 2R

EENE(VPN 512)BL &

- MREEBNERVPN OBERIVPN 512 , FEAEEGS , AREENE LMNIPHI

Conf t
vpn 0

no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0



R B B 7 AE

« T£hypervisort , BvBondEi BB EFMEMNFTE ( CPU. RAMMERR ) L FHREIR.

- —BEHETLUGE , FEFVBondT2/E ., FFHIHE "System Ready ( Rk ) 1 &
Ao

- RABRRRETSBAAFEHEZBNZE, BAERFEAEREBFERAERABadminFZETHadmin,
Ehtz#  RRAERAEAEETNRE , LIRBENBESREFEAZEadminFTENHTE,

o BOLAEEVPN 512E BN HUARAYHEH SN FAETEHE.

- EAMHshow interface B+ , ARBRENEE S BRI VPN,

- MEMEENE.

g5 -

dMin connected from 127.8.8.1 using console on wvbond-81
bond-B1# sh int | tab

IF IF IF
TCP
AF ADMIN OPER TRACKER ENCAP
SPEED MS3S Rx Tx
PN INTERFACE TYPE 1IP ADDRESS STATUS STATUS STATUS TYPE PORT TYP
HMTU HUWADDR MBP3 DUPLEX ADJUST UPTIME PACRETS PACKETS

ged-d ipvd 18.186.51.184-24 Up - null transpor
:58:56:bd:be:68 1868 full B:84:39:15 1838 1843
ipvd - Dowum - -
:58:56:bd:B84:8e 1888 full - -
ipvd - Dowmn -
58 :56:bd:f1:d5 1884 full -
system ipvd 1.1.1.4-/32 Up - null loopback
- 1888 full H:84:40:46 %}
loopbackl ipvd 192.168.51.15-32 U Up - null loopback
- 1888 full H:A4:39:18 B

ipvd 1@.186.51.169-24 U Up -
:5@:56:bd:3c:9b 1888  full 9:84:39:18 1839 1839

null MgHt

BiEE : &R LR BvBondH 5| AEE , WHMEE EMENEE.

EENE(VPN 512)E &

. MBEEENERVPN OBEZIVPN 512 |, ZEA

o, AREENE LIPHLIL,

(o

Conf t
vpn 0



no interface eth0
vpn 512

interface eth0

ip address

no shutdown
|

ip route 0.0.0.0/0

|
commit

B2 %25 (vSmart) &1 Bh

- BTERFRXARNSBUREVSmart B,
- TEFTBSD-WANZHIZR EEEVPN 512 IP#h it |, BIA[EAVPN 512 IP#hsik EAYSSHEAEE
{9
FrEfRHER LN EARCLIEES
—BEHMARHIRAESSHA MM E , FESELGR L REELCLERE,

RREE

config t
system
host-name

system-ip

site-id

organization-name



vbond

commit

S

EE-MRFEAURLEAVBondit it |

PRGN LBFTEELRE  TeAERTH

A AR ATIE Lo tth it
BE®WAE(VPN 0)BLE
#Ro
config t
vpn 0
dns

primary
dns

secondary

interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

SEHRRIEVPN OF: & B DNS R 85 IP it 1t s HEAR

, 37 TE A A B2 R i 2R M FLER IR I 2R B T 4 i



no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun

allow-service https
!

no shutdown
|

ip route 0.0.0.0/0

commit

S
AR BUNSERFEFRNEE  WREERFE , QST LS E B8 2 #iR 6

o

EEEERASRMFEATLSEVManage i E T R LR HEER | TSR ERBATLS, FERIE
MTE , FrEERH MBS EFEADTLSEL BFER, RIBEHWER | W EE EEEvSmartHl
vManagefig FLEE,

Conf t
security
control
protocol tls
Commit

84 1: ¥ vManage +#&DR
FREEBIE -
+ 1{BvManage(COMPUTE_AND_DATA)
+ 1852 fEvBond
« 1A= ZEvSmart

SER:



1. ERBALRALFEHIE

2. BEmE

3. Bt EvManage Ul, HEMiREEFIES
4. Config-db backup/restore

5. BIRZ R

TR1EERE

- HREBHCisco SD-WAN Managerl|18 8 Ed 7 & € #Y Cisco SD-WAN ManagerE fI 246 E

o

- BRFIEZBHHFEHICisco SD-WAN Managerf5I 18 31E 17 +H [5 Y X 3@ M A,

- WBRFIBEEEBHFFHICisco SD-WAN Managerf5l 18 &BBE Z|5Z Cisco SD-WAN Validatorty &
EIPH#

- BARABECREEFHLEMCisco SD-WAN Managerffi| 18 £,

- HE{RFTAE Cisco Catalyst SD-WAN & & (‘B IE# R ## Cisco SD-WAN Managerl18) t #Y k5
R,

- BRIEFHZEMCisco SD-WAN Managerfl B L Ei & — A RAIPHEZID , WELEEEE
B RN EREE,

SR 2:FlEvManage Ul, FBEFMIRIIEHIES
E#HvManage Ul L IELE

- BSBIPNARHIEIMERGERNCLI LR |, HBM T LE A BESR S Mhttps://<vmanage-
ip>URL7FHlvManagefIWebUl, £ & {EvManagefiBiHIVPN 512 IP#isit, &R LA B8
EFAEEBNEBREA,

« BE Z Administration > Settings , AE TR THEE,

- BB BAMEREEE/vBond URL/IPH#EiE, & EvManage i BhRICLIFFFERIAYE,

« fEvManage 20.15/20.18% , iELLfl & 7] £ SystemEZB 0 P K F



Settings

u The network is out of compliance due 1o licensing, please click here for more actions,

Settings
Settings  system
Claco DMA Poral Validator
Managed Cellular Activation - eSIM

tor and the port number to use to conneact ta it
Identity Provider Settings or and th r v I P i

Validator DNS/! IP Address Port

Enter 12 Cisco Catalyst SD-WAR
Warkflaws
Cloud Credentials
100,251 12346 =
d\ ThousandEyes User APl Tokens
Todls

- BERERECANKE , CAREANEZZRENEERME. BATUFRIERE

1. BRWANBZEERE — REFERSD-WANBZIEBIZHCA,
- MEFEE (TPM/SUDIEE ) — FALLEE  RARER LTATENEERARELZH
&% ( TLS/DTLSEHR )
- EFBE (HLECAKEE ) —FAEEN  RAOSFEARERN X EHIUE
HENERE, BEENEEE K SATHEEHGECAWIREE,



iutlts s
asce  Calaly

P The network is out of compliance due to licansing, phease elick hers for more actions

Mo .
Settings
S, ;
Settings J Trust and Privacy
G i
Tanancy Mede Hardware WAN Edge Certificate Authorization
|
Anatytics Enforee Software Version (ZTP)
Hardws ficate Authorization Involves the process of ensuring that thi
Software Install Timeout certifica N . are authg  and vel
=13
Warkbows e Security
(®) On Box Certificate(TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise Cal
a4 Hardware WAN Edge Certificate Authorizatbon
Tos
Controdlar Cartificats Autharization
WAN Edge Cloud Certificate Authorization
fmpuris
Certificate Revocation List
o
Wab Sarver Cartificata
M. 1
Enterprise Feature Certificate Authorization [ cancen |
do - g
Administration User Sessions
DUDQ MFA Configuration
Explor

Password Policy

2. Controller Certificate Authorization — RESD-WANIZHIZ5HICA,
o BR (B ) —EHIEEFEAHBCisco PKIZEZEWE S, vManageff FlvManage LB E Y
BERFRIBFEEBBEPNPHFE , WHKBREW KA THEERHIR L,
- F8 — #HERFEAHCisco PKIZEZENRE. EMEIEESD-WANEEBNEZIIRSHE
BIRFE | R ERPNPPEFEZEECSR,
- Enterprise Root Certificate — £ A LLRIER |, IRHSEFARSEABN L ETSHEZME
EENBE, BEWBER  VEATLHEFHOCECANBREE,

n The network is out of compliance due to Bcensing, please click here for mora actions

Settings

Sel‘tings | Trust and Privacy

Controller Certificate Authorization

Tenancy Mode
Anglytics Enforce Software Version (ZTP)

Software Install Timeout

A Hardware WAN Edge Certificate Authorization

Conftroller Certificate Autharization

WAN Edge Cloud Certificate Authorization
Reporis Certificate Signing by
s Cisco (Recommended) Marwal  (8) Enterprise Rool Certificate

Web Server Certificate
Enterpriss Aoat Cartificats Select a File

Enterprise Feature Cartificate Authorization

4o
Addministraticn User Sessions
DUD MFA Configuration
Explore
Paszword Policy

3. WANIB M E R EZ# — T EFESD-WANRSI f 8 (CSR1000v, C8000v, vEdgeXE ) 9
CA



- BHE) (vManage®## ) — vManage B B¥ E 2 55k HESHICSRIEITEHR AR |, WERH
BLERERE,

- FE (LECA—HE) - EREARFHAHEBNCXBEERBESZENTSE, &
BIRER  LEELEFMCECANREE,

MRERACA (FFEHEEME ) | FHEEEnterprise,

bl Catalyst SO-WAN = @ Q@E | O asdmin v

P The netwark is cut of compliance due to licensing, phease elick here for more actions.

Me .
Settings
o, "
Settings j trust and Privacy
anliguratio
Tanancy Mode WAM Edge Cloud Certificate Authorization
|
Anatytics Enforce Software Version (ZTP)
WAMN Edge Cloud Certificate Authorization involves the process of ensuring that the certificates
Eaftwars install Timsout e cloud WAN Edge devices are authorized and valid
Warkflows t and v vEtge Cloud
(@) automated (Manager signed) Manvual [Enterprise CA - recommended)
a Hardware WAN Edge Certificate Authorization
Tos
Controller Cartificate Authorization
WAN Edge Cloud Certificate Authorization
e
Certificate Revocation List
o
o Wab Sarver Certificata
airlenar
Enterprise Feature Certificate Authorization Cancal
do -
Adminiatration User Sessions
DUD MFA Configuration
Expl

Password Palicy

- MR R20.15/20.18 vManage&i % , FFE M FIConfiguration > Certificates > Control
Components, & 4520.9/20.12kx 7 , 5% A Configuration > Devices > Controllers
 BhiEManager/vManagefy...... I BhiEGenerate CSR,

Al 8 admin W
0 The network is out of compliance due to licensing, please elick here for more actions.
Meait
a Certificates
-]
Configuration
'WAMN Edge List Control Components Applications CA Cert
S
Anstyt . N
Devices (3] View Certificate
Genera R
Warkfiows
Sand to Validator Install Certificate As of: Feb® Reset @SA
- Oparation Status Cantroller Type Hastnarma Sywtem 1P Site Iy Cartificats Serial Expiration Date
I
era
=
Mairtenan
574
o
Adminiateat
Expl
1112 Add Device Generate CSA Upload Certificate Update Validator




. EHECSR# , BALTFHCSR , LRBADREHSBBENBRERLTES, SUNEEE>H

E>REHIZRBRREDRFE AL, MRZECisco (EBE ) , AlvManage2 BEI#$CSRLEE
EIPNPAIF , YEREFER , B HKZEEVManage L,

MERE "FH, , FERBERIEAESD-WANEEBNWEZIRFMNERIIRS  FAERN
PNPPIF F 812 EBCSR, BERPNPPIFATAE , EvManageI[E —Zo iR —TLEEE
,RBELTEREILETE, MR KMFEADigicertMEnterprise Root Certificate , Bli&E 48
Eil:cE7 58

#&vBond/ValidatorflvSmart/ControllerzgE it ElvManage

R 220.15/20.18 vManage&i%: , 5881 ElConfiguration > Devices > Control Components, £
20.9/20. 124948 T , Configuration > Devices > Controllers

OnboardingvBond/ER 3% 25

S

# — T AddvBond7£20.12vManageorfy &5 T #7 18 Ba FE E X 7£20.15/20.18 vManage B R T
o R —EEHERE , WA ®vManage T 3HR#IvBond#IVPN 0EE P,

MR fRFF , FEvManagetovBondIPHI CLIE A ping# 2 o] & i1,

B AvBondfy £ A & Bi&.

EE R T EE AvBondorfyadminRIF/E BnetadmingroupI E A & 5. B LTE
vBond#ICLIFERFHIE — B, MEREvBondWWHRHE , FBE "EECSRy THNFEHE

EFIEEJO

MiEE : R vBondUMRNATEE/BH A2 % , FEEVBond VPN O HIPREEAEE R AL
HIP, MR EHvManagesiEVPN O/ EIP , BIFE L S EBHERVPN 0 EH 22 APt it

o



@ = @ QED | Q admin w

The net P t 0 f re i
¢ Add Validator
2, Devices Validator Management IP Address
anfigurat
WAM Edge List Control Components Unclaimed WAN Edges
Usarnam
IMpo 1
Password
Ad

Generate C5R

=)

« BXCSR#E , B LTHCSR , WRFAZEFFZEZNBIERBETHER ., EUNEEE>R

ESEGIBSRREEPRFIAL, MERZERN (#E ) , BlvManage2 BB CSREEZ|
PNPFIF | WHREHER K SEBHHHEREREVBond L,

MREE "Fg,  FEBEMIMEESD-WANEERBNWEERFMNERIKRS , FHER
PNPFIF F 8% ECSR, EEXPNPFIF A AR , EvManageMIE— 30 RiR— T RERE
,RBELTEREILEFTE, MR KMFEADigicertMEnterprise Root Certificate , Bli#E 48
Eil:cEZ 58

- MRAHFZ@vBonds , FEEHBENS R,

H 5 flvSmart/2 & 88

* 1£20.12 vManage#9153% T # — T Add vSmart , #£20.15/20.18 vManagefy &t T — TFAdd

Controller,
RGN —EELERE , W AvSmartlVPN 0E&IP ( AJ#vManageshfd ) -
MR fFF , FEHvManagefICLIZIvSmart IPEApingR & AlE M,

# AvSmart NotelERERBIE , RPEEFEAvSmartiI B IE & BB netadmin#B H9 E FH & 3B

VAN
o

o BWA[LAFEVSmarttICLIF B 38 — B,

- MRFEAR/EATLSREMY EvSmartiV 2 HIER , FRIBERERTLS, EEERFER

s

vSmartsHlvManage i B HICLI L El & .

- MELZEVSMartWHFBH , /5 "EECSR, THAFERRE "L



5 RvSmartfuANATEE /B A2 % , 55 EvSmart VPN ONHIPREEE R AN H
P, IR LK vManageFhiBIVPN ONHEIP , FEEHSEBHFEHVPN 0N HEHIPH 2 1P 1t

Th i [ due I 1
° Add Controller
. Controller Management |P Address
Q Devices
k.
Can
WAM Edge List Control Components Unclaimed WAN Edges
Usarname
mpo i
Passwor d
k]
o
-
a A i Add Il 3
Protocol
Toals Controdar Ty, = SiteMame  Hostname Canfig Lock ] Maraged By Device & +
DTLS
Port
Generate CSR

- EXCSR#E , ZALATHCSR , Y RIBFARFIFEENEERBETER. BUUEEE>
ESEEIRRRBEEDRFILARE, MERECisco (EE ) , AlvManage2 HE)#$CSR L&
EIPNPFIF , YERE#ER , SIS HZEEVSmart L,

- MRIBE "FH, , FEMIIEESD-WANEERWEZRFENERIRS | LUERERPNPH
EF 8% ECSR, MREFEMADigicertMt%#RFE , ABEAMRNER,

- BEWRPNPPIFAAR , EvManageIE — o PR —TRERE , AR LEBELRHRE
=

« MBEBHZ{@vSmarts , FEEHEENS B,
R

TRFTBELERE |, B 2 & A LAEMonitor>Dashboard # &5 & Fir & 22 %l jT 4+



@ Tre retwork i ot of compiance due ta kcensing, piease elick e far mans actions

Monitor [ i Al Sites
& S—
T Overview Devices  Applications  Security  Mullicloud  Tunnels  Logs @ = @
] - o
pHics Control Components WAN Edges Certificate Status Licensing Rebaot
1 1 1 4 L] 3 o o 10 o
Validatar Controller Manager Ruachable & U hasde ) Werneg @ rranied Anmignad @ Irasaigned @ 124
werk

2 24 Hours [ Actions ~
Taals

Site Haalth @ [=- Parforming Sites - | Wikew Datails Tunnel Health @ [ Lstsncy ime) - | [=f-~I —— Wiew Datails E
Reparts Site name Usage (GB]

‘ Turned Latency jms)
SITE4 0 o

L Hub-C iy -Z:hiz-intermet,
=g
Mmntsnam 1 o
SITE_3 Hub-CBkv-1:puldic-inter.
o
Adwinksn Siie_2
[ ]
W Fa [ |
n n
| o ] |

o B—THEMNZESTHE  BReMET G,
« BT ZEMonitor >Devices , TEFRFI B 2§ TG AELR

) The retwork s cut of compllance due ta lcensing, please click here for mane actians.

Monitor [ + AN Sites
&, —
fgurat
Overview Devices Applications Security Multiclowd Tunnels Logs ==t @
0 Dwvices  Coriificaies  Licensing
atyic
Device Group an
Workdlow
Dev S Export 0
x a
As of: Feb 18, 2026 11:28 AM O
. Hownams Dvics Mazal Site Mama SyviEm P taann O REachataity Comarol & nrg ™o Up Since CPULasd Mamary utiiz sicn
[
- Bord e

B8 3:Config-dbif /& R

£ B —BvManagefi % L Wt EEvManage configuration-dbfig 3 #1318 &

Wz £ Configuration-DB{& 7 :

- EEBIEEFEANSD-WANR R AEfERH | AT LA B3I vManageflvManage B &£ 58 & L 4 A BL
EEREHEND.

« A BIIvManage , ZvManageX B 2B EE R ENEEE,

w2 configuration-db IE fEvManage &1 & EiE1T,



#& 0] LAfEvManageCLI L {# Arequest nms configuration-db status@ S HETERRE ., WHIMT

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

{5 A b d5 & #EAZ R B9 configuration-db #8 & vManage £ B4 U & configuration-dbf& 4

request nms configuration-db backup path /opt/data/backup/

FAH@mHMT

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- MR B EHconfiguration-db B , B FZBHo
- RETHNEREBERERE , FHETACU KRR AvManage IR RE B &R EBE,

- FAERMconfiguration-dbBE R ERAE B : neod MIFE : iR
#& Configuration-dbfi 712 JR 2l 5 — {EBlvManage i B

f#£ A SCP#%configuration-db backup#E & ZlvManage#I/home/admin/ B #.

scpip 8RBl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:


mailto:admin@10.66.62.27:/home/admin/

(admin@10.66.62.27) Password:
junel8th.tar.gz

E kB configuration-dbfiE? , B % EEE Econfiguration-dbB i, MRENEBERERBEER
{E(neodj/password) , BI AT SABkiE bk 588

E g iEconfiguration-db’Bi% , B Srequest nms configuration-db update-admin-user,

BEENERAESBNRE,
FEEE |, vManageH ERAREXRARB[ EEFH . AN vManage UIHSEERFBAFR a6/,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

EEERREERERONREER

3 {F9 T LA F @5 S request nms configuration-db restore path /home/admin/< >#&configuration-dbi&
R E# BvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.Tlog file

Successfully saved database to /opt/data/backup/configdb-Tocal-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-Tocal-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database



WX {8 configuration-db#% , #EfRvManage UITFI55f . FFH570 8 , AR EHEBRBUIL,

FRINBEAEIUIE | FRABEGEHIFE,. EiRk, RBURNGISHEBvManage Ul L FEMAEHR
EAEL & #R R BRIEFTHYvManage Ul L,

SR AEHRNENBIENERFIZENRAN
X & configuration-db#% , M1 E & #5RF X H4E fE PRI P A #2188 (vmanage/vsmart/vbond),

o
O EEMAET  NRAREFSARENNEPERENEP , ABERRE

vManage. vSmartHlvBond#RZi&E 71 LA K B& 18R IR B By A i £ R FFNETCONF AR . ZEB
BHY B X s 48 2 4 B R DRE¥ £ B Fr A vBonds MvSmarts i & [a1 38 BI A TCP#£830,

fEvmanage Ul L |, BiiEConfiguration > Devices > Controllers

« B-THEEFEMMIN =@ , ARE—T "Edit (HE ) .

1 - Devices

N et @

« #&ip-address ( #4I2EH RFip ) BRAEEH VPN 0 (BRENTE ) ipitiit. MAFHAERBNE
B, AR E—TRE
- HWRIBIEERAFTE IR F ST HERRE



B RE S

BAFTELEIRE , TRUTSE

EFE R E P E{TCisco SD-WAN Managerfa fREF L , BT TIRE
WAL T SRR ERITEBHREFTHFTECisco Catalyst SD-WANE B[R

https://vmanage-url/dataservice/system/device/sync/rootcertchain

AL T @& Cisco SD-WAN Manager UUIDEECisco SD-WANER &2 E S -
https://vmanage-url/dataservice/certificate/syncvbond

ERIBEMEIRER , RWEMPHAEEGNEFRFNZEFNMEFTHERD , BAFTERVIEE
2 %88 (vmanage/vsmart/vbond) k3%

« FEvmanage Ul L , EiEConfiguration > Certificates > Controllers

« ¥ —T TControllers ( #2#I85 ) .

- REXMEMEE — T %|85(vmanage/vsmart/vbond) A EIHY =2, ¥ —T Tinvalidate ( %k
) 2

- Efi#send to vbond

« FEvmanage Ul L , Bi#Configuration > Devices > Controllers

- RERIEMER— T 45185(vmanage/vsmart/vbond) G fIH = @13, 2HiZEMIER(Delete)

TS5 BIREE

et MEERLEETN "RRE, &2 , cHMAREASHREAN,

#842:¥8 T vManage +E & EDR
FrEEfIE :

- 1{fBvManage ( £. COMPUTE_AND_DATA )

+ 1{@lvManage(DR standby, COMPUTE_AND_DATA)
- 1@z Z{EvBond

« 1B = Z@vSmart

1. ERABALRALFEHIE

2. AAERE

3. Bt EvManage Ul, HEMiREZFIES
4. BEERRDRERE

5. Config-db backup/restore


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

6. BIRZE
TR1-ELmE

- HRFBAICisco SD-WAN Manager{5l18 8 Bd 7 Z 8 #Y Cisco SD-WAN Managerf5! 18 248 [E

o

« BRFIESEEH A EH A Cisco SD-WAN Manager$l|18iE 17 #H B A EX B8 AR AN,

« BRFIAETEEIH M E A Cisco SD-WAN Managerfl 18 #&E2|3Z Cisco SD-WAN Validatorfy &
EIPib ik,

- BRBECREENRTEMCisco SD-WAN ManagerfilE L,

- WE{RFTA Cisco Catalyst SD-WAN % & (‘B E# £ &M Cisco SD-WAN Managerfl18) £ #Y B8
#RE o

- BREFZE A Cisco SD-WAN Managerf5l 18 FEliE —HFTH RKIPFI UL BEID |, WESEENEEE
BREMRNEAREE,

S BB 2:fi EvManage Ul, EEMiREMI=5I25
E#HvManage Ul LB E

- BERIPNERHIERMERGISNCLI LR , R LE A BIEEFF Mnttps:/<vmanage-
ip>URLfZElvManagefyWebUl, f# A& EvManagefiBiBIVPN 512 IPitbit, &7 LU &8
EFEAEEBNEBREA,

« EEZ Administration > Settings , AEBTRATHE,

- BiEEBBBEMERFET/vBond URL/IPHEiL, ElEEvManageSiBiHICLIFMEBEME.
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£ B —BvManagefi % L Wt EEvManage configuration-dbfig 3 #1318 &
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EA#NE, . TEH#E, 3 "TTHHE, FTRRE. NFRRETKY , BB#ECisco TACH
RERKY , RRBEEELBIRE.

BAEEXHIRELRAEL T RERMERXEHEREWLTREEDER S TR

Primary Cluster Status W

Bf#&Cisco TAC , FRR 2 R IEE KB IR 1R,
Wz £ Configuration-DBfi& {2 :

- EEREREFANSD-WANRSER A | A LATE L vManage MlvManage## S£5% & L 4 B Bt
EERERST.
- B IvManage , &vManageA B RBEERENBEEE,

#econfiguration-db IE FEvManage & 2 Li&17,

& 7] LLfE A commandrequest nms configuration-db statusonvManageCLIBEHE AR, @WHNT

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

{5 A b a5 5 #EAZ 38 BV configuration-db #8 8 vManage i B UL £ configuration-dbf&E 7

request nms configuration-db backup path /opt/data/backup/



FEHEHIT -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

- MR EEHconfiguration-db’BFF , FBic FZEBE.
- MRBTHMEREERERE , BHETACURKRE BvManage i B RE B E R ERE,
 FEFZHIconfiguration-dbBEREAE B | neodj NEE | BHiE

# Configuration-dbfi& {32 R 2| 5 — fElvManage &1 2

{8 A SCP#configuration-db backup#& & £lvManagefy/home/admin/ B #.

scpin S E R Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E kB configuration-dbfiE? , B % EEE Econfiguration-dbB i, MRENEBERERBRER
{E(neodj/password) , BITTLABkIB It 25 BB

E g Econfiguration-dbB 1% , ¥ Frequest nms configuration-db update-admin-userin . M

IERENEAEBBNRR,

FFEE , vManageWW B RAREX AR EEHNME . BHRvManage USERE KRB AT A 56R,

3

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.


mailto:admin@10.66.62.27:/home/admin/

Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

EEERREERERDOREER

3% 1M 7T LAfE A 65 S request nms configuration-db restore path /home/admin/< >#%configuration-dbi&
REIFTHIvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost

Waiting for 180s or the instance to start...

NMS configuration database on localhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on localhost

Waiting for 180s for the instance to start...

Successfully restored database

W% 8 configuration-db#% , ®fRvManage UITI 55/, 405708 , AR EHHRAUL,

ERINBAEIUIE , FRABFZEBHIFE, Bk, RURUGISHEBvManage Ul L FENAMEHR
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conf t
interface eth2
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primary
dns

secondary
interface ethl
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tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
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interface eth0
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BB 4:Config-dbif /&2 R

£ 3 —BvManage &1 L Wt EEvManage configuration-dbfig 3 #iE &

et - RERMAXERENEBvManageBHF EINER EERERD I , FRAEXENL
BY K BER 1R B 5 3 M BR R ISR B AR 4D

BEERAEEETHXHRERR, SMIEE>-LHMEN BEKES "KL L MFARER ©
EA#NE, . TEH#E, 3 "TTHHE, FTRRE. NFRRETKY , Bhi#ECisco TACH
RERKY , RRBEIELBIRE.

BAEEXHMELRAER T RERMEREEREWTREERER S TR

Bif&Cisco TAC , FERERINEE K #IRE,
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- EEREEFANSD-WANRSERE S | A LA ftvManageBE S84 R Bl B E B E B 17 -
- AR, R RELEVManageB &1 —EETRS ( BB Rconfiguration-dbtHE & ) L4
configuration-dbf& 7 -

- ¥ IvManage , ®vManageX B R BE R ENEEE,

« fEvManageB&E & , A @S request nms configuration-db diagnosticst& i configuration-
dbtEEEIE, BRI LAE3EIBivManage B EM AT A SIS L BTk &,

- TECHETENERF | BRTERA T configuration-dbByvManage i % FiEfT b o © |, AEBREEH
25, EEZFAdministration > Cluster Management S ABR B HE AR :

- MBHEHEFTT , BE T persona COMPUTE_AND_DATARY & 2 IF 7£iZ 1T configuration-db.

#& 7] LAfEvManageCLI £ requestnmsconfiguration-dbstatus & S 1TER ¥ . BHINT



vmanage# request nms configuration-db status
NMS configuration database
EnabTled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

« —BEBHITHSEERnms configuration-db¥ S L SIS HETOMT , WHMT
- &H sLeaders WREBTHENMN. MRFBEA1, AIRTHHISHESEHE , RMOATURH
WEE B E R EiHD,.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

o - +
| type | row | attributes[row] ["value"] |
o - +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | O |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |
| "PageCache" | "HitRatio" | 1.0 |
| "ID Allocations”™ | "NumberOfRelationshipIdsInUse" | 2068 |
| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |
| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 |
| "Transactions" | "NumberOfOpenTransactions™ | 1 |
| "Transactions" | "NumberOfOpenedTransactions" | 441742 |
| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |
| "Transactions" | "NumberOfCommittedTransactions" | 414568 |
| "Causal Cluster" | "IslLeader" | 1 S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | O |
| "Causal Cluster" | "InFlightCacheTotalBytes" | O |



18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

{5 A b 85 © #EAZ R B9 configuration-db #8 & vManage £ B4 U & configuration-dbf& 3

request nms configuration-db backup path /opt/data/backup/

FEHEHNT -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« MR B E#Hconfiguration-db’BE , B5C FZBHo
 RETHNERBERERE , FHETACURREAvManage iR ZE EE R EBE,

 FAEEMWconfiguration-db B REAE BB : neodjHETE | B
#& Configuration-dbf 318 R F 5 — {fBlvManage&i 2

{5 FASCP#%configuration-db backup#H ZlvManage#I/home/admin/ B .



scpin T R 51

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:

(admin@10.66.62.27) Password:
junel8th.tar.gz

ZE kB configuration-dbf& {7 , B %&£ EEE & configuration-doRik. MREMEEE R ERBRTER
{E(neodj/password) , BITTLABkIB I 25 BB,

EfiEconfiguration-db &% , 55 Frequest nms configuration-db update-admin-userfi . 5

REENEAESBNRR,
AR |, vManageH EERAREXRARB S EH S . AN vManage UIHSEERFRBATR T30/,

3

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

EEERREERERDNREER

3% 1M 7T LAfE A 65 Brequest nms configuration-db restore path /home/admin/< >#%configuration-dbi&
REIFTHIvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost


mailto:admin@10.66.62.27:/home/admin/

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...
Successfully restored database
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STRFTESERE , B RS v LAEMonitor>Dashboard # 55 & Fr & 128 &l Jo 44



@ Tre retwork s ot of compiiance dug ta lcersing, piease elick hare far mane actians.

Monitor [ & ansies
;k | S—
S Overview Devices  Applications  Security  Mullicloud  Tunnels  Logs
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Validatar Cantioller Wanager Ruachable & Lnrrac hasin @ Warning i rraniicd Anmig
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¥ 24 Hours
Taals
Site Health @ [=- Partarming Sites - | View Datails Tunnel Health @ [Latsncy et ~ | [Poar
Rep Site name Usage (GB] ‘ Tunnel
L SITE_4
&
Mmntenar 16
SITE_3
o
Adwiniat Site_2

- B-THENZHETH

e MER AT LARS R .

Licensing

Latency jms)

Rebaoot

[ Actions ~

Viiw Datails

Hub-CBky-1:public-inter.

« BT ZEMonitor >Devices , TEFRFI B 2§ TG AELR
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Monitor | & ansies
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Workdlow
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Toals
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Hub-CBky-2:biz-mnternet. a

S ER 3: 8 vManageff &

ESD-WANR 2 JEFE | FESD-WANE & #HvManageE &

S

JE E.vManage 5 8% 7] LA fL & 3f@vManage B Hi i 6{BvManage &%y , EREURR M EISD-

WANZR B R UE R BB
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BEHT "ESD-WANEE BB ZvManage I IR BSD-WANZHIZS, FHAMNSER , 5 5A
# —{EvManage i 2 A SD-WANI 45 fE | 36 AN A TS 24 55 BV 52 7% 85 (vBond) F#2 #I 8% (vSmart)

fii B BB E M FTAvManage 81 2 I CLIEL B

- BliEvManage B HERETRE, HRSEEHRMER K CRESREERBENER ; BHN6EER
&%, CHRSEERBER.
- BRERKEE , TR :

config t
system
host-name

system-ip

site-id

organization-name

vbond

commit

N
EE MR FERAURLEAVBonditbit |, FEFEREVPN 0L & + Bl EDNS{al fR 85 1P b 1if i 7 4R

AJLABRATIE Lt it



FRELERERMAGHNE

primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

, %I TE A A ERER B 2R A L BRI I 2R B M AR HIEAR

S ELEVPN 512managementsT H AR ¥ 43 5 SR Y B AN E AR o

Conf t

vpn 512
interface eth0
ip address



no shutdown
|

ip route 0.0.0.0/0

|
Commit

AiEEE :
- BUNSERFRHFNEE , MRUEFHNEEFE , 80 S E B X8 FIREHaeH

- EEEERAFZFEATLSEVManage iR B R LR FLERE | TS REIGERBATLS, &
RIERT , TERHSBNEARHEADTLSENEFHIER, REBENESR  KEREERE
vSmartflvManage i L EE,

Conf t
security
control
protocol tls
commit

fEFrTBvManage B B E Bl B RN E

E B & AWFTAvManagenodes ( ‘2#EvManage-1 ) LRERBNE. KNMEARERET , K&
& & fhvManagenodes 2 EHI B

conf t
interface eth2
ip address

no shutdown
commit



HARE —IP 743 A R vManageclusterf Fr B B2 E I BRIEN T -
BEHERE

3 AF9 7T LA i vManagenodesH 18 @ & B B 5 K &l BvManagecluster, B8 , P LIEEHES
netadmingroup—&f 7 W EAERIR. BEMEAEZBRBNEEN TR

conf t
system
aaa

user

password

group netadmin
commit

BREBREENFTEBvManagenode LB EHBNERAERE. MEBMREEAEEERE , Al
WHIBTEFTBvManagenode LB EM R MY & B B/IBH

EfiBvManagefi# F RRELEEEFE

- FRABIEEPAIURL https://<vmanage-ip>& A FiB&vManagenodesfitovManageUl, /A&
B #vManagenodes#IVPN 512 IPizit, EAIEREEEFERAEZBNRBEA,

- R 220.15/20.18 vManagefi % , &M EIConfiguration > Certificates > Control
Components. #&4520.9/20.12k 4 , 55 A Configuration > Devices > Controllers

¥ — T Manager/vManage#y....... I #%Z — T Generate CSRo



a Certificates

nnnnnnnnnnn
WAM Edge List Control Components Applications CA Cert

ARR L

- BEACSR#% , BALTHCSR , WREARFIFZENBERELETESR, BUUEEE>H
E>RE SRR RERERTILAR, WRBECisco (EZE ) , AlvManageZ BESCSRLEE
ZIPNPFIF , YEREHER , SR B HLEEvManage L,

- MREE "FH,  FEBEMIMEESD-WANEEN ERIRFNERIRS , £AZR
PNPFiF FE)#EZECSR,

- BEMPNPFIF AR , EvManageIE —Br FIR—TLZERE K RR LEBSWLHER
=

- R FKIEADigicertMEnterprise Root Certificate , BIi#E A ERE#Y 2 B8,
- BEREENFIAvManagefi BRI SBR,

f@EBEvManageBi &

« fEvManage-189WebUI L , EfiiE|Administration > Cluster Management , £vManage-
18Actions & —TF...... , RZRIEEZEdit,
- TEEUSRERN  BEREMAZRENACEEEEGFEAR,

MzEE - W —E3EIZEEE | Fra3{EvManagefiZi#i Sl compute+datatE A A &,

- HAGEIEEIE | 3{fElvManagefiZii§compute+datatE B A E®E |, 3flvManage i BiASE ¥
EARBRI,

 #Manager IPi#bit FHIRESF | R ZEIZEvManagey RIS OIP,

- MARMFERARBAVManageBFENFERAERBNEG  ZBHEBAFERRE,

- WHIFTIR , BAEMMBvManagefi % FELERRERE , X B EASMME S B IE BB LN



AERAHERNERRE,
AiEEE :

A2ERARETHLEE , UBASDAVC — EEFREREEFHEN —EvManagefif L FER
, TREES,

E_-F rE%ﬁ-J o

- BHEE® , vManage NMSIRBER S EMEE , ZUIEXRNSE10DEN KBRS TH
o TELLHEARS , A fEAvManageICLIEE R,

- A LARARIvManage-1 Ul , EfinElAdministration > Cluster Management , #{RvManageky
RENEIPRBREIPHUT  BEREAREEERAMRERAG, YVREF-—EEPH "k
BuEEn, Bo , YRERAERBHETHRE,

- MREEKRFINEARY , FHER. BEEFE20F1305 &,

BEvManageB £

« fEvManage-189WebUI £ , EfinEAdministration > Cluster Management , 7£Service
ConfigurationZp 4/ |
« ¥ —TAdd Manager , H3E —EEHRE :

Service Configuration Service Reachability
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Add Manager

(@ Compute + Data
{Up 1o 5 nodes each)

Manager [P Address

| Manager [P Address

) Enabie SD-avc

dravcio

- BiFEfEvManage - 2Ei M E B EXNACHREEZETEAC,

« fEManager IPi#ti ik T # AvManage-2#9 IR # /T EIP

- MAGHESBNEE  ZEAZEBNERREMESRoPEANEREMERE,
« BUFASDAVC — ®RiFKREFRME K HAEKMETEVManage-1 LA E

- FhEAdd,

- 2% , vManage 172818 fvManage NMSIRFSE & B EFEE . ¥MvManage 1712 , &
UIK A AR K49 R5E1105 82,

- ELLEIE , WfEAvManage 1F289CLIFAR

« T LAFARIvManage-1 Ul# , 558& 1 £ Administration > Cluster Management , B4R
vManage®lvManagefy IRF /T HIP R BRIEIPH#i4E T , Configure Status is Ready EEi% A K
BRIERE,

- YIREFE—EPH "IRETZEY, o, YRR EvManageEi BRI FTE RIS TR,

- MRERBEIEMRYE , FHEER. BEFESR00E,

- BALAfEvManage UlH £ A Task-listh B EE BB HERENAREE,



- BULER TER. ERBE , MAREBMNIE ER. EHBET , IRTEAEBEHRET
FXo

« BULR-TRABREEEE, NRZIEBARIIE EE, EHBFET , FURE "'EXK
1 TGRS AR I SE Ko

- AAEELHEERER  TlET -5,

BT —EEEFEREEcH , FEEEUTEE:
SEECHIBBBENFTIEvManage SISV LB RIS LT, -

- E i E|Monitor > Overview of vManage Ul , BE{R IEFER B T vManageEi BV E , BRIEH
BRBFENHHRHEATUEL,

- EfFAdministration > Cluster Management , 7%/ BvManage ) BR %5/ PR i R 1E
IP#z3it T~ , Configure Status is Ready B 8125 & & IF#E x B,
- YIRFE—EHRH TIRETEEM ) Ty , LEARM{EvManage & B FTE BRI T EH R,

- BROBEPHEHHE  FEPMEHTROINVMSEEHTLENAD , AtE—REER
, BERENUIZEETTE,

- RIBBHETVEERY , TEEERRNEES EHOUIARE BB R%.

« BT LAfEvManage UlE LA Task-list X477

. EFEIFENSEH RN VManage Ul L , RFIEEMRAMEREE. ERMERE (NRE
ffIfEvManage- 1A f )

- MRBEEEFFERVManage-1L , BlFTi8ElvManage-1+ #yvBondsFvSmarts LA K #H 1
— #A ., vBond, HFERENEE>-REME L ARRENEGRFEN HERvManageFi® L.

- BHERvManageHi M EEHRL R,

SR 4 m i FDREERE



iR FADRETERE

BT LMER S BAT N BN S BREE Z EvManage 8 | £ vManagefiE, AR K RS
ER6h PRy 25 B8 : Config-db Backup/Restore , k18 1% F &% £ & #Y config-dbfi 13

B8 5:Config-dbii{2/:8 R
£ B —{BvManagefi % L W EvManage configuration-dbfig 3 #13i& &
Wt £ Configuration-DBfi& {2 :

- EEREEFANSD-WANKEREH | AfLAftvManageBH £ A K ELE ER ERH -
- AR, B RsefEvManageB S FH —EEI R ( B Ei B R configuration-dbfEE & ) 4R
configuration-db{& 13

- WAK I vManage , ZvManageAXR B R BEE R ENEEE,

« fEvManageB &£+ , @S request nms configuration-db diagnosticsZ i configuration-
dbfEEEI R, EA A3 BivManageB EEMNFTE SIS LTI @S,

- TEOETEHERT | BBRTERUA T configuration-dbByvManage i %t LTk v |, UEEREEEH
%, EE X Administration > Cluster Management A BB R A :

- MBEEBBEFR , BE T persona COMPUTE_AND_DATARY &7 2} IF 7£3& {Tconfiguration-db,

& 1] LAfEvManageCLI_t f# FArequestnmsconfiguration-dbstatus as S E TR . WHUT

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

« —B&#HITHSERnms configuration-db¥ ELE EIBETOMT  WHOT -
- &H sLeader) WREBETHMENMAN, MRFBEA1, AIRTHHISEEHY , RMATUKF
WL B E R E R

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed

SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed

1
>
1
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474



RCVD
SENT
RCVD
SENT
RCVD
SENT
RCVD

Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

o o
| type | row

o o
| "StoreSizes" | "TotalStoreSize"

| "PageCache" | "Flush"

| "PageCache" | "EvictionExceptions"

| "PageCache" | "UsageRatio"

| "PageCache" | "Eviction"

| "PageCache" | "HitRatio"

| "ID Allocations" | "NumberOfRelationshipIdsInUse"

| "ID Allocations" | "NumberOfPropertyIdsInUse"

| "ID Allocations" | "NumberOfNodeIdsInUse"

| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse"

| "Transactions" | "LastCommittedTxId"

| "Transactions" | "NumberOfOpenTransactions"

| "Transactions" | "NumberOfOpenedTransactions"

| "Transactions" | "PeakNumberOfConcurrentTransactions"

| "Transactions" | "NumberOfCommittedTransactions"

| "Causal Cluster" | "IsLeader"

| "Causal Cluster" | "MsgProcessDelay"

| "Causal Cluster" | "InFlightCacheTotalBytes"

o o o
18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms

(2.
(3.
(3.
(4.
(4.
(5.
(5.
Max rtt:

0050s)
0064s)
0072s)
0083s)
0091s)
0106s)
0115s)

Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.
Starting TCP Handshake
Handshake with 169.254.

0.906ms | Min rtt: 0.392ms |
TCP connection attempts: 6 | Successful connections: 6 |

Completed

Connecting

Displaying the

| name | al
| "neo4j" | []
| "neo4j" | []
| "neo4j" | []
| "system" | []
| "system" | []
| "system" | []
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms

Completed
Total disk space used by configuration-db:

60M

to 10.10.10.3...

Neo4j Cluster Status

"read-write"
"read-write"
"read-write"
"read-write"
"read-write"
"read-write"

RV RV RV R

.5:7474 completed
169.254.1.5:7687
.5:7687 completed
169.254.1.5:7474
.5:7474 completed
169.254.1.5:7687
.5:7687 completed

Avg rtt: 0.724ms

85828934
4268666
0

Failed: 0 (0.00%)

0.09724264705882353

2068
1.0
2068
56151
7561
31
214273
1
441742
11
414568
1

"leader"
"follower"
"follower"
"follower"
"follower"
"leader"

SSS555>>>>

"online"
"online"
"online"
"online"
"online"
"online"

{5 A b 85 © #EAZ R B9 configuration-db #8 & vManage £ B4 U & configuration-db & 3

"online"
"online"
"online"
"online"
"online"
"online"



request nms configuration-db backup path /opt/data/backup/

FEH @ HIT -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« MR EEHconfiguration-db’BEF , FBic FZEBE.
- MRBTHNEREERERE , BHETACURE BvManage i B RE B E R ERE,
 FEFZHIconfiguration-dbBEREAE B | neodjMET | H1E

# Configuration-dbf& {32 R £ 5 — fElvManage &7 2

{8 A SCP#configuration-db backup#& & ElvManagefy/home/admin/ B #.

scpin S E R Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:

(admin@10.66.62.27) Password:
junel8th.tar.gz

E X B configuration-dbf&? , B %&£ & E B Econfiguration-db’B K. MRENEBEERERE
R A% {E(neodj/password) , BITTSABkIBIL S BB,

E g iEconfiguration-db’B1% , & Frequest nms configuration-db update-admin-useran &

FREEENFERESBNRR.
FEEE |, vManage EERAREXRARB EEHRE . AN vManage UIHSEERFRBAFR T30/,

3

vmanage# request nms configuration-db update-admin-user
configuration-db
Enter current user name:neo4j


mailto:admin@10.66.62.27:/home/admin/

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same of
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

TUREEREEERERONVAEER

3 {P9 ] LA F f5 S request nms configuration-db restore path /home/admin/< >#%
configuration-dbiE R ¥ #YvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

W% & configuration-db# , #EfRvManage UIFI 558, FE1F4570 8 , AR EHHBUL

ERINBAEIUIE , FRABFBHIFE, Bk, RUKUGISHEBvManage Ul L FENMEHR
EAEL E #f R BRIE#TRYvManage Ul L,

SR eEFIRNENREFNEZEFFNLN
Wk & configuration-dbf% , 355 2 5 7 5 58 3 L 4B & - 1Y P A #7#2 #1188 (vmanage/vsmart/vbond)

~
2 EBREEDR , MRAREFSORENTHIPRRERENEIP , AIEEHRE

vManage, vSmart%ﬂvBondE’JIS?.ﬁ H A K B R A By A s £ RFFNETCONF R . ZEM



BRAYBA A B8 B E A EDREF £ ZIFT A vBonds MlvSmarts Ay € 6] 37 Bl A9 TCP3E830,

fEvmanage Ul Lt |, BiiEConfiguration > Devices > Controllers

« B-THEEFEMMIN =@ , ARE—T "Edit (HEE ) .

- . - figuration - Devices

sz @

« #&ip-address ( 241858 R #tip ) i Btransport vpn 0 ( BRENTHE ) iptbit, MAFERERE
MERE , RRIEZE—Tsave
- BRI FTE RGBT HERRE

B RE S

HAFBEEERE , TRUATHR

EFEE B E P EICisco SD-WAN Managerfa R8s £ , BITUA T IRE :
BWALT SRR SEFTHEEFHFTECisco Catalyst SD-WANEKER S

https://vmanage-url/dataservice/system/device/sync/rootcertchain

B A LL T @B & Cisco SD-WAN Manager UUIDEECisco SD-WANER 2525 -
https://vmanage-url/dataservice/certificate/syncvbond

ERIEEIRER , RWEMPHAEEENEFFNZEFFNMEFTHERD , BAFTERVIEE
2 %88 (vmanage/vsmart/vbond) %k 3%

« FEvmanage Ul L , EiEConfiguration > Devices > Certificates

« ¥—T Controllers ( ##I85) 4

- REIEMEIR— T #24I85(vmanage/vsmart/vbond) ML B = {82, #—T Tinvalidate ( %k
) 2

- Eii#Esend to vbond

« fEvmanage Ul L , #iEConfiguration > Devices > Controllers


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

. RERMEEMER — T #4185 (vmanage/vsmart/vbond)F T 89 = B B, 2HEMIBR(Delete)

FR7TIBIRXERE

BiEE  MEERLERTRN "RRE, 20, eHMAREEASHRBRAN.

#845:vManage Cluster + DRERH

- 3=i6{f@lvManage ( &% )

« 356flvManage ( DRIEFAEE )

« 1{E=5 %2 @vBond ( MR EERFLFDRE R H L )
« 1ARZBvSmart ( P HREERHLFDREF AL )

SER:

ERAEBRSRALFEHIE

Ak mE

. BiivManage Ul, F#EMR&H 12525
. iBEBvManage# &£

I EFDREBERE

. Config-db backup/restore

 IBIR R

SR1IFELRE

- BRFBACisco SD-WAN Managerl 18 8 Ed 1 Z £ #Y Cisco SD-WAN ManagerE I €48 [E

o

- BRFIEZBHHFFAICisco SD-WAN Managerf5l 183E 17 #H [E #9 B B M A,

~No b WN -

- BRFTAESEEIH M E A Cisco SD-WAN Managerfl18 #&E2|3Z Cisco SD-WAN Validatorfy &
B |PHb 1,

- BRBTECREEHREM Cisco SD-WAN ManagerfilE L,

- H{RPTECisco Catalyst SD-WAN £ & (B#E#T & &M Cisco SD-WAN Managerfl18) £ 1Y i i&
#HEZ,

- BREHZEMCisco SD-WAN Managerf5liE LBl B — I RRIPFILLBID , WELEHFHE
EEMRNEREE,

S ER 2:FlEvManage Ul, FBEFMIRIIEHIES



E¥vManage Ul L ELE

« BERIPNERHIERMERGISNCLI LR |, R LLE A BIEESF Mnttps:/<vmanage-
ip>URL7ZHlvManage®WebUl, f#/H&{EivManage&iZiHIVPN 512 IP#iit, &7 LA &8
EFEAEEBNEBEA,

- EE FAdministration > Settings , REZTRATTE,

- BEMRABBBMNEFEST/vBond URL/IPH#iL, Bt EEvManagefiBHICLIFHEEMNE,

 ff£vManage 20.15/20.18% , ;&L fl & A] £ System&EB 0 H K E,

Settings

Settings | syu

B The network is cut of compliance due 1o licensing, please click here fae more setions,

Settings

Settings jsysiem

. i
Clsco DMA Portal Validator

Managed Cellular Activation - e31M

tar and the p number to use 1o conneact to it
Identity Provider Settings or and th ¢

Ente 12 Cisco Catalyst SD-\Wak
Validat
Warkflaws Walidator DMS/ IP Address Port
o Cloud Credentials
100,251 12346 =
K 1|1l’|\|42ﬂ€“""9< Usar APl Tokens
Toals

- BEBERECANKE , CAREANEXEZERENEERE., BATUFEIERE



1. ERBWANZBGZRERE — REBEESD-WANEZFIEHIFHICA,
- FAEESE (TPM/SUDIEE ) —FHIIEE , KESER LAZENEBESARELES
E#R ( TLS/DTLSESR )
- DEXRE (HLECARE ) — FHWEEN  BKASSCARABN XTI SHEBEE
HENIE, BEWBER  VEATLHEFHECECANBEE,

‘Tsco  Catalyst SD-WAN

0 Tha netwark is out of compliance due to licansing, please click hare for more actions

Settings

Seﬂings [ Trust and Privacy
Tenancy Mode Hardware WAN Edge Certificate Authaorization
ancy ]
Enforce Software Version (ZTP)
Hardware WAN Edge Certificate Authorization involves the process of ensuring that the
Softwars Instsll Thmeout certificates used by the WAN Edge devices are authorized and valid
Security
(®) On Box Certificate{ TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise CA)

- Hardwars WAN Edge Certificats Authorizathen

Controller Certificate Authorization
WAN Edge Clowd Cerlificate Authorization
Certificate Revocation List
Web Server Certificate
Enterprise Feature Certificate Authorization | Cancel |
Admiinisbraticn User Sessions
DUD MFA Configuration

Password Policy

2. Controller Certificate Authorization — SRTESD-WAN3#Z 258 CA,
o 2R (HB) — BHESFEAHBCisco PKIZEZWEE, vManageff AlvManage Ll E#Y
BERFRBEHHEPNPAE , U RBREW B HELEERFIS L,
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config t
system
host-name

system-ip

site-id

organization-name

vbond

commit
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FRELERERMAGHNE

primary
dns

secondary
interface ethl
ip address

tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf

no allow-service ntp
no allow-service stun
allow-service https

|

no shutdown
|

ip route 0.0.0.0/0

commit

, %I TE A A ERER B 2R A L BRI I 2R B M AR HIEAR

S ELEVPN 512managementsT H AR ¥ 43 5 SR Y B AN E AR o

Conf t

vpn 512
interface eth0
ip address



no shutdown
|

ip route 0.0.0.0/0

|
Commit

AiEEE :
- BUNSERFRHFNEE , MRUEFHNEEFE , 80 S E B X8 FIREHaeH

- EEEERAFZFEATLSEVManage iR B R LR FLERE | TS REIGERBATLS, &
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Conf t
security
control
protocol tls
commit

fEFrTBvManage B B E Bl B RN E

E B & AWFTAvManagenodes ( ‘2#EvManage-1 ) LRERBNE. KNMEARERET , K&
& & fhvManagenodes 2 EHI B

conf t
interface eth2
ip address

no shutdown
commit
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conf t
system
aaa

user

password

group netadmin
commit
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Components. #&4520.9/20.12k 4 , 55 A Configuration > Devices > Controllers
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« BT LAfEvManage Ul £ A Task-list ™ EX1RE 7

- EFEIBENSEESENVManage Ul L | RPIZERBMEHRHES. BRMNKXE (WNRE
ffifEvManage- 1 A ) -

- MRELHEFTFERVManage-1.L , BIFi8 E|lvManage-1# #vBondsMvSmarts SA K& 4 78
— £, vBond, BERENEE>-RERESARMEMEEFESENWHERVManagefi® £,



- ¥ HERvManage IR EEHER LR,
B8 4:Config-dbif {7/ & &
£ % —BvManagefi & L W EEvManage configuration-dbfig 43 #iE R

e : RERAXEMENRBVManageHEREREENERODK , FRAREXEHHM L
B KR8 B 3 M BR AR L SR B AR 4D

MR A EEETHXSMEER, SRIEESKHREN BERES "R MFARER "
EA#NE, . TEH#E, S "TTHHE, FTHRE. NFRRETKY , FhiiECisco TACH:
RERKY , RARBEEELBIRE.

BAEFLHRELRREBTR. RRMERLBRELRBEB ST

- -
Primary Cluster Status (
Dhetaaln

B##&Cisco TAC , TR 2 B IEE KRR,
Wz £ Configuration-DB{& 7 :

- EEREEFANSD-WANKIEREH | A BAftvManageBHE £ K ELEER ERH -
- AR, B RsefEvManageB S —EEI R ( B Ei B Rconfiguration-dbfEE & ) 4R
configuration-db{& 13

« WA BIIvManage , ZvManageX B 2B EE R ENEEE,

« fEvManageB &£+ , A @S request nms configuration-db diagnosticsZ & configuration-
dbfEEE %, EALE3EIZivManage ¥ ENFT A ST LET ST

- ECHIBERYD  MARERA T configuration-dbfivManage i % LiET oS , LUEREEH
2}, EE = Administration > Cluster Management AB B HRE AR -
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& 1] LAfEvManageCLI £ Frequestnmsconfiguration-dbstatus s S 1TER ¥ . EHINT

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

« —BEHITHSEERnms configuration-db¥ELL S B HETOMT , WHEMT
- B "sLeaders WRHBETRHMNMN, WRBREAR1, ARTHHISHEEHE  RMITULSP
WEEEE R EfRET.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

e e e +
| type | row | attributes[row]["value"] |
e e e +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "Flush" | 4268666 |
| "PageCache" | "EvictionExceptions" | O |
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 |
| "PageCache" | "HitRatio" | 1.0 |
| "ID Allocations” | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |
| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 |
| "Transactions" | "NumberOfOpenTransactions" | 1 |



"Transactions" "NumberOfOpenedTransactions" | 441742 |

| |

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |
e i +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
m o e
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower"™ | "online" | "onTine"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower"™ | "online" | "onTine"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms

Completed

Total disk space used by configuration-db:

60M

{5 A b 85 S #EAZ R B9 configuration-db #8 & vManage £ B4 U & configuration-dbf& 3

request nms configuration-db backup path /opt/data/backup/

FEHEHNT -

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

« MR B E#Hconfiguration-dbBE , B0 FZBHo
- RETHNERBERERE , FHETACU KRR AvManage iR ZE EE R EEE,



- FERXHconfiguration-db’BFE R EAE B | necdj MIH | £
#& Configuration-dbfig {E R 2 5 — {BlvManage&i %

{8 A SCP#configuration-db backup#E & ElvManagefy/home/admin/ B #.

scpap =8 H =Bl

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

E k8 configuration-dbfE {7 , & 5%t EEH Econfiguration-dbBiF. MREHNEEERERIBRTER
{E(neodj/password) , B AT SABkIB bL 2588

EfiEconfiguration-db’& 1% , £ Frequest nms configuration-db update-admin-userin ©o /4

LEENERAESBNRE.
#FEE , vManageWEAERX AR[EEFHTME . BHMvManage U EERBAR TR,

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

TUREERREERERONVAEER

AP AT LAfiE B d S request nms configuration-db restore path /home/admin/< >#§configuration-dbiE
RE|FHvManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode


mailto:admin@10.66.62.27:/home/admin/

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

W% 8 configuration-db#% , ®fRvManage UITI 55/, 405708 , AR EHHRAUL,

ERINBAEIUIE , FRABFZEBHIFE, Bk, RURUGISHEBvManage Ul L FENAMEHR
EAEL E #f R BRIE#TRYvManage Ul L,

HER 5:fEvManage&¥ & R S BEIR1E

EREME

WA EMEE I vManage SEISEENWFHIEEET , THEBEETEHME, TEHHEL
, DEAZERFBRNLHIZR, WEEBEDRLH EERERMILGIE , AEEEHEEXAETDHE
£ FMAREDR vManageB &£ EHE A,

BRESERMCHREST  LEREUTER
- FEREFEHVPN(VPN 0) LBBHTTPS A LAGHRE X B B A EFBI & B,
- HWREBIERE P M Cisco vSmartiZ 85 M Cisco vBond i FARR E MR B R E o
- FE{RCisco vManage 3= £ B 1 % B &7 BE 1T A E #Y Cisco vManagehR 7%,
« VPN O EABENE ( RBNE ) o

- WREBANEEvManageflE , BRT ARVPN O ( & ) MIVPN 512 ( B2 ) WA E 25
,BEEE=E M ( EFEK )

- N EAREERVManagef@ R < B EAME S,
c WNMEAMSEEDLAE1 Gbps , WHIEBBAZWHEE., BEMEH10 GbpsNH.
« MiEvManagefi B4 BRES BB N HAHEER  EREF2ERRERBBEIERA,

- E&flvManage™d , XEEGUIF AN EEE A B SN E(Administration > Cluster
Management — s R B HEABEENEIPHU, FHENZE),



- 27T fLFfCisco vManagefiB#EER P OZBEMHEERA , FEER OB A E LBATCPE

844371830,

- FRRIEMECisco vManageEi®h ERMAMME R ( EARRES. BEERE. EBHEMARSS. 1%

AR MR ERAERE ) o

- EEERPRONWPERP OB D EMBERGEE , @FECisco vBondifhaHzR, MHRELZEH

EBTEIB D MHIEE L E R F UK Cisco vManage BT B Eh R, R HI85EE R EECisco
vManage&i%,

- HREA (X ) WBA (B ) Cisco vManagefi R R A HMREEREET. Hlm , BERR

B AR 2R EEASEAR AR INE R E

- MR BERACisco vManage HTTP/HTTPSR BRIk , B EHER, BHSMHTTPHTTPSK

¥ {r) A 28 LABE % Cisco vManage B2\ R A AR BR AV IBEA . MNRAEARE M ARSS , Cisco
vManage#$ E BB E P it 2 37 KB REEFA , BlECisco vManage s /B & IPH3if 7T &
B, KBIRESFMERE , B LAEFH A Cisco vManage HTTP/HTTPSH 2 {7 R 25 -

- FRKHIREZMBREZR , FEMZEECisco vManage&i$h E#Tools > Rediscover

FEEE

Network#R & |, I E #73 IH Cisco vBond Orchestrator,

A RBdvManage Disaster RecoveryfIs¥ il & , FE SRt 8EEE,

B ZESD-WANEEREAREREARIERICTMK , RICKEY T MEEENIHHER.

£ BB 5= £ E i B Administration > Cluster Management , StE8 H A SIE 2 B R A MAEREE,

DC vManage

| | I P

DR vmanage


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/vedge-20-x/high-availability-book-vedge/m-disaster-recovery.html

E i BlAdministration>Disaster Recovery of Primary vManage Cluster, 3#%— TManage Disaster
Recovery,

Cluster Status

HEEHBET , ERETEMEHBIvManageWFAE Ao

ERETHIPHuU ZEABRENENIPHU, REFESESESHEHFERAvManage-189VPN 0fR#ES T E Y
IPh 3k,

BIRYSARnetadminfEAENTE , Y EREDREBTEENELRIR , BRIFFHMBR. TILUEA
ERHvManage it £ A & BIRE T KBMRE. RFIFEMHRvManagedsits £ & EnetadminiB #Y
—Hr. KEBLAUEAEESRE,



Manage Disaster Recovery

@ Connectivity @ validator [

o

ERTEE&  B—TTF—%,
- ERvBondZHIBRNEFHE .

vBond#2 | 35 24 H RE #93@ 1B Netconf LA T8 E WY IP b 31k 55 RS .



Manage Disaster Recovery ’

@ Connectivity @ vaidator o Recovery [} R plic ation
Info Info Maode Schedule
10.105.60.104 Jser Nam ST assword eef )

Back MNext Cancel

EREEE , B—TT—F

« 7£ "Recovery Mode ( XE#&= ) 1 FiEEManual, BEMLERXNEER, & "Nexty ( T—
F)o



Manage Disaster Recovery

©  Connectivity @  validator ®  Recovery
Info Info Mode

Select Recovery Mode

O Meanual () Automation

Rephcation
Schedule



Manage Disaster Recovery

8 Connectivity @ Vakdator 8  Recovery [ ] Replication
Info Info Mode Schedule
12:00 - AM
15 mins

.

RIEE , REBRE—T Save,
- DREMEREERE. H—TRIFZBUFERIFRENEEZE BT, LIBETJREEE20-300E,

Administration - Disaster Recovery

Eraanher Heo acwwry Bogpale sler
View Logs

i
B BEE>KHIRE , R KBREREUAR LXEREREE,




A
fE:: ERTEBELENS  SEIGUAEREAN. B, CTEBELEENT &
R 5 A,

SR eEHRNENMBENERFEIRN
W& configuration-db#% , M EE # 5T 3 H4E fE o R PR A # i &l 88 (vmanage/vsmart/vbond)

o
O EEBAET  NRAREFSARENNEPEBENEP , ABERRE

vManage, vSmartFlvBond#YRZi& /T A K 8% R IR A By X fE £ A FFNETCONF R . EF
BRAY RS AR 18 2 E B DRE E ZIFr B vBondsHlvSmarts Y & [b] 38 Bl A9 TCPIE830,

fEvmanage Ul Lt , BiiEConfiguration > Devices > Controllers

« B-THEEFSEMIN =@  ARE—T "Edit (HE ) .



. j#&ip-address ( 2 HIZFH R Kip ) B Atransport vpn 0 ( BRENTHE ) iptbit, MAFEHEZR
MR , REIE—Tsave
- HRMERPWTEMEHSHTHERRE

GEZiEE ]

BAFTEERFIRE , TRUTIER

EFE BB E DAY ETCisco SD-WAN Managerfal iR8S £ , #ITLA T IR4E
BWALT SRR EEFTEHEEFHFTECisco Catalyst SD-WANEKER S

https://vmanage-url/dataservice/system/device/sync/rootcertchain

B A LL T @B Cisco SD-WAN Manager UUIDEECisco SD-WANERH 8525 -
https://vmanage-url/dataservice/certificate/syncvbond

ERSEMRRER , RIQEMPHNFEBENEHENEEMOEFEHECRE , BMFERVIGE
#2428 (vmanage/vsmart/vbond) %k 3%

« fEvmanage Ul L , BiEConfiguration > Devices > Certificates

« ¥—TF Controllers ( #Z#I85 ) 4

- RERMIEMEZ— T24$185(vmanage/vsmart/vbond) MBI =B 2. &= —T Tinvalidate ( %
;)4

« Z&send to vbond

« fEvmanage Ul Lt , Bhi&Configuration > Devices > Controllers

- REXMEME R — T #8485 (vmanage/vsmart/vbond)HHiE B = E 26, ZHiZEMIBR(Delete)

1B iRz 2

ELERBREBRANMERERS

B

/

EXNRAE &M


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

« MRCBO0OVEEBNFEERRN —Hr , IFEEMETEHRE , B

request platform software sdwan vedge_cloud activate chassis-number

token

. WERBHIERNBFORECARE
. BREARIABEERIIRAD
- MBESE RTINS MHERBESTTEY , QA AREELEY
- BREREEHAEBET
R
W

- REHMHE (MEESK ) WAN vEdgeZR 12 Fl5
vManage post checks
- BAMvManagefi% :
Configuration-DB(Neo4j) & :

EFfBvManage i B E#11T Mrequest nms configuration-db diagnostics; % :

1. E BB AR B Leadershipif&E . ( T EAREMA )

"Neodj, HEMRLBTRIEEHE, 1EBEEEN2EEREE. 'system. thAERERIEE B
B, 1ESISEEMN2ERMEE  EHREFTRAEZNERE , Bk EREF Afalse, MNREE
neodj PV IRB DH3ME , AIRMRTEHRBFETIRE, FFBECisco TACHHAE , ¥1THHR 5 H k7

o

2RERBAEMEHES "fRE, .



PR BRI T AR EE 1A PR B AR A o
SABRELAR "HI .

nfiguration-db schema™,

4 £ "request nms configuration-db diagnostics s W SEconfiguration-dbfig {3 , I FER E K Ih

o

MR BB — B EHER |, FBBi#&Cisco TACHEITHPEHERR

WnE iﬁﬂ’ﬁEJL;{J_ﬁ::ﬁbAplﬂ?ﬂuwﬁw%ﬁﬂ’yvmanageﬁ'ﬁ%ﬁﬂﬁ% ( R FTECOMPUTE+DATASS
2 ) —EHE20. 12K ESRA LB

go to vshell of the vmanage node ( to be done on all vmanages)

curl -u

-H "Content-Type: application/json" -d "{"statements":[{"statement":"call dbms.cluster.over

:7474/db/neo4j/tx/commit | jq -r

curl -u



-H "Content-Type: application/json" -d '"{"statements":[{"statement":"show databases"}]}"'

:7474/db/neo4j/tx/commit | jq -r

BERE—(AEHEDRIE —EBneodRKNEE  WELBREERSE, BARFMEEEHENABIHIRRE
. MBREIFEHUER ( FTE=EEZEEZCOMPUTE+DATA ) , Bl Anecdj MRk , KEBERE—
EEE, EARE , BLEBIKTAC

5.f /var/log/kern.logH i EFT B HIER, CEE. 1088, FEEMBvManagefi® ERELLIE,

6. 5ESESE BERECCHvmanage B — B BEER K FREZS R
REE B B b Ei Bicluster ipEl{Tvmanage-adminfssh , R 2R , LRELNBRREXRHR , BF
BELWsshEBEERAIMESBEERETE

DR-vManage-1:~# ssh -i /etc/viptela/.ssh/id_dsa -p 830 vmanage-admin@

The authenticity of host '[192.168.50.5]:830 ([192.168.50.5]1:830)' can't be established.
ECDSA key fingerprint is SHA256:rSpscoYCVC+yifUMHVTIxtjgmyrZSFg93msFdoSUieQ.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[192.168.50.5]:830' (ECDSA) to the Tist of known hosts.
viptela 20.9.3.0.31

Password:

R HERW AR |, SBBETAC



RHBEREERRE

B AR FTASD-WAN#ZE#I85(vBond, vManage., vSmart):

HEEFHERHIER LITHS , XHEFTE FHvManage UUIDHIFF 31 5% 3 & 5 RIRIERE B K

vBondin & :

show orchestrator valid-vsmarts
show orchestrator valid-vmanage-id
vManage/vSmartii % :

show control valid-vsmarts

show control valid-vmanage-id

m

mEE , show control valid-vsmartsiY i i ‘2 & vSmarts MlvManage & 2 89 /7 51l 5%

s

#HE8vManage UIREE R A BT LB, B E Z Configuration > Certificates > Controllers — &

]

MRBRERAZMEIREERNUUID/FHSRBEMAMMNEKE , RALEEEMER, &7 B
BRTACHSHEEK R
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