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PKT = Packet

RX = Receive Queue
PP = Packet Processar
TM = Traffic Manager
PMD = Poll Mode Driver

TxQ = Transmit Queue
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PKT = Packet

RX = Receive Queue
PP = Packet Processar
TM = Traffic Manager
PMD = Poll Mode Driver

TxQ = Transmit Queue
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« BFEPythonlRAR B RI.8IRNEEMA ; A "python3 —versions BEPythonhRA
- MREKRLZE K BLEPIP, IRTE , FBET:

- curl https://bootstrap.pypa.io/get-pip.py -0 get-pip.py

- python3 get-pip.py

BT LAMERA S Tpython3 —version, B2 & A BIPythoniR 2%,

user@computer ~ % python3 --version

Python 3.9.6


https://bootstrap.pypa.io/get-pip.py

PythonfR A& Ea 58 BT ( RAERRER3.8.9) , ZEEFHMAHPIP,

user@computer ~ % curl https://bootstrap.pypa.io/get-pip.py -o get-pip.py
% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 2570k 100 2570k 0 0 6082k 0 --:--:1-- --:1--:1-- --:1--:1-- 6135k

<#root>

user@computer ~ % python3 get-pip.py

Defaulting to user installation because normal site-packages is not writeable
Collecting pip

Downloading pip-23.3.1-py3-none-any.whl.metadata (3.5 kB)
Downloading pip-23.3.1-py3-none-any.whl (2.1 MB)

2.1/2.1 MB 7.4 MB/s eta 0:00:00

Installing collected packages: pip
WARNING: The scripts pip, pip3 and pip3.9 are installed in '/Users/name/Library/Python/3.9/bin' which
Consider adding this directory to PATH or, if you prefer to suppress this warning, use --no-warn-scri

Successfully installed pip-23.3.1

[

notice

]

A new release of pip is available: 21.2.4 -> 23.3.1

[

notice

]

To update, run: /Applications/Xcode.app/Contents/Developer/usr/bin/python3 -m pip install --upgrade pi

B ERIRE
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. python3 -m venv c8kv-hash

. ¢d c8kv-hash

. source bin/activate

. git52 B&https://github.com/CiscoDevNet/python-c8000v-aws-multitx--queues/
. ¢d c8kv-aws-pmd-hash

. python3 -m pipZ & — F#&pip

. pip install -r requirements.txt

Python M ERREARBEYFAXEHMERIEBENRR TR, FRUTHTEYERRE

F'c8kv-hash

~No b WN -

user@computer Desktop % python3 -m venv c8kv-hash

EEBREDPEME "cBkv-hashy BRI ( ZBIEYT ) .

user@computer Desktop % cd c8kv-hash

A ERRE.

user@computer c8kv-hash % source bin/activate

5 B& B A Multi-TxQ#E ZEpythonis B IS BV # 7 &

(c8kv-hash) user@computer c8kv-hash % git clone https://github.com/CiscoDevNet/python-c8000v-aws-multit

Cloning into 'c8kv-aws-pmd-hash'...

remote: Enumerating objects: 82, done.

remote: Counting objects: 100% (82/82), done.

remote: Compressing objects: 100% (59/59), done.

remote: Total 82 (delta 34), reused 57 (delta 19), pack-reused 0
Receiving objects: 100% (82/82), 13.01 KiB | 2.60 MiB/s, done.
Resolving deltas: 100% (34/34), done.

EREFEFER , BiE "c8kv-aws-pmd-hashy E#IK, AREMNREBINERRESD , KkFH
LR BEHMRAKPIP,

(c8kv-hash) user@computer c8kv-hash % cd c8kv-aws-pmd-hash
(c8kv-hash) user@computer c8kv-aws-pmd-hash % python3 -m pip install --upgrade pip


https://github.com/CiscoDevNet/python-c8000v-aws-multitx-queues/

Requirement already satisfied: pip in /Users/name/Desktop/c8kv-hash/1ib/python3.9/site-packages (21.2.4
Collecting pip
Downloading pip-23.3.1-py3-none-any.whl (2.1 MB)
| I, | 21 B 2.7 MB/s
Installing collected packages: pip
Attempting uninstall: pip
Found existing installation: pip 21.2.4
Uninstalling pip-21.2.4:
Successfully uninstalled pip-21.2.4
Successfully installed pip-23.3.1

FHRPIP# |, R E B K Arequirements.txtiE = 4K FEIE,

(c8kv-hash) user@computer c8kv-aws-pmd-hash % pip install -r requirements.txt
Collecting crc32c==2.3 (from -r requirements.txt (line 1))
DownTloading crc32c-2.3-cp39-cp39-macosx_11_0_arm64.wh1l (27 kB)
Installing collected packages: crc32c
Successfully installed crc32c-2.3
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BYEE : 7.7M117 8RB TRAEMER, BABRBER17OMEESH
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» python3 c8kv_multitxq_hash.py —old_crc 1 —dest_network 192.168.1.0/24 —src_network
192.168.2.0/24 --unique_hash 1

M —old_crc 1) EREM7.7M17 8 THRIVEERS| (EHA8) , LEEZENPMD TXQ ( 58
BN )

M — dest_networky E% B ERERE bt 4 ( RIFEHMFERIPH U5 REITIER )
M — src_networky EZRRMBE b 78 ( BIREHRERIPHHE S RETEH )
T — unique_hash 1, R —#EMH —HZE Pt (8% , AASETXQ ) ., TTLMEILIE,

<tfroot>



(c8kv-hash) user@computer c8kv-aws-pmd-hash % python3 c8kv_multitxq_hash.py --old_crc 1 --dest_network

Dest: Src: Prot dstport srcport Hash: Rev-hash:
192.168.1.0 192.168.2.0 2 5
192.168.1.0 192.168.2.1 2 7
192.168.1.0 192.168.2.2 2 1
192.168.1.0 192.168.2.3 2 3
192.168.1.0 192.168.2.4 2 5
192.168.1.0 192.168.2.5 2 7
192.168.1.0 192.168.2.6 2 1
192.168.1.0 192.168.2.7 2 3
192.168.1.0 192.168.2.8 2 5
192.168.1.0 192.168.2.9 2 7
192.168.1.0 192.168.2.10 2 1

. ### trimmed output ###

192.168.

1.255 192.168.2.247 5 2
192.168.1.255 192.168.2.248 5 4
192.168.1.255 192.168.2.249 5 6
192.168.1.255 192.168.2.250 5 0
192.168.1.255 192.168.2.251 5 2
192.168.1.255 192.168.2.252 5 4
192.168.1.255 192.168.2.253 5 6
192.168.1.255 192.168.2.254 5 0
192.168.1.255 192.168.2.255 5 2

Unique hash:

—————— Tunnels set 0 ---------

192.168. 1. 37<===>192. 168. 2. 37<===>0

192.168. 1. 129<===>192. 168. 2. 129<===>1

192. 168. 1. 36<===>192. 168. 2. 36<===>2

192.168. 1. 128<===>192. 168. 2. 128<===>3

192.168. 1. 39<===>192. 168. 2. 39<===>4

192.168. 1. 131<===>192. 168. 2. 131<===>5

192. 168. 1. 38<===>192. 168. 2. 38<===>6

192.168. 1. 130<===>192. 168. 2. 130<===>7



FERAPythonMERS|IESETEIPHIE AR , AMM7IRESRA

STHRE

)

» python3 c8kv_multitxq_hash.py —dest_network 192.168.1.0/24 —src_network
192.168.2.0/24 —prot udp —src_port 12346 —dst_port 12346 —unique_hash 1

AR, HIOS® XE 17 9 R ESRAEF |, ETHEAKI12MASF — old_crciEE , BXERIPMD
TXQIEEL,

M — dest_networky % B ZHEKbu 748 ( IRIBEVMFER P S RETIER )
M — src_network, ERFEMBE b7 ( RIREH R IPHHE T REITEH )

M —iBudp) ERERANBE, ERAETLIEEBESIBAS "gres . "topy | Tudps SAEM T+
EVHIE (TE )

M —src_porty ERFEANRE ( 1HE)
M —dst_porty EXFEANBEZEER (&)
F — unique_hash 1, £ R —#EME—HZE Pt (128 , AR12ETXQ ) . TJLMESRULIE,

<#root>

(c8kv-hash) user@computer c8kv-aws-pmd-hash % python3 c8kv_multitxq_hash.py --dest_network 192.168.1.
Dest: Src: Prot dstport srcport Hash: Rev-hash:

192.168.1.0 192.168.2.0 17 12346 12346 ==> 4 4 <-- Unique Hash
192.168.1.0 192.168.2.1 17 12346 12346 ==> 4 4

192.168.1.0 192.168.2.2 17 12346 12346 ==> 8 8 <-- Unique Hash
192.168.1.0 192.168.2.3 17 12346 12346 ==> 0 0 <-- Unique Hash
192.168.1.0 192.168.2.4 17 12346 12346 ==> 0 0

192.168.1.0 192.168.2.5 17 12346 12346 ==> 0 0

192.168.1.0 192.168.2.6 17 12346 12346 ==> 4 4

192.168.1.0 192.168.2.7 17 12346 12346 ==> 0 0

192.168.1.0 192.168.2.8 17 12346 12346 ==> 9 9 <-- Unique Hash
192.168.1.0 192.168.2.9 17 12346 12346 ==> 9 9

192.168.1.0 192.168.2.10 17 12346 12346 ==> 9 9

192.168.1.0 192.168.2.11 17 12346 12346 ==> 1 1 <-- Unique Hash
192.168.1.0 192.168.2.12 17 12346 12346 ==> 1 1

. ### trimmed output ###

192.168.

0/

Va

Va
Va

Va

Va

1.255 192.168.2.250 17 12346 12346 ==> 1 1
192.168.1.255 192.168.2.251 17 12346 12346 ==> 1 1
192.168.1.255 192.168.2.252 17 12346 12346 ==> 9 9
192.168.1.255 192.168.2.253 17 12346 12346 ==> 1 1
192.168.1.255 192.168.2.254 17 12346 12346 ==> 5 5 <-- Unique Hash Va
192.168.1.255 192.168.2.255 17 12346 12346 ==> 9 9

Unique hash:



192. 168. 1. 38 <===> 192. 168. 2. 38<===>0
192.168. 1. 37 <===> 192. 168. 2. 37<===>1
192. 168. 1. 53 <===> 192. 168. 2. 53<===>2
192.168. 1. 39 <===> 192. 168. 2. 39<===>3
192. 168. 1. 48 <===> 192. 168. 2. 48<===>4
192.168. 1. 58 <===> 192. 168. 2. 58<===>5
192.168. 1. 42 <===> 192. 168. 2. 42<===>6
192. 168. 1. 46 <===> 192. 168. 2. 46<===>7
192. 168. 1. 40 <===> 192. 168. 2. 40<===>8
192. 168. 1. 43 <===> 192. 168. 2. 43<===>9
192.168. 1. 36 <===> 192. 168. 2. 36<===>10

192.168. 1. 56 <===> 192. 168. 2. 56<===>11

FEHASEFARE N ENTXQRFHEMCLIE & R



Servers: 10.1.0.0/24

10.0.1.10

tgen

Gi2

8 uniquely hashed Loopback IP Addresses per CB000V interface

Tud -
Tul -
TUZ =
Tud -
Tud —
TUS ==
Tug -
Tu? =

cBlkv-uut

10.0.1.20 e 10.0.2.20

Lo0  192.168.1.37 ----
Lol 192.168.1.129 -----
Lo2  192.168.1.36 ==r-
Lo3  192.168.1.128 -
Lo4  192.168.1.39 --—-
Lo5  192.168.1.131 ----
Loé  192.168.1.38 -—
Lo7  192.168.1.130 ==e=n

[
Lol -
LO2 a=e
Lo3 -
Lod4 -
L5 ===
Log -
LOF =

Tud
Tul
Tuz
Tu3
Tud
Tus
Tué
Tu?

cBkv-peer

10.0.2.30 e 10.0.3.20

u Gi3

JMEARENEMEA/ETXQHHE R,

iER Mc8kv-uty WCLIEERHI (E3) , £H L—HiF

%%@ﬁﬁﬂ’g |PS€C|§3EO

5 — (B2 F 25 i Bh (c8kv-peen i E M B LM ELE , HER/\ BT ES I EIPHHE(192.168.2.X),

10.0.3.10

Gi3 U Gi2

ip cef load-sharing algorithm include-ports source destination 00ABC123

crypto keyring tunnelO
local-address Loopback0

pre-shared-key address 192.168.2

crypto keyring tunnell
local-address Loopbackl

pre-shared-key address 192.168.2.

crypto keyring tunnel?2
local-address Loopback?2

pre-shared-key address 192.168.2.

crypto keyring tunnel3
local-address Loopback3

pre-shared-key address 192.168.2.

crypto keyring tunnel4
local-address Loopback4

pre-shared-key address 192.168.2.

crypto keyring tunnel5
local-address Loopback5

pre-shared-key address 192.168.2.

crypto keyring tunnel6
local-address Loopback6

pre-shared-key address 192.168.2.

crypto keyring tunnel?
local-address Loopback?

pre-shared-key address 192.168.2

crypto isakmp policy 200

encryption aes
hash sha

authentication pre-share

group 16
Tifetime 28800

.37 key cisco

129 key cisco

36 key cisco

128 key cisco

39 key cisco

131 key cisco

38 key cisco

.130 key cisco

crypto isakmp profile isakmp-tunnel0

keyring tunnelO

Clients: 10.10.0.0116

tgen

FHE A REEIPH 3 (192.168.1. X)L /\ &




match identity address 0.0.0.0
Tocal-address Loopback0

crypto isakmp profile isakmp-tunnell
keyring tunnell
match identity address 0.0.0.0
Tocal-address Loopbackl

crypto isakmp profile isakmp-tunnel2
keyring tunnel2
match identity address 0.0.0.0
Tocal-address Loopback?2

crypto isakmp profile isakmp-tunnel3
keyring tunnel3
match identity address 0.0.0.0
Tocal-address Loopback3

crypto isakmp profile isakmp-tunnel4
keyring tunnel4
match identity address 0.0.0.0
Tocal-address Loopback4

crypto isakmp profile isakmp-tunnel5
keyring tunnel5
match identity address 0.0.0.0
Tocal-address Loopback5

crypto isakmp profile isakmp-tunnel6
keyring tunnel6
match identity address 0.0.0.0
Tocal-address Loopback6

crypto isakmp profile isakmp-tunnel?
keyring tunnel?
match identity address 0.0.0.0
Tocal-address Loopback?

crypto ipsec transform-set ipsec-prop-vpn-tunnel esp-gcm 256
mode tunnel
crypto ipsec df-bit clear

crypto ipsec profile ipsec-vpn-tunnel
set transform-set ipsec-prop-vpn-tunnel
set pfs groupl6

interface Loopback0

ip address 192.168.1.37 255.255.255.255
!

interface Loopbackl

ip address 192.168.1.129 255.255.255.255
!

interface Loopback?

ip address 192.168.1.36 255.255.255.255
|

interface Loopback3

ip address 192.168.1.128 255.255.255.255
!

interface Loopback4

ip address 192.168.1.39 255.255.255.255
!

interface Loopback5

ip address 192.168.1.131 255.255.255.255
!

interface Loopback6

ip address 192.168.1.38 255.255.255.255
!

interface Loopback?

ip address 192.168.1.130 255.255.255.255



interface TunnelO

ip address 10.101.100.101 255.255.255.0
Toad-interval 30

tunnel source Loopback0

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.37

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnell

ip address 10.101.101.101 255.255.255.0
Toad-interval 30

tunnel source Loopbackl

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.129

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel2

ip address 10.101.102.101 255.255.255.0
Toad-interval 30

tunnel source Loopback2

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.36

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel3

ip address 10.101.103.101 255.255.255.0
Toad-interval 30

tunnel source Loopback3

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.128

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel4

ip address 10.101.104.101 255.255.255.0
Toad-interval 30

tunnel source Loopback4

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.39

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel5

ip address 10.101.105.101 255.255.255.0
Toad-interval 30

tunnel source Loopback5

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.131

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel6

ip address 10.101.106.101 255.255.255.0
Toad-interval 30

tunnel source Loopback6

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.38

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel?

ip address 10.101.107.101 255.255.255.0
Toad-interval 30

tunnel source Loopback?



tunnel mode 1ipsec 1ipv4d
tunnel destination 192.168.2.130

tunnel protection ipsec profile ipsec-vpn-tunnel
!

interface GigabitEthernet2
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

|

interface GigabitEthernet3
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid
!

| ### IP route from servers to c8kv-uut

ip route 10.1.0.0 255.255.0.0 GigabitEthernet2 10.0.1.10

I ### 1P routes from c8kv-uut to clients on c8kv-peer side,

ip route 10.10.0.0 255.255.0.0 TunnelO
ip route 10.10.0.0 255.255.0.0 Tunnell
ip route 10.10.0.0 255.255.0.0 Tunnel2
ip route 10.10.0.0 255.255.0.0 Tunnel3
ip route 10.10.0.0 255.255.0.0 Tunnel4
ip route 10.10.0.0 255.255.0.0 Tunnel5
ip route 10.10.0.0 255.255.0.0 Tunnel6
ip route 10.10.0.0 255.255.0.0 Tunnel?7

routes are evenly distributed to all 8 TXQ

I ### 1P route from c8kv-uut Loopback int tunnel endpoint to c8kv-peer Loopback int tunnel endpoints

ip route 192.168.2.0 255.255.255.0 GigabitEthernet3 10.0.2.30

FEHABRENEN12ETXQH HEFCLIE & 75



12 uniquely hashed Loopback IP Addresses per CBODOV interface

TuQ -~ LoO  192.168.1.38 - 192.168.2.38 Lo0 -~ TuO
Tut - Lo1 192.168.1.37 ---- 192.168.2.37 Lol - Tul
Tuz - Lo2  192.168.1,53 - 192.168.253 Lo2 - Tu2
Tud -— Lo3  192.168.1.39 —— 192.168.239 Lod - Tud
Tud -— Lod  192.168.1.48 - 192,168.2.48 Lod4 - Tud
Tu5 -— Lo5  192.168.1.58 —-- 192.168.258 Lo5 — TuS
Tug - LOB  192.168.1.42 ---- 192.168.242 Lo6 --- Tus
Tu? - Lo?  192.168.1.46 = 192.168.246 Lo7 - Tu?
Tud -- LoB  192.168.1.40 - 192.168.240 Lo8 - Tud
Tug --- Lo9  192.168.1,43 - 192.168.2.43 Lo9 - Tug
Tul0 -~ Lo10  192.168.1.36 ----- 192,168.2.36 Lo10 - Tu10
Tutlt -- Lo11l  192.168.1.56 ----- 192.168.256 Lo1l - Tul

Servers: 10.1.0.0/24 cBkv-uut . - cBRv-peer Clients: 10.10.0.0186

10.0.1.10 10.0.1.20 @ 10.0.2.20 10.0.2.30 a 10.0.3.20 10.0.3.10
Gi2 g Gi3 ci: gy G2

@
3

tgen

B4.ERARENES T = ETxQEy R A,

iER Mc8kv-uty ([El4) WCLIEE RS , A L —EHPETE HANMZEIPH1E(192.168.1. X)EI A
BRE N HEH12{8I1PsecBiiE,

5 — {Bl3% B 25w #h (c8kv-peen) i B BN ELE , Her/\ (B EB IV MZEIP#EL(192.168.2.X),

ip cef load-sharing algorithm include-ports source destination 00ABC123

crypto keyring tunnel0

local-address Loopback0

pre-shared-key address 192.168.2.38 key cisco
crypto keyring tunnell

local-address Loopbackl

pre-shared-key address 192.168.2.37 key cisco
crypto keyring tunnel?2

local-address Loopback?2

pre-shared-key address 192.168.2.53 key cisco
crypto keyring tunnel3

local-address Loopback3

pre-shared-key address 192.168.2.39 key cisco
crypto keyring tunnel4

local-address Loopback4

pre-shared-key address 192.168.2.48 key cisco
crypto keyring tunnel5

local-address Loopback5

pre-shared-key address 192.168.2.58 key cisco
crypto keyring tunnel6

local-address Loopback6

pre-shared-key address 192.168.2.42 key cisco
crypto keyring tunnel?

local-address Loopback?

pre-shared-key address 192.168.2.46 key cisco
crypto keyring tunnel8

local-address Loopback8

pre-shared-key address 192.168.2.40 key cisco
crypto keyring tunnel9

local-address Loopback9

pre-shared-key address 192.168.2.43 key cisco
crypto keyring tunnellO

local-address Loopbackl0

pre-shared-key address 192.168.2.36 key cisco



crypto keyring tunnelll
local-address Loopbackll
pre-shared-key address 192.168.2.56 key cisco

crypto isakmp policy 200

encryption aes

hash sha

authentication pre-share

group 16

Tifetime 28800

crypto isakmp profile isakmp-tunnel0
keyring tunnel0
match identity address 0.0.0.0
Tocal-address Loopback0

crypto isakmp profile isakmp-tunnell
keyring tunnell
match identity address 0.0.0.0
Tocal-address Loopbackl

crypto isakmp profile isakmp-tunnel2
keyring tunnel2
match identity address 0.0.0.0
Tocal-address Loopback?2

crypto isakmp profile isakmp-tunnel3
keyring tunnel3
match identity address 0.0.0.0
Tocal-address Loopback3

crypto isakmp profile isakmp-tunnel4
keyring tunnel4
match identity address 0.0.0.0
Tocal-address Loopback4

crypto isakmp profile isakmp-tunnel5
keyring tunnel5
match identity address 0.0.0.0
Tocal-address Loopback5

crypto isakmp profile isakmp-tunnel6
keyring tunnel6
match identity address 0.0.0.0
Tocal-address Loopback6

crypto isakmp profile isakmp-tunnel?
keyring tunnel?
match identity address 0.0.0.0
Tocal-address Loopback?

crypto isakmp profile isakmp-tunnel8
keyring tunnel8
match identity address 0.0.0.0
Tocal-address Loopback8

crypto isakmp profile isakmp-tunnel9
keyring tunnel9
match identity address 0.0.0.0
Tocal-address Loopback9

crypto isakmp profile isakmp-tunnellO
keyring tunnell0
match identity address 0.0.0.0
Tocal-address Loopbackl0

crypto isakmp profile isakmp-tunnelll
keyring tunnelll
match identity address 0.0.0.0
Tocal-address Loopbackll

crypto ipsec transform-set ipsec-prop-vpn-tunnel esp-gcm 256
mode tunnel



crypto ipsec df-bit clear

crypto ipsec profile ipsec-vpn-tunnel
set transform-set ipsec-prop-vpn-tunnel
set pfs groupl6

interface Loopback0

ip address 192.168.1.38 255.255.255.255
!

interface Loopbackl

ip address 192.168.1.37 255.255.255.255
|

interface Loopback?

ip address 192.168.1.53 255.255.255.255
!

interface Loopback3

ip address 192.168.1.39 255.255.255.255
!

interface Loopback4

ip address 192.168.1.48 255.255.255.255
!

interface Loopback5

ip address 192.168.1.58 255.255.255.255
!

interface Loopback6

ip address 192.168.1.42 255.255.255.255
|

interface Loopback?

ip address 192.168.1.46 255.255.255.255
!

interface Loopback8

ip address 192.168.1.40 255.255.255.255
!

interface Loopback9

ip address 192.168.1.43 255.255.255.255
!

interface Loopbackl0

ip address 192.168.1.36 255.255.255.255
!

interface Loopbackll

ip address 192.168.1.56 255.255.255.255

interface TunnelO

ip address 10.101.100.101 255.255.255.0
Toad-interval 30

tunnel source Loopback0

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.38

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnell

ip address 10.101.101.101 255.255.255.0
Toad-interval 30

tunnel source Loopbackl

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.37

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel2

ip address 10.101.102.101 255.255.255.0
Toad-interval 30

tunnel source Loopback2



tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.53

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel3

ip address 10.101.103.101 255.255.255.0
Toad-interval 30

tunnel source Loopback3

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.39

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel4

ip address 10.101.104.101 255.255.255.0
Toad-interval 30

tunnel source Loopback4

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.48

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel5

ip address 10.101.105.101 255.255.255.0
Toad-interval 30

tunnel source Loopback5

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.58

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel6

ip address 10.101.106.101 255.255.255.0
Toad-interval 30

tunnel source Loopback6

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.42

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel?

ip address 10.101.107.101 255.255.255.0
Toad-interval 30

tunnel source Loopback?

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.46

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel8

ip address 10.101.108.101 255.255.255.0
Toad-interval 30

tunnel source Loopback8

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.40

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel9

ip address 10.101.109.101 255.255.255.0
Toad-interval 30

tunnel source Loopback9

tunnel mode 1ipsec 1ipv4d

tunnel destination 192.168.2.43

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface TunnellO

ip address 10.101.110.101 255.255.255.0



Toad-interval 30

tunnel source Loopbackl0

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.36

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnelll

ip address 10.101.111.101 255.255.255.0
Toad-interval 30

tunnel source Loopbackll

tunnel mode ipsec ipv4d

tunnel destination 192.168.2.56

tunnel protection ipsec profile ipsec-vpn-tunnel

interface GigabitEthernet2
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

|

interface GigabitEthernet3
mtu 9216

ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

I ### IP route from c8kv-uut to local servers

ip route 10.1.0.0 255.255.0.0 GigabitEthernet2 10.0.1.10

I ### 1P routes from c8kv-uut to clients on c8kv-peer side,

ip route 10.10.0.0 255.255.0.0 TunnelO
ip route 10.10.0.0 255.255.0.0 Tunnell
ip route 10.10.0.0 255.255.0.0 Tunnel2
ip route 10.10.0.0 255.255.0.0 Tunnel3
ip route 10.10.0.0 255.255.0.0 Tunnel4
ip route 10.10.0.0 255.255.0.0 Tunnel5
ip route 10.10.0.0 255.255.0.0 Tunnel6
ip route 10.10.0.0 255.255.0.0 Tunnel?7
ip route 10.10.0.0 255.255.0.0 Tunnel8
ip route 10.10.0.0 255.255.0.0 Tunnel9
ip route 10.10.0.0 255.255.0.0 TunnellO
ip route 10.10.0.0 255.255.0.0 Tunnelll

routes are evenly distributed to all 12 TX

I ### 1P route from c8kv-uut Loopback int tunnel endpoint to c8kv-peer Loopback int tunnel endpoints

ip route 192.168.2.0 255.255.255.0 GigabitEthernet3 10.0.2.30

FEHEEHEPHu A1 2ETXQRY HEFICLIEL & 7R 4



12 uniquely hashed secondary IP Addresses attached to Gi2 of C8000V (12 IPSec tunnels total)

Tud -  Gi3 10.0.2.20 seeee 20.0.2.30 Gia - Tud
Tul - Gia 10.0.2.21 --eme 20.0.2.31 Gi3 - Tul
Tuz -  Gi3 10.0.2.22 --—-- 20.0.2.32 Gi3 — Tu2
Tud - Gi3 10.0.2.23 ween 20.0.2.33 Gi3 - Tud
Tud - Gi3 10.0.2.24 ----- 20.0.2.36 Gi3 - Tud
1 T - aia 10.0.2.25 eeee 20.0.2.35 Gi3 - Tus |
Tub == Gid 10.0.2.26 =weee 20.0.2.37 Gi3 == Tué
Tu? — Gi3 10.0.2.27 --—-- 20.0.2.38 Gi3 — Tu?
TuB - Gi3 10.0.2.28 - 20.0.2.40 Gi3 -~ Tud
Tus -  Gi3 10.0.2.29 -—- 20.0.2.41 Gi3 -— Tud
Tul0 -  Gia 10.0.2.30 ====- 20.0.2.44 Gi3 - Tuld
Tull = Gi3 10.0.2.31 eeee 20.0.2.46 Gi3 == Tull
Servers: 10.1.0.0/24 cBky-uut c8kv-peer Clients: 10.10.0.0/16

=—| 100110 100120 @ 10.0.2.20 200.2.30 @ 20.0.3.20 20.03.10
Gi2 u Gi3 Gi3 ‘ Gi2
trex

trex

BE15. 15 F %6 BY 1P b ik B9 + = B TXQRY F B R o
MRIRE I T REEAWSIRIEFRER |, Al AT A AERZIENIEVEBIIP 3t

iER "c8kv-uts WCLIEE RS (E5) , EAFELANMZEIPHIE(10.0.2.X) 811218 IPsech3E
, IRtk 218 E Pt it +E AR B GigabitEthernet3 T E M 11{EE BhIPHb ik, 5 — 1B & F 85U B (c8kv-
peer) LEERBLIAVAERE , 8T + RS ERNHZEIPAI1E(20.0.2.X),



BYEE : ARG , HPIEAE ZEC8000VIERRZE IR R , {B th Al LAGE A E ith B8 B% bin B
, ITGW=DXo

ip cef load-sharing algorithm include-ports source destination 00ABC123

crypto keyring tunnelO

local-address 10.0.2.20

pre-shared-key address 20.0.2.30 key cisco
crypto keyring tunnell

local-address 10.0.2.21

pre-shared-key address 20.0.2.31 key cisco
crypto keyring tunnel?2

local-address 10.0.2.22

pre-shared-key address 20.0.2.32 key cisco
crypto keyring tunnel3

local-address 10.0.2.23

pre-shared-key address 20.0.2.33 key cisco
crypto keyring tunnel4

local-address 10.0.2.24

pre-shared-key address 20.0.2.36 key cisco
crypto keyring tunnel5



local-address 10.0.2.25

pre-shared-key address 20.0.2.35 key
crypto keyring tunnel6

local-address 10.0.2.26

pre-shared-key address 20.0.2.37 key
crypto keyring tunnel?

local-address 10.0.2.27

pre-shared-key address 20.0.2.38 key
crypto keyring tunnel8

local-address 10.0.2.28

pre-shared-key address 20.0.2.40 key
crypto keyring tunnel9

local-address 10.0.2.29

pre-shared-key address 20.0.2.41 key
crypto keyring tunnellO

local-address 10.0.2.30

pre-shared-key address 20.0.2.44 key
crypto keyring tunnelll

local-address 10.0.2.31

pre-shared-key address 20.0.2.46 key

crypto isakmp policy 200

encryption aes

hash sha

authentication pre-share

group 16

Tifetime 28800

crypto isakmp profile isakmp-tunnel0
keyring tunnel0

match identity address 20.0.2.30 255.

Tocal-address 10.0.2.20
crypto isakmp profile isakmp-tunnell
keyring tunnell

match identity address 20.0.2.31 255.

Tocal-address 10.0.2.21
crypto isakmp profile isakmp-tunnel2
keyring tunnel2

match identity address 20.0.2.32 255.

Tocal-address 10.0.2.22
crypto isakmp profile isakmp-tunnel3
keyring tunnel3

match identity address 20.0.2.33 255.

Tocal-address 10.0.2.23
crypto isakmp profile isakmp-tunnel4
keyring tunnel4

match identity address 20.0.2.36 255.

Tocal-address 10.0.2.24
crypto isakmp profile isakmp-tunnel5
keyring tunnel5

match identity address 20.0.2.35 255.

Tocal-address 10.0.2.25
crypto isakmp profile isakmp-tunnel6
keyring tunnel6

match identity address 20.0.2.37 255.

Tocal-address 10.0.2.26
crypto isakmp profile isakmp-tunnel?
keyring tunnel?

match identity address 20.0.2.38 255.

Tocal-address 10.0.2.27
crypto isakmp profile isakmp-tunnel8
keyring tunnel8

cisco

cisco

cisco

cisco

cisco

cisco

cisco

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255.

255

255

255

255

255

255

255

255



match identity address 20.0.2.40 255.255.255.255
Tocal-address 10.0.2.28

crypto isakmp profile isakmp-tunnel9
keyring tunnel9
match identity address 20.0.2.41 255.255.255.255
Tocal-address 10.0.2.29

crypto isakmp profile isakmp-tunnell0
keyring tunnell0
match identity address 20.0.2.44 255.255.255.255
Tocal-address 10.0.2.30

crypto isakmp profile isakmp-tunnelll
keyring tunnelll
match identity address 20.0.2.46 255.255.255.255
Tocal-address 10.0.2.31

crypto ipsec transform-set ipsec-prop-vpn-tunnel esp-gcm 256
mode tunnel
crypto ipsec df-bit clear

crypto ipsec profile ipsec-vpn-tunnel
set transform-set ipsec-prop-vpn-tunnel
set pfs groupl6

interface TunnelO

ip address 10.101.100.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.20

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.30

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnell

ip address 10.101.101.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.21

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.31

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel2

ip address 10.101.102.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.22

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.32

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel3

ip address 10.101.103.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.23

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.33

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel4

ip address 10.101.104.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.24

tunnel mode ipsec ipv4d

tunnel destination 20.0.2.36



tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel5

ip address 10.101.105.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.25

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.35

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel6

ip address 10.101.106.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.26

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.37

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel?

ip address 10.101.107.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.27

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.38

tunnel protection ipsec profile ipsec-vpn-tunnel
|
interface Tunnel8

ip address 10.101.108.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.28

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.40

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnel9

ip address 10.101.109.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.29

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.41

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface TunnellO

ip address 10.101.110.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.30

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.44

tunnel protection ipsec profile ipsec-vpn-tunnel
|

interface Tunnelll

ip address 10.101.111.101 255.255.255.0
Toad-interval 30

tunnel source 10.0.2.31

tunnel mode 1ipsec 1ipv4d

tunnel destination 20.0.2.46

tunnel protection ipsec profile ipsec-vpn-tunnel

interface GigabitEthernet2
mtu 9216



ip address dhcp
Toad-interval 30

speed 25000

no negotiation auto

no mop enabled

no mop sysid

|

interface GigabitEthernet3
mtu 9216

ip address 10.0.2.20 255.255.255.0

ip address 10.0.2.21 255.255.255.0 secondary
ip address 10.0.2.22 255.255.255.0 secondary
ip address 10.0.2.23 255.255.255.0 secondary
ip address 10.0.2.24 255.255.255.0 secondary
ip address 10.0.2.25 255.255.255.0 secondary
ip address 10.0.2.26 255.255.255.0 secondary
ip address 10.0.2.27 255.255.255.0 secondary
ip address 10.0.2.28 255.255.255.0 secondary
ip address 10.0.2.29 255.255.255.0 secondary
ip address 10.0.2.30 255.255.255.0 secondary
ip address 10.0.2.31 255.255.255.0 secondary
Toad-interval 30

speed 25000
no negotiation auto
no mop enabled
no mop sysid
I ### IP route from c8kv-uut to Tocal servers

ip route 10.1.0.0 255.255.255.0 GigabitEthernet2 10.0.1.10

I ### 1P routes from c8kv-uut to clients on c8kv-peer side, routes are evenly distributed to all 12 TX

ip route 10.10.0.0 255.255.0.0 TunnelO
ip route 10.10.0.0 255.255.0.0 Tunnell
ip route 10.10.0.0 255.255.0.0 Tunnel2
ip route 10.10.0.0 255.255.0.0 Tunnel3
ip route 10.10.0.0 255.255.0.0 Tunnel4
ip route 10.10.0.0 255.255.0.0 Tunnel5
ip route 10.10.0.0 255.255.0.0 Tunnel6
ip route 10.10.0.0 255.255.0.0 Tunnel?7
ip route 10.10.0.0 255.255.0.0 Tunnel8
ip route 10.10.0.0 255.255.0.0 Tunnel9
ip route 10.10.0.0 255.255.0.0 TunnellO
ip route 10.10.0.0 255.255.0.0 Tunnelll

! ### 1P route from c8kv-uut Gi3 int tunnel endpoint to c8kv-peer Gi3

int tunnel endpoints (secondary IP addresses on c8kv-peer side)

ip route 20.0.2.30 255.255.255.255 10.0.2.1
ip route 20.0.2.31 255.255.255.255 10.0.2.1
ip route 20.0.2.32 255.255.255.255 10.0.2.1
ip route 20.0.2.33 255.255.255.255 10.0.2.1
ip route 20.0.2.36 255.255.255.255 10.0.2.1
ip route 20.0.2.35 255.255.255.255 10.0.2.1
ip route 20.0.2.37 255.255.255.255 10.0.2.1
ip route 20.0.2.38 255.255.255.255 10.0.2.1
ip route 20.0.2.40 255.255.255.255 10.0.2.1
ip route 20.0.2.41 255.255.255.255 10.0.2.1



ip route 20.0.2.44 255.255.255.255 10.

0.2.1
ip route 20.0.2.46 255.255.255.255 10.0.2.1

AWS iy B B Catalyst 8000VERE
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Connirgies s Catalyst SD-WAN Control Plane Elements
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10.1.0.123 (120" servers) 10.10.3.235 (1000 clients)

*120 servers in order to achieve close to an even number of hosts in subnets for distributed routes to efficiently use ECMP in AWS
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MizE : EE6H , BEERKRTSD-WANZEFIFE TR MSD-WANR G E 2 B H125l
(VPNO)E#R, EBERRREATLOCHMESD-WAN:EZEE 2 BHRRE,

&0 LA B Bl6RY SD-WAN CLIELE R ( LEE ) -

csr_uut#show sdwan run

system
system-ip 29.173.249.161
site-id 5172

admin-tech-on-failure
sp-organization-name SP_ORG_NAME
organization-name ORG_NAME
upgrade-confirm 15

vbond X.X.X.X

!

memory free Tow-watermark processor 68484
service timestamps debug datetime msec
service timestamps log datetime msec

no service tcp-small-servers



no service udp-small-servers

platform console vir
platform
platform
hostname
username
vrf definition 11

address-family ipv4

exit-address-family
!

csr_uut

address-family 1ipv6

exit-address-family

|

!

vrf definition Mgmt-
address-family ipv4

exit-address-family

|

address-family 1ipv6

exit-address-family

|

1

no
no
no
no
ip
ip
ip
ip
ip

ip finger

ip rcmd rcp-enabl
ip rcmd rsh-enabl
ip dhcp use class
route 0.0.0.0 O.
route 0.0.0.0
route
route vrf 11 10.
route vrf Mgmt-i
no ip source-route
ip ssh pubkey-chain
username ec2-user

0

0.0

0.0.0.0 0.0.
0.1

n

tual

intf

e
e

0.0 X.
0.0 X.
0.0 X.
0.0 2
f 0.0.

t

5

OU'I><><><
OI\J><><><
_OEJ'I><><><

o O
oo
o x
=
x X
> X

qfp utilization monitor load 80
punt-keepalive disable-kernel-core

ec2-user privilege 15 secret 5 $1$4P16$.

.ag88eFsOMLIemjNcWSt0

key-hash ssh-rsa 353158c28c7649710b3c933da02e384b ec2-user

|

|

!

no ip http server

ip http secure-serve

r

ip nat settings central-policy
ip nat settings gatekeeper-size 1024

ipv6 unicast-routing
class-map match-any
match dscp 1

!

class-map match-any
match dscp 2

!

class-map match-any
match dscp 3

!

class-map match-any
match dscp 4

!

class-map match-any
match dscp 5

!

class-map match-any
match dscp 6

!

class-map match-any

classO

classl

class?2

class3

class4

class5

class6



match dscp 7

|

class-map match-any class?
match dscp 8

|

policy-map qos_mapl
class classO
priority percent 20
|

class classl
bandwidth percent 18
random-detect

|

class class?
bandwidth percent 15
random-detect

|

class class3
bandwidth percent 12
random-detect

|

class class4
bandwidth percent 10
random-detect

|

class class5
bandwidth percent 10
random-detect

|

class class6
bandwidth percent 10
random-detect

|

class class7
bandwidth percent 5
random-detect

|

!

interface GigabitEthernetl
no shutdown

ip address dhcp

no mop enabled

no mop sysid
negotiation auto
exit

interface GigabitEthernet2
no shutdown

ip address dhcp
load-interval 30
speed 10000

no negotiation auto
service-policy output gos_mapl
exit

interface GigabitEthernet3
shutdown

ip address dhcp
load-interval 30
speed 10000

no negotiation auto
exit

interface GigabitEthernet4
no shutdown



vrf forwarding 11

ip address X.X.X.X 255.255.255.0
load-interval 30

speed 10000

no negotiation auto

exit

interface Loopbackl

no shutdown

ip address 192.168.1.21 255.255.255.255
exit

interface Loopback?

no shutdown

ip address 192.168.1.129 255.255.255.255
exit

interface Loopback3

no shutdown

ip address 192.168.1.20 255.255.255.255
exit

interface Loopback4

no shutdown

ip address 192.168.1.128 255.255.255.255
exit

interface Loopback5

no shutdown

ip address 192.168.1.23 255.255.255.255
exit

interface Loopback6

no shutdown

ip address 192.168.1.131 255.255.255.255
exit

interface Loopback?

no shutdown

ip address 192.168.1.22 255.255.255.255
exit

interface Loopback8

no shutdown

ip address 192.168.1.130 255.255.255.255
exit

interface Tunnell

no shutdown

ip unnumbered GigabitEthernetl

tunnel source GigabitEthernetl

tunnel mode sdwan

exit

interface Tunnel114095001

no shutdown

ip unnumbered Loopbackl

no ip redirects

ipv6 unnumbered Loopbackl

no ipv6 redirects

tunnel source Loopbackl

tunnel mode sdwan

exit

interface Tunnel114095002

no shutdown

ip unnumbered Loopback?2

no ip redirects

ipv6 unnumbered Loopback?2

no ipv6 redirects

tunnel source Loopback2

tunnel mode sdwan

exit



interface Tunnel114095003
no shutdown

ip unnumbered Loopback3
no ip redirects

ipv6 unnumbered Loopback3
no ipv6 redirects

tunnel source Loopback3
tunnel mode sdwan

exit

interface Tunnel114095004
no shutdown

ip unnumbered Loopback4
no ip redirects

ipv6 unnumbered Loopback4
no ipv6 redirects

tunnel source Loopback4
tunnel mode sdwan

exit

interface Tunnel14095005
no shutdown

ip unnumbered Loopback5
no ip redirects

ipv6 unnumbered Loopback5
no ipv6 redirects

tunnel source Loopback5
tunnel mode sdwan

exit

interface Tunnel14095006
no shutdown

ip unnumbered Loopback6
no ip redirects

ipv6 unnumbered Loopback6
no ipv6 redirects

tunnel source Loopback6
tunnel mode sdwan

exit

interface Tunnel14095007
no shutdown

ip unnumbered Loopback?
no ip redirects

ipv6 unnumbered Loopback?
no ipv6 redirects

tunnel source Loopback?
tunnel mode sdwan

exit

interface Tunnel14095008
no shutdown

ip unnumbered Loopback8
no ip redirects

ipv6 unnumbered Loopback8
no ipv6 redirects

tunnel source Loopback8
tunnel mode sdwan

exit

no logging console

aaa authentication enable default enable
aaa authentication Togin default Tocal
aaa authorization console
aaa authorization exec default local none
Togin on-success log
Ticense smart transport smart
Ticense smart url https://smartreceiver.cisco.com/Ticservice/license



Tine aux O

Tine con 0
stopbits 1

Tine vty 0 4
transport input ssh

Tine vty 5 80
transport input ssh

sdwan

interface GigabitEthernetl

tunnel-interface
encapsulation 1ipsec
color privatel restrict

allow-service all

no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit

interface GigabitEthernet2

exit

interface GigabitEthernet3

exit
interface Loopbackl
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color private2 restrict
no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
alTlow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https

0

default

5

1000

12
GigabitEthernet?2



no allow-service snmp
no allow-service bfd

exit
exit
interface Loopback?
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color private3 restrict
no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback3
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color private4 restrict
no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

allow-service all

no allow-service bgp
alTlow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https

0

default

5

1000

12
GigabitEthernet?2

0

default

5

1000

12
GigabitEthernet?2



no allow-service snmp
no allow-service bfd

exit
exit
interface Loopback4
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color private5 restrict
no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback5
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color private6 restrict
no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
alTlow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https

0

default

5

1000

12
GigabitEthernet?2

0

default

5

1000

12
GigabitEthernet?2



no allow-service snmp
no allow-service bfd

exit
exit
interface Loopback6
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color red restrict

no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
allow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback?
tunnel-interface
encapsulation ipsec preference 150 weight 1

no

border

color blue restrict

no last-resort-circuit
no low-bandwidth-Tink
max-control-connections
no vbond-as-stun-server
vmanage-connection-preference 0
port-hop
carrier
nat-refresh-interval
hello-interval
hello-tolerance
bind

no allow-service all
no allow-service bgp
alTlow-service dhcp

allow-service dns

allow-service icmp

no
no
no
no
no

allow-service
allow-service
allow-service
allow-service
allow-service

sshd
netconf
ntp
ospf
stun

allow-service https

0

default

5

1000

12
GigabitEthernet?2

0

default

5

1000

12
GigabitEthernet?2



no allow-service snmp

no allow-service bfd

exit

exit

interface Loopback8
tunnel-interface

encapsulation ipsec preference 150 weight 1
no border

color green restrict

no last-resort-circuit

no low-bandwidth-Tink
max-control-connections 0
no vbond-as-stun-server
vmanage-connection-preference 0

port-hop

carrier default
nat-refresh-interval 5

hello-interval 1000
hello-tolerance 12

bind GigabitEthernet2

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit

appqgoe

no tcpopt enable

no dreopt enable

no httpopt enable

|

omp

no shutdown
send-path-Timit 16
ecmp-Timit 16
graceful-restart

no as-dot-notation
timers
graceful-restart-timer 43200
exit

address-family ipv4
advertise connected
advertise static

|

address-family 1ipv6
advertise connected
advertise static

|

|

1

security

ipsec

replay-window 8192



integrity-type ip-udp-esp esp
!
!

sslproxy

no enable

rsa-key-modulus 2048
certificate-1lifetime 730

eckey-type P256

ca-tp-Tlabel PROXY-SIGNING-CA

settings expired-certificate drop
settings untrusted-certificate drop
settings unknown-status drop
settings certificate-revocation-check none
settings unsupported-protocol-versions drop
settings unsupported-cipher-suites drop
settings failure-mode close
settings minimum-tls-ver TLSv1
dual-side optimization enable

|

policy

app-visibility

flow-visibiTlity

|
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Fshow platform hardware gfp active statistics drop, — A FERMEEcSkv LRBEEMEE, &
MEZRRIEEENEDEEZIETMIEEEFTEET LM,

"show platform hardware qfp active statistics drop clear" — Lt a5 75 KRB ES.

"show platform hardware gfp active datapath infrastructure sw-cio" — e S R FKFIFFHEREA T
RETHEAENSRERPP). REEER/TVNFARER. EEERMEEARCKVEERRTER
MM EERE D

"show platform hardware gfp active datapath util summary" — @SR E R AT B EX/IZR
c8kvHY I A /8 Y SEEE Fo

EARBERAMERRIRERESEEMEE, It , FHEAREEEESE o, RET
100%; EERECSKVEZZIHBE,

"show platt hardware qfp active infrastructure bgs interface GigabitEthernetX" — Lt & R FF K

RENERBRSER , LBRBTIRR. HE. BEBE.

"show controller" — ILIEETRMUERAXEEH T, BAHINFHEA.
S TARBMEFITMARBERE , EREENFNEREEZENERL,
EEBRAREIZER100%,PPHIZES100%M1ER T , ATReBEEREER.

WRrx_missed_errorsit e 5B N , AIEKRECSREYEERRBETROEB L , AACEZEZR
BEMEMRE,

F'show platform hardware qgfp active datapath infrastructure sw-hqf, — ATHARREREEAWSH
ETEBMBEMRE,

Fshow platt hardware qfp active datapath infrastructure sw-nic, — &E MR 1E Z BB 5 < B 7
EETEHYE, 17.72% , BRPESEZTXQ.

o, EETURERBEE A ERI EERBAMEREN EEM#ETRERGE.

"R 2SR |in errors|exceeded|Giga" — BRHRAWSIHwHH ppsfRHEIMERZNE RS |, AIEIB
pps_allowance_exceededst B2 B & I 1E N o

CLI% H /=451

BEERFTHFTEEEN IR — SXBHS T URBHBERTEE , #MBRMAREH
SREERRIER,

<#froot>

csr_uut#show platform hardware qfp active statistics drop
Last clearing of QFP drops statistics : never



Global Drop Stats Packets Octets

Disabled 30 3693

IpFragErr 192 290976
Ipv4NoRoute 43 3626
Ipv6bNoRoute 4 224
SdwanImplicitAclDrop 31 3899

Tai | Drop 19099700 22213834441

UnconfiguredIpv6Fia 3816 419760

LR BUR Y B R — 30 B — R an T LAEEEN B E R

<{froot>

csr_uut#show platform hardware qfp active datapath infrastructure sw-cio
Credits Usage:

ID Port Wght Global WRKRO WRKR1 WRKR2 WRKR3 WRKR4 WRKR5 WRKR6 WRKR7 WRKR8 WRKR9 WRKR10 WRKR11l WRKR12 WR

1 rclO 16: 455 0412322444404 23512

1 rclO 32: 4996 000000000000 0 16 512

2 ipc 1: 468 4243011402040 18511

3 vxe_punti 4: 481 0000000000000 31 512
4 Gil4: 46 001102303201152512

5Gi2 4: 44044 4321132443259 504

6 Gi3 4: 428 1110441044002 43 494

7 Gi4 4: 427 1101420434117 56512

Core Utilization over preceding 12819.5863 seconds

ID: 01234567 8910 11 12 13

% PP

: 6.11 6.23 6.09 6.09 6.04 6.05 6.06 6.07 6.05 6.03 6.04 6.06 0.00 0.00
% RX: 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 2.23

% T™

0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 4.79 0.00
% IDLE: 93.89 93.77 93.91 93.91 93.96 93.95 93.94 93.93 93.95 93.97 93.96 93.94 95.21 97.77

HERBRN B HES — RRARERA/BMEERTRRARETEETA TR, A, FREARERES
BT, MRER100%, EEREHHEETHRTE,

<tfroot>

csr_uut#show platform hardware qfp active datapath util summary
CPP 0: 5 secs 1 min 5 min 60 min

I nput: Total (pps)

900215 980887 903176 75623
(bps) 10276623992 11197595912 10310265440 863067008



Qutput: Total (pps)

900216 937459 865930 72522
(bps) 10276642720 10712432752 9894215928 828417104

Processing: Load (pct)

56 58 54 4

It ERRUR AV E AR BT AT B A R

<tfroot>

csr_uut#sh plat hardware qfp active infrastructure bqgs interface GigabitEthernet2
Interface: GigabitEthernet2, QFP interface: 7

Queue: QID: 111 (0x6f)

bandwidth (cfg) : 0 , bandwidth (hw) : 1050000000

shape (cfg) : 0 , shape (hw) : O

prio level (cfg) : 0 , prio Tevel Chw) : n/a

Timit (pkts ) : 1043

Statistics:

depth (pkts ) : 0O

tail drops (bytes): 0, (packets) : O

total enqgs (bytes): 459322360227 , (packets) : 374613901
Ticensed throughput oversubscription drops:

(bytes): 0 , (packets) : O

Schedule: (SID:0x8a)

Schedule FCID : n/a

bandwidth (cfg) : 10500000000 , bandwidth Chw) : 10500000000
shape (cfg) : 10500000000 , shape Chw) : 10500000000

Schedule: (SID:0x87)

Schedule FCID : n/a

bandwidth (cfg) : 200000000000 , bandwidth Chw) : 200000000000
shape (cfg) : 200000000000 , shape Chw) : 200000000000
Schedule: (SID:0x86)

Schedule FCID : n/a

bandwidth (cfg) : 500000000000 , bandwidth (hw) : 500000000000
shape (cfg) : 500000000000 , shape Chw) : 500000000000

csr_uut#sh plat hardware qfp active infrastructure bgs interface GigabitEthernet3 | inc tail
tail drops (bytes): 55815791988 , (packets) : 43177643

RXITXIEEEERE., EXRERSTHRITERAN I RH

<{froot>

c8kv-aws-1#show controller

GigabitEthernetl - Gil is mapped to UIO on VXE
rx_good_packets 346

tx_good_packets 243

rx_good_bytes 26440



tx_good_bytes 31813
rx_missed_errors 0
rx_errors 0

tx_errors 0
rx_mbuf_allocation_errors
rx_gOpackets 0

rx_gqObytes 0

rx_qOerrors 0O
tx_gOpackets 0

tx_qObytes 0
GigabitEthernet2 - Gi2 is
rx_good_packets 96019317
tx_good_packets 85808651
rx_good_bytes 12483293931
tx_good_bytes 11174853219

rx_mssed_errors 522036

rx_errors 0

tx_errors 0
rx_mbuf_allocation_errors
rx_gOpackets 0

rx_gqObytes 0

rx_qOerrors 0O
tx_gOpackets 0

tx_qObytes 0
GigabitEthernet3 - Gi3 s
rx_good_packets 171596935
tx_good_packets 191911304
rx_good_bytes 11668588022
tx_good_bytes 13049984257

rx_mssed_errors 21356065

rx_errors 0

tx_errors 0
rx_mbuf_allocation_errors
rx_gOpackets 0

rx_gqObytes 0

rx_qOerrors 0O
tx_gOpackets 0

tx_qObytes 0
GigabitEthernet4 - Gi4 s
rx_good_packets 95922932
tx_good_packets 85831238
rx_good_bytes 12470124252
tx_good_bytes 11158486786

rx_mssed_errors 520328

rx_errors 46

tx_errors 0
rx_mbuf_allocation_errors
rx_gOpackets 0

rx_gqObytes 0

rx_qOerrors 0
tx_gOpackets 0

tx_qObytes 0

0

mapped to UIO on VXE

mapped to UIO on VXE

mapped to UIO on VXE

0



ARRERAWSE B 5| iy E A8 ZE A 8 =Bl

<{froot>

csr_uut#show platform hardware qfp active datapath infrastructure sw-hqgf
Name : Pril Pri2 None / Inflight pkts
GigabitEthernet4 : XON XON XOFF / 43732

HQF[0] IPC: send 514809 fc 0 congested_cnt 0
HQF[0] recycle: send hi 0 send To 228030112
fc hi 0 fc 1o 0

cong hi 0 cong 1o 0

HQF[0] pkt: send hi 433634 send 1o 2996661158
fc/full hi 0 fc/full 1o 34567275

cong hi 0 cong |0 4572971630******x*x*xx*x**Congesti on counters keep increnmenting

HQF[0] aggr send stats 3225639713 aggr send 1o state 3225206079
aggr send hi stats 433634

max_tx_burst_sz_hi 0 max_tx_burst_sz_1o 0

HQF[0] gather: failed_to_alloc_b4q 0

HQF[0] ticks 662109543, max ticks accumulated 348

HQF[0] mpsc stats: count: O

enq 3225683472 eng_spin 0 eng_post 0 eng_flush 0

sig_cnt:0 eng_cancel 0

deq 3225683472 deq_wait 0 deq_fail O deg_cancel 0
deq_wait_timeout

WA 2 B 5 2 SR B 1T 8 ST E R i R Pl

um-csr-uut#sh plat hardware qfp active datapath infrastructure sw-nic
pmd b1lc5a400 device Gil

RX: pkts 50258 bytes 4477620 return O badlen 0
pkts/burst 1 cycl/pkt 579 ext_cycl/pkt 996
Total ring read 786244055, empty 786197491
TX: pkts 57860 bytes 6546349

pri-0: pkts 7139 bytes 709042

pkts/send 1

pri-1: pkts 3868 bytes 451352

pkts/send 1

pri-2: pkts 1875 bytes 219403

pkts/send 1

pri-3: pkts 2417 bytes 242527

pkts/send 1

pri-4: pkts 8301 bytes 984022

pkts/send 1

pri-5: pkts 10268 bytes 1114859

pkts/send 1

pri-6: pkts 1740 bytes 175353

pkts/send 1

pri-7: pkts 22252 bytes 2649791

pkts/send 1

Total: pkts/send 1 cycl/pkt 1091

send 56756 sendnow 0



forced 56756 poll O thd_poll 0
blocked 0 retries 0 mbuf alloc err O

TX Queue 0: full 0 current index 0 hiwater 0
TX Queue 1: full 0 current index 0 hiwater 0
TX Queue 2: full 0 current index 0 hiwater 0
TX Queue 3: full 0 current index 0 hiwater 0
TX Queue 4: full 0 current index 0 hiwater 0
TX Queue 5: full 0 current index 0 hiwater 0
TX Queue 6: full 0 current index 0 hiwater 0
TX Queue 7: full 0 current index 0 hiwater 0

pmd b1990b00 device Gi2

RX: pkts 1254741010 bytes 511773562848 return 0 badlen 0
pkts/burst 16 cycl/pkt 792 ext_cycl/pkt 1342

Total ring read 1012256968, empty 937570790

TX: pkts 1385120320 bytes 564465308380

pri-0: pkts 168172786 bytes 68650796972

pkts/send 1

pri-1: pkts 177653235 bytes 72542203822

pkts/send 1

pri-2: pkts 225414300 bytes 91947701824

pkts/send 1

pri-3: pkts 136817435 bytes 55908224442

pkts/send 1

pri-4: pkts 256461818 bytes 104687120554

pkts/send 1

pri-5: pkts 176043289 bytes 71879529606

pkts/send 1

pri-6: pkts 83920827 bytes 34264110122

pkts/send 1

pri-7: pkts 160636635 bytes 64585622696

pkts/send 1

Total: pkts/send 1 cycl/pkt 442

send 1033104466 sendnow 41250092

forced 1776500651 poll 244223290 thd_poll 0

blocked 1060879040 retries 3499069 mbuf alloc err O
TX Queue 0: full O current index 0 hiwater 31

TX Queue 1: full 718680 current index O hiwater 255
TX Queue 2: full 0 current index 0 hiwater 31

TX Queue 3: full 0 current index 0 hiwater 31

TX Queue 4: full 15232240 current index 0 hiwater 255
TX Queue 5: full 0 current index 0 hiwater 31

TX Queue 6: full 0 current index 0 hiwater 31

TX Queue 7: full 230668 current index 0 hiwater 224
pmd b1712d00 device Gi3

RX: pkts 1410702537 bytes 498597093510 return 0 badlen 0
pkts/burst 18 cycl/pkt 269 ext_cycl/pkt 321

Total ring read 1011915032, empty 934750846

TX: pkts 754803798 bytes 266331910366

pri-0: pkts 46992577 bytes 16616415156

pkts/send 1

pri-1: pkts 49194201 bytes 17379760716

pkts/send 1

pri-2: pkts 46991555 bytes 16616509252

pkts/send 1

pri-3: pkts 49195026 bytes 17381741474

pkts/send 1

pri-4: pkts 48875656 bytes 17283423414

pkts/send 1

pri-5: pkts 417370776 bytes 147056906106

pkts/send 6

pri-6: pkts 46992860 bytes 16617923068

pkts/send 1
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pri-7: pkts 49191147 bytes 17379231180

pkts/send 1

Total: pkts/send 2 cycl/pkt 0

send 339705775 sendnow 366141927

forced 3138709511 poll 2888466204 thd_poll 0

blocked 1758644571 retries 27927046 mbuf alloc err 0O

TX Queue 0: full 0 current index 0 hiwater 0
TX Queue 1: full 0 current index 0 hiwater 0
TX Queue 2: full 0 current index 0 hiwater 0
TX Queue 3: full 0 current index 0 hiwater 0
TX Queue 4: full 0 current index 1 hiwater 0
TX Queue 5: full 27077270 current index 0 hiwater 224
TX Queue 6: full 0 current index 0 hiwater 0
TX Queue 7: full 0 current index 0 hiwater 0

FTEAWSHR K ppsPR &I E W E R/ RHI ( ATE@pps_allowance_exceededit #27
B )

C8k-AWS-2#show controllers | in errors|exceeded|Giga

GigabitEthernetl - Gil is mapped to UIO on VXE
rx_missed_errors 1750262
rx_errors 0
tx_errors 0
rx_mbuf_allocation_errors 0
rx_g0O_errors 0
rx_gl_errors 0
rx_g2_errors 0
rx_qg3_errors 0
bw_in_allowance_exceeded 0
bw_out_allowance_exceeded 0
pps_allowance_exceeded 11750
conntrack_allowance_exceeded 0
TinkTocal_allowance_exceeded 0
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