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data-policy <PoTlicyName>
vpn-1ist <VPN_Name>
sequence 1
match

source-data-prefix-1ist <BranchSiteServerSubnet>

destination-data-prefix-Tist <PublicIPSubnet>
|

action accept
set

next-hop <Firewall_IP>
!

FE AR Branch SDWANEE =R RIE 5 @ :

data-policy <PolicyName>
vpn-Tist <VPN_Name>
sequence 1
match

source-data-prefix-1ist <BranchSiteServerSubnet>
destination-data-prefix-Tist <PublicIPSubnet>

I
action accept

set

tloc-Tist <DC_TLOC_LIST>
!

!
!
tloc-Tist <DC_TLOC_LIST>

tloc <DC cEdge01l System IP> color <primary colour> encap ipsec preference 100

tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
!

FRAEEREEREMATEDC SDWANKHES1 LANSERR B EZERH))

£DC SDWANEEH 231 LANSERR B HEMN SR T , DC SDWANRHS1 LW REESHE A BE,

'3



Public Source s

Public Internet

el
-
( -

SDWAN Internet Router SDWAN 4 Internet Router
cEdge1 &W cEdgeraz - :

o B

Other LAN Destination 1 1:1 Static Source NAT 1:1 Static Source NAT
Subnets Destination 2 Destination 1 ---> Public IP1 Destination 2 ---> Public IP2
Branch DCA1 DC2

SDWAN Tunnel(s) to DCH

SDWAN Tunnel(s) to DC2
Black-holed Traffic From Source to Destination 1

Traffic path From Source to Destination 2

Tunnel(s) to Proxy Server

2 fE RSP ER KA AR

Cisco SDWANRRBEAFIFEBEEETLBHL. EERWANRESH . MREXAEREREN
BERBEABARE , ATBERESREEBENAEFEEEHBE., #HKX , Cisco SD-WANRREEA
BREFEGE , AFEMHEREEEPRHHERRBELTE , S AERBEREAT —EER
: %?ﬁiﬁ@ﬁﬂ%"ﬂ%ﬁﬂET&E(NETCONF)?%H%T%H%EEFH73AEFMEEE/%"E ( #€Cisco SDWAN
ManagerZ|Cisco SDWANIZ#IZS ) o

AT R BRI RV AERE R B o 4l A Bs X ik BN AR S HY 5 BR

1.8 KB EEZADC cEdge EE MRS, TTUAERAVPNIIEEERUAR EREEALERERE— %
o RFIESIRMETERRRAA , EEWREMREDCH KB EMDC SDWANE K HEScEdge153h [ , BIZ @R
KASEARR , MEAE] EKUDCH’J%E)%EE%ECEdgGZo

2BEYEREPNERRE , LE@ERH XRBREAAZRERE D,

BB ( wHERBEA )



EDC SDWANEH 2 LBELE :

!
sdwan
service firewall vrf X
ipv4 address <fw next-hop ip>
!
commit

DC SDWANIHEMW RHBEER T "BHAME, BHAINERE , ZREEESEHRCisco SDWANEZE &I
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data-policy <PolicyName>
vpn-Tist <VPN_Name>
sequence 1
match
source-data-prefix-1list <BranchSiteServerSubnet>
destination-data-prefix-Tist <PublicIPSubnet>
I
action accept
set
service FW vpn X tloc-Tlist <DC_TLOC_LIST>
I
I
!
tloc-1ist <DC_TLOC_LIST>
tloc <DC cEdge01l System IP> color <primary colour> encap ipsec preference 100
tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
I

HHREEARRE ( DC SDWANEEH31 LANSERR HE 24 )

R DC SDWAN Router 1 LANSERE HIRHE | RESHEEBEDC SDWAN Router 2,
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Tists

data-prefix-1list <BranchSiteServerSubnet>
ip-prefix <ip/mask>

!

data-prefix-1list <PubTlicIPSubnet>
ip-prefix <ip/mask>

!

site-Tist <BranchSiteList>
site-id <BranchSitelID>

!

|

tloc-1ist <DC_TLOC_LIST>

tloc <DC cEdge0l System IP> color <primary colour> encap ipsec preference 100

tloc <DC cEdge02 System IP> color <secondary colour> encap ipsec preference 50
!

!
vpn-Tist <VPN_Name>
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Internet Source(MS Teams)> DC1 FW(NAT)> DC1 cEdge01 > Branch cEdge01 > Server Subnet
1o

Internet Source(MS Teams)> DC2 FW(NAT)> DC2 cEdge01 > Branch cEdge01 > Server Subnet
2,

Hit , REXEESENERTTX , MTAR :
Internet Source(MS Teams)> DC1 FW,
Internet Source(MS Teams)> DC2 FW,
DC1MDC2i@i DCEZ K B A B CPE [ BB M RR B &5 & B A LIP3,
DC1 FW > DC1 cEdge01,
DC2 FW > DC2 cEdge01,
&R HE Y B X i B EH o
DC1 cEdge01 > Branch cEdge01,
DC2 cEdge01 > Branch cEdge01.,
EREBEEEINGEOMP)EEH Cisco SDWANEH,
Branch cEdge01 > Server Subnet 1,
Branch cEdge01 > Server Subnet 2,

REBF M 2 X B HBREE A

REREISNERRE

Server Subnet 1 > Branch cEdge 01 > DC1 cEdge 01 > DC1 FW(NAT)> Internet Source(MS
Teams),

Al AR 88 F#82 > Branch cEdge 01 > DC2 cEdge 01 > DC2 FW(NAT)> Internet Source(MS
Teams),

Hit , REXEESENERTTX , MTAR :



AR 25 7481 > Branch cEdge 01,

{Al iR 25 F#82 > Branch cEdge 01,

A AR 2R mE T A EREE A

43 X cEdge 01 > DC1 cEdge 01,

% & cEdge 01 > DC2 cEdge 01,
ERAEFRAERXRE ( RBER ) REERERE.
DC1 cEdge01 > DC1 FW,

DC2 cEdge01 > DC2 FW,

ERARKER , U EMSDWAN cEdgeZIDC L ZEFWH R E B E,
DC1 FW(NAT)> Internet Source(MS Teams),

DC2 FW(NAT)> Internet Source(MS Teams),

RKERRENAEIPREREBRBNATE HEFW , MEEBCPESBInternet.
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