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I Tracker
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IR A VIR E B B BARP-request unknown-unicastiZ it E ¥ e, FERANBERES :

o BYF 107
o REFE[E : 1008
- EREAFRAEE : ARP

BRT BERERME  IMAMSD-WANZ & E SR , AR MEAR#ZE E B Cisco Catalyst SD-
WANER 88 2 IRV BE R 1€, ERBIBIIEREMR3sEAICMPHFBIZRTHRHN . ESD-WANRHKHE
BRI TEA track-transporty BRFETEE. EREBRIES BHWANEEE R EEFCisco
Catalyst SD-WANERFERHIDTLSE R, ERMEREHRMNFEMEN  FHBEEER.

(IEESY
REERM R —THIEE , FRERT , ESD-WAN LA BRAERVPNHE 2 H MR EHR(GRTNAER

REFEREAHEBAEE, WIENFERETEIEEManagerEREENAE HE | BEFREH3,
#8155 B IEHDHCPRIARESHIER T , ©EATR R/ ERN AR FER B R MR,

Y& 5% F& A 1A Cisco Catalyst SD-WAN:


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_default_gateway_7054.xml
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/command/iosxe/qualified-cli-command-reference-guide/m-system-commands.html#r_track_transport_3061.xml

|
system

track-transport
track-default-gateway

B e
LT REBERERAENEBERIFHRBTNGE
- EUE#E : Configuration > Configuration Groups > System profile > Basic sub-profile > Track
Settings section > Track Default Gateway(default:ON)

- EfE : Configuration > Templates > Feature Templates > System template > Advanced
section > Gateway Tracking ( 78z% : ON )

BR 7%+ A 1.0 F0 BR 75 32 2 46 BEE 2. O R Bt

20.3/17.3MR5I A 7 RIS E A 1.00RME , ZIhEE E E ARSI ( KB ) ATAEAHATA. &
ATEEBEBEMERREF/ ERREPBOET — &, BIBEEService Insertion 1.0 , X
R T 2eH ¥ RISt ut B R MEEs ( RERMa ) . BRI, EEtat MRKbutE1.0h 2ERH
o BMEREBRMEXEHEE TR , LA LAEAno track-enable &% , B BEE EH/BREE
2 AtrackerfE i RZAELRMER, ARIELEREREREIEA1.0T A IRF5 48 B3 B A9 IR M 252
BWRMETRNIRE (BA/ZER) , ALETEERAZRE M & ( WRE. ZREHAS. BF ). It
BEERANIRARR 2ICMPEIERERER S,

ERFARREEAORMNFHES  FHBLEER. REBA1.ORBPERANERERS

- FREIBIE . S0 5 XAl
- JEL: 5K
- EREHRAET : ICMP Echo/Echo-reply

Service Fabric 2.08R ¥t 2Cisco Catalyst SD-WANAR#£20.13/17.13hR 2= B 44 # H B9 BR 7 A 2.0 0 8E
W—E5, ELREBBANFERES K IEERNERFEANERSFEZNEERABRHSEQESHE
rxtx T EHREHAS PN SE S ERRE it ( ERZHut ) , B2 , £HService Fabric 2.0 , #&


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html

BRIE W] SATEBR it b R 0 B B M bt . 38 R LUEIB TE 2 B B Y U G IR M 2R R ER Mt B AR A b b AN B R
ERmE M u RER, AETEEET —HHPE-TRE.
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BFREFNETEAPIRTREMEIZ BB ALEN  LHRBHEEN T EN, REEGTURELE
BEZEVPNRRR S , HpSEVPNRRTER IEERER , URARVPN BRREEBR X ifE
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1S LEFiL B B2 12 SD-WAN L E& EE Service Insertion 1.0 EE T/EREME. FEERERT , SEFMER
Sk EBUA Service Insertion 1.0 Tracker,

- ELE#H : Configuration > Configuration Groups > Service Profile > Service VPN > Service®

Wl

1.#2— T Add Serviceiz it

2. EZERFBE A,

.BRERBi (ZZ4E , FBERDR ) -

4B TIRME, ESIRBCRA (AR ). MRFE , TUEALLIIEE,

- BfE : Configuration > Templates > Feature Templates > Cisco VPN(service)> Service3p

o

1.82—T "HER%, R
2 BEFRBEE,
S.ERRBu (HZZ4E , AERDR ) o



4505 TR, BEEERECRA (AR ). MRFE , ALIEALINEE,

MiEE . EECEL BRI (MREEHANEREE ) BB SEHRBISEERMRBE it
HCLINAERE , Service Insertion 1.00E B TAFR :

1
sdwan
service firewall vrf 1

ipv4 address 10.10.1.4
!

R
BRESRERRNED ) PEANERNEANRRREEFOELUSR,



BB E AR ImREEES A W AR =R E,

« 1£SD-WAN Manager_Lt : Monitor > Devices > {select Device-Name} > Applications >
Tracker:

fIndividual Tracker P E W R B BV RMES 2 BRIGRMBINWMAITEN (BHSBFRF, ARRE,
B, WEAEEI, VPNES|, E#F. FREE ).

« F£SD-WAN Manager_ L : Monitor > Devices > {select Device-Name} > Events:

MRERMEE EAEBE  MENBFSERELBPHFHEF  NEHE, ERHERE.
IRMEBZE M., FARRE. Ut RFFvpn id,

FEEAKRICLIL -

Router#show endpoint-tracker
Interface Record Name Status Address Family RTT in msecs
1:1:9:10.10.1.4 1:10.10.1.4 Up IPv4 1

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
1:10.10.1.4 10.10.1.4 IP 300 3

Router#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*5 icmp-echo 10.10.1.4 RTT=1 OK 51 seconds ago

& A R DIARY AT H # vimiE Mt 25

NAT DIAJR IR HESSER Mt 2s T E AR BIBSD-WANE & & L BINAT DIAS TH E5 {2 FE F i o i 4

A E AR BERIE A (Direct Internet Access , DIA)ER RS , NAT DIAR Mt 2S = = A A I8 M &5
WAHE , WHRES —ETREERTENSETR , SBBSD-WANEBRZE ( £HE R KR

) BEREELIH, LLIhRER ££20.3/17 JMRABHEI AR , TINATEILR T A8 H BI#£20.4/17 4hR A
PRI ft, WNRERMEESFEE A MR AEER ML BIBNAT DIANE £/ |, RIER B 2548 18 IR AS VP NHUH
NATESH , WiREAHBKAREENKHARE, RUEFSEETHREINENERLCHME, E
HERAZZEECEAEEETR , EFRZEBE T InternetfINATERH ., EBRMFEADIARKIESMN
HEEER BB EEE.

EIRMESEZ TP , B LURIEABIBNAT DIANE AN KRR EIPH (EEA "endpoint-
ips ) , REAKIRKIEMTEREHA(FQDN) (B E%A "endpoint-dns-names ) o

LEERANFRARERNRHTTPERER S , IFFBLURHTTP APIFERPDUER, EANERA :


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#nat-dia-tracker

- FRAIER : 608
« FTE : 180%(H A#retriesZ3 = 3 x 60%)
- ERERBAER]  HTTP

158 F Z= 451

DIABEEARENIPBES ZHE , LUBREEME Wit BARERN D X RERERE RO
. BENL  EEASXHETHDIAR | ANAT DIARRBEMER AR ALEM X AR R EEARE
, MR BRAMAERYE. BAREARBDAD X REMER , FEFAEREDCHILE (BB
SD-WANE&FEANATEIR ) . 9 XimiB & BDIAR /T HE L FI S L B 5 /) [ A #5 im 2R #E 25 3R
RORIMEE | LIBRE R /DCRR BN HER, BREEARN , BER 7T HBMERRENS THME

, EEFERTRINPE , DA EADARECERBERRE

VAFHREELENTENKREREEE T AL ISR, UTRRERZE , EREURRERE
BERNRETERR.

- BLE#E : Configuration > Configuration Groups > Transport & Management Profile > Ethernet
Interface > Add Feature > Tracker:

1.7E i Fh IR Mt 2R 2 W

2 BB ImIRMEBR R B ( RHTTPTERMICMPZE ) -

MtEE : B20.13/17. 138 1TEAREIA T ICMP# in IR MERREL Bl
JEBERIR (ERRIPHERMNKIWDNSERBZE ) -



MIEE : MRBIFKRIGDNSER , FEARFEAERVPNEER EEREERBVPN/VRFTES
BRHIDNSR RS =& T [ AR 2%

4.3 A\ 7R [0 B A IR HEER HORIRR AV it 1t SDNSHE #B(FQDN) ( RXEBUARE—FER )

5.( " ) B LUREEN "HRARERER, (RRE=60% ) M "EFEXRE, (FERE=3X
) . BABNAR L FEAR R B R

- ERE:

SB1IERNTENKIRRMEMES | Configuration > Templates > Feature Templates > System
template > TrackerZf % :

1.7 TIRMEES, FEH T |, #ENew Endpoint TrackeriZ il
2. ERKIMRMBEER,
3.i&#ETracker Type ( T RN EERFNFERBE ) EFANHE , EADAFHARMIELREEEZR



Mo
4 3&¥ZFEndpoint Type ( 7£IP Address-defaultFflDNS NameZ /& )
5. 16 A 2478 6 BR i BR 7R B B3 50X Bl M AR IR IP i it RARIRDNS BB ( RRNEBURR E—S 8] ) .

6. (L& ) B LLREERHARE ( FERE= 3002 ). BfE ( ERE=60¥ ) MZR (AR
E: B;K ) o

SE2BERNENKRIRRIEESERZEHVPN EWAE . Templates > Feature Templates >
Cisco VPN Interface Ethernet > Advanced&f 4% :

1.4ETracker ( RS ) MU FPWMAETHSTBIFAERNKRIRRMETSE.
RCLINAERE , BN T :

(i) IP Address Endpoint :

!

endpoint-tracker t22
tracker-type interface
endpoint-ip 8.8.8.8

|

interface GigabitEthernetl

endpoint-tracker t22

end
!

(ii) DNS Name Endpoint :

|

endpoint-tracker t44
tracker-type interface
endpoint-dns-name www.cisco.com
|

interface GigabitEthernetl

endpoint-tracker t44

end
!



B e
B B R m IR M 2R A mE R =R,
- FESD-WANEHES L : Monitor > Devices > {select Device-Name} > Applications > Tracker:

fIndividual Tracker TR EXRIFE BV R M B BRGIRMEBSNRITEAGRRFRE., RRE, iR
2O RERR, VPNERS|, EHE. FRER—).

« FESD-WAN Manager.Lt : Monitor > Devices > {select Device-Name} > Events:

MRERMES FRREE  MENAFBERELT s PWEFHEENR NS, ERHERE,
RSB, FARRE, uk R % Fvpn id.

FEIBIKRICLIL -

Router#show endpoint-tracker interface GigabitEthernetl
Interface Record Name Status Address Family RTT 1in msecs
GigabitEthernetl t22 Up IPv4 2 2

Router#sh ip sla sum

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*2 http 8.8.8.8 RTT=4 OK 56 seconds ag

(o)

Router#show endpoint-tracker records

Record Name Endpoint EndPoint Type Threshold(ms) Mult
t22 8.8.8.8 IP 300 3
t44 www . C1SCO.com DNS_NAME 300 3

& A A SIGEIE/SSERY T E# imiE it 25

ERIRRHES A NSIGPRE/SSEF ARSI , TEXRPLELIESRENRENZLHEBER , RS
BB R £ FERREKEAEESIC)HNE £ RIE2B(SSE)IREME ( fliNCisco, Cloudflare, Netskope,
ZScalar® ) BEREBELEM, SIGRENSSEHEAERLMBEENN —Br , EP oI HES
AERMHFIBENMLERSMAAT R, SIGPEE A RFI=ZMCisco Catalyst SD-WANEEE LSIGHR
HEEE ( #£20.4/17 4RRABELE ) H’J*D#EE:'?:': , ERBEERXNRLE@MNER , SSEEA XS

( #%£20.13/17.13MAFHEA ) #E5IA , ARBEER (BIBERZ LA ) MZScalarFRHEHfE
EESUR

TEEZE-EUSFHEPENSEZREABNETHER, RE , ARREIRHEEEFEEZEEA (W0
Microsoft 365H1Salesforce ) WE RMCE R REENNZ &M, BERAIE, SEBHE. YEHE



(IoT)RESFEMEEFE  BEXINNRBRNZEMNFIREXRFEER, £E8& , MBRIR:
ThEEERK IR B BERES , BARKERCisco SASE, Cisco SASERE T ERMMNME ML L IIEE
, IRFMBEAENRERMUEREENZEERAEXTE. R2RHEEZSSE)R—EEERE
7%, TRBHEBREETERENZSNRE , ARRERRERENTHMONEM L. EEES
BASIGRRIE/SSER MR VR EF , FBRIBE EEE.,

IEESY

EEERTENRERHESR AR ERNSIGRE/SSEfEA RS , HPEERMENFIRISaaSEA
URLIG B EEDERN S EURLIR R . BT , SSERKLERERNSER , RASASERBW D ASSER L
ThEEMSD-WANZEE, A& , EFEERMFMEUMNIPSech3EA ( EAXHIHADC ) BEEEFHE
MigAAe, ERETLLERTEMEENREBENE T ERRMEER.

HHSSERMA |, HlINCisco Secure Access ( HCiscoigflt ) — EATERE BN BN IRRKEES,
BR , FAERETNRERY B ERR IR WA IR M ESEREIPSech2 BN H. SSEFF
FAMTERR/BNREHIRHEEN S| B A

¥ A Cisco SSE:
IEHes T - AR MRS

IETE IR MRV 4K 45 B - http://service.sig.umbrella.com

#isA A - API_URL
R{E : 300EW

B8 -3
Interval:60%

¥ AZScaler SSE:

IRHEBR B - THRRHEER

IETE IR MERY 4R 45 B - http://gateway.zscalerthree.net/vpnte

HimE Al - API_URL
{E : 300E®

FeH -3
Interval:60%

HRSIGRE , REXFAR/BInRRKER. Rt , MREAFEELEQSIGRHEEHERKEIPSechziE
THE, AXAFBEEEN T E K RRHEER


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/m-secure-internet-gateway.html
https://service.sig.umbrella.com
https://gateway.zscalerthree.net/vpnte
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HSSERMBEWIBERAT , EFRETLPRERETMRIRRMR (BRIFFE )., BR , THERAERE
ERBIME,

ERRREN , BHXBEERSIG/SSERHEE >R ENBRE>ZEFBE:
1.7£Cloud Provider Credentials T , $]#tUmbrellasfCisco SSE ( SREIBFHI# ) #I1E,
2. EZBIE , MAEBID, APIEI8. 28,

Set configuration group Configuration > Policy Groups > Secure Internet Gateway/Secure Service
Edge:

1.3 — T Add Secure Internet Gateway=ZXAdd Secure Service Edge,

2 ERBRBMERHA,

3.#ESIG/SSE Provider ( SIG/SSE#R#™ ) (UmbrellagkCisco SSE) T B i#E iz,
AEBRBBFRTD T , ERARBREESRFA[RARARIPHE A

SUMREBETREN/BEERRMBRHE  FE-THERKS K ARESHERMSNSIBERE.
ImEAAPI URL, F{E. HABERMESR),



6EBEMDT , BYUNERSIB(MNERE. KA. REEE. BERNE. ERHPOE/HE
)HYBRIE ST H o

MiEE : P BReh , EAE TREZERNKIRRIEZERE S BRIPSechRE, FEXR
, B2 — B EM

TESTRAMEST  BEYNEHYEREDHMTEANRGTEARESENEE. RAREIEHEEN
REEHEIE A EIME BRI Ao

R EL B E>ER>IhsE R MR>Cisco Secure Internet GatewayIhRERE R :
1.13E$ESIG Provider ( SIGHRMR ) THEEZM 2 — ( Umbrella, ZScalarsGeneric ) o
2.7 TERMEER(BETA)L WA T , ERARIFRRHEIRZRAAVRIPHb L,

SMRBEEREN/AERRMRME , FR-T "HREHF. K AREFHMREBNSIERE
. IREERVAPILurl, RRE. BERMEE),



6.7 "ERE. AT , EUBENE(EBRR - THERE) , EUNEEFERSI RGN ERE
. PR, REtER. BBERNE. ERPOE/EED),

MiEE : P BReh , EAE TREZERNKIRRIEZERE S BRIPSechRE, FEXR
, B2 — B EM

TESTRAMEST , EREFBNENFRONERESENEE,
RCLINAERE , BEEW TR :

(i) For the default interface-based endpoint tracker applied with SSE
!

endpoint-tracker DefaultTracker

tracker-type interface

endpoint-api-url http://service.sig.umbrella.com

|

interface Tunnel16000101

description auto primary-dc



ip unnumbered GigabitEthernetl
ip mtu 1400
endpoint-tracker DefaultTracker

end
!

(ii) For the custom interface-based endpoint tracker (can be applied in SIG & SSE use-cases)
!

endpoint-tracker cisco-tracker
tracker-type interface

endpoint-api-url http://www.cisco.com
!

interface Tunnel16000612

ip unnumbered GigabitEthernetl

ip mtu 1400

endpoint-tracker cisco-tracker

end

B e
FEBANEENLIRRHERSERE,
ESD-WANEEES £ : Monitor > Devices > {select Device-Name} > Applications > Tracker:

#Individual Tracker T E W RIRES B AV IR L2 & MR IR MM EF ( IRBERE R, ARRE.
iR, WRER]. VPNZRE|, EHR. FRERE ),

ESD-WANE S5 £ : Monitor > Devices > {select Device-Name} > Events:

MRAERMES R ZIEE | HEN BFBERELIS PVEMAER , NEHE, ERMEE.
IRitEE BT, FARRE. #utR%Fvpnido

FE@ZAICLIL -

Router#show endpoint-tracker interface Tunnel116000612

Interface Record Name Status Address Family RTT 1in msecs
t Hop
Tunne116000612 cisco-tracker Up IPv4 26 31

Router#show endpoint-tracker interface Tunnel116000101



Interface Record Name Status Address Family RTT in msecs
t Hop
Tunne116000101 DefaultTracker Up IPv4 1 10

Router#show endpoint-tracker records

Record Name Endpoint EndPoint Type Threshold(ms) Mult

s) Tracker-Type

DefaultTracker http://gateway.zscalerthree.net/vpnte API_URL 300 3
interface

cisco-tracker http://www.cisco.com API_URL 300 3
interface

1 A BRI e 2. 0My A1 E #& dw 1E BE B8

Service Fabric 2.0fR ¥t 2 £20.13/17.13MFA 5| A , ZRIRBEAEA1.0RMAIBETSE — HRFEH
EAUEEAEE LB ERRMES. ARITARE B UEIRZA I Service Insertion(1.0) , FEFEXIER
T, 2@RBEE/ N BREHAS FES@ERELIE ( RER b ) WEXRBBKRE. BR2E
Service Insertion 2.0 | [Ritthat ( BRMEAVIP/IRES ) ATLASRE Rt ( BE 2R ) 23,
ERFRAVPNIRE LEZN B ERK MRS TTRE . EEMAEService Fabric 2.0 ¥t 25 &Y 55 48
&, B REEEER.

MRAFEAEZFEATRRBRMEER | ARBSFRAINRES
- 1857 . B30R1REA
- FH 3K
o ERIARAER : ICMP Echo/Echo-reply
MREAEZRECEABERBHER , AIRMSRFINRES
o B B0 1KIRA

- JEL: 3K
- EREARABET : ICMP Echo-request/reply

- IEESY
Bl E &R IR 2RI AR A5 4E A 1.0 A Bl B i EEEA

X &EService Insertion 2.0ER TERMEE K ER2—BEBES|IENSZE , BURBELERAERR
, BB EE Configurationfl TIERES B,

1 ERE>REBEACREEERS 2> TEE "IREHE —BE, 4
a.}¥2— T Add Service Chain Definition1%Z$l,
b.IEE RN ZBMERBNFEMER,

cCEEFERR (BBRTHHEEFIRIE ) Service Typeo


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/service-chaining.html

2.7£ Configuration > Service Insertion > Service Chain Configurations&f% T E2 " IR HEFIE —
BCiE, #8

a.¥2— T Add Service Chain Configuration,
bt "HREEER, TRT , EEEEREERENEERE  AREBERINERNRE.
cRREREREHELEES RN EBARA,

d.fEService Chain Configuration for Manually Connected ServiceszZ B H , i#1ZService Chain
VPN-ID,

e A% , HRBEBRESIBEHESNEERYE (EFEBIRT )  ERBFEEFA TRAERES
(IPv4, IPVEERBEEELR ) o

fi&Advanced &REN T8, MRIEFEE B Hactive-backup/HATEF EHI(E R A parameters
for Backupfi ©3) , A EBIELFEER B EHRRMRMER ( FREA Custom Trackeris & ) »

g MREBRELKNWER : HOMREBB —ENMERQARE , MARERENEEREERS —@E
N HEE A (rx) , BB Traffic from service is received on a different interface switchon,

h.B A Advanced fCustom TrackerfEfft# , EZRIEIPv4tbit ( EEEHbat ) . SD-WANREHZENT
| ( RIEFHEREIN ) MRS A R (Bt ) ., BETUEHEERBHESSIE , WERMRE
B (BBE—T wmiE) &),

I HEEAREERNBRBEELRE). (). (9HF(h).

3.#&Service Chain Instancei®#£ £/ Configuration > Configuration Groups > Service Profile >

Service VPN > Add Feature > Service Chain Attachment Gateway Fi2# — BB H VB BB B 15

=

a. AL RBENMHREIRABBNERHA.
b REFLNERBNBHEESR (EDRIF ),

CEMWE/BB[ISBR2PHITHFMEF. BRBHEESR  Ea—SBHNE—ERR , Al
EERMERARE , WBRIFRMBI[TER ( service-icmpElipv6-service-icmp ) o

MRCLINAERE , BEEWN TR :

|
endpoint-tracker tracker-service
tracker-type service-icmp
endpoint-ip 10.10.1.4
|
service-chain SC1
service-chain-description FW-Insertion-Service-1
service-chain-vrf 1
service firewall
sequence 1
service-transport-ha-pair 1
active



tx ipv4 10.10.1.4 GigabitEthernet3 endpoint-tracker tracker-service

B e
£SD-WANE E 25 Monitor > Devices > {select Device-Name} > Applications > Tracker_ Lt :

fIndividual Tracker M &I R IFEL E AV RSS2 B R IR MBS VR ETE R
imE, ImEAA, VPNRE|, B, TIRER ),

A (ERMEBRELR, AREE.

1£SD-WAN ManagerMonitor > Devices > {select Device-Name} > Events L :

MRERMEE ERAEIEE  MENBFSERELB,POFMENR ML, EREEHE,
RSB, FARRE, uk R % Fvpn id.

FEIBIKRICLIL -

Router#show endpoint-tracker
Interface Record Name Status Address Family RTT 1in msecs
1:101:9:tracker-service tracker-service Up IPv4 10

Router#show endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
tracker-service 10.10.1.4 IP 300 3

Router#show ip sla summary

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*6 icmp-echo 10.10.1.4 RTT=1 OK 53 seconds ago

Router#show platform software sdwan service-chain database

Service Chain: SC1

vrf: 1
Tabel: 1005
state: up

description: FW-Insertion-Service-1

service: FW
sequence: 1
track-enable: true

state: up
ha_pair: 1
type: ipv4

posture: trusted
active: [current]
tx: GigabitEthernet3, 10.10.1.4
endpoint-tracker: tracker-service
state: up
rx: GigabitEthernet3, 10.10.1.4



endpoint-tracker: tracker-service
state: up

FATR 55 RE S R BR MERY 77 RE 8% A m BR e RS ( AR um )

E-ERRNRMRHBEEAENTERAN R RIER, NBBWASR , ELRBIHRHER
FTEARBRBBHRVPN T ERWIEAFERBENT —Bhibit. FRBRT , e "BER. M T
B BHAERBBESIOMPIHES , BSHEREVPNINAFIAER B EXBERNEZKEH
wFE (AP T -HEMRBERNTLOC ) . MBUMERERERBIBERERANIER,

B2, NRBEKAPHT —Bhiut FBXZHRE , ZBBFAEFILBEIIOMPH, EREIR @R
HMORERBIE, ENFEEMRMIDERIFRIRH , SUREREET —Biib it 7] 2E S I S RER
HiEEEOMPH, 20.3/17 MR AEARIPH: 1t 2 B B A TR REM B V& in iR ME2S 5| A T b Iheg, 1€
20.717.7ThRAHS | #7348 T HHMEGE T — BEIPHE 1AV 4 E TCPRUDPEEX IR M 2R R ShREMY X B (T
B X ERME L RETREBINERT), ERBEEFERARMBNFARES  FHBARERE
o

LR EANFRRERREENICMPEIEERERN T, FANBRA

. B . 60%
- RIFRR : 1807 (A B#retriesZ3 = 3 x 60F)
- EREHRAET : ICMP Echo/Echo-reply

- IEESY

ERERNFER B AR IRREEE AN R RREFERAPOT —Bitbut, HP—EAERSRER
HEEE — % M A B AR ERYLANGR T —Bkstb it | SLEfr AR R ERATIPH A ED |, D
THEHARBI IR "EH L BFARBNEE, ERBRNERACTIREEES (RREREARMNE
MIBHRRL LR ) MR T |, FRAERE B IR MRS 7] AR IR ME4S ETCP/UDPE E| R LAN SR RS A A8 S ER ST
BT —BkIP#bt

Outside !
Address :

- e


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/track-static-route-ios-xe.html

EEC

VAFHEEELENFEKANKIRRMEEE T RRBMALINEE. UTRRESE , EREURRE
AZEERNRERTERH.

- ECEARERE>EEA>RSE EER>RIEVPN>R8 Thae> Rt
1.REEERNF (RE ) RESREHEE. RANMBRKRRHE,

2 BFRIRER , ERBURRERFEERB T —BhIPtbat (EHF "oyt BB )  EREE
$SETCP/UDPIR (IBF "HE. Bl ) .

3P I A dh sk, RE £ —SHEEZF T Protocolte B ImAL R , FWMARE ( TCPE
UDP ) M8,

AMRFE , BULERRAER, EFRXBMNEERSIAHERE,
« Configuration > Configuration Groups > Service Profile > Service VPN > RouteZ8%" :
1.3 Add IPv4/IPv6 Static Routeizift,
2ERFMEESA , M@tit, FRAME. T—Bk. #ut, AD
3.3 — T~ Add Next Hop With Trackeriz &l
AEFBAT — B IAD , RBRTHREFER LR (Kin ) RER[EHE.

» Legacy configuration Configuration > Templates > Feature Templates > System Template >
TrackerZf s :

10812 "HBInBIRMEER ) &,

2REEERNT (nH ) REtSFEEERE.

3.#&Tracker TypeE & 1%l & ik Astatic-route,

ABBRHEE , AT —BIPtut (B1F TIPhut, BiRRMA ) .
5. JAIP b1k 4% 3 A SR %P

6.UMRFE , BUNERRABR, EFRBHAERH M RRE,

» Configuration > Templates > Feature Templates > Cisco VPN(Service-side ONLY)>
IPv4/IPv6 RouteZB4

1.2 New IPv4/IPv6 Routeikél,
2IEBFFMENR M=y, HE,

3.3 — T Add Next Hop With Tracker #&§#,



AEFBAT—BEUEAD (3E8E ) |, SFBMALIHEYN (Kin ) REREHE.
MRCLINBERE , BEEW TR :

(i) For the static-route-based endpoint tracker being used with IP address :
!

endpoint-tracker nh10.10.1.4-s10.20.1.0

tracker-type static-route

endpoint-ip 10.10.1.4

|

track nh10.10.1.4-s10.20.1.0 endpoint-tracker
|

ip route vrf 1 10.20.1.0 255.255.255.0 10.10.1.4 track name nh10.10.1.4-s10.20.1.0
!

(ii) For the static-route-based endpoint tracker being used with IP address along with TCP/UDP port :

endpoint-tracker nh10.10.1.4-s10.20.1.0-tcp-8484
tracker-type static-route

endpoint-ip 10.10.1.4 tcp 8484
|

track nh10.10.1.4-s10.20.1.0-tcp-8484 endpoint-tracker
|

ip route vrf 1 10.20.1.0 255.255.255.0 10.10.1.4 track name nh10.10.1.4-s10.20.1.0-tcp-8484
!

B
YA BV K in IR M AR A W E 5 = E

« FESD-WAN Manager Monitor > Devices > {select Device-Name} > Real Time:
1.7£Device Options ™~ , # A "Endpoint Tracker Info o

2.#EIndividual Tracker(Attach Point Name) TR & , AR IBEEMN RS S ERIERKENKETE
#A(Tracker State, Associated Tracker Record Name, % & FKIKHIMXIEE, ERXREHEER

)o
« 1E£SD-WAN Manager Monitor > Devices > {select Device-Name} > Events L :

MRAERBEEE EREIEE BN BRSEREL B FOFMAER  ERE, ERMERE,
RHtER AT, FARRE, #utRFIMvpnid.

FERIERICLIE

Router#sh endpoint-tracker static-route
Tracker Name Status RTT in msec Probe ID
nh10.10.1.4-s10.20.1.0 up 1 3

Router#show track endpoint-tracker
Track nh10.10.1.4-s10.20.1.0



Ep_tracker-object
State 1is Up

2 changes, Tast change 00:01:54, by Undefined
Tracked by:

Static IP Routing O

Router#sh endpoint-tracker records
Record Name Endpoint EndPoint Type Threshold(ms) Mult
nh10.10.1.4-s10.20.1.0 10.10.1.4 IP 300 3

Router#sh ip sla summ

IPSLAs Latest Operation Summary

Codes: * active, A inactive, ~ pending

ATl Stats are in milliseconds. Stats with u are in microseconds

ID Type Destination Stats Return Last
Code Run
*3 icmp-echo 10.10.1.4 RTT=1 OK 58 seconds ago

EFT-BR-11#sh 1ip static route vrf 1
Codes: M - Manual static, A - AAA download, N - IP NAT, D - DHCP,
G - GPRS, V - Crypto VPN, C - CASA, P - Channel interface processor,
B - BootP, S - Service selection gateway
DN - Default Network, T - Tracking object
L - TL1, E - OER, I - iEdge
D1 - Dotlx Vlan Network, K - MWAM Route
PP - PPP default route, MR - MRIPv6, SS - SSLVPN
H - IPe Host, ID - IPe Domain Broadcast
U - User GPRS, TE - MPLS Traffic-eng, LI - LIIN
IR - ICMP Redirect, Vx - VXLAN static route
LT - Cellular LTE, Ev - L2EVPN static route
Codes in []: A - active, N - non-active, B - BFD-tracked, D - Not Tracked, P - permanent, -T Default Tr

Codes in (O: UP - up, DN - Down, AD-DN - Admin-Down, DL - Deleted
Static local RIB for 1

M 10.20.1.0/24 [1/0] via 10.10

.1.4 [A]
T [1/0] via 10.10.1.4 [A]

FRVRRPERHERY ST ¥ RIR MR

HRIBHB[RABERIERE (EARD ) SRFTRVRKSR, ELRBBRNEARGEERVRRPH
ITHE/BEE R BRI BRFEVPN NATIREET

HRVRRPIR #EE A Rl VRRPARREIR IR E S M B E, MR FVRRP LMPRESR N HEIRA

, REBAAERZEHEIVRRP, LANBETHEHBVRRPEHSKAETEVRRP , ARBiHTEREME
B, LtfEARHI{EER RAservice-VPN , 3 H B BIRAESD-WANE R ( SSEER T AN EHPRE

) BAHERELANREHVRRPAGHITHIEERE, EASRMSRMMEIVRRPE , REFAHKRR
HE3s ( MIEKRIRIRMEES ) o MEIhAER W Cisco Catalyst SD-WAN;I2#k#Y20.7/17 7R A< 5| A9,

BRMERR LB R SE MBI ERAIZR. MR , EERARBHBEREIRERMRE (FHRUEBH ), &



RO EAREHENRBBRPRIERERR — ENH/MEREBEMRR , RREAEHERS
DOWNAREE, R , RIFEARAE D MIRYE , VRRPIESHEEM BN KM, ERMEEEVRRPNE
RULBRVFFRER , FHAEEER.

158 F Z= 451

ERNBRENVRRPHNMHRBAMENRE  FESACLARS, Bal , XENMEEARG)NHE
(EBEAR#TLOCREAEMERENE ) (i)SIGIH ( ESIGRRENHMEEE ) . EEERIRT , ®
BR HEAY BB 53 ER 2 9 T AR B 180 RE o

TR AR AV R AR IR R BEFIVRRPH ., ERMBNER (EEEBE R TESIGRBRENE
) BEAMBERT , ERBAVRRPERR H R RN EXARIEDIIREELR | WEAHD KA
BAEHESE. WREERALEBMERBNRERTENIEE

1.8 : H | EHEYURMRERUPEEIDOWNWERT , AREH LEEVRRP VIPH N
HHVRRPE L IEF B D R EEE,

2. BAMIER—EHZE , EHMERRERUPERZ ADOWNE | VRRPEREEHAN B LB
- ERHBERPIENFEARGS , TEEFERHILE E,

TLOCE X EHIER : RE%REHMSDWANE BN EH B REE A ZRBEVPN LIEITVRRPRY L E
, MREBEEVRRPERHZMTLOCEHIERE , BIHEHAR1, CEEZEUUEREA T BRULLE, &
AHEARVRRPE R HFA FREMR 5| IEWANEILANK R E . RLANBIWANKRE#HVRRPEEIZH
VRRPH#HIR 5|, thIhAEEEVRRPS T ERMEES MBI, (ECLIAERE , ER—ETEW S (tloc-
change-pref),

___________________

!
1
17
1
1
1
!
A

Remote Branch |

_________________ -

—————————————————————

T TTT T

Branch ./

~ -~


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/vedge-20-x/systems-interfaces-book/m-vrrp-tracking.html

EEC

HREBHBNEEEBEREETHREERTR , ARERERE — VPN KENEREER
THRERBHRERISENVRRPIE, EEEMEYT , Bif EEEEUE L SR ME25 5718 348 R AR TS
BEERZCABNHEEERNRE , L TIES, UTREETCHNEE  EREUARRERE
BEENEESERR.

- REERE>-BER>RBEEER> AW E>HE 8> H RRHEER:

 AEEERNMERRMB[RAZBNZRHA,
. i®#ETracker Type(fEInterface MSIGZ ).

D EE RIRHEZZID,

RENEER (BURRESR2PEENER ),

AWM~

« Configuration > Configuration Groups > Service Profile > Ethernet Interface > VRRPZ % :

CTE TIPVARRTE S T, #—TAdd VRRP IPv4,

. E&RVRRPHHIDI: & It R ik & KB EHR A E EIEF.

{2 fVRRPEIP(VIP) ik,

. BXFATLOC Preference ChangeiZ i I 12 TLOC Preference Change Value ( R IE¥E B H
) o

. B—THBVRRPR MR,

. fEAssociate Object Tracker T , #£ 2 B I B9 Object Tracker(EMName) T HLEE HiEE

B2 IR Mt 8538 4E(Shutdown =k Decrement),

CRAEREE (BURRESRTHEENER ),

A OWODN -

o N O O

« Legacy configuration Configuration > Templates > Feature Templates > System > TrackerZB
VAN

o
. ¥ — T New Object TrackeriZift,
. EETracker Type(f£ Interface FSIGZ ).
DEHERID,
RENEEE (BURASB2FIREZENIRE ),

-lk_wl\)—\

« Configuration > Templates > Ethernet Interface ( B R#& i ) > VRRPE % :

. ¥ — T New VRRPi%Z#,

. EZEVRRPAEIDIE A& L B i% & AN E IR A ExLIERF ( 7HE |, FAER{EAR100) .

2 EVRRPEEIP(VIP) i,

. BUFATLOC Preference Changeiz I 12t TLOC Preference Change Value ( R IEH B H
) o

T THRERHE T, B THIERBER,

I ABRIBHEID (ERXFEERTEE )
. R 12 IR Mt 8318 4E(Shutdown =i Decrement),

8. W NEREME (BURRESR7THEENREE ),

RCLINAERE , EEW TR :

A WON -

~N O O



(i) Using interface (Tunnel) Object Tracking :
!

track 10 interface Tunnell line-protocol
!

interface GigabitEthernet3

description SERVICE VPN 1

no shutdown

vrrp 10 address-family 1ipv4

vrrpv2

address 10.10.1.1

priority 120

timers advertise 1000

track 10 decrement 40

tloc-change increase-preference 120
exit
exit
|
(i1) Using SIG interface Object Tracking :
|
track 20 service global
|
interface GigabitEthernet4
description SERVICE VPN 1

no shutdown

vrrp 10 address-family 1ipv4
vrrpv2
address 10.10.2.1
priority 120
timers advertise 1000
track 20 decrement 40
tloc-change increase-preference 120
exit
exit
|

B
EMEZEEATARNRE S HVRRPEA RGBT ENH RIRHEER,

« F£SD-WAN Manager Monitor > Devices > {select Device-Name} > Real Time:
1.7£Device Options T~ , # A "VRRP Information, o

2 #E@VRRP (#ID ) THRE , URBEENHRRHE DRBRRENFHTEARBFTER



., BREGREE, TEEREA LRREE ).
« 1£SD-WAN Manager Monitor > Devices > {select Device-Name} > Events L :

MREHREHEE ERABMEE R , AIEEERNEEVRRPEASEXNHME, HEN BFIE
ZEWSD (BBERAVpEMEEDN )  YHEFMEN  WEHE, f®I%. grpid. addri
Bl. if name. vrrp group-state, state change-reason®lvpn ids

FE@ZAICLIL -

Router#show vrrp 10 GigabitEthernet 3
GigabitEthernet3 - Group 10 - Address-Family IPv4

State is MASTER

State duration 59 mins 56.703 secs

Virtual IP address is 10.10.1.1

Virtual MAC address is 0000.5E00.010A

Advertisement interval is 1000 msec

Preemption enabled

Priority is 120

State change reason is VRRP_TRACK_UP

Tloc preference configured, value 120

Track object 10 state UP decrement 40

Master Router is 10.10.1.3 (local), priority is 120

Master Advertisement interval is 1000 msec (expires in 393 msec)

Master Down interval is unknown

FLAGS: 1/1

Router#show track 10
Track 10
Interface Tunnell Tine-protocol
Line protocol 1is Up
7 changes, last change 01:00:47
Tracked by:
VRRPv3 GigabitEthernet3 IPv4 group 10

Router#show track 10 brief
Track Type Instance Parameter State Last Change
10 interface Tunnell Tine-protocol Up 01:01:02

Router#show interface Tunnell
Tunnell 1is up, line protocol is up
Hardware is Tunnel
Interface is unnumbered. Using address of GigabitEthernetl (172.25.12.1)
MTU 9980 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 1/255, rxload 2/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel Tinestate evaluation up
Tunnel source 172.25.12.1 (GigabitEthernetl)




AR BRFEVPN NATER MERY /T /B8 FH ¥ SRR Mt 25

FRAEIHNATE RER M85 220.8/17 .8 5| AK —IEIHEE , HAPIRIEVPN NATH K AR it
i ( AEPERRENATHI A ZPENRENAT ) {2 1E (i) 8% 37 o 3P 2= ttb b it 7] 555 5 =% (i) LAN/ BR 75 3% o T B9 AR 8% 15
ERBESNERBHBAUPHER T ESRIOMPH, Rt , ATAERANEREMEHBIZ (1)K
(i) N E. RIFLANFERLANSTHEHMARRE | BIBOMPH B MRNATEEHES . BRI UE
Cisco SD-WAN Managerd BB EH A , UEEHIERMBRANATR BB S,

RS IR AR ERAEAIRRIEE. MEFEAG)BERPFERBKRE , RE ()R EAREIRRER
HEESAREE (BARUEARR ) . EEERHKEREANERRBENRKESE  FTEERERBRER
— ERAKE RN EERGEHEE , BEREHLEE2BDOWNIRE, EYHRIBUESHEBAINATE
AR FERNRIELE M T BIEE I BESIOMPY, EREMAEEARIEVPN NATIRMEZSMEEME
A, ESEEREERE,

15 F Z= 451

MRLANNHESHLANFZEHEER , RIEHNATH RIS B BEM. S EFRIEEHHEE
Cisco SD-WANEEE AREEMIERMIR T MLENATRBES, ET—EEARGF , EFIRE
ESBAEI>TFNMRES. B2, EEOAE S B ENWAREENEE ( FEHAF ) HMER , =
ELAN ( RIS ) TEHEAE > XFHNEM—FEE& LMK  SHEMBE, FEERRT , B
BEABRIBHEREARBEHNATE , SRR — BiBEFHABEEEuESEAOMP , BRR
BEEFRNAUREBRKRERNIMVNAAR S, TR IEREZ, MREEAOMPHEHRBES REREL

JeEd  ARESRKERAEEIERAREEI AR S X AREEMEA R,
ip nat inside source static 192.168.22.1 12.0.0.1 vrf 1 match-in-vrf track 1

A"
\
| I Not Advertised to OMP
! ! 12.0.0.1 (K]
: I

Client

192.168.11.1

T

I
' Small Branch -

-

e e i ——— = —————

HREHFNVEEFRBEREEPHRBEERTR , AREREYH RRBEERH0ERBVPNIIEER
R ZEHNATER ( ABFEIARBE ) . ZEEAT , BEEEEIEE RIRKSRHERE
FERBEEERCARNMNEEEERMER , ST IHEG, UTERETCHNEZE , RBIURR
ERERENEES EZRA,


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/nat/nat-book-xe-sdwan/configure-nat.html#service-side-nat-object-tracker

- BERERE>-EEA>REEEER>-FE D> HRIRHS:

1. REEEEN MY RIBHSRRUABBARA,

2. ¥ Tracker Type(FEInterfacefroute 2 &),

3. D EHRIRHEZRID,

4. RENEEBRIRMEEBIP, ERAIPEIEFVPN ( BURRSER2HIRIENREE ) ,

+ Configuration > Configuration Groups > Service Profile > NATE8 %" :
1. 8181 — TAdd NAT PooliZEHZE INATH ( RS EESSNATR X EWN ) o

2 RENAT A MM E A , MNatPool Name, Prefix Length, Range Start, Range End#
Direction,

3. B EE—Z o PHBRENAT , AR%EIE—TAdd New Static NATIZER, (B LUBRESH RIBHEES
BB AEENREHNAT )

4 RMEFHMER , WWRIP, BBRRZNRIPHMBENATAHE,
S5 EMBERBMSIMNUT , R TARERIZEAETNERIBREES,

« Legacy configuration Configuration > Templates > Feature Templates > System > Tracker

s

1. #— T New Object TrackeriZ il

2. ##ETracker Type(1EInterface Mroute Z ).

3. FEHRID,

4. RENEEBIEAIP, FRAHIPEBHMVPNEURA S B2HEENIZEE),

« Configuration > Templates > Cisco VPN ( BRA RIS ) > NATZRS :
1.3 — T New NAT Pool ( #TENAT ) Z#EE I NAT (BB SSNATXE),

2RENATHRFFMEERR , WNattb BB, NATHFERE. NATHEERIK. NATHEESERAM
NATA [,

3. BINE —EF D PRI RENAT , AEE— T New Static NATHZER, (B ATLURERH RIRHEZRER
B A BEPEREMNAT ) o

4 RARIPH L, HREMNRIPbIE, FRENATH BEFHMER,
54 "HEHWRRKHESR, MAUT  BALHEINERBHRNERE,
RCLINBERE , BEW TR :

(i) Using route-based object tracking on SSNAT (inside static or inside dynamic) :
|
track 20 ip route 192.168.10.4 255.255.255.255 reachability
ip vrf 1
|
ip nat pool natpooll0 14.14.14.1 14.14.14.5 prefix-length 24



ip nat inside source 1list global-Tlist pool natpooll0 vrf 1 match-in-vrf overload

ip nat inside source static 10.10.1.4 15.15.15.1 vrf 1 match-in-vrf track 20
|

(ii) Using interface-based object tracking on SSNAT (inside static or inside dynamic) :
|

track 20 interface GigabitEthernet3 line-protocol
|

ip nat pool natpooll0 14.14.14.1 14.14.14.5 prefix-length 24
ip nat inside source 1list global-Tlist pool natpooll0 vrf 1 match-in-vrf overload

ip nat inside source static 10.10.1.4 15.15.15.1 vrf 1 match-in-vrf track 20
!

SSNATEA RGN B LR EERAERRBEREENATRFNEA — >EHANELRE,
B
B ENATE ARSIV AREENHRRHSZFMESE,

- #£SD-WAN Manager_Lt : Monitor > Devices > {select Device-Name} > Real Time:
1.#EDevice Options T , #A TIP NAT Translation, o

2.7 Individual NAT Translation TR & , WiIRIRE EMNE RBHE IDRBERE NRTER ( AZARi
a3, AZFEEMEmA/IR, AR utAR, AL Eut/2, VRF ID, VRFEBHEGE

) o
« F£SD-WAN Manager Lt : Monitor > Devices > {select Device-Name} > Events:

MREENATER A H EAINATIR MRS ERIBIREE R , AIBREA "NATIREER. WSS H
FESHINEME, HRIRKES, wit, 8%, RARNERSFHFAET. €8 , i NBERY
BREFFRENATRE A TEEN AR B i,

FEZAKRICLIL -

Router#show ip nat translations vrf 1

Pro Inside global Inside Tlocal Outside Tlocal Outside global
--- 15.15.15.1 10.10.1.4 -—- -—-
icmp 15.15.15.1:4 10.10.1.4:4 20.20.1.1:4 20.20.1.1:4

Total number of translations: 2

Router#show track 20
Track 20
IP route 192.168.10.4 255.255.255.255 reachability
Reachability is Up (OSPF)
4 changes, last change 00:02:56
VPN Routing/Forwarding table "1"
First-hop interface is GigabitEthernet3
Tracked by:
NAT O

Router#show track 20 brief
Track Type Instance Parameter State Last Change
20 ip route 192.168.10.4/32 reachability Up 00:03:04



Remote-Router#show ip route vrf 1 15.15.15.1

Routing Table: 1
Routing entry for 15.15.15.1/32
Known via "omp", distance 251, metric 0, type omp
Redistributing via ospf 1
Advertised by ospf 1 subnets
Last update from 10.10.10.12 on Sdwan-system-intf, 00:03:52 ago
Routing Descriptor Blocks:
* 10.10.10.12 (default), from 10.10.10.12, 00:03:52 ago, via Sdwan-system-intf
Route metric 1is 0, traffic share count is 1

Remote-Router#show sdwan omp routes 15.15.15.1/32

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP
0 1 15.15.15.1/32 1.1.1.3 1 1003 C,I,R installed 10.10.10.12
1.1.1.3 2 1003 Inv,U installed 10.10.10.12
1.1.1.3 3 1003 C,I,R installed 10.10.10.12
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