BEERSD-WANE) RE 1R T B E U &
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AR

N

AR R B R ERSD-WANB A5 B RS B A BIRERS TS A M R B 5,
E iR

BRA T

AERZRBUTARSE, KRNERRAIERN :

« vManage 20.9.3hR
s BEEHESISRAKRA17.9.3
- MEREHEEARIBRE S NIEEYBREERE

ANXHHWEARRBREERETREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRE) . MRIEHVEEREFT | FRARCHEAET[AESTRERNTE,



i REBEEREBERE , F2REAE,

BREMN

Cisco SD-WANX EFEM{ECisco SD-WAND X HEBEZ BN BEIZERE, EEMAXEZHE
EREREEAESFERMEENER  TEBERELRBENET.

TEZRHI
R


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html

Hulb
Site 1D 100
System P 10.10.10.100

—

Spoke 2
Spoke 1

E&EH Site 1D 2
System IP 10.10.10.1 System IP 10.10.10.2

EEFEBTAHRSD , RERERBRI T

- BEEBT S X 2BMBFDEEE , E£show sdwan bfd sessionsH EZ R 5 EEH
- BRI EEEAEBERER  TAESEEBFDEE
s BDARENEREAHEREBERE

fakiE A\ PR BB R A
- &Y, X ZENBFDEREAME , RAERI XIERFNEFERBEBNRE , X EARFERR

MEED ZNMOMPRPMERAIETHMRE , REESINHEOBBHAERESRC, I. R, ML
Spoke 2 EEHEREAI. U, IA

<{froot>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP PORT ENCAP MULTIP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7

Spoke 1#show sdwan system on-denmand renpt e-system


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/m-dynamic-on-demand-tunnels.html

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

i nactive

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH
TENANT VPN PREFIX FROM PEER 1ID
0 10 10.2.2.2/32 192.168.0.1 61
192.168.0.1 62
192.168.0.1 64
192.168.0.1 65
192.168.0.1 67
192.168.0.1 68
192.168.0.2 71
192.168.0.2 72
192.168.0.2 74
192.168.0.2 75
192.168.0.2 77
192.168.0.2 78

Spoke 2#show sdwan bfd sessions

LABEL STATUS

1003
1005
1003
1005
1003
1005
1003
1005
1003
1005
1003

H
>

S e e -
T C< CcxmC
HC H
> >

cnNncoONoHHHONOH

SOURCE IP

ATTRIBUTE
TYPE

installed

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

DST PU
IpP

TLOC IP

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

BLIC

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

10. 10. 10.

10.
10.
10.
10.
10.
10.
10.
10.
10.
10.
10.

COLOR

default
blue
privatel
blue
private2
blue
default
blue
privatel
blue
private2

DST PUBLIC

PORT

ENCAP PRE

ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -
ipsec -

DETE
ENCAP MULTI

10.10.10.2 10.100.100.1

SOURCE TLOC REMOTE TLOC
SYSTEM IP SITE ID STATE COLOR COLOR
10.10.10.100 100 up blue blue

Spoke 2#show sdwan system on-denand renpt e-system



SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1

yes i nactive

- ERRRERBERA , EEFEIRE. EATROP , FAICMPRE , EEEARER , HER
WREMRERMIGN "IEEE, MEBERA EE, RE , YBEOMPRHAMWEEFZEBR "
vy BIC, |, RIREEEXR A "29%21 BIC, I, RiREE

<#root>

Spoke 1#ping vrf 10 10.2.2.2 re 20

Type escape sequence to abort.

Sending 20, 100-byte ICMP Echos to 10.2.2.2, timeout is 2 seconds:
NERERRERERRRRRRREEE

Success rate is 100 percent (20/20), round-trip min/avg/max = 1/3/31 ms
Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP
ON- DEMAND  STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

yes active

56

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC  DST PUBLIC DETECT TX
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIER
10.10.10.100 100 up blue blue 10.10.10.1  10.100.100.1 12366 ipsec 7
10.10.10.2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7
10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7

Spoke 1#



show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

TENANT VPN PREFIX

PATH
FROM PEER ID LABEL STATUS

ATTRIBUTE
TYPE

ENCAP P

.0.1 61 1005

0 10 10.2.2.2/32 192.168

192.

192.

192.

192.

192.

192.
192.
192.
192.
192.
192.

168.

168.

168.

168.

168.

168.
168.
168.
168.
168.
168.

0.

O OO O oo
N NNNNN

1

Spoke 2#show sdwan system on-demand

SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1
yes active

53

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC

62

64

65

67

68

71
72
74
75
77
78

renot e-system

1003

1005

1003

1005

1003

1005
1003
1005
1003
1005
1003

R
CI,R
R
CI,R
Inv,U
CI,R
R
C
R
C
Inv,U
C

installed

installed

installed

installed

installed

installed

installed
installed
installed
installed
installed
installed

DST PUBLIC

10.

10.

10.

10.

10.
10.
10.
10.
10.
10.

10.

10.

10.

10.

10.
10.
10.
10.
10.
10.

10.100

10.2

10.100

10.2

10.100
10.2
10.100
10.2
10.100
10.2

def aul t

blue

privatel

blue

private2

blue
default
blue
privatel
blue
private2

DST PUBLIC

ipsec

i psec

ipsec

i psec

ipsec
ipsec
ipsec
ipsec
ipsec
ipsec

DETECT



SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IpP PORT ENCAP MULTIPLIE

10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366 ipsec 7
10.10.10.1 2 up def aul t default 10.10.10.2 10.11.11.1 12366 i psec 7
10.10.10.1 2 up bl ue bl ue 10. 10.10.2 10.11.11.1 12366 i psec 7

- EHERFLRENZHAERIINR  BEBNBFDEEEX , BERBREIEFEMNE , B
HIEOMPRAKEMRIRIZEZIC, |, Rigtd B HikRE

<ffroot>

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE  COLOR COLOR SOURCE IP IP PORT ENCAP MULTIP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7

Spoke 1#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10.10.10.2

yes i nactive

Spoke 2#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETEC
SYSTEM IP SITE ID  STATE COLOR COLOR  SOURCE IP IP PORT  ENCAP MULTI
10.10.10.100 100 up blue blue 10.10.10.2 10.100.100.1 12366  ipsec 7

Spoke 2#show sdwan system on-denand renpt e-system

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

1 10.10.10.1
yes inactive



EREES =R

FERNRE
Hulb
Site ID 100
System IP 10.10.10.100
Spoke 1 Spoke 2
Site ID 1 Site ID 2
System IP 10.10.10.1 System IP 10.10.10.2

FHR1: 7 XBRABBERB[OEO R EEYE B ZEMN

FEAR
- #EEAEISpoke 2HFMEEFE , IUFEIREERBNRORKRE , EEKER AR SHER
=8
<#root>

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected



L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR  ENCAP PREFERENC
0 10 10.2.2.2/3%2
192.168.0.1 61 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 62 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 65 1003 U,IA installed 10.10.10.2 privatelipsec -
192.168.0.1 67 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.1 68 1003 U,IA 1installed 10.10.10.2 private2ipsec -
192.168.0.2 71 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatelipsec -
192.168.0.2 77 1005 Inv,U installed 10.10.10. 100 bl ue i psec - None None -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private2ipsec -
5E SR

1. RERBECEUEO D XHEMRBIRBFDERRE

<ttroot>



Hub#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR. SOURCE IP IP PORT ENCA
10.10.10.2 2 up blue blue 10.10.10.100 10.12.12.2 12366 ipse
10.10.10.1 1 up default default 10.10.10.100 10.11.11.1 12366 ipse

2. MERFBEXRE , URRFMAUNHBCREEAR® (POHST X ) BEEERNIERBESR

3. fEAdr S show sdwan system on-demand®# 40 X R E A T REFEIhEEYN H R EBARE

<tfroot>

Spoke 1l#show sdwan system on-denand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-CFG(min)

1 10.10.10.1
yes active

10

Spoke 2#show sdwan system on- denand

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-CFG(min)

2 10.10.10.2
yes active

10

4. BFERBEPLLEPRAREIRRE (BRFETE) . EAMGS I LARshow sdwan run |
BIETE

<tfroot>

hub#show sdwan run | inc TE



PSS

- EEEERT , POURPRBMABRBTE, EEMBIE , FEERFJWEITRE

<#root>

hub#config-trans
hub(config)# sdwan

hub(confi g-vrf-gl obal )# service TE vrf gl obal

hub(config-vrf-global)# commit

- ¥&ESpoke 1 OMPRAREBEEENR , BEHMNKRBEF010.10.10. 1000 B ( ERFEREZ
B ) , EEAEAC, |, R, MBMAMKESpoke 2 10.10.10.2094 B , WEEHAABC, I. R(EMK
FEREE ). I, FEHBSshow sdwan system on-demand remote-system <remote

system ip> , MBS X 1MH X222 EHBFDEFE , URRERERTEHA (WREA )

<{froot>

Before interest traffic

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFEREN

0 10 10.2.2.2/32 192.168.0.1 61 1005 C I,R installed 10.10. 10. 100 bl ue i psec -



192.
192.
192.
192.
192.
192.
192.
192.
192.
192.
192.

While interest traffic

Spoke 1#

168.
168.
168.
168.
168.
168.
168.
168.
168.
168.
168.

[eleoNeoolNoNoNoNoNolel =]
NNNNNNRPRPRRPRE

62
64
65
67
68
71
72
74
75
77
78

1003 I,U,IA
1005 C,R
1003 I,U,IA
1005 Inv,U
1003 I,U,IA
1005 C,R
1003 U, IA
1005 C,R
1003 U, IA
1005 Inv,U
1003 U, IA

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> installed

Red -> redistributed
Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

TENANT VPN PREFIX

PATH

FROM PEER ID LABEL STATUS

0 10 10.2.2.2/32 192.168.0.1 61 1005 R

192.168.0.1 62 1003 C I ,R

installed 10.10.10.2

192.168.0.1 64 1005 R

192.168.0.1 65 1003 C I, R

installed 10.10.10.2

192.168.0.1 67 1005 Inv,U

192.168.0.1 68 1003 CI,R

installed 10.10.10.2

192.168.0.2 71 1005 R
192.168.0.2 72 1003 C,R

installed 10.10.10.2 default ipsec
installed 10.10.10.100 blue ipsec
installed 10.10.10.2 privatel -ipsec
installed 10.10.10.100 blue ipsec
installed 10.10.10.2 private2 ipsec
installed 10.10.10.100 blue ipsec
installed 10.10.10.2 default ipsec
installed 10.10.10.100 blue ipsec
installed 10.10.10.2 privatel -ipsec
installed 10.10.10.100 blue ipsec
installed 10.10.10.2 private2 ipsec
AFFINITY

ATTRIBUTE GROUP

TYPE TLOC IP COLOR ENCAP PREFERENCE NUMBER REGI

installed 10.10.10.100 blue ipsec None
def aul t i psec - None None -

installed 10.10.10.100 blue ipsec None
privatel i psec - None None -

installed 10.10.10.100 blue ipsec None
private2 i psec - None None -

installed 10.10.10.100 blue ipsec None

installed 10.10.10.2 default ipsec None



192.168.0.2 74 1005 R installed 10.10.10.100 blue ipsec - None

|
192.168.0.2 75 1003 C,R installed 10.10.10.2 privatel ipsec - None
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec - None
192.168.0.2 78 1003 C,R installed 10.10.10.2 private2 ipsec - None

Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC
SYSTEM IP SITE ID STATE COLOR COLOR  SOURCE IP IP PORT ENCAP
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 1ipsec
10. 10.10.2 2 up def aul t default 10.10.10.1 10.12.12.2 12366 i psec
10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP
ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

- EEEERT , FEAM S show sdwan system on-demand remote-system#$ iR i Spoke 2#& i
FIRRERBRIED , BEHARRES "noon-demand. , BMEREREMEBERR , XAE
E#Spoke 2N HEF & , Spoke 1#ISpoke 22 BHIBFDE 55 th SRIFFTFAARRE

<#root>

Spoke 1#show sdwan system on-denand renpte-system

SITE-ID
SYSTEM | P ON- DEMAND
STATUS IDLE-TIMEOUT-EXPIRY(sec)

10.10.10.2 no



Spoke 1#show sdwan bfd sessions

SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT TX

SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP 1IP PORT ENCAP MULTIPLIER I

10.10.10.100 100 up blue bTue 10.10.10.1 10.100.100.1 12366 ipsec 7

10.10.10.2 2 up def aul t def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 .

10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7 .

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated

TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE

TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFEREN

0 10 10.2.2.2/32 192.168.0.1 73 1005 R installed 10.10.10.100 blue ipsec -

192.168.0.1 74 1003 C/I,R installed 10.10.10.2 def aul t i psec - None None -
192.168.0.1 76 1005 R installed 10.10.10.100 blue ipsec -

192.168.0.1 77 1003 C I,R installed 10.10.10.2 privatel ipsec - None None -

192.168.0.1 79 1005 Inv,U installed 10.10.10.100 bTlue ipsec -

192.168.0.1 80 1003 C,I,R installed 10.10.10.2 private2 ipsec - None None -
192.168.0.2 89 1005 R installed 10.10.10.100 blue ipsec -
192.168.0.2 90 1003 C,R installed 10.10.10.2 default ipsec -
192.168.0.2 92 1005 R installed 10.10.10.100 blue ipsec -
192.168.0.2 93 1003 C,R installed 10.10.10.2 privatel dipsec -
192.168.0.2 95 1005 Inv,U installed 10.10.10.100 bTlue ipsec -
192.168.0.2 96 1003 C,R installed 10.10.10.2 private2 dipsec -



REREDEAE

Tht

=a)

N4y

1. RERFRERK , UEEIMALRFERBEAS (PLHD X ) BREEERNGE

viptela-policy:policy
control-policy ondemand
sequence 1
match route
site-Tist Spokes
prefix-Tist _AnyIpv4PrefixList
I
action accept
set
tloc-action backup
tloc-Tist hub
I
I
|
default-action accept
I

Tists
site-Tist Spokes
site-id 1-2

!
tloc-1ist hub
tloc 10.10.10.100 color blue encap ipsec
tloc 10.10.10.100 color default encap 1ipsec
tloc 10.10.10.100 color privatel encap ipsec
tloc 10.10.10.100 color private2 encap ipsec
!
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
!
!
!
apply-policy
site-Tist Spokes
control-policy ondemand out
!
[

2. fEAshow sdwan runin SREZRFREMA | incEP XHF R ERENTEEERSZPEBETD
show sdwan runBif | @& TE

<tfroot>

Spoke 1#show sdwan run | inc on-denand
on-denand enabl e
on-denmand idle-tineout 10



Spoke 2#show sdwan run | inc on-denand
Spoke 2#

Hub#show sdwan run | inc TE
service TE vrf gl oba

R B

- EEEBRT , ESpoke 2FR R A FEIEIRE. BHEIEIE , FFHESpoke 2UmEITERE

<tfroot>

Spoke 2#config-trans
Spoke 2(config)# system

Spoke 2(config-vrf-global)# on-demand enabl e
Spoke 2(config-vrf-global)# on-denmand idle-tineout 10

Spoke 2(config-vrf-global)# commit

« & Spoke 1 now Spoke 2 2B R Bon-demand yes , ¥ HOMPREE X , W AR AEHR
REH0310.10.10.100 ( EREBREZ F ) M 2EERESpoke 20915K B , LLEEHAC.
I, R

<tfroot>

Spoke 1#show sdwan system on-denand renpte-system
SI TE- I D SYSTEM | P ON- DEMAND STATUS | DLE- TI MEQUT- EXPI RY( sec)

2 10. 10. 10. 2 yes inactive -

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated



TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENCE |

0 10 10.2.2.2/32 192.168.0.1 61 1005 C,1,R installed 10.10.10.100 blue i psec -
192.168.0.1 62 1003 I,U,IA installed 10.10.10.2 default ipsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.1 65 1003 I,U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.1 67 1005 Inv,U 1dinstalled 10.10.10.100 blue ipsec -
192.168.0.1 68 1003 I,U,IA installed 10.10.10.2 private?2 ipsec -
192.168.0.2 71 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 72 1003 U,IA installed 10.10.10.2 default ipsec -
192.168.0.2 74 1005 C,R installed 10.10.10.100 blue ipsec -
192.168.0.2 75 1003 U,IA installed 10.10.10.2 privatel ipsec -
192.168.0.2 77 1005 Inv,U dinstalled 10.10.10.100 blue ipsec -
192.168.0.2 78 1003 U,IA installed 10.10.10.2 private?2 ipsec -

- EFFERER , RESpoke 2 10.10.10. 2K B VR EMERBC. |. R, I\, A Sshow
sdwan system on-demand remote-system <remote system ip> , #Z&E Spoke 1HSpoke 22 [
WBFDEERACMA , YRERERERRTE/A

<tfroot>
Spoke 1#

show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

PATH ATTRIBUTE
TENANT VPN PREFIX FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PRE
0 10 10.2.2.2/32 192.168.0.1 61 1005 R installed 10.10.10.100 blue ipsec

192.168.0.1 62 1003 C I, R installed 10.10.10.2 default ipsec



192.168.0.1 64 1005 R installed 10.10.10.100 blue ipsec

192.168.0.1 65 1003 C I,R installed 10.10.10.2 privatel ipsec
192.168.0.1 67 1005 Inv,U installed 10.10.10.100 blue ipsec
192.168.0.1 68 1003 C I,R installed 10.10.10.2 private2 ipsec
192.168.0.2 71 1005 R installed 10.10.10.100 blue ipsec
192.168.0.2 72 1003 C,R installed 10.10.10.2 default dpsec
192.168.0.2 74 1005 R installed 10.10.10.100 blue ipsec
192.168.0.2 75 1003 C,R installed 10.10.10.2 privatel ipsec
192.168.0.2 77 1005 Inv,U installed 10.10.10.100 blue ipsec
192.168.0.2 78 1003 C,R installed 10.10.10.2 private2 ipsec
Spoke 1#show sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST PUBLIC DST PUBLIC DETECT
SYSTEM IP SITE ID STATE COLOR COLOR SOURCE IP IP PORT ENCAP MULTIPLIER I
10.10.10.100 100 up blue blue 10.10.10.1 10.100.100.1 12366 ipsec 7
10. 10.10.2 2 up default def aul t 10.10.10.1 10.12.12.2 12366 i psec 7 .
10. 10.10.2 2 up bl ue bl ue 10.10.10.1 10.12.12.2 12366 i psec 7 .

Spoke 1l#show sdwan system on-denand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

2 10. 10. 10. 2 yes active 41 ------ >on- demand tunnel established to Spoke 2 10.10.10.2 due

FE3 : #EE R IR A AR R A A R
REAR

- EEEIRERT , HFOMPXRHIZBIRESpoke 2By FE10.2.2.2/32M R MR HE , REFREIRE
BiXE. EREIXTHRFEENERF[PHNTE

<{froot>

Spoke 1#show sdwan onp route vpn 10 10.2.2.2/32



Generating output, this might take time, please wait ...

Code:

C -> chosen

I -> 1installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY
PATH ATTRIBUTE GROUP
TENANT VPN PREFIX FROM PEER

10.2.2.2/32 192.168.0.1
UlA

installed 10.10.10.2 default dipsec -
192.168.0.1

Ul A

installed 10.10.10.2 privatel ipsec -

192.168.0.1
UlA

installed 10.10.10.2 private2 ipsec -

192.168.0.2
UlA

installed 10.10.10.2 default dipsec -
192.168.0.2

Ul A

installed 10.10.10.2 privatel ipsec -

192.168.0.2
UlA

installed 10.10.10.2 private2 ipsec -

Spoke 1#show sdwan run | inc on-denand
on-demand enabl e

on-demand idle-tinmeout 10

Spoke 2#show sdwan run | inc on-denand
on-demand enabl e

on-demand idle-tinmeout 10

ID LABEL STATUS TYPE

108 1003

113 1003

141 1003

112 1003

117 1003

144 1003

None

None

None

None

None

None

None

None

None

None

None

None

TLOC IP

COLOR

ENCAP PREFERENCE NUMB



Hub#show sdwan run | inc TE
service TE vrf gl obal

bl 20

- REBRFETERR , YEEMEI XREHLSEERNIEIIFES

<f#froot>

viptela-policy:policy
control-policy ondemand
sequence 1
match route
site-1ist Spokes
prefix-Tist _AnyIpv4PrefixList
!
action accept
set
tloc-action backup
tloc-Tist hub
!
!
!
default-action accept
!
Tists

site-list Spokes
site-id 1

|
tloc-1ist hub
tloc 10.10.10.100 color blue encap 1ipsec
tloc 10.10.10.100 color default encap ipsec
tloc 10.10.10.100 color privatel encap ipsec
tloc 10.10.10.100 color private2 encap ipsec
|
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 Te 32
|
|
]
apply-policy
site-Tist Spokes

control-policy ondemand out
|

PSS
- AR, REEPRE
BIGERRZE K EEXEIRER  FRBREL

FEM DX 2 BHBFDE

RBE 9 X iR Spoke 2V FID 2, METEBHEWMLMBE

Ao

&, fmidEg



<{froot>

Spokes site list frompolicy before

Tists

site-list Spokes

site-id 1

Spokes site list frompolicy after

Tists

site-list Spokes

site-id 1-2

Spoke 1#show sdwan onp routes vpn 10 10.2.2.2/32

Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

BR-R -> border-router reoriginated
TGW-R -> transport-gateway reoriginated

AFFINITY

PATH ATTRIBUTE GROUP

TENANT VPN PREFIX FROM PEER  ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFERENC
0 10 10.2.2.2/32 192.168.0.1 61 1005 C I,R installed 10.10.10. 100 bl ue i psec -

192.168.0.1 62 1003 I,U,IA 1installed 10.10.10.2 default dpsec -
192.168.0.1 64 1005 C,R installed 10.10.10.100 bTue ipsec -
192.168.0.1 65 1003 I,U,IA dinstalled 10.10.10.2 privatel 1ipsec -



192.168.0.1 67 1005
192.168.0.1 68 1003
192.168.0.2 71 1005
192.168.0.2 72 1003
192.168.0.2 74 1005
192.168.0.2 75 1003
192.168.0.2 77 1005
192.168.0.2 78 1003
Spoke 1#show sdwan bfd sessions
SOURCE TLOC REMOTE TLOC DST
SYSTEM IP SITE ID STATE COLOR COLOR
10.10.10.100 100 up blue blue
10. 10.10.2 2 up def aul t def aul t
10. 10.10.2 2 up bl ue bl ue

PUBLIC

installed
installed
installed
installed
installed
installed
installed
installed

DST PUBLIC

SOURCE IP IP

10.10.10.1 10.100.100.1

10.10.10.1 10.12.12.2

10.
10.
10.
10.
10.
10.
10.
10.

10.10.10.1 10.12.12.2

10

10.
10.
10.
10.
10.
10.
10.

Spoke 1l#show sdwan system on-denmand renote-system systemip 10.10.10.2

SITE-ID SYSTEM-IP

ON- DEMAND STATUS

IDLE-TIMEOUT-EXPIRY (sec)

.10.100 blue ipsec -
10.2 private2 1ipsec -
10.100 blue ipsec -
10.2 default 1ipsec -
10.100 blue ipsec -
10.2 privatel 1ipsec -
10.100 blue ipsec -

10.2 private2 1ipsec

DETECT TX
PORT ENCAP MULTIPLIER INTERVAL(

12366 1ipsec 7 1000
12366 ipsec 7 1000
12366 ipsec 7 1000

2 10. 10. 10. 2 yes active

BRN®S

* show sdwan system on-demand

» show sdwan system on-demand remote-system
+ show sdwan system on-demand remote-system system-ip <system ip>

« show sdwan run | 2L FEREH

+ show sdwan run | @¥ETE

» show sdwan ompo routes vpn <vpn number>
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