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<#root>
vSmart-1#
show runni ng-config policy

policy
data-policy _VPN1lO_sig-default-fallback-to-routing
vpn-Tist VPN1O
sequence 1
match
source-data-prefix-1list Default
I
action accept
count Count_26488854

sig
sig-action fallback-to-routing

|
|
default-action drop
|
!
lists
vpn-list VPN10
vpn 10
!
data-prefix-list Default
ip-prefix 0.0.0.0/0
|
site-list Site300
site-id 300
!
|
|

FE FA SR g

<#root>
vSmart-1#
show runni ng-confi g appl y-policy

apply-policy

site-Tlist Site300
data-policy _VPN10_sig-default-fallback-to-routing all
!

!
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E Custom Data

fB' Sequence Rule Drag and drop to re-arrange rules

O Accept (O Drod >
Protocol IPvd *  timization Loss Correction TLOC VEN Secure Internet Gateway
Match Conditions Actions
Source Data Prefix List X Accept Enabled
DEFAULT x i

Counter Name s

Source: COUNT

IP Prefix
Secure Intarnet Enabled k4
Gateway

t D Fallback to Routing ’
Cance Save Match And Actions

£Vl Li##ZFFallback to Routing#R1ERF , & #%fallback-to-routingFsig-action¥i# Zlaction accept
MNEEH,

£ CEdge b Ba &%
R

<#root>
Site300-cE1#

show sdwan policy fromvsnart

from-vsmart data-policy _VPN10O_sig-default-fallback-to-routing
direction all
vpn-1ist VPN10O
sequence 1
match
source-data-prefix-1ist Default
action accept
count Count_26488854
sig
sig-action fallback-to-routing
default-action drop
from-vsmart listsvpn-list VPN10



vpn 10
from-vsmart lists data-prefix-list Default
ip-prefix 0.0.0.0/0

3
£ A pingfEEE R & IE % H
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<#root>
Site300-cE1#
ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/6/9 ms
Site300-cE1#

& 1] LLfE Fshow sdwan policy service-pathfi ¥ B REFE AN K E,

<#froot>
Site300-cE1l#

show sdwan policy service-path vpn 10 interface G gabitEthernet 3 source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

Number of possible next hops: 1
Next Hop: Remote
Remote IP: 0.0.0.0, Interface Index: 29

<#root>
Site300-cEl#

show sdwan policy service-path vpn 10 interface G gabitEthernet 3 source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

Number of possible next hops: 1
Next Hop: Remote
Remote IP: 0.0.0.0, Interface Index: 29

BEE R R B

B, AW clear sdwan policy data-policy 0B %A /EBRET &S . & AT LAfE A show sdwan
policy data-policy-filteris T BB T BEE R B E1E1T.



<ffroot>
Site300-cE1l#

cl ear sdwan policy data-policy

<tfroot>
Site300-cE1l#

show sdwan policy data-policy-filter _VPNLO_sig-default-fallback-to-routing

data-policy-filter _VPN1O_sig-default-fallback-to-routing
data-policy-vpnlist VPN10

dat a- pol i cy- counter Count 26488854

packets 0

byt es 0

data-policy-counter default_action_count
packets 0
bytes 0

£ Aping X & @SR EEBSICEER BN H S,

<#root>
Site300-cE1#
ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 5/7/11 ms
Site300-cE1l#

{# Fshow sdwan policy data-policy-filterin S ERICMPER B2 B W P RN ER KB F Y,

<tfroot>
Site300-cE1l#

show sdwan policy data-policy-filter _VPNLO_sig-default-fallback-to-routing



data-policy-filter _VPN1O_sig-default-fallback-to-routing
data-policy-vpnlist VPN10

dat a- pol i cy- counter Count 26488854

packets 5

byt es 500

data-policy-counter default_action_count
packets 0
bytes 0

B HE B BT
REER TR R HEREERNTNEE,
<#root>

Site300-cE1l#

show pl at form packet-trace sumary

Pkt Input Output State
12 INJ.2 Gil FwD
13 Tul00001 internal0/0/rp:0 PUNT
14 INJ.2 Gil FwD
15 Tul00001 internal0/0/rp:0 PUNT
16 INJ.2 Gil FwD
17 Tul00001 internal0/0/rp:0 PUNT
18 INJ.2 Gil FwD
19 Tul00001 internal0/0/rp:0 PUNT
20 INJ.2 Gil FwD
21 Tul00001 internal0/0/rp:0 PUNT
ER312

REEHT 2N REREENRBPHNRESNTFI1 , YAREE@EISIG,

<#root>
Feature: SDWAN Data Policy IN
VPN ID : 10
VRF HE
Policy Name : sig-default-fallback-VPN10 (CG:1)
Seq :

Reason

11

11

11

11

11

(For-us
(For-us
(For-us
(For-us

(For-us

data)
data)
data)
data)

data)



DNS Flags (0x0) NONE
Policy Flags : 0x10110000
Nat Map ID : 0

SNG ID : 0

Action :

REDI RECT_SI G Success 0x3

Action

SECONDARY_LOOKUP Success

BHNENEAEHERBENHE (#%5 )

Feature: IPV4_INPUT_LOOKUP_PROCESS_EXT

Entry : Input - 0x81418130
Input : internal0/0/rp:0
Output : Tunnel1100001
Lapsed time : 446 ns

IPSecilZ#& , WATHEMSBIER.

Feature: IPSec

Result : IPSEC_RESULT_SA

Action : ENCRYPT
SA Handle : 42

Peer Addr : 8.8.8.8
Local Addr: 10.30.1.1

Feature: IPV4_OUTPUT_IPSEC_CLASSIFY

Entry : Output - 0x81417b48
Input : GigabitEthernetl
Output : Tunnel1100001

Lapsed time : 4419 ns

FREHIREHTHMEEEE , AR EGigabitEthernet1 /T H LE&@ 2.

Feature: MARMOT_SPA_D_TRANSMIT_PKT

Entry : Output - 0x8142f02c
Input : GigabitEthernetl
Output : GigabitEthernetl
Lapsed time : 2223 ns

E¥a13



PR A 35 W B2k BEwIP(8.8.8.8) B fE , (ENEERMFMEILEE , WOutput:<unknown>HiHi,

Feature: IPV4(Input)

Input : Tunnel1100001
Output : <unknown>
Source : 8.8.8.8
Destination : 10.30.1.1
Protocol 1 (ICMP)

Feature: DEBUG_COND_INPUT_PKT
Entry : Input - 0x813eb360
Input : Tunnel1100001
Output : <unknown>

Lapsed time : 109 ns

AR ERERIEEN , NitHSFSEAT , X HE R A<internal0/0/rp:0>,

<#root>
Feature: INTERNAL_TRANSMIT_PKT_EXT
Entry : Output - 0x813ebebc
Input : Tunnel1100001
Qutput

internal 0/0/rp:0

Lapsed time : 5785 ns

2% , HIFHEEZCisco IOSIER , ZIEXA SR EHHIYTHEE. VRF 10FHRBNHE
IP#b4k%510.30.1.10

I0Sd Path Flow: Packet: 13 CBUG ID: 79
Feature: INFRA
Pkt Direction: IN
Packet Rcvd From DATAPLANE

Feature: IP
Pkt Direction: IN
Packet Enqueued in IP layer

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnel1100001

Feature: IP
Pkt Direction: IN
FORWARDED To transport Tayer

Source : 8.8.8.8
Destination : 10.30.1.1
Interface : Tunnel1100001

Feature: IP



Pkt Direction: IN
CONSUMED Echo reply

Source : 8.8.8.8

Destination : 10.30.1.1

Interface : Tunne1100001
BB EERIEEH

& 0] LAE B # /Y B (TLOC)(GigabitEthernet1) ( BIBiz-Internet ) LR EHELIR | HITEEREERR
o TEMRMRERER,

GigabitEthernet2 - MPLS TLOCAUP/UP |, B2 B8 #EKEMR, 7 LLFEshow sdwan control
local-properties wan-interface-list#i i &1 & 32 Hl R 5E

<#froot>
Site300-cE1l#

show sdwancontrol | ocal - properties wan-interface-Iist

PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT IPv4 IPv6
GigabitEthernetl 10.2.6.2 12346 10.2.6.2
down
2 yes/yes/no No/No 0:19:51:05 0:10:31:41 N 5 Default
GigabitEthernet2 10.1.6.2 12346 10.1.6.2

f£show ip interface brief & i # | GigabitEthernet1 N HFE R~ B EEHEERR,

<ttroot>
Site300-cE1#

show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 10.2.6.2 YES other administratively down down
GigabitEthernet2 10.1.6.2 YES other wup up

JEIE 100001 8% B UP/DOWNAREE,

<{froot>

Tunnel 100001 10.2.6.2 YESTFTP



up

down

RERAMBEMAERER , FHIL{EVRF 10%18.8.8.8MEBE K Ko

Site300-cE1# ping vrf 10 8.8.8.8

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:
u.u.u

Successrate is 0 percent (0/5)

show sdwan policy service-path s T ERERAA KA EEZIDC ( ERH L ) HOMPTEEREH ( [E

REBEEH ) o

7 ith 3% FH B§MPLS TLOC IP#3iE£10.1.6.2,

<#root>

Site300-cE1l#

show sdwan policy service-path vpn 10 interface G gabitEthernet

Number of possible next hops: 1
Next Hop: IPsec

Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local Color:

Site300-cE1l#

show sdwan policy service-path vpn 10 interface G gabitEthernet

Number of possible next hops: 1
Next Hop: IPsec

Source: 10.1.6.2 12346 Destination: 10.1.2.2 12366 Local

ZEUmbrellafIE £

3 Total ) Viewing activity from Sep 20, 2022 7:16 PM to Sep 21, 2022 7:16 PM

Request Identity Policy or Ruleset Identity @

SITE300SYS1x1x30x 1IFTunnel 10000 SITE300SYS1x1x30x1IFTunnel100001

SITE300SYS1x1x30x1IFTunnel 100001 D0SYS1x1x30x11FTunnel100001

SITE:

S¥51x1x30x11FTunnel 100001 1x1x30x1IFTunnel 100001

Destination IP

Internal IP

10.30.1

10.30.1.1

10.30.1.1

Color:

source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

mpls Remote Color: mpls Remote System

source-ip 10.30.1.1 dest-ip 8.8.8.8 pr

mpls Remote Color: mpls Remote System

Results per page: 50 1-30f3
Protocol  Rulesetor Rule Date & Time
CMP Default Rule (2085272) Sep 21,2022 711 PM
ICMP Default Rule (2085272) Sep 21, 2022 7:02 PM

ICMP Default Rule (2085272) Sep 21, 2022 5:16 AM
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data-policy _"VPN10_SIG_Fall_Back
vpn-list VPN10
sequence 1
match
app-list Google_Apps
source-ip 0.0.0.0/0
!
action accept
sig
sig-action fallback-to-routing
]
1
default-action drop

MREME , c2EREEMRFENGoogle AppsPtii , IiREFIEKH,
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https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/centralized-policy.html#id_107620
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/policies/ios-xe-17/policies-book-xe/centralized-policy.html#id_107620
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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