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cedge#show sdwan system

Viptela (tm) vEdge Operating System Software
Copyright (c) 2013-2022 by Viptela, Inc.
Controller Compatibility: 20.3

Version: 17.03.04a.0.5574

Build: Not applicable

Model name: ISR4461/K9
Services: None
vManaged: false
Commit pending: false

Configuration template: None

cedge#show platform software device-mode
Device Operating-mode: Controller-Managed

cedge#show run | sec utd
utd multi-tenancy
utd engine standard multi-tenancy


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/security/ios-xe-17/security-book-xe/security-overview.html#id_118808

threat-inspection whitelist profile Sig-white-1ist
generator id 3 signature id 22089
generator id 3 signature id 36208
threat-inspection profile IPS-POLICY
threat detection
policy balanced
logging level alert
whitelist profile Sig-white-1ist
policy utd-policy-vrf-1
vrf 511
all-interfaces
threat-inspection profile IPS-POLICY
app-hosting appid utd
app-vnic gatewayO virtualportgroup O guest-interface 0
guest-ipaddress 192.168.1.2 netmask 255.255.255.252
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 192.0.2.2 netmask 255.255.255.252
app-resource package-profile urlf-Tow
start
cedge#
cedge#show running-config | section VirtualPortGroup0
interface VirtualPortGroup0
description Management interface
vrf forwarding 65529
ip address 192.168.1.1 255.255.255.252
no mop enabled
no mop sysid
cedge#show running-config | section VirtualPortGroupl
interface VirtualPortGroupl
description Data interface
ip address 192.0.2.1 255.255.255.252
no mop enabled
no mop sysid
cedge#

N W BALBBUTDEE  ReFEMBRE,

EEC

1. £ ILUTDRR %

<{froot>

cedge#config-transaction
cedge(config)#

app- hosting appid utd

cedge(config-app-hosting)#

no start

cedge(config-app-hosting)# commit



Commit complete.

N W kERRB%  UTDHRAESRUNNingE & ADeployed.

cedge#show app-hosting list

App id State
utd DEPLOYED
cedge#

2.MBERUTDELE

<ffroot>

cedge#config-transaction
cedge(config)#

utd engine standard nulti-tenancy

cedge(config-utd-multi-tenancy)# no policy utd-policy-vrf-1
cedge(config-utd-multi-tenancy)# commit

Commit complete.

cedge(config-utd-multi-tenancy)#

cedge#config-transaction

cedge(config)#

utd mul ti-tenancy

cedge(config)#

utd engi ne standard nulti-tenancy

cedge(config-utd-multi-tenancy)# no threat-inspection whitelist profile Sig-white-Tist
cedge(config-utd-multi-tenancy)# no threat-inspection profile IPS-POLICY
cedge(config-utd-multi-tenancy)# exit

cedge(config)# commit

Commit complete.

cedge(config)# no utd engine standard multi-tenancy

cedge(config)# commit

Commit complete.

cedge(config)#

cedge#config-transaction

cedge(config)# no utd multi-tenancy

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)#

app- hosting appid utd

cedge(config-app-hosting)# no app-vnic gatewayO virtualportgroup 0 guest-interface 0



cedge(config-app-hosting)# no app-vnic gatewayl virtualportgroup 1 guest-interface 1
cedge(config-app-hosting)# no app-resource package-profile urlf-low
cedge(config-app-hosting)# commit

Commit complete.

cedge(config-app-hosting)#exit

cedge(config)# no app-hosting appid utd

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)#

no interface Virtual Port G oup0

cedge(config)#

no interface Virtual Port Groupl

cedge(config)# commit
Commit complete.
cedge(config)#
cedge(config)#

no i ox

cedge(config)# commit
Commit complete.
cedge(config)#

3B,
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<#root>

cedge#show running-config | section
i ox

cedge#show running-config | section

Vi rt ual Port GroupO

cedge#show running-config | section

Vi rt ual Port Groupl

cedge#show running-config | section

utd

cedge#
cedge#

show pl atform software utd gl oba



UTD Global state

Engine : Standard

Global Inspection : Disabled
Operational Mode : Intrusion Detection
Fail Policy : Fail-open

Container technology : LXC

Redirect interface : Not specified

UTD 1interfaces

No interfaces are protected by UTD

<shipped>

N W BAERCER  UTDMEERinstalled, S2ERZ .

<ffroot>

cedge#show utd engine standard version

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3
I0S-XE Supported UTD Regex: AI\.O\.([0-9]+)_SV(.*)_XE17.3%
UTD

Install ed

Version: 1.0.16_SV2.9.16.1_XE17.3

cedge#show virtual-service

Virtual Service Global State and Virtualization Limits:
Infrastructure version : 1.7

Total virtual services

installed

.
Total virtual services activated : 0
<shipped>

cedge#show app-hosting list
The process for the command is not responding or is otherwise unavailable >>>> Expected because UTD c

kR

Before to renove Configuration

cedge#show virtual-service version name utd running
Virtual service utd running version:

Name : UTD-Snort-Feature

Version : 1.0.16_SV2.9.16.1_XE17.3

After configuration is renoved

cedge#
cedge#show virtual-service version name utd running



Virtual service utd running version:
Name : UTD-Snort-Feature
Version : None

4 MBUTDEIE,
5 BR  EERAiox M EMTE Tappid utdF SERRRZEUTDEIZ,

AT EHIHR T EREAioxMERFEERANER FTRERUTDE B EMNE R,

cedge#app-hosting uninstall appid utd >>>> No action is taken.
cedge#

AT R hERBRZ ZEUTDRY E 4,

<ffroot>

cedge#config-transaction
cedge(config)#

i ox

cedge(config)#

app- hosting appid utd

cedge(config-app-hosting)# commit

Commit complete.

cedge(config-app-hosting)#

*Mar 3 20:25:24.889: %UICFGEXP-6-SERVER_NOTIFIED_START: RO/0: psd: Server iox has been notified to star
*Mar 3 20:25:50.268: %IM-6-I0X_RECONCILE_INFO: RO/0: ioxman:

App- hosting application reconcile process start

*Mar 3 20:25:51.956: %IM-6-I0X_ENABLEMENT: RO/0: ioxman:
1OX is ready
cedge#

cedge#app-hosting uninstall appid utd
Uninstalling 'utd'. Use 'show app-hosting Tist' for progress.

cedge#
*Mar 3 20:26:31.653: %VIRT_SERVICE-5-INSTALL_STATE:

Successfully uninstalled virtual service utd

*Mar 3 20:26:32.706: %IM-6-INSTALL_MSG: RO/0: ioxman:

app- hosting: Uninstall succeeded: utd uninstalled successfully



cedge#

i

BITAT e & A BRE R EMBR T UTD,

<#root>
cedge#

show app-hosting |ist

No App found

cedge#

show virtual -service version name utd running

% Error: Virtual-service utd is not found

cedge#

show utd engi ne standard version

IOS-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3
I0S-XE Supported UTD Regex: A1\.O\.([0-9]+)_SV(.*)_XE17.3%

cedge#

show virtual -service

Virtual Service Global State and Virtualization Limits:
Infrastructure version : 1.7
Total virtual services

install ed

Total virtual services activated : 0
<shipped>
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<{froot>

cedge#
cedge#show utd engine standard version
I0S-XE Recommended UTD Version:

1.0.16_SVv2.9.16.1_XE17. 3

I0S-XE Supported UTD Regex: AI1\.O\.([0-9]+)_SV(.*)_XE17.3%

cedge#
cedge#dir bootflash: | i utd
36 -rw- 55050240 Mar 1 2022 01:08:29 +00:00 secapp-utd.

17.03.04a.1.0.16_SV2.9.16. 1_XE17. 3

.x86_64.tar
cedge#

Spe
i3]
E,:mb
00

1. AioxMERFE.

<{froot>

cedge#config-transaction
cedge(config)#

i ox

cedge(config)#

app- hosting appid utd
cedge(config-app-hosting)# commit
Commit complete.

cedge(config-app-hosting)#
*Mar 3 20:25:24.889: %UICFGEXP-6-SERVER_NOTIFIED_START: RO/0: psd:

Server iox has been notified to start

*Mar 3 20:25:50.268: %IM-6-IOX_RECONCILE_INFO: RO/0: ioxman:

App- hosting application reconcile process start

*Mar 3 20:25:51.956: %IM-6-IOX_ENABLEMENT: RO/0: ioxman:

1OX i s ready

cedge#



2.R#EUTDB|Z,

<#root>
cedge#
app-hosting install appid utd package bootfl ash:

secapp-utd.17.03.04a.1.0.16_SV2.9.16.1_XE17.3.x86_64.tar

Installing package 'bootflash:secapp-utd.17.03.04a.1.0.16_SvV2.9.16.1_XE17.3.x86_64.tar' for 'utd'. Use
cedge#

*Mar 3 21:07:43.529: %VMAN-5-PACKAGE_SIGNING_LEVEL_ON_INSTALL: RO/0: vman: Package 'secapp-utd.17.03.04
*Mar 3 21:07:56.332: %VIRT_SERVICE-5-INSTALL_STATE:

Successfully installed virtual service utd

*Mar 3 21:07:56.922: %IM-6-INSTALL_MSG: RO/0: ioxman: app-hosting:
Install succeeded

: utd installed successfully Current state is deployed
cedge#

3@1%E§§UTD%|§O E‘?i——lt_ﬁi%o

~ Mi5¥ : DEPLOYEDMEEE D R4 B R EEMUTD, RUNNING stateZRRUTD Installed and
configured,

cedge#show app-hosting list
App id State

utd DEPLOYED

cedge#show virtual-service version name utd running
Virtual service utd running version:
Name : UTD-Snort-Feature
Version : None >>>> "None", it is expected due to the fact that

cedge#show utd engine standard version

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3

IOS-XE Supported UTD Regex: AI1\.O\.([0-9]+)_SV(.*)_XE17.3%

UTD Installed Version: 1.0.16_SV2.9.16.1_XE17.3 >>>> UTD Package installed

cedge#
cedge#show virtual-service
Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.7
Total virtual services installed : 1 >>>> Installed 1 but Activated 0 as expected

Total virtual services activated : 0
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cedge#config-transaction

cedge(config)# interface VirtualPortGroupO

cedge(config-if)# description Management interface

cedge(config-if)# vrf forwarding 65529

cedge(config-if)# ip address 192.168.1.1 255.255.255.252
cedge(config-if)# exit

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)# interface VirtualPortGroupl

cedge(config-if)# description Data interface

cedge(config-if)# ip address 192.168.2.1 255.255.255.252
cedge(config-if)# exit

cedge(config)# commit

Commit complete.

cedge(config)#

cedge(config)# app-hosting appid utd

cedge(config-app-hosting)# app-vnic gatewayO virtualportgroup 0 guest-interface 0
cedge(config-app-hosting-gateway)# guest-ipaddress 192.168.1.2 netmask 255.255.255.252
cedge(config-app-hosting-gateway)# exit

cedge(config-app-hosting)# app-vnic gatewayl virtualportgroup 1 guest-interface 1
cedge(config-app-hosting-gateway)# guest-ipaddress 192.168.2.2 netmask 255.255.255.252
cedge(config-app-hosting-gateway)# exit

cedge(config-app-hosting)# app-resource package-profile urlf-low
cedge(config-app-hosting)# start

cedge(config-app-hosting)# commit

Commit complete.

cedge(config-app-hosting)#

cedge(config-app-hosting)# exit

cedge(config)# utd multi-tenancy

cedge(config)# utd engine standard multi-tenancy
cedge(config-utd-multi-tenancy)# threat-inspection whitelist profile Sig-white-list
cedge(config-utd-mt-whitelist)# generator id 3 signature id 22089
cedge(config-utd-mt-whitelist)# generator id 3 signature id 36208
cedge(config-utd-mt-whitelist)# exit

cedge(config-utd-multi-tenancy)# threat-inspection profile IPS-POLICY
cedge(config-utd-mt-threat)# threat detection
cedge(config-utd-mt-threat)# policy balanced
cedge(config-utd-mt-threat)# whitelist profile Sig-white-1ist
cedge(config-utd-mt-threat)# Togging Tevel alert
cedge(config-utd-mt-threat)# exit

cedge(config-utd-multi-tenancy)# commit

Commit complete.

cedge(config-utd-multi-tenancy)#

cedge(config-utd-multi-tenancy)# policy utd-policy-vrf-1
cedge(config-utd-mt-policy)# vrf 511

cedge(config-utd-mt-policy)# all-interfaces
cedge(config-utd-mt-policy)# fail close

cedge(config-utd-mt-policy)# threat-inspection profile IPS-POLICY
cedge(config-utd-mt-policy)# exit

cedge(config-utd-multi-tenancy)# commit

Commit complete.

cedge(config-utd-multi-tenancy)#

cedge(config-utd-multi-tenancy)# end

cedge#



5. HRECE ST

<#root>
cedge#

show run | section utd

utd multi-tenancy

utd engine standard multi-tenancy
threat-inspection whitelist profile Sig-white-1ist
generator 1id 3 signature id 22089
generator 1id 3 signature id 36208
threat-inspection profile IPS-POLICY
threat detection

policy balanced

logging level alert

whitelist profile Sig-white-1ist
policy utd-policy-vrf-1

vrf 511

all-interfaces

threat-inspection profile IPS-POLICY
fail close

app-hosting appid utd

app-vnic gatewayO virtualportgroup 0 guest-interface 0
guest-ipaddress 192.168.1.2 netmask 255.255.255.252
app-vnic gatewayl virtualportgroup 1 guest-interface 1
guest-ipaddress 192.168.2.2 netmask 255.255.255.252
app-resource package-profile urlf-Tow

start

cedge#

1.1 1Tshow logging i EREBESEUBFE (WMTFAR) .

*Mar 3 23:17:17.573:
*Mar 3 23:17:18.094:
*Mar 3 23:17:18.572:
*Mar 3 23:17:19.095:
*Mar 3 23:17:25.630:
*Mar 3 23:19:36.863:
*Mar 3 23:19:37.577:
*Mar 3 23:19:38.318:
*Mar 3 23:19:50.428:
*Mar 3 23:20:06.460:
*Mar 3 23:20:08.389:

%LINK-3-UPDOWN: Interface VirtualPortGroupO, changed state to up

%LINK-3-UPDOWN: Interface VirtualPortGroupl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroup0O, changed state t
%LINEPROTO-5-UPDOWN: Line protocol on Interface VirtualPortGroupl, changed state t
%LINEPROTO-5-UPDOWN: Line protocol on Interface Tunnel12000000001, changed state to
%VIRT_SERVICE-5-ACTIVATION_STATE: Successfully activated virtual service utd
%IM-6-START_MSG: R0O/0: ioxman: app-hosting: Start succeeded: utd started successfu
%ONEP_BASE-6-CONNECT: [Element]: ONEP session Application:utd_snort Host:cedge ID:
%IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download has started
%IOSXE_UTD-4-MT_CONFIG_DOWNLOAD: UTD MT configuration download has completed
%IOSXE-5-PLATFORM: RO/0: cpp_cp: QFP:0.0 Thread:011 TS:00000780131568867961 %SDVT-

N MERBERY  EHETRRISHDownE A Green,



2EBTELMRURRBUTDRE,

cedge#show app-hosting list
App id State

utd RUNNING  >>> State change from Deployed to Running

cedge#show utd engine standard version

UTD Virtual-service Name: utd

I0S-XE Recommended UTD Version: 1.0.16_SV2.9.16.1_XE17.3
I0S-XE Supported UTD Regex: AL\.O\.([0-9]+)_SV(.*)_XE17.3$%
UTD Installed Version: 1.0.16_SV2.9.16.1_XE17.3

cedge#show virtual-service version name utd running
Virtual service utd running version:

Name : UTD-Snort-Feature

Version : 1.0.16_SvV2.9.16.1_XE17.3 >>>> Changed from NONE to "1.0.1

cedge#

cedge#show virtual-service

Virtual Service Global State and Virtualization Limits:

Infrastructure version : 1.7

Total virtual services installed : 1

Total virtual services activated : 1 >>>>>>>>> Now it is activated

cedge#show virtual-service version name utd running
Virtual service utd running version:

Name : UTD-Snort-Feature

Version : 1.0.16_SvV2.9.16.1_XE17.3

5E SRR
ARG T AR EE TREIR,
BANGS

<ttroot>

show pl at f orm sof t ware devi ce- node

show app-hosting |ist

show virtual -service version nanme utd running
show utd engine standard version

show utd engine standard status

show virtual -service
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