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Zone VPN 10 (VRF 10)
Zone VPN 30 (VRF 30) 192.168.10.0/24
e R10 _| 192.168.12.0/24
192.168.30.0/24 I_ 45— - ¢ —
/ SD-WAN Fabric —, \
CE 1 \ . 4 192.168.20.0/24
R30 cE2 R20 192.168.12.0/24

Zone VPN 20 (VRF 20)

IE M A SD-WANBR FHERIELE T E A58 , SIE I ESD-WANEZFIZRM R EERAR EM BN E
FPEER, ERHFAEABHAERVEE, TRERTVPN, MHIDNEZDE.

cE1 cE2
Site-1D 11 12
VPN 30 10,20
System-IP 169.254.206.11 169.254.206.12

R %5 im B B% HES E B R R M B (VRF) P ELE 7 I RETAR IR H , B BB EMSD-
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= Cisco vManage ;) Select Resource Groups  Configuration - Policies & = A
View Custom Control Policy
Descript
Route
* Rout
o = Match Conditions Actions
Default Action
VPN List: VPN_10_20 Accept
VPN Id Export To: WPN_30
v

3

EE , Default Actioni2EAAllow , AR & ENEIETLOCEEHREENVPNARKRES.

= Cisco vManage () Select Resource Groupv  Configuration - Policies O

I
&

View Custom Contral Palicy

Default Action
** Route

Accept Enabled
| Default Action

B8 FERKEEAAFRVPN 30ZIVPN 1020k BB &R EEF.



= Cisco vManage () Select Resource Groupw

View Custom Control Policy

Mame
Description
E Route
,: Route
o = Match Conditions
Dafault Action .
VPN List:
VPN Id

= Cisco vManage () Select Resource Groupw

View Custom Control Policy

Name
Description
Default Action
+t Route
Accept
I Default Acticn

A& MEAXRBHIEIIAD (BA

= Cisco vManage '(;' Select Resource Groupw

Centralized Policy » Edit Policy

Policy Application Topology

Add policies to sites and VPNs

Policy Name ROUTE_LEAKING

Policy Description Route Leaking Policy

Topology Application-Aware Routing Traffic Data

LEAK_VPN30_to_10_20

(¥ New Site List

Direction Site List

in SITE_1

Configuration - Policies

VPN_30

Configuration - Policies

Enabled

Route

Actions
Accept

Export To: VPN_10_20

O
©)
o

) FEE R BB, fEcE1(site-id 11)#ZEWR BVPN
30M B A EF , vSmartiE SRS H E H EIVPN 1081200 E&E I ## E(OMP)&RH,

Configuration - Policies

Cflowd

Traffic Rules

CUSTOM CONTROL

Action

Z &

m Save Policy Changes Cancel



B |, f€cE2 ( YA BID 12 ) VPN 10M2088 i , vSmart&#$ K B VPN 10512047 25 H E Hi 2
VPN 3088 &R+,

= Cisco vManage () Select Resource Groupw Configuration - Policies o = 6 0
licy » Edit Peolicy
Paolicy Application Topelogy Traffic Rules

Add policies to sites and VPNs

Paolicy Name ROUTE_LEAKING

Policy Description Route Leaking Policy
Topology Application-Aware Routing Traffic Data Cflowd
LEAK_VPN10_20_to_30 CUSTOM CONTROL

® New Site List
Direction Site List Action

in SITE_12 7 U

EEEF —AxENRHRBEEREULSE,

viptela-policy:policy
control-policy LEAK_VPN10_20_to_30
sequence 1
match route
vpn-Tist VPN_10_20
prefix-Tist _AnyIpv4PrefixList
|
action accept
export-to vpn-1list VPN_30
!
!
default-action accept
!
control-policy LEAK_VPN30_to_10_20
sequence 1
match route
vpn-Tist VPN_30
prefix-Tist _AnyIpv4PrefixList
!
action accept
export-to vpn-1list VPN_10_20
|
!
default-action accept
!
Tists



site-Tist SITE_11
site-id 11
|
site-Tist SITE_12
site-id 12
!
vpn-Tist VPN_10_20
vpn 10
vpn 20
!
vpn-Tist VPN_30
vpn 30
!
prefix-1ist _AnyIpv4PrefixList
ip-prefix 0.0.0.0/0 le 32
!
!
!
apply-policy
site-Tist SITE_12
control-poTlicy LEAK_VPN10_20_to_30 in
!
site-list SITE_11

control-poTlicy LEAK_VPN30_to_10_20 in
!
!

W ZAfftvManage controller Configuration > PoliciesEZ8 0 B ALK BE , = BEFEvSmartiZ &8s £ £,

ZBFWEL &

TREE TZBFWLLBRBER |, EFAXAEREMN.

BZ[EE
VPN_10 VPN 2 VPN_30
RIET
VPN_10 [& 15 M allow ik Eick]
VPN_2 B [& 15 Rallow REF
VPN _30 RFF e [& 17 R allow

FEBERAFEMIRBEHZECET VPN 30k i% B B By AVPN 10{E7F B By it AVPN 2089 8RR
MR EEEBE(ICMP)RE, YEBEBAFIEERE.



Edit Firewall Policy

WVBR_30_io_10
. Search
Add Rule/Rule Set Ru
Dvdad Nasid
1 Rube 1
2 Rubis 2

Rula Sits

Mk

MNiA

Azt

[ inspect

B Inspect

Log

LIC

A

Configuration - Security

Apply Zone-Pairs

2 Rules

Source Dats Prefix Source Port
192.168.30.0/24 Any
192.168.30.0024 Ay

v
~
VPN_10
frosm VPN 30 0 10

Tatal Rows: 0

Data Prafix.. i Pait Pratoesl Appheation List To Dic
192.168.10.0/24 Any 1 Any
192.168.12.0/24 Ay 1 Ay Sie

A AR B HESCE2 R IH VPN 20 EMICMPR £ &% BcE1#IVPN 30k # 1% , (BT
BEMEVPN 108, 4ZABE AFHFHVPN 30iREFVPN 2007 £,

= Cisco vMana

Edi Firgwall Palicy

VPN_20_te_30

O

Order Name
1 Rubs 1
2 Rule 2

Rule Sots

N/A

L

Agtion

B nspoct

B inspect

Log

NiA

ik

Configuration - Security Z

Apply Zone-Pairs

2 Rules

Description

Source Data Prefix Source Port
192.168.20.0/24 Any
192.168.12.0124 Any

Destinations w
-
VPH_30
Al 80 KEMP from 2018 30
Total Rows: O
Destination Data Prefix... Destination Port Protacal Appiication List To Dre
192.168,30.0/24 Any 1 Ary
102.168.30.0/24 Any 1 Ay -

w Firawall Policy Cancel



= Cisco vManage ;) Select Resource Groupw Configuration - Security

ty » Add Security Policy

@ Firewall

O, Search

Add Firawall Policy (Add a Firewall configuration)
Marme Type Description Reference Count Updated By
VPN_30_to_10 B zoneBasedFwW Allow 10 initiate ICMP from YPN 30 to 10 (v} enk
VPN_20_to_30 O zoneBasedFW Allow to initiate ICMP from VPN 20 to 30 o ank

HE® , BRI T HBEZENZBFWREERE,

policy
zone-based-policy VPN_20_to_30
sequence 1
seq-name Rule_1
match
source-ip 192.168.20.0/24
destination-ip 192.168.30.0/24
protocol 1
I
action inspect
I
|
sequence 11
seg-name Rule_2
match
source-ip 192.168.12.0/24
destination-ip 192.168.30.0/24
protocol 1
I
action inspect
I
|
default-action drop
I
zone-based-policy VPN_30_to_10
sequence 1
seq-name Rule_1
match
source-ip 192.168.30.0/24
destination-ip 192.168.10.0/24

Last Updated =

25 Feb 2022 5:05:25 PM CET

25 Feb 2022 5:08:23 PM CET

s

Total Rows: 2



protocol 1
!
action inspect
!
!
sequence 11
seg-name Rule_2
match
protocol 1
source-ip 192.168.30.0/24
destination-ip 192.168.12.0/24
!
action inspect
!
!
default-action drop
!
zone VPN_10
vpn 10
!
zone VPN_20
vpn 20
!
zone VPN_30
vpn 30
!
zone-pair ZP_VPN_20_VPN_30_VPN_20_to_30
source-zone VPN_20
destination-zone VPN_30
zone-policy VPN_20_to_30
!
zone-pair ZP_VPN_30_VPN_10_VPN_30_to_10
source-zone VPN_30
destination-zone VPN_10
zone-policy VPN_30_to_10
|

zone-to-nozone-internet deny
|

ERAL SRS  HAEEEERAditional Templatesf 2 B Security Policy FHIRE S T

To
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= Cisco vManage (7 Select Resource Groupw Configuration - Templates o= 6 L

@ Feature

Basic Information Transport & Management VPN Service VPN Cellular Additional Templates Switchport

Additional Templates

AppQoE Choose... »
Global Template * Factory_Default_Global_CISCO_Templ... ~ (1)
Cisco Banner Choose... hd
Cisco SNMP Chaose... -
TrustSec Choose... ik
CLI Add-0On Template Choose... -
Policy Choose... x
Probes Choose... b
Security Policy TEST_SECURITY_POLICY -
Nene Empty template selection.
Switch Port (¥) Switch Port w

Update Cancel

EHMEERRE  RERBERARERBNEELBRITDHNE. RERAEPIET , EH
CE1BRHR LRIARERBRENT .

BRRE

B, SR ERIRAEEITEN LT LR (ZBFW) B R,

1§ A pingiE 1T 0I5 AT RERR L [E VPN 102IVPN 30R R B IRTARIERE , RAKEBKRVPN 103
VPN 300 2B & EiFE

R10#ping 192.168.30.30 source 192.168.10.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.30.30, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.10.10

Success rate is 0 percent (0/5)

R10#ping 192.168.30.30 source 192.168.12.12

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.30.30, timeout 1is 2 seconds:



Packet sent with a source address of 192.168.12.12

Success rate is 0 percent (0/5)

By RIFL2KMEEATERY , RFFREVPN 2007 EFEVPN 30,

R20#ping 192.168.30.30 source 192.168.20.20

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.30.30, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.20.20

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
R20#ping 192.168.30.30 source 192.168.12.12

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.30.30, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.12.12

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

BIEXRBEENTER , AFFRESVPN 109 #VPN 308 F48192.168.10.0/24M R &

R30#ping 192.168.10.10 source 192.168.30.30

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.10.10, timeout is 2 seconds:
Packet sent with a source address of 192.168.30.30

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

R EFHVPN 20 VPN 30F] 748192.168.20.0/ 24 REWIEE , RAREANRER EEEH¥
( EE%E?\HEI‘J ) o

R30#ping 192.168.20.20 source 192.168.30.30

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.20.20, timeout is 2 seconds:
Packet sent with a source address of 192.168.30.30

Success rate is 0 percent (0/5)

EREHping IP#11E192.168.12.128 , ATERZGREBHHMER , RAZ MU TR EiF
VPN 10 VPN 207 , T B {2 ASD-WANE &S HE5cE1 R IRV B HEBSRONVN A EE L E B E
VPN,

R30#ping 192.168.12.12 source 192.168.30.30



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.168.12.12, timeout is 2 seconds:
Packet sent with a source address of 192.168.30.30

Success rate is 0 percent (0/5)

HRVRF 30RMAAEIR , EREMEE, ERABCTRERSESHEE(ECMP)MERAER !

R30#ping 192.168.12.12 source 192.168.30.31

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.12, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.30.31

Success rate is 0 percent (0/5)

R30#ping 192.168.12.12 source 192.168.30.32

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.12.12, timeout 1is 2 seconds:
Packet sent with a source address of 192.168.30.32

Success rate is 0 percent (0/5)

RIEEZIP 192.168.12. 120 BIRFE R , BREFBACMNAVPN 204 , RAECTEEICMPE EFER
, WEHREWeEHMEL L RAREREFHEEEAAFFHVPN 302|VPN 20097 E (BIEBEEE )
ﬂu%ﬁﬁ*ﬁﬂlpuimgz 168.12.1289 B B9t A FAVPN 107 3 R & IEIEEICMPIEIFE B3R , Bl4RIRVPN

30FIVPN 202 EICMPREMNZBFWZ £ FKHE , AT RE, BXEATHEEBEEVPN,

%E 2 D AR
77351 fLOMPR R &5 B VPN

HeE1 LRARETHERERPNBEEERBNVPN, Bt LPESNSREREARE
f1t(169.254.206.12) K R #EIP , T E A& FAEECMP,

cE1l# show ip route vrf 30 192.168.12.0 255.255.255.0

Routing Table: 30
Routing entry for 192.168.12.0/24
Known via "omp", distance 251, metric 0, type omp
Last update from 169.254.206.12 on Sdwan-system-intf, 01:34:24 ago
Routing Descriptor Blocks:
* 169.254.206.12 (default), from 169.254.206.12, 01:34:24 ago, via Sdwan-system-intf
Route metric is 0, traffic share count is 1

EEHEZFEVPN , BAFZERCE1 LNOMPRAEABRBERUBIRBREBNFH,



cEl#show sdwan omp routes vpn 30 192.168.12.0/24
Generating output, this might take time, please wait ...
Code:

C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tlooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive

U -> TLOC unresolved

PATH ATTRIBUTE
FROM PEER ID LABEL STATUS TYPE TLOC IP COLOR ENCAP PREFEREN
169.254.206.4 12 1007 C,I,R installed 169.254.206.12 private2 ipsec -

ALEREREAR1007, &ER , WREVSmartZHlER LRE TREEFRMKIP 169.254.206.12/9 3%
EERRI AT R , BT AR EI B RVPN,

vsmartl# show omp services family ipv4 service VPN originator 169.254.206.12
C -> chosen

I -> installed

Red -> redistributed

Rej -> rejected

L -> Tlooped

R -> resolved

S -> stale

Ext -> extranet

Inv -> 1invalid

Stg -> staged

IA -> On-demand inactive
U -> TLOC unresolved

PATH
VPN SERVICE ORIGINATOR FROM PEER ID LABEL STATUS
1 VPN 169.254.206.12 169.254.206.12 82 1003 ¢, I,R
2 VPN 169.254.206.12 169.254.206.12 82 1004 ¢, I,R
10 VPN 169.254.206.12 169.254.206.12 82 1006 ¢, I,R
17 VPN 169.254.206.12 169.254.206.12 82 1005 ¢, I,R
20 VPN 169.254.206.12 169.254.206.12 82 1007 ¢, I,R

RIBVPNAZE1007 , TTLLRERR B K9VPN 20,
TR FEYF AW T EHBRVPN

EEWTAETSEMEZVPN , BEFEEEBIshow ip vrf detail 305 show platform software ip f0
cef table *f BT , BECE1¥H28 LVPN 308 AWEBVRF ID



cEl#show ip vrf detail 30 | i Id
VRF 30 (VRF Id = 1); default RD 1:30; default VPNID

cEl#show platform software ip fO cef table * summary | i VRF|A30
Name VRF id Table id Protocol Prefixes State
30 1 1 IPv4 21 hw: 0x561b60f07a50 (created)

FEAFIHR |, VRF ID 142 Bi#s & A30MVRF, F AT ERSD-WANEEE (i 8% T 3= (OCE) ¥
K, ZPRKRREECisco |OS-XEBEE h &R IR EH RSP 2B S

cEl#show platform software ip FO cef table index 1 prefix 192.168.12.0/24 oce
=== Prefix OCE ===
Prefix/Len: 192.168.12.0/24

Next Obj Type: OBJ_SDWAN_NH_SLA_CLASS

Next Obj Handle: 0xf800045f, urpf: 0

Prefix Flags: unknown

aom id: 1717, HW handle: 0x561b60eeba20 (created)

B = & 5 | 0] LU — 5 B AV ID A0xf800045fH Service Level Agreement(SLA)ZEH B
(OBJ_SDWAN_NH_SLA CLASS)HI T —BkH R , I TFATE -

cEl#show platform software sdwan FO next-hop sla id 0xf800045f
SDWAN Nexthop OCE

SLA: num_class 16, client_handle 0x561b610c3f10, ppe addr Oxdbce6cl0
SLA_O: num_nhops 1, Fallback_sla_flag TDL_FALSE, nhobj_type SDWAN_NH_INDIRECT
ECMP: 0xf800044f 0xf800044f 0xf800044f 0xf800044f

0xf800044f 0xf800044f 0xf800044f 0xf800044f

0xf800044f 0xf800044f 0xf800044f 0xf800044f

0xf800044f 0xf800044f 0xf800044f 0xf800044f
SLA_1: num_nhops 0, Fallback_sla_flag TDL_FALSE, nhobj_type ADJ_DROP
ECMP: 0xf800000f 0xf800000f Oxf800000f 0xf800000f

0xf800000f 0xf800000f Oxf800000f 0xf800000f

0xf800000f 0xf800000f Oxf800000f 0xf800000f

0xf800000f 0xf800000f Oxf800000f 0xf800000f

ER—ERRNEE , FILBBR2F158ISLAK , RAREEMRSLAE , ¥ A EHE AR



SLA 1} B4 BRDROP#PIERI %R, T EEBMESLA ORY R #E 8 5I(SDWAN_NH_INDIRECT)H T~ —
BE¥ R, RMEALUEES , RBECMP , FiBIDERHE (0xf800044f), A —H BT IR BIZ
B ZEVPNARBEEZER.

cEl#show platform software sdwan FO next-hop indirect id 0xf800044f
SDWAN Nexthop OCE

Indirect: client_handle 0x561b610f8140, ppe addr 0xd86b4cf0

nhobj_type: SDWAN_NH_LOCAL_SLA_CLASS, nhobj_handle: 0xf808037f
label: 1007, vpn: 20, sys-ip: 169.254.206.12, vrf_id: 1, sla_class: 1

FEIEAER TR T EEHBZEVPN

EBHBEZVPNH S —EH ERpacket-trace TR | e IS BBRANRETHNES
RIRGREAEEIPHNE192.168.12.12 2 I 7R E ITHE,

i
¥
o
EI%I

cEl#debug platform condition ipv4 192.168.12.12/32 both
cEl#debug platform packet-trace packet 10

Please remember to turn on 'debug platform condition start' for packet-trace to work
cEl#debug platform condition start

BETR , IRRERBBpingW HEIHRI0HEN , AITTUECE1 LB EENER S L RESEE
HEBNFEES. EXFT  eRE—EEHNITRIR0 , Hll, XEBWRERREBERH<<<<<AFRK

o

cEl#show platform packet-trace summary

Pkt Input Output State Reason

0 Gi6 Tu3 DROP 52 (FirewallL4Insp)
1 Gi6 Tu3 DROP 52 (FirewallL4Insp)
2 Gi6 Tu3 DROP 52 (FirewallL4Insp)
3 Gi6 Tu3 DROP 52 (FirewallL4Insp)
4 Gi6 Tu3 DROP 52 (FirewallL4Insp)
5 Gi6 Tu3 DROP 52 (FirewallL4Insp)

cEl#show platform packet-trace packet 0

Packet: 0 CBUG ID: O
Summary
Input : GigabitEthernet6
Output : Tunnel3
State : DROP 52 (FirewallL4Insp) <<<<<<<<<<<<<<<<L<LL<L<L<L<L<<
Timestamp
Start : 161062920614751 ns (03/24/2022 16:19:31.754050 UTO)
Stop 1 161062920679374 ns (03/24/2022 16:19:31.754114 UTO)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernet6

Output



Source : 192.168.30.30
Destination : 192.168.12.12
Protocol 1 (ICMP)

Feature: SDWAN Forwarding
SDWAN adj OCE:

Output : GigabitEthernet3

Hash Value : Oxda

Encap : ipsec

SLA : 0

SDWAN VPN : 20

SDWAN Proto : IPV4

Out Label 1 1007 <<<<<<<<<<<LLLLLLLLLLLLLLLLLLLLLLLLLL <L

Local Color : private2

Remote Color : private2

FTM Tun ID : 218

SDWAN Session Info
SRC IP : 192.168.10.11
SRC Port : 12366
DST IP : 192.168.10.12
DST Port : 12346

Remote System IP : 169.254.206.12
Lookup Type : TUN_DEMUX
Service Type : NONE
Feature: ZBFW
Action : Drop

Reason : No Zone-pair found <<LLLLLLLLLLLLLLLLLLLLLLLLL LKL
Zone-pair name T N/A <<
Class-map name : N/A

Policy name : N/A

Input interface : GigabitEthernet6

Egress interface : Tunnel3

Input VPN ID : 30

Output VPN ID T 20 <<<<<<<<LLLLLLLLLLLLLLLLLLLLL
Input VRF ID:Name : 1:30

Output VRF ID:Name : 1:30

AVC Classification ID : 0O
AVC Classification name: N/A
UTD Context ID : 0

packet-tracets £1i&iB plng% AT ESEICMPEIERSHERE , MEAREEXRA
52(FirewallL4Insp). EiZheE : SDWANE 5 R B EVPNA20 , I BF3EE B3 A PR+ #Y IR
EH1007ARAES  LUEECE2 LIEEBEVPN, 2208 : ZBFWE—SHERERBWESE |
BREARBHEAVPN 20H Bt AVPN 30ESNRER B BT,

HEEERERNEERE

R R 192.168.12.0/24#R20 A R E E R VRF 20 BYCE#SBART |, RSN ? AR
VRFIONAERE , THEMEEHN , RAZBFWEZ2REEEEFHVPN 30 IJIn‘_uiQZVPN 20$H1OE’JU|L
EREBENAXTE , FIATRSERTFTENER (FIOAHNRE ) , E—ETEEERN,



flan |, REEERCE2FIR20E FHes 2 M SR PR, S8 HvSmartiZ#I8F EAIVPN 2088k
IR H192.168.12.0/248%H , R , VPN 10 HERIKEIVPN 308 &K+, RIFECE1 LEAN
TR , AFFHRVPN 302/VPN 100 ERR (RZ2 KN AEREERTANN , EHARME
VPN ERWEFEFRRRT2EEN ),

cEl#show platform packet-trace packet 0

Packet: 0 CBUG ID: 644
Summary
Input : GigabitEthernet6
Output : GigabitEthernet3
State : FwD
Timestamp
Start : 160658983624344 ns (03/24/2022 16:12:47.817059 UTO)
Stop : 160658983677282 ns (03/24/2022 16:12:47.817112 UTCO)
Path Trace
Feature: IPV4(Input)
Input : GigabitEthernet6
Qutput
Source : 192.168.30.30
Destination : 192.168.12.12
Protocol 1 (ICMP)

Feature: SDWAN Forwarding
SDWAN adj OCE:

Output : GigabitEthernet3

Hash Value : Oxda

Encap : ipsec

SLA : 0

SDWAN VPN : 10

SDWAN Proto : IPV4

Out Label : 1006

Local Color : private2

Remote Color : private2

FTM Tun ID : 188

SDWAN Session Info
SRC IP : 192.168.10.11
SRC Port : 12366
DST IP : 192.168.10.12
DST Port 1 12346

Remote System IP : 169.254.206.12
Lookup Type : TUN_DEMUX
Service Type : NONE

Feature: ZBFW

Action : Fwd

Zone-pair name : ZP_VPN_30_VPN_10_VPN_30_to_10
Class-map name : VPN_30_to_10-seq-11-cm_
Policy name : VPN_30_to_10

Input interface : GigabitEthernet6

Egress interface : Tunnel3

Input VPN ID : 30

Output VPN ID : 10

Input VRF ID:Name : 1:30

Qutput VRF ID:Name : 1:30

AVC Classification ID : O
AVC Classification name: N/A
UTD Context ID : 0



Feature: IPSec
Result : IPSEC_RESULT_SA
Action : ENCRYPT
SA Handle : 74
Peer Addr : 192.168.10.12
Local Addr: 192.168.10.11
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