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vmanage#

vmanage# vshell

vmanage:~$ mkdir web

vmanage:~$ cd web

vmanage:~/web$ echo "----- BEGIN NEW CERTIFICATE REQUEST----- jPhIWTravV376E+S90318cva
7D7yp3W+ce5ItHs90bKWOaexVsypAV4USrDaVsfSbyU97G2 rCXgmMgRLIdBwZofg
04qgsgrC8qG28auelQ88XPa/HQtpOWB/Pxg70e91s59Je/ETsMkR3vt7aglemyXA]
nal67+T/QWgLSIB2pQuPHOo51MbAS S5w==

————— END NEW CERTIFICATE REQUEST-----" > web_cert.csr
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vmanage:~/web$ cat web_cert.csr

————— BEGIN NEW CERTIFICATE REQUEST----- jPhIWTraV376E+S90318cva
7D7yp3W+ce5ItHs90bKWOaexVsypAV4USrDaVsfSbyU97G2 rCXgmMgRLIdBwZofg
04qgsgrC8qG28auelQ88XPa/HQtpOWB/Pxg70e91s59]e/ETsMkR3vt7aglemyXA]
nal67+T/QWgLSIB2pQuPHO51MbA5 5w==

————— END NEW CERTIFICATE REQUEST-----

vmanage:~/web$
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vmanage:~/web$ openss1 genrsa -out rootca.key 2048
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)
vmanage:~/web$ Ts
rootca.key web_cert.csr
vmanage:~/web$
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vmanage:~/web$ openssl req -x509 -new -nodes -key rootca.key -sha256 -days 4000 -out rootca.pem
You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Teft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:CA

Locality Name (eg, city) []:San Jose

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:Cisco SDWAN

Common Name (e.g. server FQDN or YOUR name) []:vmanage

Email Address []:

vmanage:~/web$ 1s

rootca.key rootca.pem web_cert.csr

vmanage:~/web$
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vmanage:~/web$ openss1 x509 -req -in web_cert.csr -CA rootca.pem -CAkey rootca.key -CAcreateserial -out
Signature ok

subject=/C=US/ST=CA/L=San Jose/0=Cisco Systems/OU=Cisco SDWAN/CN=vmanage

Getting CA Private Key

vmanage:~/web$ Ts

rootca.key rootca.pem rootca.srl web_cert.crt web_cert.csr

vmanage:~/web$
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vmanage:~/web$ cat web_cert.crt

MIIDVjCCAj4CCQDXH8GTDhvL4DANBgkghkiG9wOBAQsFADBtMQswCQYDVQQGEwIV
UzELMAKGA1UECAWCQOEXETAPBgNVBACMCFNhbiBKb3NTMRYwFAYDVQQKDA1DaXNj
byBTeXNOZW1zMRQWEgYDVQQLDAtDaXNjbyBTRFABTjEQMA4GA1IUEAwWwHdm1hbmFn
ZTAeFwOxOTEwMj IwODUOMzdaFw0zMDEwMDQwWODUOMzdaMGOxCzAJBgNVBAYTATVT]hWypDsqm3oh86GXmgoxIF1D/UmcOXHKVeK/MZrhz,/P9
USAANPGyqOha/TqQvPbSMKALHj9cGc9389102AAeDQqneEcDgie5u0sOMOvBth3V
DXpq8mYgTjhqIUyab4txWZwXvQmZj+Hu2h2S4wj//us92KgE+Xc1jNeaky/GEZqZ
jWNowDgWeJdsm8hx2QteHHbDTahuArV1flp45eLIcIJR1kOTRL8TTrowWaST1bZClz
20aYK4S0KOnTkpscuVIrXHkwNN6Ka4q9/rVxnLzAf1J4E9DXojpD3gNH

————— END CERTIFICATE-----
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https://www.openssl.org/docs/man1.0.2/man1/openssl.html
https://www.openssl.org/docs/man1.0.2/man1/openssl.html
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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