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1.5 FDevices > VPN > Remote Access , AEFEREEIHPHBEEE,
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SSL Settings
Web Access Port Number:* 444
DTLS Port Number:* 444
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1.8 fn R Devices > VPN > Remote Access , AEFRERGRIHHE KK,

2. B B|Advancedf , REERTEIPsec > Crypto Maps. #miEFRILASIBEENBFTENE,
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RAVPN_FTD-HA ExieiGhypAc s ° =3
Enter Description Interface Group:
FTD=HA-OUTSIDE Policy Assignments (1)
IKEvZ IPsec Proposals: Local Realm: LOCAL Dynamic Access Palicy: None
Connection Profile Access Interfaces Advanced AES-GCM t
—
Crypto Maps
Crypte Mags are aute generated fo
Following are the list of the interfac ¥ Enable Reverse Route Injection o this VPN configuration in “Access Interface” tab.
¥ Enable Client Services
Interface Group Port: RRI
FTD-HA-OUTSIDE 444 true 4

Mota: Ensure the port used in VPN configuration |2 not used in other services

Enable Perfect Forward Secrecy
Medulus Groug:
14
Lifetime Duration®:
28800
Lifetime Size:

4608000
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1.288% , A LAfE A show run webvpn&lishow run crypto ikev2és SEREE & :
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<#froot>
>

show run webvpn

webvpn

port 444 <----- Custom Port that has been configured for SSL

enable outside



dtls port 444 <----- Custom Port that has been configured for DTLS

http-headers
hsts-server
enable
max-age 31536000
include-sub-domains
no preload
hsts-client
enable
X-content-type-options
X-Xss-protection
content-security-policy
anyconnect image diskO:/csm/cisco-secure-client-win-X.X.X.X-webdeploy-k9.pkg 1 regex "Windows"
anyconnect enable
tunnel-group-1list enable
cache
disable
error-recovery disable

<tfroot>
>

show run crypto ikev2

crypto ikev2 policy 10

encryption aes-gcm-256 aes-gcm-192 aes-gcm
integrity null

group 21 20 19 16 15 14

prf sha512 sha384 sha256 sha

Tifetime seconds 86400

crypto i kev2 enable outside client-services port 444 <----- Custom Port configured for IKEv2 Cient Ser\
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