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multi-tenancy

vpn zone security
alert on
log dropped-packets
max-incomplete tcp timeout

max-incomplete tcp

configurationfn S ARIEETCPEFEEEZEZH A TR ERN R AEE.,
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2. B WAN[EZE:

zone security wan
vpn 0

N B ERERTEREVAES K SEYWHETRE.

3. AR R B B i it L B RAE

object-group network CONTROLLERS
host 172.18.121.103
host 172.18.121.106
host 192.168.20.152
host 192.168.22.203
object-group network WAN_IPs
host 10.122.163.207

4. 723 IP access-list:

ip access-1ist extended self-to-wan-acl
10 permit tcp object-group WAN_IPs object-group CONTROLLERS
20 permit udp object-group WAN_IPs object-group CONTROLLERS
30 permit ip object-group WAN_IPs object-group CONTROLLERS
ip access-1list extended wan-to-self-acl
10 permit tcp object-group CONTROLLERS object-group WAN_IPs
20 permit udp object-group CONTROLLERS object-group WAN_IPs
30 permit ip object-group CONTROLLERS object-group WAN_IPs

5.8 M FHHR:



class-map type inspect match-all self-to-wan-cm

match access-group name self-to-wan-acl

class-map type inspect match-all wan-to-self-cm

match access-group name wan-to-self-acl
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policy-map type inspect wan-to-self-pm
class type inspect wan-to-self-cm
inspect

class class-default

policy-map type inspect self-to-wan-pm
class type inspect self-to-wan-cm
inspect

class class-default

72N EEHE WA REHREZEDT

zone-pair security self-to-wan source self destination wan

service-policy type inspect self-to-wan-pm

zone-pair security wan-to-self source wan destination self

service-policy type inspect wan-to-self-pm

—BAFFESFER , RALERERTEEE

EEyFcontrol-connections , sa{EFAEXECH T :

<{froot>
Device#

show sdwan control connections

RFIEER

<{froot>
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zZonhe security user
vpn 10

zohe security server
vpn 20

3. &Rt B Ay b b it e (B ¥ RAB

object-group network USER
host 10.10.10.1

host 10.10.10.2

host 10.10.10.3
object-group network SERVER
host 10.20.20.1

host 10.20.20.2

4 3 IP access-list:

ip access-Tlist extended user-to-server-acl
10 permit tcp object-group USER object-group SERVER
20 permit udp object-group USER object-group SERVER
30 permit ip object-group USER object-group SERVER
ip access-Tlist extended server-to-user-acl
10 permit tcp object-group SERVER object-group USER
20 permit udp object-group SERVER object-group USER
30 permit ip object-group SERVER object-group USER

5.2 M FH R

class-map type inspect match-all user-to-server-cm
match access-group name user-to-server-acl
class-map type inspect match-all server-to-wan-cm
match access-group name server-to-user-acl

6. 18 37 TR 18 2 [ 15 ¥ R Y SR K HT AR

policy-map type inspect user-to-server-pm
class type inspect user-to-server-cm



inspect
class class-default
policy-map type inspect server-to-user-pm
class type inspect server-to-user-cm
inspect
class class-default

7R EEHI A REEREEDT

zone-pair security user-to-server source user destination server
service-policy type inspect user-to-server-pm

zone-pair security server-to-user source server destination user
service-policy type inspect server-to-user-pm

N W AEEACLERMWEHAET, | S ECLIN I3 AL AR FICLIAE AR,

EERFEB EMinspect class-map , EEHAEXECHT :
<#root>

Device#

show cl ass-nmap type inspect

EERHE EMinspect policy-map , EEAEXECH D :

<#root>
Device#

show pol i cy-nmap type inspect

ERFCRENEIY  FEMEXECHT :

<#root>
Device#

show zone-pair security


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-add-on-feature-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/cli-template.html

EE R BMaccess-list , SB{FFHEXECHS :

<{froot>
Device#

show i p access-1i st

ERECRENERIE , BEMEXECHT :

<{froot>
Device#

show obj ect - gr oup

EHERZBFWEFEMREE | EEHAEXECHT :

<#root>
Device#
show sdwan zonebfwdp sessi ons

SRC DST TOTAL TOTAL UTD
SESSION SRC DST SRC DST VPN VPN NAT INTERNAL INITIATOR RESPONDER APPLICATION POLICY
ID STATE SRC IP DST IP PORT PORT PROTOCOL VRF VRF ID ID ZP NAME CLASSMAP NAME FLAGS FLAGS BYTES BYTES T

8 open 172.18.121.106 10.122.163. 207 48960 32168 PROTO L4 UDP 0 0 O 65534 wan-to-self wan-to-self-cm- (

5 open 10.122.163.207 172.18.121.106 32168 32644 PROTO_L4_UDP 0 0 65534 0 self-to-wan self-to-wan-cm - |

7 open 10.122.163.207 172.18.121.103 32168 32168 PROTO L4 _UDP 0 0 65534 0 self-to-wan self-to-wan-cm - (

6 open 172.18.121.106 10.122.163.207 60896 32168 PROTO_L4_UDP

0 0 0 65534 wan-to-self wan-to-self-cm -
9 open 10.122.163.207 172.18.121.106 32168 34178 PROTO_L4_UDP 0 0 655

5534 0 self-to-wan self-to-wan-cm -

ERNBEYRIET  BEMAEXECHT !

<#root>
Device#
show sdwan zbfw zonepair-statistics

zbfw zonepair-statistics user-to-server



src-zone-name user
dst-zone-name server

policy-name user-to-server-pm
fw-traffic-class-entry user-to-server-cm
zonepair-name user-to-server

cl ass-action | nspect

pkts-counter 0
bytes-counter 0
attempted-conn 0

current-active-conn 0

max-active-conn 0

current-halfopen-conn 0

max-halfopen-conn 0

current-terminating-conn 0

max-terminating-conn

0

ti me-since-last-session-create 0

ERRZBFWERRFEF , FEREXECH T :

<tfroot>

Device#

show sdwan zbfw drop-

zbfw drop-statistics
zbfw drop-statistics
zbfw drop-statistics
zbfw drop-statistics

zbfw drop-statistics

zbfw drop-statistics

zbfw drop-statistics
zbfw drop-statistics

statistics

catch-all
14-max-halfsession
14-session-Timit
14-scb-close

i nsp- pol i cy-not - present

i nsp- sess-m ss-policy-not-present

insp-classification-fail
insp-class-action-drop

o O OO

o



zbfw drop-statistics insp-policy-misconfigure 0

zbfw drop-statistics 14-icmp-err-policy-not-present 0
zbfw drop-statistics invalid-zone 0
zbfw drop-statistics ha-ar-standby 0
zbfw drop-statistics no-forwarding-zone 0
zbfw drop-statistics no-zone-pair-present 105 <<< If no zone-pair configured

E#B ~QuantumFlowZE 85 (QFP) EEMETEM , BFEAEXECTHT :

<#root>
Device#

show pl atform hardware qf p active statistic drop

Last clearing of QFP drops statistics: never

Global Drop Stats Packets Octets
BFDoffload 194 14388
FirewallBackpressure 0 0
Firewal I I nval i dZone 0 0

FirewallL4 1 74



FirewallL4Insp
FirewalllL7

Fi rewal | NoFor war di ngZone

Fi r ewal | NoNewSessi on

FirewalIlNonsession
FirewalINotFromInit
FirewalINotInitiator

Firewal | Policy

EETQFPPIARBESE |
<#root>
Device#

EEREXEC

372

11898

show platform hardware qf p active feature firewal

40957

0
0
885244

0

TCP out of window
TCP window overflow
<shipped>

TCP - Half-open session 1imit exceed

Too many packet per flow
<snipped>

ICMP
ICMP
ICMP
ICMP
ICMP
ICMP

ERR PKT:no IP or ICMP

ERR Pkt:exceed burst Tmt
Unreach pkt exceeds Imt
Error Pkt invalid sequence
Error Pkt invalid ACK
Error Pkt too short

Exceed session 1limit
Packet rcvd in SCB close state
Pkt rcvd after CX req teardown

CXSC

Zone-

not running

pair without policy

Sanme zone w t hout Policy

<snipped>

No Zone-pair found

o

[eNeNeoNolNolNolNelNeNoNol

0 <<< Existing zone-pair, but not

0 <<< Zone without policy configt

105 <<< If no zone-pair configured
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