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« AzureZAR & W RE S HEHARIEE B H 5| A K{940FI50F YR

#ERE

EAzure L BERMBELEL L -

1. WebFq E- cisco.com EBIHAX #E

2. Powershell — AR EEAzure RN ER GBS HINER,

3. AzureCLI 2.0 -th ER T 5. SRR , ApythonfRE , FELXEEARK L, ATHR
B R | AzureCLI 2.0 R & #T RS,

4. AzureEENE — 1##EBash sheliBE T £Powershelli#1E | SUBBAREFAAzureCLl, HEE
T TE,

;W Secure  hitps://shell.azure.com
S Azure Cloud Shell

Bash ~ | O 7 @& [G [ 1}
Reguesting a Cloud Shell.Succeaded.
Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azore CLI 2.0
Type "help® to learn about Cloud Shell

david@Azure:~$ az interactive

Do you agree to sending telemetry (yes/no)? Default answer is yes: yes

PowershellflAzureCLIZE{ , BAzureCLINT S ERIE, WM& EPAILLEWindows, MacOSH
Linux LiE1T., FBZ2EAAzurelBIE TN T E | WHEiEIEAzure CLIFIPowerShellfy 5 LAHEST LB

o

EAXRRGIF | FHAAzZureCLISIENARBEFIEER. AzureCLITLAERBEETENTBLEE
MacOS. WindowsZiLinuxt., AzureCLIFIAzure Cloud ShellZz B ES#SEBINEEREETME

R,

redundancy

cloud provider azure 100
bfd peer
route-table
default-gateway ip
cidr 1ip
app-key
subscription-id
app-id
tenant-id
resource-group
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N W ERERBMFEDARE | SEANERBEREARECSREREHA,

BLE
S EB1. L8 AzureCLI 2.0,

1. IREBBAzureCLI 2.0 #&HWindows, MacOSE;Linuxfy & & H Bk,
2. ¥ MacOS:

$ brew update && brew install azure-cli

3. BEAAzure IR RRAH BN SHETHORE.

$ az login

4. THRBABERFHEER , BSLLISONKRIREIEHAzureFTBE A !

[
{

"cloudName": "AzureCloud",
"id": "09el3fd4-def2-46aa-XXXX-XXXXXXXXXXXX",
"isDefault": true,
"name": "Microsoft Azure Enterprise",
"state": "Enabled",
"tenantId": "ae49849c-2622-XXXX-XXXX~XXXXXXXXXXXX"",
"user": {
"name": "cisco@cisco.com",
"type": "user"
3
}
]

5. EMRHITHAMBELS R A , AT 2BAzureCLI L —EBHAM BT ME R,
- ARTRATRTRERENEDE , FEMA-EER,

$ az account -h

o FEFRERTLUISONKNREIFTAE#® L. AEMRBEE , 7T AFEHA—output table;BIEERPETR

o

$ az account list-locations --output table


https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest
https://docs.microsoft.com/en-us/cli/azure/install-azure-cli?view=azure-cli-latest

- BEAMEARERMBNEE  SEK—-al@HERATEN —EEMRENERER,

$ az vm image list --all --output table
You are retrieving all the images from server which could take more than a minute. To shorten the wait,

- B2 BMicrosoftfAzure CLI 2.0X1E , BEEHEFIEEED SHEMEEA,
TR2EUEIRE,

- EFERRIFAzZUefER T RMBEERN AR, AENEREEE B8 K RREE—E
UELSHERE. AROIEAXESTEEH,

$ az account list-locations --output table

DisplayName Latitude Longitude Name

East Asia 22.267 114.188 eastasia
Southeast Asia 1.283 103.833 southeastasia
Central US 41.5908 -93.6208 centralus

East US 37.3719 -79.8164 eastus

East US 2 36.6681 -78.3889 eastus?2

West US 37.783 -122.417 westus

North Central US 41.8819 -87.6278 northcentralus
South Central US 29.4167 -98.5 southcentralus

$ az group create --name CorporateDatacenterResourceGroup --location "South Central US"

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxXxxx/resourceGroups/CorporateDatacenterResource
"location": "southcentralus",
"managedBy": nulT,
"name": "CorporateDatacenterResourceGroup",
"properties": {
"provisioningState": "Succeeded"

}’

"tags": null

- Bk (FREIRE )

redundancy

cloud provider azure 100
bfd peer
route-table
default-gateway ip
cidr 1ip
app-key
subscription-id


https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest

app-id
tenant-id
resource-group CorporateDatacenterResourceGroup

S ER3.E  Vnet,

s Vnet2 BB AIPHUZERE, ARE A6 SHEEHFRI ATV FHEISELTE. Avnetis
E—EERE  BE,PEITE2RAEINERE Y9 —EFaHE. NRTEEFE
, Azure BE &9 EL#510.0.0.0/16,

$ az network vnet create --name CorporateDatacenterVnet --resource-group CorporateDatacenterResourceGro
{
"newVNet": {

"addressSpace": {

"addressPrefixes": [

"192.168.0.0/16"

]
}l
"ddosProtectionPlan": null,
"dhcpOptions": {

"dnsServers": []
}l
"enableDdosProtection": false,
"enableVmProtection": false,
"etag": "W/\"7c39a7a9-46e5-4082-a016-xxxxxxxxxxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXxXxXxxxxxxxx/resourceGroups/CorporateDatacenterResour
"location": "southcentralus",
"name": "CorporateDatacenterVnet",
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "3d95d732-e46a-4fae-a34b-xxXXXXXXXXXXX",
"subnets": [],
"tags": {},
"type": "Microsoft.Network/virtualNetworks",
"virtualNetworkPeerings": []

SRABMRER,
1. RE BRI N EZE LA R

$ az network route-table create --name InsideRoutetable --resource-group CorporateDatacenterResour
{

"disabTleBgpRoutePropagation": false,

"etag": "W/\"45088005-ch6f-4356-bb18-xxxxxxxxxxxx\"",



"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXXXxXxX/resourceGroups/CorporateDatacenterRes
"location": "southcentralus",

"name": "InsideRoutetable",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"routes": [],

"subnets": null,

"tags": null,
"type": "Microsoft.Network/routeTables"
}
o AR (#TEBHAK)
redundancy
cloud provider azure 100
bfd peer

route-table InsideRoutetable

default-gateway ip

cidr 1ip

app-key

subscription-id

app-id

tenant-id

resource-group CorporateDatacenterResourceGroup

2. REESER T HE M B H R,

$ az network route-table create --name OutsideRoutetable --resource-group CorporateDatacenterResol
{

"disableBgpRoutePropagation": false,

"etag": "W/\"a89b6230-9542-468c-b4b2-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterRes

"location": "southcentralus",

"name": "OutsideRoutetable",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",

"routes": [],

"subnets": null,

"tags": null,

"type": "Microsoft.Network/routeTables"

SRS BT,

1. REEBE3IF Bvnet D BN E BB /24 748 , REAEHEH P B Inside Route Table,

$ az network vnet subnet create --address-prefix 192.168.1.0/24 --name InsideSubnet --resource-grec
{
"addressPrefix": "192.168.1.0/24",
"etag": "W/\"a0dbd178-3a45-48fb-xxxx-xXXXXXXXXxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterRes
"ipConfigurations": null,
"name": "InsideSubnet",



"networkSecurityGroup": nulT,
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": {
"disableBgpRoutePropagation": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxxxxx/resourceGroups/CorporateDatacenterf
"location": null,
"name": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"routes": null,
"subnets": null,
"tags": null,
"type": null
3,
"serviceEndpoints": null

}

2. R Bvnety B ZEBEY 5 —18/24 F 1A H 2 B ia MR R

$ az network vnet subnet create --address-prefix 192.168.2.0/24 --name OutsideSubnet --resource-gt

"addressPrefix": "192.168.2.0/24",
"etag": "W/\"874d1019-90a0-44fd-a09c-0aed8f2ede5b\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXxxx/resourceGroups/CorporateDatacenterRes
"ipConfigurations": null,
"name": "OutsideSubnet",
"networkSecurityGroup": null,
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": {
"disabTleBgpRoutePropagation": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxXxxxx/resourceGroups/CorporateDatacenterf
"location": null,
"name": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"routes": null,
"subnets": null,
"tags": null,
"type": null
3,
"serviceEndpoints": null

}

S ER6. 2 CSR1000vEE H 8.

BEVMEZR2METE ( AMAMAL ) , EEREZEVMAE2ENIC, EI2MENICIAA L HIPE
SNEBNICER B,



1. B FIPHE,

$ az network public-ip create --name CSRAPubTlicIP --resource-group CorporateDatacenterResourceGrol
{
"pubTlicIp": {

"dnsSettings": null,

"etag": "W/\"38306703-153b-456b-b2e4-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXXXXxXxxxxxx/resourceGroups/CorporateDatacenterf

"idleTimeoutInMinutes": 30,

"ipAddress": "40.124.43.82",

"ipConfiguration": null,

"ipTags": [],

"Tocation": "southcentralus",

"name": "CSRAPublicIP",

"provisioningState": "Succeeded",

"publicIpAddressVersion": "IPv4",

"publicIpAllocationMethod": "Static",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "610e1631-331a-4971-8502-XXXXXXXXXXXX"",
"sku": {

"name": "Basic",

"tier": "Regional"
1,
"tags": null,

"type": "Microsoft.Network/publicIPAddresses"”,
"zones": null

2. B AEBNICE 8% 22 A 1P 3 1k B2 HL BB

$ az network nic create --name CSRAQutsideInterface --resource-group CorporateDatacenterResourceGt
{
"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNameLabel": nulT,
"internalDomainNameSuffix": "plk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFqdn": null
1,
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"06fd60de-6547-4992-b506-xxxxxXxXXXXxXxXx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"06fd60de-6547-4992-xxXXX~-XXXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"ToadBaTlancerInboundNatRules": null,

"name": "ipconfigl",



"primary": true,
"privateIpAddress": "192.168.2.4",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {
"dnsSettings": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac
"jdleTimeoutInMinutes": null,
"ipAddress": null,
"ipConfiguration": null,
"ipTags": null,
"location": null,
"name": null,
"provisioningState": null,
"publicIpAddressVersion": null,
"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": null,
"sku": null,
"tags": null,
"type": null,
"zones": null

1,

"resourceGroup": "CorporateDatacenterResourceGroup",

"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac
"ipConfigurations": null,
"name": null,
"networkSecurityGroup": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": null,
"serviceEndpoints": null

}

}
1,
"location": "southcentralus",

"macAddress": null,

"name": "CSRAOutsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "93413822-e819-4644-ac0d-XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. B AERREIE .

$ az network nic create --name CSRAInsideIlnterface --resource-group CorporateDatacenterResourceGrec

{
"NewNIC": {
"dnsSettings": {



"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNamelLabel": null,
"internalDomainNameSuffix": "gllzkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net”,
"internalFgdn": null
1,
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"bebe539f-b5ff-40fa-al22-5c27951afebl\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"bebe539f-b5ff-40fa-al22-5c27951afebI\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXxXxxxx/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.4",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",
"publicIpAddress": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
}
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRAInsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "0f7ae52a-47c3-4563-9fe0-b1484e88296e",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

4. 5lHAzure E ATFARICSR1000vAR &, 1tk &8 45 {# A cisco:cisco-csr-
1000v:16_7:16.7.120171201Murn& 8.

az vm image Tist --all --publisher Cisco --offer cisco-csr-1000v

[



"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_5",
"urn": "cisco:cisco-csr-1000v:
"version": "16.5.120170418"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_5",
"urn": "cisco:cisco-csr-1000v:
"version": "16.5.220171128"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_6",
"urn": "cisco:cisco-csr-1000v:
"version": "16.6.120170804"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_6",
"urn": "cisco:cisco-csr-1000v:
"version": "16.6.220171219"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "16_7",
"urn": "cisco:cisco-csr-1000v:
"version": "16.7.120171201"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "3_16",
"urn": "cisco:cisco-csr-1000v:
"version": "3.16.420170208"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "3_16",
"urn": "cisco:cisco-csr-1000v:
"version": "3.16.520170215"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v
"version": "16.40.120170206"

1,

{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:

"version": "3.16.0"

16_5:16.5.120170418",

16_5:16.5.220171128",

16_6:16.6.120170804",

16_6:16.6.220171219",

16_7:16.7.120171201",

3.16:3.16.420170208",

3.16:3.16.520170215",

:csr-azure-byol1:16.40.120170206",

csr-azure-byol:3.16.0",



{
"offer": "cisco-csr-1000v",
"publisher": "cisco",
"sku": "csr-azure-byol",
"urn": "cisco:cisco-csr-1000v:csr-azure-byol:3.16.2",
"version": "3.16.2"
}

5. ARG unE FBEEECSR1000v,

$ az vm create --resource-group CorporateDatacenterResourceGroup --name CSRA --location southcentr

Running ..
{
"fqdns": "",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXxXXXxXxXxxxxx/resourceGroups/CorporateDatacenterRes
"location": "southcentralus",
"macAddress": "00-0D-3A-5D-83-58,00-0D-3A-5D-89-27",
"powerState": "VM running",

"privateIpAddress": "192.168.2.4,192.168.1.4",
"publicIpAddress": "40.124.43.82",

"resourceGroup": "CorporateDatacenterResourceGroup",
"zones": ""

o ER | #FTRICSR1000VHE BLED

$ az vm Tist --resource-group CorporateDatacenterResourceGroup --show-details --output table
Name ResourceGroup PowerState Pub1icIps Fqdns Location Zones

CSRA CorporateDatacenterResourceGroup VM running 40.124.43.82 southcentralus

6. B ACSR1000vf 5 & ThE.

$ ssh cisco@40.124.43.82

The authenticity of host '40.124.43.82 (40.124.43.82)' can't be established.
RSA key fingerprint is SHA256:q33FHw7RTkDn

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '40.124.43.82' (RSA) to the Tlist of known hosts.
Password:

CSRA#

CSRA#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.2.4 YES DHCP up up
GigabitEthernet2 192.168.1.4 YES DHCP up up



HER7. B 5 = A5 CSR1000vEE H R,

1. B 2NFIPHbiE,

$ az network public-ip create --name CSRBPublicIP --resource-group CorporateDatacenterResourceGrot
{
"publicIp": {
"dnsSettings": null,
"etag": "W/\"f0f98dac-ea56-4efe-8da6-8la22lac3474\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterf
"idleTimeoutInMinutes": 30,
"ipAddress": "23.100.122.102",
"ipConfiguration": null,
"ipTags": [1,
"location": "southcentralus",
"name": "CSRBPublicIP",
"provisioningState": "Succeeded",
"publicIpAddressVersion": "IPv4",
"publicIpAllocationMethod": "Static",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "aa03bc26-22df-4696-bd77-ca29df029d7d",
"sku": {
"name": "Basic",
"tier": "Regional"
1,
"tags": null,
"type": "Microsoft.Network/publicIPAddresses",
"zones": null

2. B AEBNICLE 8% 22 F 1P 3t 1k B2 HL BB

$ az network nic create --name CSRBOutsideInterface --resource-group CorporateDatacenterResourceGr
{
"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNameLabel": nulT,
"internalDomainNameSuffix": "gllzkpTk2sxe5i0Tlccksytfab.jx.internal.cloudapp.net”,
"internalFgdn": null
}!
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"ee0alOb41-42f6-4ac2-91c2-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXxXXXxxxxxxx/resourceGroups/CorporateDatacentert
"ipConfigurations": [
{

"appTicationGatewayBackendAddressPools": null,

"appTlicationSecurityGroups": null,

"etag": "W/\"ee0a0b41-42f6-4ac2-91c2-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXxxxxxxx/resourceGroups/CorporateDatacer
"loadBaTlancerBackendAddressPools": null,

"loadBaTlancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,



"privateIpAddress": "192.168.2.5",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {
"dnsSettings": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxx/resourceGroups/CorporateDatac
"jdleTimeoutInMinutes": null,
"ipAddress": null,
"ipConfiguration": null,
"ipTags": null,
"location": null,
"name": null,
"provisioningState": null,
"publicIpAddressVersion": null,
"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": null,
"sku": null,
"tags": null,
"type": null,
"zones": null

1,

"resourceGroup": "CorporateDatacenterResourceGroup",

"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac
"ipConfigurations": null,
"name": null,
"networkSecurityGroup": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": null,
"serviceEndpoints": null

}

}
1,
"location": "southcentralus",

"macAddress": null,

"name": "CSRBOutsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "c3f05156-ad07-4abd-a006-XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. B AERREIE .

$ az network nic create --name CSRBInsideIlnterface --resource-group CorporateDatacenterResourceGrec

{
"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [],



"dnsServers": [],
"internalDnsNamelLabel": null,
"internalDomainNameSuffix": "zkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFgdn": null
1,
"enableAcceleratedNetworking": false,
"enableIpForwarding": false,
"etag": "W/\"15edf738-fc77-431c-80f3-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXxxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"15edf738-fc77-431c-80f3-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXxXxxxx/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.5",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",
"publicIpAddress": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
}
1,
"location": "southcentralus",
"macAddress": null,
"name": "CSRBInsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "085c88fc-9e78-49be-a5a7 - XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

4. A HERBR M Ecisco:cisco-csr-1000v:16_7:16.7.120171201ZB & 5 —{ECSR1000v,



$ az vm create --resource-group CorporateDatacenterResourceGroup --name CSRB --Tocation southcentr

{
"fqdns": "",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXXXxXxX/resourceGroups/CorporateDatacenterRes
"location": "southcentralus",
"macAddress": "00-0D-3A-5D-8C-51,00-0D-3A-5D-85-2A",
"powerState": "VM running",
"privateIpAddress": "192.168.2.5,192.168.1.5",
"publicIpAddress": "23.100.122.102",
"resourceGroup": "CorporateDatacenterResourceGroup",
"zones": ""

}

SRS FEALTROPHMERTRELTHVM, HEHIFEAUbUNtULTS,

1. B2 RIPHt,

$ az network public-ip create --name VMHostPublicIP --resource-group CorporateDatacenterResourceGr
{
"pubTicIp": {
"dnsSettings": null,
"etag": "W/\"5943a230-1leeb-4cf0-b856-xxxxxxxxxxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXXXXXxXxxxxx/resourceGroups/CorporateDatacenterf
"jdleTimeoutInMinutes": 30,
"ipAddress": "104.215.77.207",
"ipConfiguration": null,
"ipTags": [],
"location": "southcentralus",
"name": "VMHostPublicIP",
"provisioningState": "Succeeded",
"publicIpAddressVersion": "IPv4",
"publicIpAllocationMethod": "Static",
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": "eal9cl0a-2fd3-498f-b984-XXXXXXXXXXXX",
"sku": {
"name": "Basic",
"tier": "Regional"
1,
"tags": null,
"type": "Microsoft.Network/publicIPAddresses"”,
"zones": null

2. B AAEINICIE A& OutsideSubnet MNP EA EL BB, & FHBEEANICRIRAS | IPHbit € H
B O ELENIC, EATRFIF | OutsideSubnet£192.168.2.0/24 , B EI D EL4NICH IPHEHE A
192.168.2.6,

$ az network nic create --name VMHostOutsideInterface --resource-group CorporateDatacenterResource

{
"NewNIC": {
"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNamelLabel": null,
"internalDomainNameSuffix": "gzkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFqdn": null



1,

"enableAcceleratedNetworking": false,
"enableIpForwarding": false,

"etag": "W/\"2c70c97b-6470-42c8-b481-xxXXXXXXXXXX\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xXxXXXXXXxxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"applicationSecurityGroups": null,

"etag": "W/\"2c70c97b-6470-42c8-b481-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXxxxxx/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBalancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.2.6",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",

"publicIpAddress": {
"dnsSettings": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXxxX/resourceGroups/CorporateDatac
"jdleTimeoutInMinutes": null,
"ipAddress": null,
"ipConfiguration": null,
"ipTags": null,
"location": null,
"name": null,
"provisioningState": null,
"publicIpAddressVersion": null,
"publicIpAllocationMethod": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceGuid": null,
"sku": null,
"tags": null,
"type": null,
"zones": null
1,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXxxxX/resourceGroups/CorporateDatac
"ipConfigurations": null,
"name": null,
"networkSecurityGroup": null,
"provisioningState": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,
"routeTable": null,
"serviceEndpoints": null
}
}
1,
"location": "southcentralus",
"macAddress": null,
"name": "VMHostOutsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",



"resourceGuid": "89588a04-6bab6-467d-a86T-XXXXXXXXXXXX"",
"tags": null,

"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

3. B AERREIE .

$
{

az network nic create --name VMHostInsideInterface --resource-group CorporateDatacenterResource(

"NewNIC": {

"dnsSettings": {
"appliedDnsServers": [],
"dnsServers": [],
"internalDnsNameLabel": nulT,
"internalDomainNameSuffix": "zkplk2sxe5i0llccksytfab.jx.internal.cloudapp.net",
"internalFqdn": null

s

"enableAcceleratedNetworking": false,

"enableIpForwarding": false,

"etag": "W/\"dda7eacf-4670-40c2-999c-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxXXXXXXXxxxx/resourceGroups/CorporateDatacenterf
"ipConfigurations": [
{

"applicationGatewayBackendAddressPools": null,

"appTlicationSecurityGroups": null,

"etag": "W/\"dda7eacf-4670-40c2-999c-xxxXXXXXXXXXx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatacer
"loadBalancerBackendAddressPools": null,

"loadBaTlancerInboundNatRules": null,

"name": "ipconfigl",

"primary": true,

"privateIpAddress": "192.168.1.6",

"privateIpAddressVersion": "IPv4",
"privateIpAllocationMethod": "Dynamic",
"provisioningState": "Succeeded",
"pubTicIpAddress": null,
"resourceGroup": "CorporateDatacenterResourceGroup",
"subnet": {
"addressPrefix": null,
"etag": null,
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XXXXXXXXXXXX/resourceGroups/CorporateDatac

"ipConfigurations": null,

"name": null,

"networkSecurityGroup": null,

"provisioningState": null,

"resourceGroup": "CorporateDatacenterResourceGroup",
"resourceNavigationLinks": null,

"routeTable": null,

"serviceEndpoints": null

}
3
1,
"location": "southcentralus",
"macAddress": null,
"name": "VMHostInsideInterface",

"networkSecurityGroup": null,

"primary": null,

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup",



"resourceGuid":

"tags": null,
"type": "Microsoft.Network/networkInterfaces",
"virtualMachine": null

"8efl2cdd-cc31-432e-99cT-XXXXXXXXXXXX",

4. TLEUbuntu VM, Lt & Fi{EFHUbuntul TS,

az vm image list --output table
You are viewing an offline 1ist of images, use --all to retrieve an up-to-date Tist

Offer

Cent0S

Core0S

Debian
openSUSE-Leap
RHEL

SLES
UbuntuServer
WindowsServer
WindowsServer
WindowsServer
WindowsServer

Publisher

OpenLogic

Core0S

credativ

SUSE

RedHat

SUSE

Canonical
MicrosoftWindowsServer
MicrosoftWindowsServer
MicrosoftWindowsServer
MicrosoftWindowsServer

Sku

7.3

Stable

8

42.3

7.3

12-SP2
16.04-LTS
2016-Datacenter
2012-R2-Datacenter
2012-Datacenter
2008-R2-SP1

Urn

OpenLogic:Cent0S:7.3:latest
Core0S:Core0S:Stable:latest
credativ:Debian:8:1atest
SUSE:openSUSE-Leap:42.3:Tatest
RedHat:RHEL:7.3:Tatest
SUSE:SLES:12-SP2:1atest
Canonical:UbuntuServer:16.04-LTS: Tatest
MicrosoftWindowsServer:WindowsServer: 2(
MicrosoftWindowsServer:WindowsServer: 2(
MicrosoftWindowsServer:WindowsServer: 2(
MicrosoftWindowsServer:WindowsServer: 2(

$ az vm create --resource-group CorporateDatacenterResourceGroup --name VmHost --location southcer

{

"fqdns": "",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterResc
"location": "southcentralus",

"macAddress": "00-0D-3A-5D-B7-CB,00-0D-3A-5D-B8-9B",

"powerState":

"VM running",

"privateIpAddress": "192.168.2.6,192.168.1.6",
"publicIpAddress": "104.215.77.207",
"resourceGroup": "CorporateDatacenterResourceGroup",

"zones":

HBRO G B FA#TIE

B A ZRMVM,

1. BB T —BIPHuEREAE192.168.1.4 , BRI FREITIEEREHLUBIBCSR ABHRE,
Lt #E1E InsideRoute Table E 2o

$ az network route-table route create --address-prefix 8.8.8.8/32 --name default_route --next-hop-

{

"addressPrefix": "8.8.8.8/32",
"etag": "W/\"ef9e650a-5d70-455d-b958-5a0efc07e7ad\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-Xxxxxxxxxxxx/resourceGroups/CorporateDatacenterRes
"name": "default_route",

"nextHopIpAddress": "192.168.1.4",
"nextHopType": "VirtualAppliance",
"provisioningState": "Succeeded",
"resourceGroup": "CorporateDatacenterResourceGroup"



2. 7 OutsideRouteTable £ A #8371 £ #1718 FiZ InternetBV B H o

$ az network route-table route create --address-prefix 8.8.8.8/32 --name internet --next-hop-type

"addressPrefix": "8.8.8.8/32",

"etag": "W/\"d2c7e32e-8d32-4856-a3a6-xxxxxxxxxxxx\"",

"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-XxxXXXXXXxXxxxx/resourceGroups/CorporateDatacenterRes
"name": "internet",

"nextHopIpAddress": null,

"nextHopType": "Internet",

"provisioningState": "Succeeded",

"resourceGroup": "CorporateDatacenterResourceGroup"

3. EAE|Ubuntu VML FT I8 H |, sEFREBBAZ T HES.8.8.8, AzurelBHXBEHFER T
BHPNE—REIPEAERBRE. AITNMEEth1)T#H5192.168.1.0/24 , EEKE192.168.1.12
FHVMBYTEER gwitb it .

$ ifconfig

ethO Link encap:Ethernet HWaddr 00:0d:3a:5d:b7:cb

inet addr:192.168.2.6 Bcast:192.168.2.255 Mask:255.255.255.0
inet6 addr: fe80::20d:3aff:fe5d:b7cb/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:3986 errors:0 dropped:0 overruns:0 frame:0

TX packets:2881 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:3475393 (3.4 MB) TX bytes:592740 (592.7 KB)

ethl Link encap:Ethernet HWaddr 00:0d:3a:5d:b8:9b

inet addr:192.168.1.6 Bcast:192.168.1.255 Mask:255.255.255.0
inet6 addr: fe80::20d:3aff:fe5d:b89b/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:2 errors:0 dropped:0 overruns:0 frame:0

TX packets:14 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:762 (762.0 B) TX bytes:1620 (1.6 KB)

$ sudo route add -host 8.8.8.8 gw 192.168.1.1 dev ethl

$ route -n

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
0.0.0.0 192.168.2.1 0.0.0.0 UG 0 0 0 ethoO
8.8.8.8 192.168.1.1 255.255.255.255 UGH 0 0 0 ethl
168.63.129.16  192.168.2.1 255.255.255.255 UGH 0 0 0 ethoO
169.254.169.254 192.168.2.1 255.255.255.255 UGH 0 0 0 ethoO
192.168.1.0 0.0.0.0 255.255.255.0 U 0 0 0 ethl
192.168.2.0 0.0.0.0 255.255.255.0 U 0 0 0 ethoO

AR ( #Fi¥cidrip )



redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32
app-key
subscription-id
app-id
tenant-id
resource-group CorporateDatacenterResourceGroup

N e ESBI0%h | AEECSRI1000VES I FEENAT | F SE4H BRSBTS (8.8.8.8) %)
?Tplng???‘é'f’lfo

% MZE : ZPER10-140 48 7 AHAELECSR1000viE 88, Cisco CSR 1000v Deployment
Guide for Microsoft Azure I 5 P BRIC B EEE B R IE ., ERETEFHMEN , Bih
ﬁ:ﬁ?gﬁo

#E210.B0 ECSR1000vEE H B8
1. M A CSR1000vE% 28 L ECIE S 10t

Router#config t
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#crypto pki trustpool import url http://www.cisco.com/security/pki/trs/ios.p7b
Reading file from http://www.cisco.com/security/pki/trs/ios.p7b

Loading http://www.cisco.com/security/pki/trs/ios.p7b !!!

% PEM files import succeeded.

2. #£Cisco CSR 1000vE& H 25 2 Bft Eipsechgi® , WM EHIPRE LM AL m &R
(BFD)ME A% E ( EIGRPEBGP ) LA B S HE,

N W BT NEE A N RS CSRIA AP

« CSRAELE

crypto isakmp policy 1

encr aes 256

authentication pre-share

crypto isakmp key cisco address 0.0.0.0

|

crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac
mode tunnel

|

crypto ipsec profile vti-1

set security-association lifetime kilobytes disable
set security-association lifetime seconds 86400

set transform-set uni-perf

set pfs group2


https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_01001.html

interface Tunnell

ip address 192.168.101.1 255.255.255.252
bfd interval 500 min_rx 500 multiplier 3
tunnel source GigabitEthernetl

tunnel mode 1ipsec 1ipv4

tunnel destination 23.100.122.102 /* Public IP of the peer CSR */
tunnel protection ipsec profile vti-1

|

router eigrp 1

bfd all-interfaces

network 192.168.101.0

« CSRBELE

crypto isakmp policy 1

encr aes 256

authentication pre-share

crypto isakmp key cisco address 0.0.0.0

!

crypto ipsec transform-set uni-perf esp-aes 256 esp-sha-hmac
mode tunnel

!

crypto ipsec profile vti-1

set security-association lifetime kilobytes disable
set security-association lifetime seconds 86400

set transform-set uni-perf

set pfs group2

!

interface Tunnell

ip address 192.168.101.2 255.255.255.252

bfd interval 500 min_rx 500 multiplier 3

tunnel source GigabitEthernetl

tunnel mode ipsec ipv4d

tunnel destination 40.124.43.82 /* Public IP of the peer CSR */
tunnel protection ipsec profile vti-1

!

router eigrp 1

bfd all-interfaces

network 192.168.101.0

. M{ECSR1000vig a2y EEFAMEBEMNATNRAHEE, E2A T EBAIMTEEERVM
Internet [ iZE 4,

interface GigabitEthernetl
ip nat outside
!
interface GigabitEthernet2
ip nat inside
!
ip nat inside source 1list 10 interface GigabitEthernetl overload
access-1list 10 permit 192.168.1.0 0.0.0.255 /* Translating the inside subnet of the VM */
!
ip route 0.0.0.0 O.
168.1.

.0.0 192.168.2.1
ip route 192.16 2

55.255.255.0 GigabitEthernet2 192.168.1.1

o o



4. KRB RIIEHEES (IAM),

FEAzureCLIF |, RFFFEARER ( CSRANICSRB ) i fEER

HA 18 i Azure F B InsideRoute Table,
« it FInsideRouteTable®ID , & &A&AETEHH — scopei®IE,

$ az network route-table show --resource-group CorporateDatacenterResourceGroup --name InsideRoute

"disableBgpRoutePropagation":

false,

"etag": "W/\"f0c85464-bba0-465a-992a-xxxxxxxxxxxx\"",
"id": "/subscriptions/09el3fd4-def2-46aa-xxxx-xxxxxxxxxxxx/resourceGroups/CorporateDatacenterRes

"location": "southcentralus",
"name": "InsideRoutetable",

« R ( EEFEETEID )

redundancy
cloud provider azure 100
bfd peer
route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32
app-key

subscription-id 09e13fd4-XxXXX—-XXXX=XXXX=XXXXXXXXXXXX

app-id
tenant-id

resource-group CorporateDatacenterResourceGroup

5. BlnsideRouteTable M IAMA &, -scopeiRIE 2 # & — @& Haid ML HIiRZEMN,
52 Tapp-id. password ( s2app-key ) Fltenant ids

$ az ad sp create-for-rbac -n "InsideRouteTableIAM" --role "network contributor" --scopes /subscri

{

"appId": "576dd4f1l-c08d-XXXX—XXXX-XXXXXXXXXXXXX",
"displayName": "InsideRouteTableIAM",
"name": "http://InsideRouteTableIAM",

"password": "aaafc573-e84e-42ac-b4e3-xXXXXXXXXXXXX",
"tenant": "ae49849C-2622-XXXX—XXXX~XXXXXXXXXXXXX"
}
- Bik (FEEALR. ERAIDMEFID)
redundancy
cloud provider azure 100
bfd peer

route-table InsideRoutetable
default-gateway ip
cidr ip 8.8.8.8/32

app-key aaafc573-e84e-42ac-b4e3-XXXXXXXXXXXXX
subscription-id 09e13fd4-XxXXX—XXXX-XXXX=XXXXXXXXXXXX
app-id 576dd4f1-c08d-46b9-cccc-XXXXXXXXXXXXX

tenant-id ae49849c-2622-xxxx

= XXXX = XXX XXX XXXXXXX



resource-group CorporateDatacenterResourceGroup

6. EMAMHER LEEEIUH, WA KHRLE BN M — 25 2bfd¥ %8 Mdefault-gateway.
« CSRAELE

redundancy

cloud provider azure 100
bfd peer 192.168.101.2
route-table InsideRoutetable
default-gateway ip 192.168.1.4
cidr ip 8.8.8.8/32
app-key aaafc573-e84e-42ac-b4de3-XXXXXXXXXXXXX
subscription-id 09el3fd4-XXXX-XXXX=XXXX=XXXXXXXXXXXX
app-id 576dd4f1-c08d-46b9-cccc—XXXXXXXXXXXXX
tenant-id ae49849c-2622-XXXX-XXXX~XXXXXXXXXXXXX
resource-group CorporateDatacenterResourceGroup

« CSRBEE

redundancy

cloud provider azure 100
bfd peer 192.168.101.1
route-table InsideRoutetable
default-gateway ip 192.168.1.5
cidr ip 8.8.8.8/32
app-key aaafc573-e84e-42ac-b4e3-XXXXXXXXXXXXX
subscription-id 09e13fd4-XXXX=XXXX=XXXX=XXXXXXXXXXXX
app-id 576dd4f1-c08d-46b9-cCcCC-XXXXXXXXXXXXX
tenant-id ae49849c-2622-XXXX-XXXX=XXXXXXXXXXXXX
resource-group CorporateDatacenterResourceGroup

RS A

1. @EBFDMERE.

CSRA#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.2.4 YES DHCP  up up
GigabitEthernet2 192.168.1.4 YES DHCP  up up
Tunnell 192.168.101.1  YES manual up up

CSRB#show ip interface brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernetl 192.168.2.5 YES DHCP  up up
GigabitEthernet2 192.168.1.5 YES DHCP  wup up

Tunnell 192.168.101.2  YES NVRAM up up



CSRA#show bfd neighbors

IPv4 Sessions
NeighAddr LD/RD RH/RS State
192.168.101.2 4097/4097 Up Up

CSRA#show redundancy cloud provider azure 100
Cloud HA: work_in_progress=FALSE
Provider : AZURE node 100

State : idle

BFD peer = 192.168.101.2
BFD intf = Tunnell
resource group = CorporateDatacenterResourceGroup

subscription id = 09el3fd4-def2-46aa-XXXX-XXXXXXXXXXXX
tenant id = ae49849c-2622-4d45-b95e-XXXXXXXXXXXX
application id = 1e0f69c3-b6aa-46cf-b5FI-XXXXXXXXXXXX
application key = aaafc573-e84e-42ac-b4e3-XXXXXXXXXXXXX
route-table = InsideRoutetable

cidr = 8.8.8.8/32

Default Gateway IP = 192.168.1.4

. VMY B Zi81TpingMtraceroute, FE{RpingiEi A Zpeth1 /T HE.

$ ping -I ethl 8.8.8.8

PING 8.8.8.8 (8.8.8.8) from 192.168.1.6 ethl: 56(84) bytes of data.
64 bytes from 8.8.8.8: icmp_seq=1 tt1=54 time=10.5 ms

64 bytes from 8.8.8.8: icmp_seq=2 tt1=54 time=10.6 ms

$ traceroute 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.4 (192.168.1.4) 1.516 ms 1.503 ms 1.479 ms

cisco@mHost:~$
PING 8.8.8.8 (8.

ping -I ethl 8.8.8.8
8.
64 bytes from 8.8.
8.
8.
8.

n
8.8) from 192.168.1.6 ethl: 56(84) bytes of data.
8.8: icmp_seq=1 tt1=117 time=10.3 ms

64 bytes from 8.8.8.8: icmp_seq=2 tt1=117 time=10.3 ms

64 bytes from 8.8.8.8:

8.8.8.8:

64 bytes from

icmp_seqg=3 ttl1=117 time=10.3 ms
icmp_seq=4 ttl1=117 time=10.2 ms

. Traceroute R EVMZI8.8.8.8 M B R R EIBCSRAN A ZF N HE.,

cisco@/mHost:~$ sudo traceroute -I 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.4 (192.168.1.4) 34.003 ms 34.000 ms 33.998 ms

. BARACSRARItunnel 19 E AR BRI = L) #2,

CSRA#config t
Enter configuration commands, one per line. End with CNTL/Z.

Int
Tul



CSRA(config)#int tunnell
CSRA(config-if)#sh

5. B3  BEREARELCSRBIWEAN®H,

cisco@/mHost:~$ sudo traceroute -I 8.8.8.8
traceroute to 8.8.8.8 (8.8.8.8), 30 hops max, 60 byte packets
1 192.168.1.5 (192.168.1.5) 1.294 ms 1.291 ms 1.290 ms

N W AueE TR EREEE R ALE, EETERE5E,

5E S HEAE

- RAREAEHARE T RAEETEES.

CSRA#debug redundancy cloud all
CSRA#debug ip http all

- BOBRBNBRRERRHEMGBEFEXL , ZaREH LFFCSR1000vEAzureds H &R H
TAPIFEAY, BAMESRI0FEREEE T EEMID,

*Jul 13 23:29:53.365: CLOUD-HA : res content iov_len=449 jov_base={"error":"invalid_client","error_desc

Error validating credentials. AADSTS50012: Invalid client secret is provided.\r\nTrace ID: 56873e4b-378
Correlation ID: cce94817-29eb-4ebd-833a-\r\nTimestamp: 2018-07-13 23:29:54Z","error_codes" :[70002,50012
23:29:547" ,"trace_id":"56873e4b-3781-4ee6-8bd9-xxxxxxxxxxxxx","correlation_id":"cce94817-29eb-4ebd-833a

HEAEA

e Azure CLI 2.0
« 1# AR Microsoft AzurefJCisco CSR 1000vZ &5
« BAzurelZEIFHEMN T E  WHEEEAzure CLIFIPowerShell i S



https://docs.microsoft.com/en-us/cli/azure/?view=azure-cli-latest
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/azu/b_csr1000config-azure/b_csr1000config-azure_chapter_0110.html
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
https://blogs.msdn.microsoft.com/premier_developer/2017/11/02/choosing-the-right-tooling-for-azure-and-side-by-side-azure-cli-and-powershell-commands/
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