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”Basic Call Flow

RRC Connnection Request

RRC Connnection Setup complete

Initital UE attach request

Attach accept [ Attach reject
PDP Connnection Request

PDP Connnection Response (Accept or Reject)

PDP Connnection Respanse Accepted (IP address received)

= Cisco 5G Device
» 5G Modem (SWI or Telit) + Radio Access + gNodeB » Carrier EPC  * Internet

» Active SIM card




1. EBERILMETRES

- 5SCEERENMKESARAMSGE T,
« FHEBITE L (gNB)ERIYE S AR

2. 41MRE0 R

- —BERISENDE , KERSEREINBERMBERES,
- ©MgNBEIAERE (RRCERFER ) |, FRER.

3. RRCEFFERI :

- gNBEWRFER I EZREE VT ERERZH (RRC)ERR.
- WERAFRERBK CEETRZEURNES.

4 250 :

- REFERAMRK (EASIMFER ) #ITH R,
- TEEBREMEFE  XFERFHBERE.

5. 8% HEH -

- AR, REAWEBSCHEREEMERER.
- EFREEEFRTWMY,. ERRE (BB, i) AEMEA.

6. B4R I
o B &R RMP I R ET R AR A0 EAR S | KBS EEgNBRELRR,
BE

* RRCE#R : ERERKREHEMBR AR T RBEANBRS R,
- ERYE : —BEVRRCER , KER TUAERERFEREEMNEZRESR,
o EFIVE : 28 TEAMETNIEGEE  SlmEERNEEER,

12 = WBIRYDM B FS I EE

Bt , FRADMBREZBIBEMBIRE | ATLERMATE TAT+CFUN=0T R It #R1E

CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN=0

TR ELEVERBILRESSHER , RS — BB EEENSSHE.

BRERACEAATHESAT+HCFUNERZST T ?



CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN?

cellular_modem_at_cmd: modem-at-response AT+CFUN?
+CFUN: 0
OK

REDMBAFE A/, FEEMEBEL,

CellularGateway# config terminal

Entering configuration mode terminal

CellularGateway(config)# controller cellular 1

CellularGateway(config-cellular-1)# dm-log rotation
CellularGateway(config-cellular-1)# dm-log max_dm_log_size 60
CellularGateway(config-cellular-1)# dm-log autostop-event MODEM_STATE_DNS_ACQUIRED
CellularGateway(config-cellular-1)# dm-log autostop-timer 2

ALERHFEBERAREL

RE , WE  WREERREERENAENEE , AT UERIBIRE.
X FADM B 7%

CellularGateway(config-cellular-1)# dm-log enable
CellularGateway(config-cellular-1)# commit

EAAT+CFUN=1 ATan T R BB

CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN=1

cellular_modem_at_cmd: modem-at-response AT+CFUN=1
OK

CellularGateway#

CellularGateway# cellular 1 modem-at-commands
Value for '' (<string>): AT+CFUN?
cellular_modem_at_cmd: modem-at-response AT+CFUN?

+CFUN: 1
0K

BREMELNER,

<ffroot>



CellularGateway# gw-action:request file 1ist
-rw-r--r-- 97272745 Dec 11 09:05

dm og- sl ot 0- 20241211- 090453. tar. gz

-rw-r--r-- 10550241 Dec 25 10:58

dm og- sl ot 0- 20241225- 105827. tar. gz

drwx------ 16384 Sep 27 18:29 Tost+found
drwxr-xr-x 4096 Dec 25 11:03 storage
drwxr-xr-x 4096 Sep 27 18:29 tmp

ELERTUEBRRT —BRBERREH,

i

5GSwi tch#copy tftp://192.168.1.1/dmlog-s10t0-20241211-090453.tar.gz flash:

Destination filename [dmlog-s1ot0-20241211-090453.tar.gz]?

Accessing tftp://192.168.1.1/dmlog-s1ot0-20241211-090453.tar.gz...

Loading dmlog-s1ot0-20241211-090453.tar.gz from 192.168.1.1 (via GigabitEthernetl/0/3): !ltttrrrrrrrtinl

A TR & , ZZRADMH .

CellularGateway# config terminal

Entering configuration mode terminal
CellularGateway(config-cellular-1)# no dm-log enable
CellularGateway(config-cellular-1)# commit

PIMiE4HAIDM B 55Uk &

B, BARERTENERE,

ISR2#configure terminal
ISR2(config)#interface cellular 0/2/0
ISR2(config-if)#shutdown
ISR2(config-if)#exit
ISR2(config)#controller cellular 0/2/0
ISR2(config-controller)#lte radio off

AREDMHEHSI B, 2fEEE, ERAN, BBFLEUAREEFTERRER,

ISR2(config)#controller cellular 0/2/0
ISR2(config-controller)#1lte modem dm-Tog rotation



ISR2(config-controller)#1te modem dm-Tog filesize 20
ISR2(config-controller)#1te modem dm-Tog autostop timer 20

R FADM B &

ISR2(config-controller)#lte modem dm-Tog enable

RAERENEENE,

ISR2(config)#controller cellular 0/2/0
ISR2(config-controller)#no lte radio off
ISR2(config)#interface cellular 0/2/0
ISR2(config-if)#no shutdown

DM B AT E R MER,

<tfroot>

ISR2#show cellular 0/2/0 logs dm-Tog
Integrated DM logging is on

Output path = bootflash:

Filter Type MC73xx generic

Filter Name = Telit Default log mask.bin
Maximum log size = 64 MB

Maximum file size = 20 MB

Log rotation = Enabled

ISR2#dir bootflash: | inc dm
24 -rw- 4236574 Jan 3 2025 11:39:33 +00:00

dm og-sl ot 2

-20250103-113930.tar.gz

AT E , ZZRADMAE .

ISR2(config)#controller cellular 0/2/0

ISR2(config-controller)#no Tte modem dm-Tog enable
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<#froot>

event manager applet Cellular-Capture authorization bypass
event syslog pattern "

Sysl og Messege Needed to stop | ogging

maxrun 600

action 100 c1i command "enable"

action 101 cli command "terminal length 0"

action 102 cli command "term exec prompt timestamp"

action 103 c1i command "show cellular 0/2/0 all | append flash:Out_info"
action 104 cli command "show controller cellular 0/2/0 | append flash:Out_info"
action 105 c1i command "show dialer | append flash:Out_info"

action 106 cli command "show int cellular 0/2/0 | append flash:Out_info"
action 112 syslog msg "Information Toaded"

action"113"wait"180

action 114 cli command "show Tog | append flash:Qut_info"

action 115 c1li command "enable"

action 116 cli command "conf t"

action 117 cli command "controller cellular 0 1"

action 118 cli command "no 1te modem dm-log enable"

action 119 syslog msg "DM-logs disabled"

action 120 c1i command "en

e A
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