IR = Azured Catalyst SO0V HEH £
B &%

Azure iy Catalyst 8000V F& it £ i
ZHHSECFF A%
Azure R TCP UDP#£12346 %t & R i

[ER'Y

R EN B U{T1R S EAzure P EFE Y Cisco Catalyst 8000VsHI M EE,

AzureH By Catalyst 8000V HE M £ i

FEBE AR ZZEMCisco Cloud OnRamp , £ & Al SLE#E FAASD-WANEERR ( UIFAPI ) 1
Azure P HINVAR EBZE Cisco Catalyst 8000V E #E I HES -

Cloud OnRamp B 81U /A FFE A & A2 U M B REHWAN, ERERSR BT FAzure P EH
W RE AV IE AR

EAzure B E Cisco Catalyst 8000Vs#& , AILLEIBSD-WANEESRERNEREREE,
AXER=EAERA T MRS Azure I HEE
o RHEHSECFHFAF ;

« AzureFTCPE#FIE12346FH ERE ;
c BRATEALNEBRSRE,

L HEHSECFF Al &
73 42 R SR ) 22 R T ELSB % 18250 Mops s B 5 0 P B 5 B B R EHSECH T .

ERXBEHOERERN —HER, B LUFEMACisco SD-WAN ManagerZ#&HSECFF AJ &,

Cisco SD-WAN Manager&Bf#&Cisco Smart Software Manager(SSM) , # HEREFATEBENE
EFr R BEERB(SLAC),

EEEBE B ASLACKE M AHSECF A&,
ERALZENEBEHFURNFMEN , 552 B ECisco Catalyst SD-WANF EEHSECFF A 5%,

AzureI TCP UDP1812346 &M E R 4l


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/licensing/managing-hsec-licenses-in-cisco-catalyst-sd-wan.html

B, ZEB{LEEFBEHE —EEEH ) E(GigabitEtherent1)F — & BR % /1 H (GigabitEtherent2) &Y
C8000V,

HASD-WANETCP 12346 LY Azure ASHBR | | BEREBE AAzZure B ER , FHETFESER
SEERN N EZ RS,

200K PPSHY A VLR #IFIAzure ERE SR MERR HIE HE | (KL F & S{EC8000V NVAKIE TR REIE BRiB
~1Gbps(CRAIMBRER - HEAK/NAE6G00B , 517& : 600B * 8 = 480011 ; 4800b * 200Kpps = 960
MbpS)o

MIEE : Azure AT LA ASHBRBIIR S RSB RS ( R ) V400K PPS, BF EEE EHE
AzuredtFER#E i,

BT RIRE—RE , EREAzureSE , RFFSD-WANS S #iE A S ENVAGIIEEEZESD-
WANBSE

ERETHEEER , EEEVEITUTSE:



1. #£SD-WAN Manager® , £/ Cloud OnRamp B Bi{t £ Azure 8B C8000VEH.
2. EAzurefIFH | EREE P OLFNVAWIPEEE.
3. Z£SD-WAN Managerd , FEREMFPRERER M MHEIEFHOE B E,

r ™y ' ™

tap) [>]

%

©

L ]

one SD-WAN tunnel built '
on GigabitEthernet1 on
WAN - Transport side

it [1) [»]

three SD-WAN tunnels built
on Loopback interfaces on
WAN - Transport side

!

S 1.

f# A tkY outube channels} 217528 H b R 3% I Y 2 BR £ Azure P ZB E Cisco Catalyst 8000V,

SR 2:

EFRIPERE , FEMEF|Azure porta > Virtual WANs > selected virtual WAN > virtual hub > NVA
in virtual hub,


https://youtu.be/9lFuih58Fug
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/cloudonramp/ios-xe-17/cloud-onramp-book-xe/cloud-onramp-multi-cloud-azure.html#Cisco_Concept.dita_c61e0e7a-fff8-4080-afee-47b81e8df701

T

Hgme » Virtusl WA magchand-CoR - ViAN

= msuchand_VWAN_hub_centralus =
B | & it [ Delets ) Rebuah £ Mt M

& Dwerde
~ Imiantishy GO Vi
¥ Connactivey
Hamr it VWA Pl prtrsha gm iy ey Litan
¥ Rinieg
o i -Cof buarknd Bunir) S & e
3 Senury M wamt & Seccndad ik ponsting prelinanos | Fapeeioeny
¥ Whind ey prowiers Privute sddreun space | HUOBDOIE Mpticy e i e Mg
¥ Moo Lt Contral
it b3 fad Likin
oo Wirbesl network conmections ﬁ WPH [Sibe 40 site) B vser R Paint 10 site) S Enpeesshoute
ORI Tl AT 1 vl Connert & VPN 5ot 10 8 virtual b VPN Conment 3 Vst VPN Conbguarntion 13 8 et a0 ExprestRout (40T 10 &
By Gty wirnaal P Unar VI Gatiway, wirtual hsb ExpresiRouse
W SR TS 1 .Nﬁgﬂ-.ly:.‘us:u L 1™ QSRR [ reate] L | bl gatiwsy (ke
a
‘ Anre lierwall Tigl Horteork Virtual Appliance
Sooure your vrtusl bub by mtaling Depiory thied-party sppllance in your
Ao Frewal wrtuil Py o imead Loty on erwid
W iz rewall i reate) e
Vs |

ENVALHEER OIS | SHAES SRERS-EERE,
T =

PR SR

;." msuchard_WWAN_hub_centralus | Metwor Vitual Applisnog <
e — DTSR

ke araerh ¥ sl e

Lure lor¥y tar—r e Py i Ry e ey
L | gt g O N i o . e e . s [Tre—

[r—

o Pl g
R e e

R

ENVAEED , BN HIPEEMNFEEREE, 2EIPHIUSEZSEEI0NE ,

T - " e
Aol sl F iy, e L g b D parbair edr by 0 e Forbairk Vel Biniiac e v e e (s F prevete B ks paee G e e N el padis. sl e mbhle e (2 reer (gt B akieea
T e P PR Syt g s P

Iwtrmad Pl rlemal Preate Abddoral berlEr

Podia P ke le sbiel b s e e e il sberbee of P et s ol Aqpdae ¢ Freaey erdiperstam e d B el
I e wh Arceagrand [P et Cretordar
pradda = g sirtey arm . Py
fralin. v i wirta T Bk " orwlae
. V= o Yy ralar

$ER 3
PE MR | BT IEL MU WE ZESD-WAN Manager. FiEC8000VERE E It B & F #o
TCAIBBCLIABRER (CEMMEREEERTNEMARES ). FSBUTEHHIERE

interface Loopback 1000



ip address 10.0.0.244 255.255.255.255
no shut
exit
interface Loopback 2000
ip address 10.0.0.246 255.255.255.255
no shut
exit
interface Loopback 3000
ip address 10.0.0.247 255.255.255.255
no shut
exit
interface GigabitEthernetl
speed 10000
no ip dhcp client default-router distance 1
no ip address dhcp client-id GigabitEthernetl
ip unnumbered Loopbackl000
exit
interface GigabitEthernet2
speed 10000
exit
ip route 0.0.0.0 0.0.0.0 10.0.0.241 » 10.0.0.241 1IP is Loopback 1000 IP -3
ip route 10.0.0.241 255.255.255.255 GigabitEthernetl - 10.0.8.241 IP is Loopback 1000 IP -3
interface Tunnell
no shutdown
ip unnumbered Loopbackl000
ipv6 unnumbered Loopbackl000
tunnel source Loopbackl000
tunnel mode sdwan
interface Tunnel2
no shutdown
ip unnumbered Loopback2000
ipv6 unnumbered Loopback2000
tunnel source Loopback2000
tunnel mode sdwan
interface Tunnel3
no shutdown
ip unnumbered Loopback3000
ipv6 unnumbered Loopback3000
tunnel source Loopback3000
tunnel mode sdwan
sdwan
interface Loopbackl000
tunnel-interface
encapsulation ipsec weight 1
no border
color biz-internet
no last-resort-circuit
no low-bandwidth-Tink
no vbond-as-stun-server
vmanage-connection-preference 5

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all

no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd

no allow-service netconf



no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback2000
tunnel-interface
encapsulation ipsec weight 1
no border
color public-internet
no last-resort-circuit
no low-bandwidth-Tink
no vbond-as-stun-server
vmanage-connection-preference 4

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit
exit
interface Loopback3000
tunnel-interface
encapsulation ipsec weight 1
no border
color customl
no last-resort-circuit
no low-bandwidth-Tink
no vbond-as-stun-server
vmanage-connection-preference 3

port-hop

carrier default
nat-refresh-interval 5
hello-interval 1000
hello-tolerance 12

no allow-service all
no allow-service bgp
allow-service dhcp
allow-service dns
allow-service icmp
allow-service sshd

no allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https



no allow-service snmp
no allow-service bfd
exit
exit
interface GigabitEthernetl
no tunnel-interface
exit
exit
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azure-central-us-1#sh int gil

GigabitEthernetl is up, line protocol is up
Hardware 1is vNIC, address 1is 000d.3a92.e2ff (bia 000d.3a92.e2ff)
Internet address is 10.48.0.244/28
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

azure-central-us-1#sh int gi2

GigabitEthernet2 1is up, line protocol is up
Hardware 1is vNIC, address 1is 000d.3a92.ea8a (bia 000d.3a92.ea8a)
Internet address is 10.48.0.229/28
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
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