HEBRTomahawkFLightspeedF £ RyPunt3Z #2146
5 R IR K E

e
|

HFLC
8x100G2E &
12 x 100GH

xELC
AIK-20HG-FLEX-SE/TR
A99-32x100GE-X-SE/TR
A9K-8HG-FLEX-SE/TR

bt AZBE
ASRO006HIASRI0103 #4658 5 B
ASRO9223IA N M F 8
ASR9922FHASRII12E 4K

hESES S
NP E 5 38
Tomahawk. LSQFILSP#—#% B skl
HHtax T S
BABRE
PO

Fault-manager datapath port shutdown/toggles Y

N

RERNBEBRR S RIEIE H2R(ASR)9000R 5 R FHIE R A REIREEER R EHEHR

o

BREMN



SHEBEREAWT :

- MBS, BRHARESE L EERNER,
- ERTELASREIAREHEEEWBIER,

RP/0/RPO/CPUO:0Oct 28 12:46:58.459 IST: pfm_node_rp[349]: %PLATFORM-DIAGS-3-PUNT_FABRIC_DATA_PATH_FAILED
Set|online_diag_rsp[24790] | System Punt/Fabric/data Path Test(0x2000004) |failure threshold is 3,
(slot, NP) failed: (0/9/CPUO, 1) (0/9/CPUO, 3)
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« SE — RIS BHERIENL
- TR— B&EtTERIEH

A3 MBE100F K Z KMWLCEMBRA , TELAN/WAN/OTN#E—PHY CPAKIEZH{ELAN PHY
CPAKIE,

E L LCE M Tomahawk:

+ A9K-8X100G-LB-SE
+ A9K-8X100G-LB-TR
+ A9K-8X100GE-SE

+ A9K-8X100GE-TR

+ A9K-4X100GE-SE

* A9K-4X100GE-TR

+ A9K-400G-DWDM-TR
+ A9K-MOD400-SE

+ A9K-MOD400-TR

+ A9K-MOD200-SE

+ A9K-MOD200-TR

* A9K-24X10GE-1G-SE
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+ A99-8X100GE-TR
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- BEEDERNDHENEVRER K BRAEASEFEREEER(PFM)F 5| R E R,

<{froot>
RP/0/RP1/CPU0:AG2-2#

show pfm | ocati on 0/ RP1/ CPUO

node: nodeO_RPO_CPUO

CURRENT TIME: Apr 7 01:04:04 2022PFM TOTAL: 1  EMERGENCY/ALERT(E/A): 0  CRITICAL(CR): O  ERROR(ER):

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— s et it Tttt R R e e

Apr 7 00:54:52 2022|0 |PUNT_FABRIC_DATA_PATH_FAILED |ER [10042 >>ID |System Punt/Fa|0x2000004

ATHERRAPFMESNAMAENR  FHEUTHTEL

<tfroot>

show pfmlocation all

show pfmtrace |ocation all

NMREBRREFEREEEHRBRNFRER , TUEANTHT

<#root>
show pfm process nane <process_nane> | ocation <l ocation>

>>> location where the PFM alarm is observed

SiRLCLEE
EFELC

8x100G% %



Slice Based Architecture

2lge youms pajesedas

Per Slice Power Management:
PE1(admin-config)# hw-module power saving location ? slice [0-3]

L

B 7 — 8x100G LC

12 x 100G

Interlaken 2x 8x15G = 240Gbps raw BW
2x 16x 10.9375Gbps 3x Fencer ports
= 350G raw BW

CPU

_______________________________________________________________________

_______________________________________________________________________

bp to 14x115G

* No external TCAM on this card. Only 5Mb internal TCAM
* Due to limited TCAM only L3 Transport/LSR features supported

E#12°100G LC
HIELC

A9K-20HG-FLEX-SE/TR



A9K-20HG-FLEX-SE/TR (5-fabric) LC Architecture
(in 9922, 9912, 9910 & 9906) e —_——
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A9K-8HG-FLEX-SE/TR (5-fabric) LC Architecture
(in 9922, 9912, 9910 & 9906) T p—— -
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g4 -

<#root>
RP/0/RPO/CPUO:AG3_1#

show controllers np ports all location 0/0/CPUO

>>> LCO is installed in slot 2

Node: 0/0/CPUO:

NP Bridge Fia Ports

0 -- 0 TenGigEO0/0/0/0/0 - TenGigEO/0/0/0/9, TenGigE0/0/0/1/0 - TenGigE0/0/0/1/9
1 -- 1 TenGigE0/0/0/2/0 - TenGigEO/0/0/2/9, HundredGigE0/0/0/3

2 - 2 HundredGigE0/0/0/4 - HundredGigEO0/0/0/5 >>>Below is the VQI assignment
3 -- 3 HundredGigE0/0/0/6 - HundredGigEO/0/0/7

RP/0/RPO/CPUO:AG3_1#

sh controller fabric vqi assignment slot 2

slot = 2



fia_inst = 2 >>>FIA 2

VQI = 40 SPEED_100G
VQI = 41 SPEED_100G
VQI = 42 SPEED_100G
VQI = 43 SPEED_100G

VQI = 44 SPEED_100G



VQI = 45

VQI = 46
VQI = 47
VQI = 56
VQI = 57

VQI = 58

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G



VQI = 59

VQI = 60
VQI = 61
VQI = 62

VQI = 63

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G

SPEED_100G
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RIFIRM RSP LA R EIEB HFERENF ARG, S/ HE - RRHPRFRRER TR
R(TEERRERAE , EEERBVMPERBASICER ) |, UEENBRHRTMAEEL BHREK
1 R R R AP BB E KRR T R G RERE TR

FE B & B R

Egress NP congestion > - backpressure to ingress FIA >
Packet is en-queued in the dedicated VoQ -
No impact of the packet going to different egress NP =

[ One VoQ set (4 queues) ] No head-of-line-block issue

pereachiNFinihe/system Backpressure: egress NP = egress FIA >

fabric Arbiter > ingrgss FIA - VoQ

Ingress side of LC1 7 " "“~-.__Egress side of LC2
CPU ,'J, Ll t\~ L =

PHY NP2
PHY NP3 — NP3 PHY
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Fabrc Interface
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transmission across -
fabric links
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5: credit return

Fabric Interface
andV.oQ.

Local fabric interface
chip connects route
processor to fabric

Each path is
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on the generation of the
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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For the FC card each path is 55 Gbps
For the FC2 card each path is 115 Gbps
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BB AT R AT

- RIZFEINPHILC:

show logging | inc “PUNT_FABRIC_DATA_PATH”
RP/0/RP1/CPUO:0ct 28 12:46:58.459 IST: pfm_node_rp[349]: %PLATFORM-DIAGS-3-PUNT_FABRIC_DATA_PATH_FAILED

Set|online_diag_rsp[24790] | System Punt/Fabric/data Path Test(0x2000004) |failure threshold is 3, (slot,
failed: (0/9/CPUO, 1) (0/9/CPUO, 3)

BIEE2AY0/9/CPUO0 L HINP1FINP3 H IR SR8,

° EE%@%%EE ) %ﬁlkﬁfrun nslotall‘%o
. PFMER

<#froot>
RP/0/RP1/CPU0:AG2-2#

show pfm | ocati on 0/ RP1/ CPUO

node: nodeO_RP1_CPUO

CURRENT TIME: Mar 25 12:11:29 2022

PFM TOTAL: 1 EMERGENCY/ALERT(E/A): 0  CRITICAL(CR): O ERROR(CER): 1

Raised Time | S#|Fault Name | Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— s Tttt it aatat e R A ittt
Mar 25 12:03:30 2022|1 |PUNT_FABRIC_DATA_PATH_FAILED |ER |8947 |System Punt/Fa|0x2000004

RP/0/RP1/CPUO:AG2-2#

sh pfm process 8947 | ocation 0/rpl/CPUO

node: nodeO_RP1_CPUO

CURRENT TIME: Mar 25 12:12:36 2022

PFM TOTAL: 1 EMERGENCY/ALERT(E/A): 0  CRITICAL(CR): O ERROR(CER): 1
PER PROCESS TOTAL: 0 EM: 0 CR: 0 ER: 0

Device/Path[1 ]:Fabric Toopbac [0x2000003 ] State:RDY Tot: O



Device/Path[2 ]:System Punt/Fa [0x2000004 ] State:RDY Tot: 1

1 Fault Id: 432
Sev: ER
Fault Name: PUNT_FABRIC_DATA_PATH_FAILED

Raised Timestamp: Mar 25 12:03:30 2022
Clear Timestamp: Mar 25 12:07:32 2022
Changed Timestamp: Mar 25 12:07:32 2022

Resync Mismatch: FALSE

MSG: failure threshold is 3, (slot, NP) failed: (0/9/CPUO, 1) (0/9/CPUO, 3)

PHENEREE

|

. RSPO F NPO cPU |

| a :‘:x._ .

I ] b @“r:‘:‘rﬁ EEE #i
g : NP2 ~=2a2 =38
[ i

. RSP1 el WB¥ |

! /2 Way IE:

[ —————————————————————————— —

- DIAGHEREHZERPHILCZEBNERE (PHENIBERA—2E )
RPEWERTHE

online_diags <===> SPP <===> Fabric <===> NP

LC LRy B

online_diags <===> SPP <===> Punt-switch <====> NP



o LCHHINPIR[EAIE

B EREESEANPHDIAGSERIRLC CPUEAR|PuntR#H | WAENPEEZE, BRETR
EEARIMRAEE, BRI PEHMREZENPHHATR,

- DEEERE  LCBEIZE>EA> LC-NP > (fBR)
- ZENRERERR : LC-NP > Punt > online diagnostics:LC

<#root>
RP/0/RPO/CPUO:AG2-2 (admin)#
show di agnosti ¢ content |ocation <>

>>> (in cXR)

<#root>
RP/0/RPO/CPUO:AG2-2#
show di agnosti c content |ocation <>

>>> (in eXR)
A9K-8X100GE-L-SE 0/0/CPUO:

Diagnostics test suite attributes:
M/C/* - Minimal bootup Tevel test / Complete bootup level test / NA
B/0/* - Basic ondemand test / not Ondemand test / NA
P/V/* - Per port test / Per device test / NA
D/N/* - Disruptive test / Non-disruptive test / NA
S/* - Only applicable to standby unit / NA
X/* - Not a health monitoring test / NA
F/* - Fixed monitoring interval test / NA
E/* - Always enabled monitoring test / NA

A/I

Monitoring is active / Monitoring is inactive

n/a - Not applicable

Test Interval Thre- Timeout

ID Test Name Attributes (day hh:mm:ss.ms shold ms )




1) CPUCtriScratchRegister ---------- > FBRENFHFFEA 000 00:01:00.000 3 n/a

2) DBCtrlScratchRegister ----------- > FBFNFHFFFA 000 00:01:00.000 3 n/a

3) PortCtriScratchRegister --------- > FBRENFHFFEA 000 00:01:00.000 3 n/a

4) PHYScratchRegister -------------- > FBHENFFHFHFA 000 00:01:00.000 3 n/a

5) NPULoopback ------------cc—- > FRENF*HFA 000 00:01:00.000 3 n/a
<#root>

RP/0/RPO/CPUO:AG2-2#

show di agnostic result |ocation 0/0/CPU

A9K-8X100GE-L-SE 0/0/CPUO:
Overall diagnostic result: PASS

Diagnostic level at card bootup: bypass

Test results: (. = Pass, F = Fail, U = Untested)
1 ) CPUCtriScratchRegister ---------- > .
2 ) DBCtrilScratchRegister ----------- > .
3 ) PortCtrilScratchRegister --------- > .
4 ) PHYScratchRegister ------------—-—- > .
5 ) NPULoopback --------------"cu-—- > .

« A LAFEPRE I EIE Tinjected diags packetsy (JEARBERE ) , MU T E&EHIFHR

<tfroot>

admin diag start Tlocation 0/x/cpu0 test NPULoopback (cXR)

RP/0/RPO/CPUO:AG3_1#
di agnostic start location 0/0/CPUD test NPULoopback

>>> eXR

Fri May 13 06:53:00.902 EDT

<tfroot>
RP/0/RPO/CPUO:AG3_1#

show di agnostic res location 0/0/CPU test 5 detail



>>> Here there are
multiple test 1-5 (check previous examples)

Test results: (. = Pass, F = Fail, U = Untested)

5 ) NPULoopback --------------c——— > .
Error code ---———------——————- > 0 (DIAG_SUCCESS)
Total run count ------------- > 67319
Last test execution time ----> Fri May 13 06:53:01 2022
First test failure time ----- > n/a
Last test failure time ------ > n/a
Last test pass time --------- > Fri May 13 06:53:01 2022
Total failure count --------- >0
Consecutive failure count ---> 0

- MENPRAB EEZWEEDIAGHEE. :

<#froot>

RP/0/RSP1/CPUO:AG2-2#

show controllers np counters location | inc DIAG LC CPU
108 PARSE_RSP_INJ_DIAGS_CNT 25195
904 PUNT_DIAGS_RSP_ACT 12584
906 PUNT_DIAGS_RSP_STBY 12611
122 PARSE_LC_INJ_DIAGS_CNT 2618
790 DIAGS 12618
16 MDF_TX_LC_CPU 3998218312

[elNeNeloNe]

937

>>>
>>>
>>>
>>>
>>>

>>>

total DIAG packets injected by Active
Loopbacks to Active RP

Loopbacks to Stdby R

total DIAG packets injected by LC
total DIAG packets replied back to LC

a packet punted to LC CPU

PARSE_RSP_INJ_DIAGS_CNT should match (PUNT_DIAGS_RSP_ACT + PUNT_DIAGS_RSP_STDBY)

PARSE_LC_INJ_DIAGS_CNT should match DIAGS

PARSE_XX_INJ_DIAGS_CNT should increment periodically.

- RERESTRE(SPP)REEEFEIE/EKDIAGHE :

show spp sid stats location | inc DIAG



2. DIAG 35430
2. DIAG 35430

iE L EDIAGFH EEM R ANEE, ©MELC LR AT ATE AR E,
» debug punt-inject 12-packets diag np 0 location 0/9/CPUO
R B : SPPIEEEEMIZERVFI A0xdeERTNZEER .

LC/0/1/CPUO:Jun 6 04:14:05.581 : spp[89]: Sent DIAG packet. NP:0 Slot:0 Seq:0x4e

LC/0/1/CPUO:Jun 6 04:14:05.584 : spp[89]: Rcvd DIAG packet. NP:0 Slot:0 Seq:0x4e

- RENIETPREFEAERER

<tfroot>

show drops all |ocation

show drops all ongoing | ocation

- REBMIEHEE (HEcXRF )

SO E S AEAREER/ZERRELAENTRNEEE., HERBE T AESPPHERTER
=2 dn

<#root>

adm n debug di agnostic engi neer |ocation

adm n debug di agnostic error |ocation



W? ﬁA np admin undebug all’%lf/{ LE_‘J:;{E%O

debughy i =51

RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: Slot 1 has 4 NPs >>> Sending DIAG
messages to NPs on slot 1

RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 0, sfp=0xc6
RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 1, sfp=Oxde
RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 2, sfp=0xf6
RP/0/RSPO/CPUO:Mar 25 05:43:43.384 EST: online_diag_rsp[349]: PuntFabricDataPath: sending
a pak (seq 25), destination physical slot 1 (card type 0x3d02aa), NP 3, sfp=0x1lOe

RP/0/RSPO/CPUO:Mar 25 05:43:43.888 EST: online_diag_rsp[349]: PuntFabricDataPath:
Time took to receive 22 pkts: 503922888 nsec, timeout value: 500000000 nsec
RP/0/RSPO/CPUO:Mar 25 05:43:43.888 EST: online_diag_rsp[349]: PuntFabricDataPath:
Received 22 packets, expected 24 => Some replies missed



RP/0/RSPO/CPUO:Mar
Got a packet from
RP/0/RSPO/CPUO:Mar

a packet, seq. no.:
25 05:43:43.888 EST:

RP/0/RSPO/CPUO:Mar
Got a packet from
RP/0/RSPO/CPUO:Mar

a packet, seq. no.:
25 05:43:43.888 EST:

RP/0/RSPO/CPUO:Mar
Got a packet from

25 05:43:43.888 EST:

physical slot 1, np

25 05:43:43.888 EST:

25

physical slot 1, np

25 05:43:43.888 EST:

25

physical slot 3, np

0

2

0

online_diag_rsp[349]: PuntFabricDataPath:

online_diag_rsp[349]: Successfully verified

online_diag_rsp[349]: PuntFabricDataPath:
<= Replies from NP1 and NP3 missing

online_diag_rsp[349]: Successfully verified

online_diag_rsp[349]: PuntFabricDataPath:

<{froot>
RP/0/RP1/CPU0Q:AG2-2#

show di agnostic trace |ocation 0/rpl/ CPUO

Fri Mar 25 12:16:40.866 IST
1765 wrapping entries (3136 possible, 2048 allocated, 0 filtered, 3503120 total)

Mar 16 02:40:21.641 diags/online/gold_error 0/RP1/CPUO t7356 Failed to get ack: got O responses,
expected 1

Mar 16 02:40:36.490 diags/online/message 0/RP1/CPUO t8947 My nodeid 0x120,
board type = 0x100327

rack# is 0, slot# 1,
Mar 16 02:40:36.948 diags/online/message 0/RP1/CPUO t8947 dev cnt=25, path cnt=3, shm Toc for
dev alarms@0x7fd4fObec000, path alarms@0x7fd4f0becOlc, path alarm data@Ox7fd4f0Obec028

Mar 16 02:40:37.022 diags/online/message 0/RP1/CPUO t8947 Last rpfo time: 1647378637

Mar 24 06:03:27.479 diags/online/error 0/RP1/CPUO 2105# t9057 PuntFabricDataPath test error:
physical slot 11(LC# 9): expected np mask: 0x0000000f, actual: 0x0000000b, failed: 0x00000004

Mar 24 06:03:27.479 diags/online/error 0/RP1/CPUO 634# t9057 PuntFabricDataPath test failure detected,
detail in the form of (0-based) (slot, NP: count): (LC9,2: 13)

RS 18

- RIWEMEETRR (REMERXRE, HAEH. EXZNEBEOHE )

<#root>

show controllers fabric health |ocation <>



- BRERERMRR

<{froot>

show control lers fabric health spine al

- IREMMPEFCEK(OBFL) ( EFEAR , WA LIEMALLTIEE ) -

<tfroot>

admin

sysadmin-vm:0_RPO#

show | oggi ng onboard fabric |ocation 0/0

. MEWMALC FIALMI X HAEFEET 85T -

<#root>

show controllers fabric fia errors ingress |ocation <>

show controllers fabric fia stats |ocation

o B ALCHEES ( T EAMRTridentFSIP-700 ) :

<tfroot>

show controllers fabric crossbar statistics instance [0-1] |ocation <>

« WHLCHUES ( FEARTridentMSIP-700 )

<{froot>

show controllers fabric crossbar statistics instance [0-1] |ocation <>



« BWHLC FIA:

<{froot>

show control lers fabric fia errors egress |ocation <>

show controllers fabric fia stats |ocation

- ERMRETEA

<tfroot>

show control lers fabric crossbar statistics instance [0-1] spine [0-6]

- RERMQIEEESE :
- B ALC FIA:

<#froot>

show controllers fabric fia drops ingress |location <>

« BHLC FIA:

<#root>

show controllers fabric fia drops egress location <>

« ASICEEES :
LSP:

<tfroot>

show controllers fabric crossbar asic-errors instance 0 | ocation<>

show asic-errors fia <> all |ocation <>



B

<{froot>

show asic-errors fia <> all |ocation <>

<#root>

RP/0/RPO/CPUO:AG3_1#

show controllers np fabric-counters all npO |ocation 0/0/CPUO

Node: 0/0/CPUO:

Egress fabric-to-bridge interface 2 counters for NP 0

INTERLAKEN_CNT_TX_BYTES 0x000073fc
INTERLAKEN_CNT_TX_FRM_GOOD 0x000000ae
INTERLAKEN_CNT_TX_FRM_BAD 0x00000000

need to check if it is incremented

Egress fabric-to-bridge interface 3 counters for NP 0

INTERLAKEN_CNT_TX_BYTES 0x0004abdd
INTERLAKEN_CNT_TX_FRM_GOOD 0x000005b8
INTERLAKEN_CNT_TX_FRM_BAD 0x00000000

Ingress fabric-to-bridge interface 2 counters for NP 0

INTERLAKEN_CNT_RX_BYTES 0x0004aeb5
INTERLAKEN_CNT_RX_FRM_GOOD 0x0000058e
INTERLAKEN_CNT_RX_FRM_BAD 0x00000000
INTERLAKEN_CNT_RX_BURST_CRC32_ERROR 0x00000000
INTERLAKEN_CNT_RX_BURST_CRC24_ERROR 0x00000000
INTERLAKEN_CNT_RX_BURST_SIZE_ERROR 0x00000000

Ingress fabric-to-bridge interface 3 counters for NP 0

23b6d99b

a79d6612

00000000

fe02068d

089aac95

00000000

a4b9dbbe

b7b91c15

00000000

00000000

00000000

00000000

>>> this is 0 which is good,



INTERLAKEN_CNT_RX_BYTES 0x000094ce b8783f95

INTERLAKEN_CNT_RX_FRM_GOOD 0x000000f5 33cf9ed?7
INTERLAKEN_CNT_RX_FRM_BAD 0x00000000 00000000
INTERLAKEN_CNT_RX_BURST_CRC32_ERROR 0x00000000 00000000
INTERLAKEN_CNT_RX_BURST_CRC24_ERROR 0x00000000 00000000
INTERLAKEN_CNT_RX_BURST_SIZE_ERROR 0x00000000 00000000

- ERFEFIANVEEIRMEE

show controllers fabric fia link-status location

<#root>
RP/0/RPO/CPUO:AG3_1#

show controllers fabric fia link-status | ocation 0/0/CPUD

FhRwdwdks FTA-Q #*#Fddddids

Category: 1ink-0

spaui 1ink-0 Up >>> FIA to NP 1ink
spaui link-1 Up >>> FIA to NP 1ink
arb 1ink-0 Up >>> Arbitor 1ink

xbar 1ink-0 Up >>> FIA to XBAR 1ink
xbar Tink-1 Up >>> FIA to XBAR 1ink
xbar 1ink-2 Up >>> FIA to XBAR 1ink

- BEBEXBARKEGREE :

<tfroot>
RP/0/RPO/CPUO:AG3_1#

show controllers fabric crossbar |ink-status instance 0 | o 0/ 0/ CPUO

Mon May 2 04:05:06.161 EDT

PORT Remote Slot Remote Inst Logical ID Status




00 0/0/CPUO 01 2 Up

01 0/FC3 01 0 Up
02 0/FC3 00 0 Up
03 0/FC4 01 0 Up
04 0/FC2 01 0 Up
05 0/FC4 00 0 Up
06 0/FC2 00 0 Up
07 0/FC1 01 0 Up
10 0/FC1 00 0 Up
14 0/FCO 01 0 Up
15 0/FCO 00 0 Up
16 0/0/CPUO 02 0 Up
18 0/0/CPUO 02 2 Up
19 0/0/CPUO 02 1 Up
20 0/0/CPUO 03 2 Up
21 0/0/CPUO 03 1 Up
22 0/0/CPUO 03 0 Up
23 0/0/CPUO 00 2 Up
24 0/0/CPUO 00 1 Up
25 0/0/CPUO 00 0 Up
26 0/0/CPUO 01 0 Up
27 0/0/CPUO 01 1 Up

WMRELSPFAHABERIILTHRE

LC/0/3/CPUO:Jul 5 13:05:53.365 IST: fab_xbar[172]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
sfe[1]: An interface-err error has occurred causing packet drop transient.
ibbRegl7.1ibbExceptionHier.ibbRegl7.ibbExceptionLeaf0.intIpcFncOUcDataErr Threshold has been exceeded

L ER Y1728 Bh A5 F 65 55 33 B B #F show controllersfabric crossbar link-statusinstance 1 1o 0/3/CPUOE :

HEES



<ffroot>

show pl at form

show i nvent ory

show tech fabric

show tech np

show tech ethernet interface

show | oggi ng

show pfm |l ocation all

show pfmtrace | ocation <location id>

show controllers pmvqgi |ocation all

show hw nodul e fpd | ocation all (cxr) / admn show hw nodul e fpd (exr)

show control lers fti trace <process-name> |ocation <Card |ocation>

adm n show tech obfl

Cxr:
From Admin:

show | oggi ng onboard conmon | ocation <>

show | oggi ng onboard error |ocation <>

Exr:
From sysadmin/calvados:

show | oggi ng onboard fabric |ocation <>



« WRFIARTFEEASICERE :
HHALS:

<{froot>

show controllers asic LS-FlIA instance <instance> bl ock <bl ock_name> regi ster-nanme <regi ster_nanme> | ocat

¥ ALSP:

<tfroot>

show control l ers asic LSP-FIA instance <instance> bl ock <bl ock_nanme> regi ster-nane <regi ster_nane> | ocat

MRBEVERN TR -

LC/0/9/CPUO:Mar 1 05:12:25.474 IST: fialc[137]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
fia[3]: A Tlink-err error has occurred causing performance loss persistent.
fnc2serdesRegl.fnc2serdesExceptionHier.fnc2serdesRegl. fnc2serdesExceptionLeaf0.
iNTprbsErrTxphyrdydroppedé Threshold has been exceeded

. fITERFIA ASICHYBIE mER. E®R "3, block_namef "fnc2serdesReg1
, register_name® 'fnc2serdesExceptionLeaf0

- WMRLC/RSP XBAR L HEASICHHER :

<tfroot>

show control l ers asic SKB-XBAR i nstance <instance> bl ock-nane <bl ock_nanme> regi ster-nane <regi ster_nane:

MRBEVERN TR -

LC/0/7/CPUO:Mar 4 06:42:01.241 IST: fab_xbar[213]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
sfe[0]: An interface-err error has occurred causing packet drop transient.
ibbRegll.ibbExceptionHier.ibbRegll.ibbExceptionLeaf0.intIpcFnclUcDataErr Threshold has been exceeded

{51 R SFE/XBAR ASICHRIRAIITE, E#E , "0" block_name"ibbReg11", register_nameZ
"ibbExceptionLeaf0",



o MBEFC XBARLIEASICEESS -

<{froot>

show control | ers asic FC2- SKB- XBAR i nstance <i nstance> bl ock-nanme <bl ock_nanme> regi ster-nanme <register _r

MRHERERNT AR -

RP/0/RP0O/CPUO:Mar 4 06:41:14.398 IST: fab_xbar_sp3[156]: %PLATFORM-CIH-3-ASIC_ERROR_SPECIAL_HANDLE_THR
fc3xbar[1]: A link-err error has occurred causing packet drop transient.
cfTRegl7.cf1ExceptionHier.cf1Regl7.cflExceptionLeaf4.intCf1Pall1RxAlignErrPktRcvd Threshold has been e

FBEEASICR "FC3-SKB-XBAR. f5I1ER2SFE/XBAR ASICHV#RER. ERE "1, , MEHKE ’
fc3xbar[1]s block_name= "cflReg17. , register_name® 'cflExceptionLeaf4 o

gl

<#froot>
RP/0/RSPO/CPUO: AG2-10#

sh logging | i ASIC

RP/0/RSPO/CPUO:May 11 20:48:57.658 IST: fab_xbar[184]: %PLATFORM-CIH-5-ASIC_ERROR_THRESHOLD :
sfe[0]: An interface-err error has occurred causing packet drop transient.
ibbRegl3.ibbExceptionHier.ibbRegl3.ibbExceptionLeaf0.intIpcFncOUcDataErr Threshold has been exceeded

RP/0/RSPO/CPUO: AG2-10#

sh controllers fabric crossbar |ink-status instance 0 | ocation 0/rsp0/CPUO

PORT Remote STot Remote Inst Logical ID Status

04 0/0/CPUO 00 1 Up
06 0/0/CPUO 00 0 Up
08 0/7/CPUO 00 1 Up

10 0/7/CPUO 00 0 Up



24 0/2/CPUO 00 0 Up

26 0/2/CPUO 00 1 Up
>>> ibbRegl3 >> 13%2 = 26 SO IT IS POINTING TO LC2 - IN THIS CASE YOU CAN DO OIR TO RECOVER THE ASIC E

40 0/RSP0/CPUO 00 0 Up

RP/0/RSPO/CPUO: AG2-10#

show control l ers asic SKB-XBAR i nstance 0 bl ock-nane i bbRegl3 regi ster-nane i bbExcepti onLeafO |ocation (

address  name value

0x00050d080 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_intlStat 0x00000000 (4 bytes)
address  name value

0x00050d084 SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_intlStatRwls 0x00000000 (4 bytes)
address  name value

0x00050d088 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_intlEnable Oxfffffffb (4 bytes)
address  name value

0x00050d08c SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_intlFirst 0x00000000 (4 bytes)
address  name value

0x00050d090 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_int2Stat 0x00000c50 (4 bytes)
address  name value

0x00050d094 SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_int2StatRwls 0x00000c50 (4 bytes)
address  name value

0x00050d098 SkyboTltRegisters_ibbRegl3_ibbExceptionLeafO_int2Enable 0x00000000 (4 bytes)
address  name value

0x00050d09c SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_int2First 0x00000000 (4 bytes)
address  name value

0x00050d0a0 SkyboTltRegisters_ibbRegl3_ibbExceptionLeaf0_haltEnable 0x00000000 (4 bytes)
address  name value

0x00050d0a4 SkyboltRegisters_ibbRegl3_ibbExceptionLeaf0_fault 0x00000000 (4 bytes)
address  name value

0x00050d0a8 SkyboltRegisters_ibbRegl3_ibbExceptionLeafO_intMulti 0x00000840 (4 bytes)
address  name value

0x00050d0ac SkyboTltRegisters_ibbRegl3_ibbExceptionLeaf0_leaf 0x00000000 (4 bytes)

RP/0/RSPO/CPUO:AG2-10#



HEHE D 18

BEREERHMRE

<#root>

RP/0/RSP0O/CPUO:AG2-10#

sho controllers fabric arbiter |ink-status |ocation 0/1/%

Port Remote Slot Remote Elem Remote Inst Status
00 0/1/CPUO FIA 0 Up
01 0/1/CPUO FIA 1 Up
24 0/RSP0O/CPUO ARB 0 Up
25 0/RSP1/CPUO ARB 0 Up
EREVQIT A :

<#root>

RP/0/RPO/CPUO:AG3_1#

sh controllers fabric vqgi assignnent al

Current mode: Highbandwidth mode - 2K VQIs

Node Number of VQIs
0/0/CPUO 80
0/1/CPUO 40
0/2/CPUO 48
0/3/CPUO 80
0/5/CPUO 80
0/7/CPUO 80

0/12/CPUO 64



RP*/RSP* 8
In Use = 480

Available = 1568

BESEAEVQIRNEE

<{froot>
RP/0/RPO/CPU0:AG3_1#

sh control ler fabric vgi assignment slot 7

Thu May 12 07:58:59.897 EDT
slot = 7

fia_inst = 0

VQI = 400 SPEED_100G
VQI = 401 SPEED_100G
VQI = 402 SPEED_100G
VQI = 403 SPEED_100G
VQI = 404 SPEED_100G
VQI = 405 SPEED_100G
VQI = 406 SPEED_100G
slot = 7

fia_inst = 1

VQI = 416 SPEED_40G
VQI = 417 SPEED_40G
VQI = 418 SPEED_40G
VQI = 419 SPEED_40G
VQI = 420 SPEED_100G

MREERIIFALEEMERNER  FREUTHER
BEVQIFTHEKIIRE



<ffroot>
RP/0/RPO/CPUO:AG3_1#

show control lers fabric fia g-depth |l ocation 0/0/CPU0

Thu May 12 08:00:42.186 EDT
Tk FTA-(Q FRkEkwk

Category: g_stats_a-0

Voq ddr pri Cellecnt  STot_FIA_NP
28 0 2 2 LCo_1_.1
Trwrksdkak FTA-( FRkEkwk

Category: g_stats_b-0

Voq ddr pri Cellecnt  STot_FIA_NP
skt FTA—] Fdde s

Category: g_stats_a-1

Voq ddr pri Cellecnt  STot_FIA_NP
7 0 2 12342 LCO_0_0
>>> Here Packet count is high so we need to check for LCO FIAO NPO (egress) is there any congestion
or any other issue in LCO FIAO or NPO

Here Pri = 2 is the default queue (BE) , Pri = 0 is P1 (Voice, real time) queue, Pri =1 is P2

97 0 2 23 LC1_0_0

<ffroot>
RP/0/RPO/CPU0:AG3_1#

show controllers fabric vqgi assignnent slot 02

slot = 2

fia_inst = 0

VQI = 0 SPEED_10G
VQI = 1 SPEED_10G
VQI = 2 SPEED_10G
VQI = 3 SPEED_10G
VQI = 4 SPEED_10G



VQI = 5 SPEED_10G
VQI = 6 SPEED_10G
VQI = 7 SPEED_10G
VQIFV RS BREFAHEEA -
<{froot>

RP/0/RPO/CPUO:AG3_1#

show control l ers pmvgi |ocation 0/0/CPUD

PTatform-manager VQI Assignment Information

Interface Name | ifh Value | VQI | NP#
TenGigEO_0_0_0_1 | 0x4000680 | 1 | 0
TenGigEO0_0_0_0_2 | 0x40006c0 | 2 | 0
TenGigEO0_0_0_0_3 | 0x4000700 | 3 0
TenGigEO_0_0_0_4 | 0x4000740 | 4 | 0
TenGigEO_0_0_0_5 | 0x4000780 | 5 0
TenGigEO_0_0_0_6 | 0x40007cO | 6 | 0
TenGigEO_0_0_0_7 | 0x4000800 | 7 | 0

<#root>

RP/0/RPO/CPUO:AG3_1#

show controllers pminterface tenG gE 0/0/0/0/7

Ifname(1): TenGigE0_0_0_0_7, 1ifh: 0x4000800 :
iftype Oxle

egress_uidb_index 0x12, 0x0, 0x0, 0xO0
ingress_uidb_index 0x12, 0x0, 0x0, 0xO0
port_num 0x0

subsTot_num 0x0



ifsubinst
ifsubinst port
phy_port_num
channel_id
channel_map
Tlag_id

virtual_port_id

switch_fabric_port

in_tm_qgid_fid0
in_tm_qgid_fidl
in_qos_drop_base
out_tm_qid_fidO0
out_tm_qgid_fidl

np_port

St

H;U;Eég:

<#froot>

Show tech fabric

Show tech np

0x0

0x7

0x7

0x0

0x0

Ox7e

Oxa

>>> VQI matching for the ports

0x38001e

0x0

0xa69400

0x1fe002

OXFFFFFFFF

0xd3

show controllers pmtrace ?

async Platform
creation Platform
error Platform
information Platform
init Platform
other Platform
stats Platform

manager

manager

manager

manager

manager

manager

manager

async trace

interface creation/deletion trace
error trace

information trace

init trace

common trace

stats trace



NP & 2 58
NPE S B

<#root>
RP/0/RPO/CPUO:AG3_1#

show controller np load all |ocation 0/0/CPUO

Node: 0/0/CPUO:

Load Packet Rate
NPO: 2% utilization 3095766 pps
NP1l: 3% utilization 5335675 pps
NP2: 0% utilization 498 pps
NP3: 0% utilization 1117 pps

B¥ER

<tfroot>
RP/0/RPO/CPUQ:AG3_1#

show controllers np ports all |ocation 0/0/CPUO

Node: 0/0/CPUO:

NP Bridge Fia Ports

0 -- 0 TenGigEO/0/0/0/0 - TenGigEO/0/0/0/9, TenGigE0/0/0/1/0 - TenGigEO/0/0/1/9
1 -- 1 TenGigE0/0/0/2/0 - TenGigEO0/0/0/2/9, HundredGigE0/0/0/3

2 - 2 HundredGigEO0/0/0/4 - HundredGigEO0/0/0/5

3 - 3 HundredGigE0/0/0/6 - HundredGigEO/0/0/7



<{froot>

sysadmin-vm:0_RPO#

show controller switch statistics |ocation 0/LCO/LC SW

Thu May 12 12:32:37.160 UTC+00:00

Rack

Card Switch Rack Serial Number

Phys

State

State

Changes

Tx Packets

Rx Packets

16

17

18

19

32

33

Up
Up
Up
Up
Up
Up
Up
Up
Up

Up

3950184361

0

1319787462

3374323096

2245174606

0

65977

0

128588820

0

show asic-error np <> all loc <>
interface flaps/ Execute 3-4 times to verify the drops increment

show controller np fast-drop <> loc <>

3977756349

0

209249871

1819796660

1089972811

0

16543963

0

3904804720

0

>>> Ignore

Tx Rx

Drops/ Drops/

Errors Errors Connects To
0 0 NPO

0 0 NPO

0 0 LC CPU NO PO
0 0 LC CPU NO P1
0 0 NP1

0 0 NP1

0 0 NP2

0 0 NP2

0 0 NP3

0 0 NP3

the macwrap errors as they are seen for every

>>> Execute 3-4 times to verify the drops increment



<tfroot>
RP/0/RPO/CPUO:AG3_1#

show controller np fast-drop npO |ocation 0/0/ CPUD

Thu May 12 10:13:22.981 EDT
Node: 0/0/CPUO:

A1l fast drop counters for NP O:
TenGigE0/0/0/1/0-TenGigEQ/0/0/1/9:[Priorityl] 0
TenGigE0/0/0/1/0-TenGigEQ/0/0/1/9:[Priority2] 0
TenGigE0/0/0/1/0-TenGigEQ/0/0/1/9:[Priority3] 0
TenGigE0/0/0/0/0-TenGigEQ/0/0/0/9:[Priorityl] 0
TenGigE0/0/0/0/0-TenGigEQ/0/0/0/9:[Priority2] 0

TenGigE0/0/0/0/0-TenGigEQ/0/0/0/9:[Priority3] 0

<#froot>

show controll ers np punt-path-counters all HOST-1F-0 np<> | ocation <>

[Check for IF_CNT_RX_FRM & IF_CNT_TX_FRM] >>> To check if diagnostic packets make it to the LC NP
Host CPU network port

<#root>
show asic-error np <> all loc <>

>>> Ignore the macwrap errors as they are seen for every interface flap

<tfroot>
RP/0/RPO/CPUO:AG3_1#

sho asic-errors np 0 all |ocation 0/5/ CPUO

* 0_5_CPUO



ORORONORORONORORONON
RORONORORONORORONON
*
ORORONORORORORONON
ORORONORORORORONON
*
ORORONORORORORONON
ORORONORORORORONON
*
ORORONORORORORONON
ORORONORORORORONON
*
ORORONORORORORONON

ASR, ASR9K
Name

Leaf ID

Error count

Lightspeed 20%100GE SE LC, 0/5/CPUO, npul0O]

mphmacwrapRegl.mphmacwrapExceptionLeaf4.

0x2023e082

1

Last clearing : Thu Apr 7 11:41:47 2022

Last N errors 1

. e e e e e e e e OO R OROROROROORORONOS e oo e e [ORORORORONN
FTeddehdedhdehNdeh Nl Rl Nl el fdhddhddhdd Sl dhNdhNdk
Single Bit Errors
. oo e e e e e e e OO R OROROROROORORONOS e oo e e [ORORORORONN
R R R R o R Ak S Tk Sk kb e S S R o A o o A ok R ok R T o A o R R
Multiple Bit Errors
FTeddehdedhdeh NVl Nl Nl el ddhddhddhddhdddddh Rl Ndk
FTeddehded RSNVl Nl Nl Fdhfdhddhddhdd Sl dhNdhNdk
Parity Errors
. et e e e e e e e OO R ORORROROROORORONOS e e e e [OROORORON
FTeddehded RSl Ndeh Nl Rl Nl fdhfdhddhddhdd S dddh Nl Ndk
Generic Errors
FTeddehded RSNVl Rdh Nl fdhfdhddhddhddhdd A dh Nl Ndk

mphWrapIrqUmacIpInt82

First N errors.

@Time, Error-Data

<{froot>

show control ler np fast-drop <> loc <>

>>> Execute 3-4 times to verify the drops increment

<ffroot>

RP/0/RPO/CPUO:AG3_1#

show controller np fast-drop npO |ocation 0/5/ CPUO



Thu May 12 10:13:28.321 EDT

Node: 0/5/CPUO:

A1l fast drop counters for NP O:

HundredGigEO_5_0_0[Crit] 0
HundredGigEO_5_0_0[HP] 0
HundredGigEO_5_0_0[LP2] 0
HundredGigEO_5_0_0[LP1] 0
HundredGigEO_5_0_0[Crit+HP_OOR] 0
HundredGigEO_5_0_O[LP2+LP1_0OO0R] 0
HundredGigEO_5_0_1[Crit] 0
HundredGigEO_5_0_1[HP] 0
HundredGigEO_5_0_1[LP2] 0
HundredGigEO_5_0_1[LP1] 0
HundredGigEO_5_0_1[Crit+HP_OOR] 0
=+

AR EREEERN

<#root>
sysadmin-vm:0_RPO#
show controller switch statistics |ocation 0/LC5/LC SW

>>> Execute 3-4
times to verify the errors increment

Rack Card Switch Rack Serial Number

Tx Rx
Phys State Drops/ Drops/

Port State Changes Tx Packets Rx Packets Errors Errors Connects To

0 Up 4 1456694749 329318054 O 4 CPU -- EOBC



1 Up 21 23 CPU -- flexE
2 Up 1063966999 87683758 CPU -- PUNT

3 Up 885103800 3021484524 CPU -- BFD

4 Up 329319167 1456700372 RPO

5 Up 0 0 RP1

6 Up 11887785 2256 IPU O

7 Up 0 1086 IPU 1

9 Up 74028034 3025657779 NPO

10 Up 5 0 NPO

11 Down 0 0 PHYO -- flexE
12 Up 264928 264929 NP1

13 Up 5 0 NP1

14 Down 0 0 PHY1 -- flexE
15 Up 1516538834 1159586563 NP2

BEEWE -

<#root>

show tech np

show tech fabric

show asic-errors fia trace all |ocation <>

- 7£eXRH , WEnp_datalog:

<tfroot>
RP/0/RPO/CPUQ:AG3_1#

run chvrf 0 ssh | c0_xr

LC : [one time capturel]

show_np -e <> -d npdatalog [<> should be the affected NP]



Path where NP datalogs is saved : /misc/scratch/np/NPdatalog_0_0_CPUO_npO_prm__20220512-105332.txt.gz
LC : 5 to 10 times

show_np -e <> -d pipeline [<> should be the affected NP]

« HHALSP LAINP Init¥fE :

<{froot>
RP/0/RPO/CPU0:AG2-2#

show controllers np ports all location 0/6/ CPUO

Node: 0/6/CPUO:

NP Bridge Fia Ports
0 -- 0 HundredGigE0/6/0/0 - HundredGigEO/6/0/31 --
1 -- 1 HundredGigE0/6/0/4 - HundredGigEO/6/0/7

NP2 is down. >>>>>>>>> NP Down/Init Failure

3 -- 3 HundredGige0/6/0/12 - HundredGigEO0/6/0/154 --
4 -- 4 HundredGigE0/6/0/16 - HundredGigEO/6/0/19
B AR .

LC/0/6/CPUO:Mar 23 02:53:56.175 IST: npu_server_lsp[138]: %PLATFORM-LDA-3-INIT_FAIL :
Failed to initialize lda_bb_np_reset_process 13795 inst O0x2 LC INIT: Failed in NP HAL
Reset np (0x00000001 - Operation not permitted) : npu_server_lsp : (PID=4597)

-Traceback= 7fea2d5cd9f6 7fea2d7d5816 7fea2l465efa 7fea2l465fc2 7fead42adObed 55a9dbd66031
7fead5elc855 7feadSelcc2b 7fea2624d526 7fea3571b96a 7fead4d6e4831 55a9dbd691e9

LC/0/6/CPUO:Mar 23 02:53:56.185 IST: npu_server_lsp[138]: %PLATFORM-NP-4-INIT_DEBUG_MSG :
LDA NP2 Reset failed!! Check for a downlevel IPU version.

HEUREE -

l;—ﬂ-

<ffroot>

show t ech-support ethernet interfaces



show t ech-support ethernet controllers
show t ech-support np
show t ech- support fpd

adm n show tech-support ctrace
(in eXR)

show tech fabric
show asic-errors fia trace all location <>

show | oggi ng

gat her

(in eXR)
RP/0/RPO/CPUO:AG3_1#
adm n
sysadmin-vm:0_RPO#
[sysadmin-vm:0_RP0O:~]$
bash -1
[sysadmin-vm:0_RP0O:~]$

gat her

File will be generated and will get saved in rpO_xr:/misc/diskl

Tomahawk. LSQFILSPRY—#% B EE

<ffroot>

show pl at f orm

show i nventory



show tech fabric

show tech np

show tech ethernet interface

show | oggi ng

show pfm | ocation all

show pfmtrace | ocation <location id>
sh pfm process <> | ocation <>

show controllers pmvgi |ocation al
show hw nodul e fpd | ocation al
(cxr)

/ admi n show hw nodul e fpd

(exr)

show controllers fti trace <process-nane> | ocation <card | ocation>

Cxr:
From admin:

show | oggi ng onboard conmmon | ocation <>

show | oggi ng onboard error |ocation <>

Exr:
From sysadmin/calvados:

show | oggi ng onboard fabric |ocation <>"

®RERBRNER

5

5
i




NPI#41L % B LC/0/0/CPUO:Sep 29 00:41:13.171 IST:pfm_node_Ic[304]:%PLAT
1-

NP_INIT_FAIL_NO_RESET:Set|prm_server ty[168018]|0x10080(
NP initialization failure , T EEZEFBRALZEF.

LC/0/8/CPU0:5 829 H 18:29:09.836 IST:pfm_node_Ic[301]:%FAB
ASICEa i fE — #{UECCERR ASIC_FATAL_FAULT:Set|fialc[159811]|0x108a000|3Z 45 f&E 1\ [
ASICOE FI Bk #rkfE0x1 - DDR DOUBLE ECC#t:5

‘RP/0/RSP1/CPUO:Apr 17 12:22:10.690
SERDES#%38 IST:pfm_node_rp[378]:%PLATFORM-CROSSBAR-1-
SERDES_ERROR_LNKO :Set|fab_xbar[209006]|0x101702f|XBAF

LC/0/3/CPUO:Apr 10 18:55:03.213 IST:pfm_node_Ic[304]:%FABF
DATA_NB_SERDES_1_FAIL_0 :FIA 1_E#YSet|fialc[168004]|0x10:

NB Serdes Link 1#{[&
DATA_NB_SERDES_1 FAIL O
RP/0/RSPO/CPUO:Apr 10 18:55:13.043 IST:FABMGR[227]:%PL~
FABMGR-2-FABRIC_INTERNAL_FAULT:0/3/CPUOQ ( 1&#&3 ) i&3

HE, THEARE,




ASIC INIT#5ER

.LC/0/6/CPUO:Jul 17 00:01:40.738 2019:pfm_node_Ic[301]:%FAE
ASIC_INIT_ERROR:ZEFIAfITEO_L #3813 Set|fialc[168003]|0x108:
INITEEER

FIA ASICEE 3R

(TS_NILINTR_LCL_TIMER_EXPIRED)

LC/0/19/CPUO:Mar 8 04:52:29.020 IST:pfm_node_Ic[301]:%FABF
FATAL_INTERRUPT_ERROR:FIA 3 L HSET|fialc[172098]|0x10&
E#RPE : TS_NLLINTR_LCL_TIMER_EXPIRED

LC/0/4/CPUO0:Jul 6 04:06:49.259 IST:prm_server_ty[318]:%PLATI

NP1R% & & (Tomahawk) 3-ECC :prm_ser_check: EENPHIEREE , ERIIENP 1 L E
o ﬁ%ﬁ%ﬁ—iﬂ'ﬂﬁE?ﬁ'flﬁo
LC/0/6/CPUO0:Jan 27 20:38:08.011 IST:prm_server_to[315]:%PLA
NPHFERBLCEFH &R A NP-0-LC_RELOAD:NP3E—/NiGAHEIT TIXRIEEE , BEINP

NMLCEBEHRE

LC_NP_LOOPBACK_FAILED

LC/0/1/CPUO0:Jul 26 17:29:06.146 IST:pfm_node_Ic[304]:%PLATI
DIAGS-0-LC_NP_LOOPBACK_FAILED_TX_PATH
:Set|online_diag_Ic[168022]|#%FNPUIR EIAIE(0x2000006) | H 2% 1
0x1o

FABRIC-FIA-1-
SUSTAINED_CRC_ERR

LC/0/5/CPUO:Mar 6 05:47:34.748 I1ST:pfm_node_Ic[303]:%FABRI
SUSTAINED_CRC_ERR:Set|fialc[168004]|0x103d000|Fabric inte
0fF#£CRCHH R




FAB ARB XIF1§&

-LC/0/6/CPUO:Jan 25 19:31:22.787 IST:pfm_node_Ic[302]: % PLA
FABARBITER-1-
RX_LINK_ERR:Clear|fab_arb[163918]|0x1001001|LIT_XIF1_K_C

LC/0/6/CPUO0:Jan 25 19:31:22.787 IST:pfm_node_Ic[302]:%PLAT
FABARBITER-1-
SYNC_ERR:Clear|fab_arb[163918]|0x1001001|LIT_XIF1_LOSS_

LC/0/6/CPUO0:Jan 25 19:33:23.010 IST:pfm_node_Ic[302]:%PLAT
FABARBITER-1-
RX_LINK_ERR:Set|fab_arb[163918]|0x1001001|LIT_XIF1_DISP_

FPOE_read_write$s

xbarés 2 iR ¥ (show tech fabric)

3H25H00:14:03.497 sm15/error.log_fab_xbar 0/7/CPUO0 t4812

/sm15_board_spec.c:90: ( #5532 ) sm15_tom_get_ha_status: E&i?
lda_get_active(SUP))

3HA25H00:14:04.893 sm15/error.log_fab_xbar 0/7/CPUO t4812

/sm15_config.c:917: ( #8582 ) sm15_port_setup_auto_spread:asic:

error , rc:0x0

3HA25H00:14:31.935 sm15/error.log_fab_xbar 0/7/CPUO t4812

/sm15_regio.c:686: ( #6582 ) sm15_pcie_read_fpoe:write_fpoe_be
: 5 fpoe:2722 data:0x6271268

3H25H00:14:31.935 sm15/error.log_fab_xbar 0/7/CPUOQ t4812

/sm15_regio.c:166: ( #5882 ) sm15_rd_fpoe:RF_E:0x5 i:0 p:5 0:0x:

3H25H00:14:31.965 sm15/error.log_fab_xbar 0/7/CPUO0 t4812

/sm15_regio.c:686: ( #5882 ) sm15_pcie_read_fpoe:write_fpoe_be;
: 5 fpoe:2961& K} : 0x6271624

3HA25H00:14:31.965 sm15/error.log_fab_xbar 0/7/CPUO t4812

/sm15_regio.c:166: ( #5882 ) sm15_rd_fpoe:RF_E:0x5 i:0 p:5 0:0xt

FIA_XBARZ 5l

#show controller fabric fia link-status location 0/9/CPUQ
Kkkkknkn £ |3 *hkkkkkRkk

%A : link-3

arb link-0 Up

xbar link-0 Up



https://tools.cisco.com/bugsearch/bug/CSCvv45788

xbar link-1 Up
xbar link-2 Down
xbar link-3 Down

LC/0/9/CPUO0:Oct 15 05:51:50.677 IST:pfm_node_Ic[252]:%FABF
DATA_NB_SERDES_2_FAIL_0 :Clear]fialc[4574]|0x108b003|FIA
NB 1A BR 8518 45 2#B& | LC/0/9/CPUO0:Oct 15 06:02:23.310
IST:pfm_node_Ic[252]:%PLATFORM-CROSSBAR-1-
SERDES_ERROR_LNK2:Set|fab_xbar[4586]|0x1017008|FIA_3

| LC/0/9/CPUO0:Oct 15 06:02:33.311 IST:pfm_node_Ic[252]:%PLA
CROSSBAR-1-
SERDES_ERROR_LNK2:Clear|fab_xbar[4586]|0x1017008|FIA_3
RP/0/RP1/CPUO:Mar 1 04:36:27.501 IST:FABMGR[218]:%PLATI
FABMGR-2-FABRIC_LINK_DOWN_FAULT :(0/8/CPUOQ FIA 3)<—
XBAR 0)32 #:40 f& 8 3% £ B4 B

RP/0/RP1/CPUO:Mar 1 04:36:27.504 IST:FABMGR[218]:%PLATI
FABMGR-2-FABRIC_INTERNAL_FAULT: 0/8/CPUO ( #H+&10 ) ;
PEH PR, T EASRIR.

NP DIAG ICFDIRIEEE

NP-DIAG on NPO, ICFD(STS-1), NPH LL,20-4

NP3#E—/NREREST TIRREEE , BENPdatalogiEEFMLC HE

PRME TR B $ X N E Rl 2
NPIRIEEE

NP-DIAGIE 1T AR i BE 128 2k BR

NP3TE—/MFAEST TIXREEE , BEINPdatalogiREMLCHE

PRME{THRR EZREREENER S
— NPREEE

NP-DIAGHR ERESAR IR

NP3#ZE—/NEREST TIRREEE , BENPdatalog I EFMLC AE

NP L HNP-DIAGH f&

ERIEEEME
Upper inactivity E#9UcodeF i — NPRABRREE
LC/0/6/CPUO:Mar 23 02:53:56.175 IST:npu_server_|lsp[138]:%PL
LDA-3-INIT_FAIL:#& %= #1#81tIda_bb_np_reset_process 13795 ins
LSP NP##a1Y, 5 By INIT:NP HALE Enp % B2 (0x00000001 — F S ZF R 4E):npu_server

:(PID=4597): -Traceback= 7fea2d5cd9f6 7fea2d7d5816 7fea214
7fea21465fc2 7fead42ad0bed 55a9dbd66031 7fead45e1c855 7feas




7fea2624d526 7fea3571b96a7feadd6e4831 55a9dbd691e9
LC/0/6/CPUO:Mar 23 02:53:56.185 IST:npu_server_lsp[138]:%PL
NP-4-INIT_DEBUG_MSG :LDA NP2EE X H!! BEIPUK T BIR

BFNPHIIE{L KRR ( DDRIFEIKE )

+++ show prm server trace error location 0/7/CPUO0 [14:36:59.52(
2022F1H29H] ++++

O7TEEEMKE (AEEZE2112M8 , EHE3201E , EiBROME ,

1H29H00:22:10.135 prm_server/error 0/7/CPUO t10
prm_np_Channel_PowerUp :0x80001d46 5B 83 B4 ErFHE

1H29H00:22:10.136 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup :0xa57c0200 & JR F ER41E @B 3 L H?

1H29H00:22:10.136 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup NP3BXEI kB , BB EH. EHXE1

1A29H00:22:35.125 prm_server/error 0/7/CPUO0 t10
prm_np_Channel_PowerUp :0x80001d46 5@ B3R R4 E b H §

1A29H00:22:35.125 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup :0xa57c0200 % JR F& FR4TE @883 L i3

1H29H00:22:35.125 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup NP3EAEI kB , BBEH. EFRAE2

1H29H00:22:59.075 prm_server/error 0/7/CPUO t10
prm_np_Channel_PowerUp :0x80001d46 5B B3 R4t ErF H §

1HA29H00:22:59.075 prm_server/error 0/7/CPUO t10
np_thread_channel_bringup :0xa57c0200E JR F& ER4TE @B 3 L Hi?

1A29H00:22:59.075 prm_server/error 0/7/CPUO0 t10
np_thread_channel_bringup 3J/X E&#% , NP3E X ¥ M1,



https://tools.cisco.com/bugsearch/bug/CSCwa85165
https://tools.cisco.com/bugsearch/bug/CSCwa85165

1H29H00:23:00.087 prm_server/error 0/7/CPUO t10 prm_send._|
BNPHIIRILKRE , TEREEMBARE,

FANPEEEIEX BEE

<NP#3>DDRi% &I & B ( ARAEOX1 )
<NP#3>ddr3TipRunAlg: 58 % % B0
<NP#3>ddrTipRunAlgot®/E#E : ddr3TipRunAlgZk BL ( $5520x1)

<NP#3>***§ : REN10x1

LSP NP#I#a1t & B
( HomReadParticleErrorg &2 )

LC/0/13/CPUO0:Jan 10 13:34:59.106 IST:npu_server_lsp[278]:%P
NP-4-SHUTDOWN_START:NP4: % 8| Z|
EMRHIMREG.ch1PschOHbmReadParticleError§& 52 , IEEEITNI

LC/0/13/CPUO0:Jan 10 13:34:59.106 IST:pfm_node_Ic[330]:%PLA
NP-0-UNRECOVERABLE_ERROR:Set|npu_server_Isp[4632]|0x"
NP4 £ #2383 A iR 18 By $5 35

RS S AP R an

Fabric-Manager:
HHHH

0/RPO/CPUO OBt
0/RP1/CPUO OBt
0/0/CPUO O 1B

0/1/CPUO O 1Hj#



https://tools.cisco.com/bugsearch/bug/CSCvt59803

0/8/CPUO OBE#R ( JEHR L 25 HE 3% B8 B
0/8/CPUO 1&E#R ( JEHR L35 HE3 i 57
0/8/CPUO 2&#R ( JERHR £ 25 HE3% i 57
0/8/CPUO 3&f#R ( JE 4R i & 25 45 B BA

~— N N N

show serdes trace location 0/X/CPUQ | i

"HTL_ERR_DEVICE_NOT_CONNECTED") &g & XA T &

=g
)

2o

Serdesfa 68413 Aug 12 22:44:33.525 vkg_serdes/error 0/3/CPUO 15234
: vkg_mdx1_get_lasi_info()4T : 2910 mdx1_serdes_status_getE
12 L KB, rc=0x2103 - HTL_ERR_DEVICE_NOT_CONNECTED
2 ENHR
BRERID |TH Title
BRHERRID  |lasr9k-diags- o Ry —
CSCw00012 llonline Honline_diag_rspi =& Kl aiciEE
BREEREID asrok- N . — -
CSCyw57721 |lservicepack Umbrella SMUBZ & E # #Lightspeed NPHI{H &, {7 PR 25 21 28
BRIEERAID : . . s
= _ _ E=h E =i - _ ﬂ; z iy I\/I b
CSCvr75552 asrok-vic-ls  |[PhyZ] B , EHIEAIK-20HG-FLEX £ #3458 Bl 4
IEI:E:\ 3 3 EJI_%' = . R
PHEEID asrok $ 8 Tomahawk - 5 S Sk 48R B 328 Umbrella SMU
CSCvz76691 ||servicepack
BRIERRID  |asrOk-Is- = s
— } | Hit = =1
CSCyz84139 |lfabric P& HES F R B 74285 fab_sifd &
BRERRID asrok-pfm ERLEFEEH , ASRIK/eXREL IR KX fault-manager& £ i K E 3
CSCwa81006 P i
BREEERID asrOk-fia CLIZEMEALCHBLBEXEE T , RABIARTHMNG.5.251F
CSCvz16840 /& T 12 B B3R
BRIEEEEID asrok-fab- I
CSCWhE4255 lIxbar A Starscream(9912)#1Megatron(9922) #56 7 HY SKBHY £TSIFR E
BRHEERID  |lasrOk-fab- e /= =
114 : _ E E/ P EE P E E
CSCwa09794 Ikbar ¥SKB-SM15H RO FEHE T ARV FTHISI
BRHEERID  |lasrOk-fab- . . -
. - HE T2 [E Hit= =] &
O fab_xbarHmgid-programmerit 12 [E b 55 RS 7 B8
BRIEERRID L
CSCWd22196 asr9k-prm Tomahawk LC EILKN#EEE » B RFDIRE [RFE S
BREEERID asr9k-fab- o _
cSCwb66960 linfra ASROk punt3 1 4E fe i F s
BRIESRID  |asr9k-fab- ||¥ % —EEEXBAREKHENLSP LCHITOIR%E , LSP LC LR



https://tools.cisco.com/bugsearch/bug/CSCvz75552
https://tools.cisco.com/bugsearch/bug/CSCvy00012
https://tools.cisco.com/bugsearch/bug/CSCvw57721
https://tools.cisco.com/bugsearch/bug/CSCvz75552
https://tools.cisco.com/bugsearch/bug/CSCvz75552
https://tools.cisco.com/bugsearch/bug/CSCvz76691
https://tools.cisco.com/bugsearch/bug/CSCvz76691
https://tools.cisco.com/bugsearch/bug/CSCvz84139
https://tools.cisco.com/bugsearch/bug/CSCvz84139
https://tools.cisco.com/bugsearch/bug/CSCwa81006
https://tools.cisco.com/bugsearch/bug/CSCwa81006
https://tools.cisco.com/bugsearch/bug/CSCvz16840
https://tools.cisco.com/bugsearch/bug/CSCvz16840
https://tools.cisco.com/bugsearch/bug/CSCwb64255
https://tools.cisco.com/bugsearch/bug/CSCwa09794
https://tools.cisco.com/bugsearch/bug/CSCwa09794
https://tools.cisco.com/bugsearch/bug/CSCvv45788
https://tools.cisco.com/bugsearch/bug/CSCvv45788
https://tools.cisco.com/bugsearch/bug/CSCwd22196
https://tools.cisco.com/bugsearch/bug/CSCwb66960
https://tools.cisco.com/bugsearch/bug/CSCwa79758

CSCwa79758 ||xbar HIBEKX
BRHEEAID asrok-lda-Is ||RSP5 BW7£9910/9906#58 FFE5% £200G , MA=2600G
CSCvw88284 R ’ = °
BRIEERRID . . .
CSCym82379 asr9k-fab-arb |[fab-arb crashed while taking sh tech fabric
BREED | okfia  |ASROKZMERT LUSEE S SN EEEE S
CSCvh00349
BREREAID . " .
= _ N, 4 ﬂ; N 4

CSCVkA4688 asr9k-fia FPGAZ X s , EEE
BREBEID . N s -

asrk-Is-fia |[LSP:MIBRFCOASRA A R 4B FEREPRFIBS , FC4T &
CSCvy31670
BRIEREID  |lasr9k-Is- LSP:PLATFORM-NP-4-SHUTDOWN
CSCvt59803 |npdriver IMRHIMREG.ch1Psch1HbmReadParticleError

,£>~,£&.giu jé3
Ap 13 fault-manager datapath port shutdown/toggle4ms

o b @B fault-manager datapath port shutdownss 8 B A 1E 5E BIRP/RSP L BERA B & H 5% EPunt Datapath
Failure B8N SEFIANPHIE , WHERSERHALCE , NHFTSHBME. LCLIGS
FERT. x xR FEHI TYE, (CLIEE B fault-manager datapath port shutdown S5 1% BR7 x xF BV R ET

E1T) — BERE7.7.2H81E,

« CLIfFfault-manager datapath port toggle’ts Al BAIE & T4E, 7&BRPunt Datapath FailureB#% , © &5

R

- MRTHBE L ABEBENHEKFOTRNMBWE AL | R BIRF LRI P
A — BREFIERIN B TR,
FENPO LC7 L 5| BEPUNTSERRERK :

<tfroot>

RP/0/RPO/CPUO:ASR-9922-A#

nmonitor np counter PUNT_DI AGS RSP_ACT np0O count 20 | ocation 0/7/CPU0

Wed Jul

7 14:15:17.489 UTC

Usage of NP monitor is recommended for cisco internal use only.

Please use instead 'show controllers np capture' for troubleshooting packet drops in NP

and 'monitor np interface' for per (sub)interface counter monitoring

Warning: Every packet captured will be dropped! If you use the 'count'

option to capture multiple protocol packets, this could disrupt



https://tools.cisco.com/bugsearch/bug/CSCwa79758
https://tools.cisco.com/bugsearch/bug/CSCvw88284
https://tools.cisco.com/bugsearch/bug/CSCvm82379
https://tools.cisco.com/bugsearch/bug/CSCvh00349
https://tools.cisco.com/bugsearch/bug/CSCvh00349
https://tools.cisco.com/bugsearch/bug/CSCvk44688
https://tools.cisco.com/bugsearch/bug/CSCvk44688
https://tools.cisco.com/bugsearch/bug/CSCvy31670
https://tools.cisco.com/bugsearch/bug/CSCvt59803
https://tools.cisco.com/bugsearch/bug/CSCvt59803

protocol sessions (eg, OSPF session flap). So if capturing protocol

packets, capture only 1 at a time.

Warning: A mandatory NP reset will be done after monitor to clean up.

This will cause ~150ms traffic outage. Links will stay Up.

Proceed y/n [y] > vy

Monitor PUNT_DIAGS_RSP_ACT on NPO ... (Ctr1-C to quit)

Wed Jul 7 14:17:08 2021 -- NPO packet

From Fabric: 127 byte packet
0000: 00 09 00 00 b4 22 00 00 ff ff ff ff 00
0010: 00 ff 00 ff fO fO fO fO cc cc cc cc aa
0020: 55 55 55 55 00 00 00 00 01 00 00 00 00
0030: 00 00 00 00 ff ff ff ff 00 00 ff ff 00
0040: fO fO fO fO cc cc cc cc aa aa aa aa 55
0050: 00 00 00 00 01 00 00 00 00 00 00 00 00
0060: ff ff ff ff 00 00 ff ff 00 ff 00 ff fO

0070: cc cc cc cc aa aa aa aa 55 55 55 55 00

(count 1

Wed Jul 7 14:18:09 2021 -- NPO packet

From Fabric: 256 byte packet
0000: 00 09 00 00 b5 22 00 00 ff ff ff ff 00
0010: 00 ff 00 ff fO fO fO fO cc cc cc cc aa
0020: 55 55 55 55 00 00 00 00 01 00 00 00 00
0030: 00 00 00 00 ff ff ff ff 00 00 ff ff 00

0040: fO fO fO fO cc cc cc cc aa aa aa aa 55

00

aa

00

ff

55

00

fo

00

of

00

aa

00

ff

55

ff ff
aad aa
00 00
00 ff
55 55
00 00
fo fo

00

20)

ff ff
aad ada
00 00
00 ff

55 55

LLLL****yuUuU. ..

ppppLLLL****yyuu



0050: 00 00 00 00 01 00 00 OO0 OO0 00 00 00 00
0060: ff ff ff ff 00 00 ff ff 00 ff 00 ff fO
0070: cc cc cc cc aa aa aa aa 55 55 55 55 00
0080: 01 00 00 00 00 00 00 00 00 00 00 00 ff
0090: 00 00 ff ff 00 ff 00 ff fO fO fO fO cc
00a0: aa aa aa aa 55 55 55 55 00 00 00 00 01
00b0O: 00 00 00 00 00 00 00 00 ff ff ff ff 00
00c0: 00 00 00 00 00 00 00 00 00 00 00 00 00
00d0: 00 00 00 00 00 00 00 00 00 00 00 00 00
00e0: 00 00 00 00 00 00 00 OO0 OO0 00 00 00 00

00f0: 00 00 00 00 00 00 00 00 00 00 00 00 00

(count 2

Wed Jul 7 14:19:09 2021 -- NPO packet

Actual packet size 515 bytes truncated size 384:

From Fabric: 384 byte packet
0000: 00 09 00 00 b6 22 00 00 ff ff ff ff 00
0010: 00 ff 00 ff fO fO fO fO cc cc cc cc aa
0020: 55 55 55 55 00 00 00 00 01 00 00 00 00
0030: 00 00 00 00 ff ff ff ff 00 00 ff ff 00
0040: fO fO fO fO cc cc cc cc aa aa aa aa 55
0050: 00 00 00 00 01 00 00 OO0 00 00 00 00 00
0060: ff ff ff ff 00 00 ff ff 00 ff 00 ff fO
0070: cc cc cc cc aa aa aa aa 55 55 55 55 00
0080: 01 00 00 00 00 00 00 00 00 00 00 00 ff
0090: 00 00 ff ff 00 ff 00 ff fO fO fO fO cc
00a0: aa aa aa aa 55 55 55 55 00 00 00 00 O1
00b0O: 00 00 00 00 00 00 00 00 ff ff ff ff 00

00cO: 00 00 00 00 00 00 00 00 00 00 00 00 00

00

fo

00

ff

CccC

00

00

00

00

00

00

of

00

aa

00

ff

55

00

fo

00

ff

CccC

00

00

00

00 00
fo fo
00 00
ff ff
cC ccC
00 00
ff ff
00 00
00 00
00 00

00 00

20)

ff ff
aad aa
00 00
00 ff
55 55
00 00
fo fo
00 00
ff ff
cC ccC
00 00
ff ff

00 00



00d0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  .........vuenn..
00e0: 00 00 00 00 00 00 OO OO 00 OO0 00 00 00 00 00 00  .......evvuunnnn
00f0: 00 00 00 00 00 00 00 00 OO0 00 00 00 00 00 00 00  .........c.uenn..
0100: 00 00 00 00 00 00 OO OO 00 OO 00 00 00 00 00 00  .......evvuunnnn
0110: 00 00 00 00 00 00 OO OO 00 OO0 00 00 00 00 00 00  .......evvuunnnn
0120: 00 00 00 00 00 00 OO OO 00 00 00 00 00 00 00 00  ........evvuunnnn
0130: 00 00 00 00 00 00 OO OO 00 OO0 00 00 00 00 00 00  ........evvuunnnn
0140: 00 00 00 00 00 00 OO OO 00 OO0 00 00 00 00 00 00  .......evvuunnnn
0150: 00 00 00 00 00O 00 OO OO 00 00 00 00 00 00 00 00  ........evvuunnnn
0160: 00 00 00 00 00 00 OO OO 00 OO0 00 00 00 00 00 00  ........evvuunnnn

0170: 00 00 00 00 00 00 OO OO 00 OO 00 00 00 00 00 00  ........evvuunnnn

RP/0/RPO/CPUO:ASR-9922-A#

sh pfm 1l ocation 0/ RPO/ CPUO

Wed Jul 7 14:19:17.174 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:19:17 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1  CRITICAL(CR): O ERROR(ER): 1

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle

———————————————————— s e e ias satat B B T
Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A|5082 | Fabric Manager|0x1034000
Jul 7 14:19:09 2021|0 |PUNT_FABRIC_DATA_PATH_FAILED |[ER [9429 | System Punt/Fa|0x2000004

RP/0/RPO/CPUQ:ASR-9922-A#sh pfm process 9429 location 0/Rp0/CPUO

Wed Jul 7 14:19:37.128 UTC



node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:19:37 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1 CRITICAL(CR): O ERROR(ER): 1
PER PROCESS TOTAL: O EM: O CR: 0 ER: O

Device/Path[1 ]:Fabric loopbac [0x2000003 ] State:RDY Tot: O

Device/Path[2 ]:System Punt/Fa [0x2000004 ] State:RDY Tot: 1

1 Fault Id: 432
Sev: ER
Fault Name: PUNT_FABRIC_DATA_PATH_FAILED

Raised Timestamp: Jul 7 14:19:09 2021

Clear Timestamp: N/A

Changed Timestamp: N/A

Resync Mismatch: FALSE

MSG: failure threshold is 3, (slot, NP) failed: (0/7/CPUO, 0)
Device/Path[3 ]:Crossbar Switc [0x108c000 ] State:RDY Tot: O
Device/Path[4 ]:Crossbar Switc [0x108c001 ] State:RDY Tot: O
Device/Path[5 ]:Crossbar Switc [0x108c002 ] State:RDY Tot: O
Device/Path[6 ]:Crossbar Switc [0x108c003 ] State:RDY Tot: O
Device/Path[7 ]:Crossbar Switc [0x108c004 ] State:RDY Tot: O
Device/Path[8 ]:Crossbar Switc [0x108c005 ] State:RDY Tot: O
Device/Path[9 ]:Crossbar Switc [0x108c006 ] State:RDY Tot: O
Device/Path[10] :Crossbar Switc [0x108c007 ] State:RDY Tot: O
Device/Path[11] :Crossbar Switc [0x108c008 ] State:RDY Tot: O
Device/Path[12] :Crossbar Switc [0x108c009 ] State:RDY Tot: O
Device/Path[13]:Crossbar Switc [0x108c0O0Oa ] State:RDY Tot: O
Device/Path[14] :Crossbar Switc [0x108cO0Ob ] State:RDY Tot: O
Device/Path[15]:Crossbar Switc [0x108c00c ] State:RDY Tot: O
Device/Path[16] :Crossbar Switc [0x108c00d ] State:RDY Tot: O
Device/Path[17] :Crossbar Switc [0x108c0O0e ] State:RDY Tot: O

Device/Path[18]:Fabric Interfa [0x108b000 ] State:RDY Tot: O



Device/Path[19]
Device/Path[20]
Device/Path[21]
Device/Path[22]
Device/Path[23]
Device/Path[24]
Device/Path[25]
Device/Path[26]

Device/Path[27]

HLRHIP | EREL BRI

<#froot>

:Fabric Arbiter
:CPU Controller
:Device Control
:C1kCtrl1 Contro
:NVRAM

:Hooper switch
:Hooper switch
:Hooper switch

:Hooper switch

RP/0/RPO/CPUO:ASR-9922-A#

[0x1086000
[0x108d000
[0x109a000
[0x109b000
[0x10ba000
[0x1097000
[0x1097001
[0x1097002

[0x1097003

sh ipvd int brief location 0/7/CPU

Wed Jul

Interface
TenGigEO/7/0/0
TenGigEO/7/0/1
TenGigEQ/7/0/2
TenGigEQ/7/0/3
TenGigEOQ/7/0/4
TenGigEOQ/7/0/5
TenGigEOQ/7/0/6
TenGigEOQ/7/0/7
TenGigEOQ/7/0/8
TenGigEOQ/7/0/9
TenGigE0/7/0/10

TenGigE0/7/0/11

7 14:21:29.693 UTC

IP-Address
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

unassigned

State:RDY

State:RDY

State:RDY

State:RDY

State:RDY

State:RDY

State:RDY

State:RDY

State:RDY

Status

Down

Down

Down

Down

Down

Down

Down

Shutdown

Shutdown

Shutdown

Down

Down

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Tot:

Protocol Vrf-Name

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

default

default

default

default

default

default

default

default

default

default

default

default



TenGigEOQ/7/0/12 unassigned Down
TenGigEOQ/7/0/13 unassigned Shutdown
TenGigEOQ/7/0/14 unassigned Shutdown
TenGigEOQ/7/0/15 unassigned Shutdown
TenGigEO0/7/0/16 unassigned Shutdown
TenGigEOQ/7/0/17 unassigned Shutdown
TenGigE0/7/0/18 unassigned Down
TenGigE0/7/0/19 unassigned Up

RP/0/RPO/CPUO:ASR-9922-A#

sh logging last 200 | in 0/7/0

Wed Jul 7 14:22:35.715 UTC

RP/0/RPO/CPUO:ASR-9922-A#

BIERRB1.2:

NP/Ports{f F i HYfault-manager datapath port togglefT 25 :

<#froot>
RP/0/RPO/CPU0:ASR-9922-A#

sh run formal | in data

Wed Jul 7 14:52:11.714 UTC
Building configuration...
fault-manager datapath port toggle

RP/0/RP0O/CPUO:ASR-9922-A#

PFMAREEIR -

<tfroot>
RP/0/RP0O/CPUO: ASR-9922-A#

sh pfm 1l ocation 0/Rp0/CPU0

Down
Down
Down
Down
Down
Down

Down

Up

default

default

default

default

default

default

default

default

>>>>>>> Port is UP



Wed Jul 7 14:55:13.410 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:55:13 2021

PFM TOTAL: 1 EMERGENCY/ALERT(E/A): 1 CRITICAL(CR): O ERROR(CER): O

Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— it T El T e el B et e

Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A|5082 | Fabric Manager|0x1034000

RP/0/RPO/CPUO:ASR-9922-A#

FENPO LC7H £ PUNTERER :

<#froot>
RP/0/RPO/CPU0Q:ASR-9922-A#

nonitor np counter PUNT_DI AGS RSP_ACT np0O count 20 | ocation 0/7/CPU0

Wed Jul 7 14:51:18.596 UTC

Usage of NP monitor is recommended for cisco internal use only.
Please use instead 'show controllers np capture' for troubleshooting packet drops in NP

and 'monitor np interface' for per (sub)interface counter monitoring

Warning: Every packet captured will be dropped! If you use the 'count'
option to capture multiple protocol packets, this could disrupt
protocol sessions (eg, OSPF session flap). So if capturing protocol

packets, capture only 1 at a time.



Warning: A mandatory NP reset will be done after monitor to clean up.

This will cause ~150ms traffic outage. Links will stay Up.

Proceed y/n [y] >

Monitor PUNT_DIAGS_RSP_ACT on NPO ... (Ctr1-C to quit)

Wed Jul 7 14:53:21 2021 -- NPO packet

From Fabric: 127 byte packet
0000: 00 09 00 00 d8 22 00 00 ff ff ff ff 00
0010: 00 ff 00 ff fO fO fO fO cc cc cc cc aa
0020: 55 55 55 55 00 00 00 00 01 00 00 00 00
0030: 00 00 00 00 ff ff ff ff 00 00 ff ff 00
0040: fO fO fO fO cc cc cc cc aa aa aa aa 55
0050: 00 00 00 00 01 00 00 00 00 00 00 00 00
0060: ff ff ff ff 00 00 ff ff 00 ff 00 ff fO

0070: cc cc cc cc aa aa aa aa 55 55 55 55 00

(count 1

Wed Jul 7 14:54:22 2021 -- NPO packet

From Fabric: 256 byte packet
0000: 00 09 00 00 d9 22 00 00 ff ff ff ff 00
0010: 00 ff 00 ff fO fO fO fO cc cc cc cc aa
0020: 55 55 55 55 00 00 00 00 01 00 00 00 00

0030: 00 00 00 00 ff ff ff ff 00 00 ff ff 00

00

aa

00

ff

55

00

fo

00

of

00

aa

00

ff

ff ff
aad aa
00 00
00 ff
55 55
00 00
fo fo

00

20)

ff ff
aad aa
00 00

00 ff

LLLL****yuUuU. ..



0040: fO fO fO fO cc cc cc cc aa aa aa aa 55 55 55 55  ppppLLLL****UuuU
0050: 00 00 00 00 01 00 00 00 00 00 00 00 00 00 00 00  ................
0060: ff ff ff ff 00 00 ff ff 00 ff 00 ff fO fO fO fO ............ pppp
0070: cc cc cc cc aa aa aa aa 55 55 55 55 00 00 00 OO  LLLL****yuuUU....
0080: 01 00 00 00 00 00 00 00 00 00 00 00 ff ff ff ff ................
0090: 00 00 ff ff 00 ff 00 ff fO fO fO fO cc cc cc cc  ........ ppppLLLL
00a0: aa aa aa aa 55 55 55 55 00 00 00 00 01 00 00 OO  #****UuUUU........
00b0: 00 00 00 00 00 00 00 00 ff ff ff ff 00 00 ff ff ................
00cO: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00d0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................
00e0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ................

00f0: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00  ..........uennn.

(count 2 of 20)

RP/0/RPO/CPUO:ASR-9922-A#

sh pfmlocation 0/Rp0/CPU0

Wed Jul 7 14:56:24.459 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:56:24 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1  CRITICAL(CR): O ERROR(ER): 1



Raised Time | S#|Fault Name |Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— s e e ias satat B B T
Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A|5082 | Fabric Manager|0x1034000
Jul 7 14:55:23 2021|0 |PUNT_FABRIC_DATA_PATH_FAILED |[ER 9429 | System Punt/Fa|0x2000004
RP/0/RPO/CPUO:ASR-9922-A#sh pfm process 9429 location 0/RP0O/CPUO

Wed Jul 7 14:56:39.961 UTC

node: nodeO_RPO_CPUO

CURRENT TIME: Jul 7 14:56:40 2021

PFM TOTAL: 2 EMERGENCY/ALERT(E/A): 1 CRITICAL(CR): O ERROR(ER): 1
PER PROCESS TOTAL: O EM: O CR: 0 ER: O

Device/Path[1 ]:Fabric loopbac [0x2000003 ] State:RDY Tot: O

Device/Path[2 ]:System Punt/Fa [0x2000004 ] State:RDY Tot: 1

1 Fault Id: 432
Sev: ER
Fault Name: PUNT_FABRIC_DATA_PATH_FAILED

Raised Timestamp: Jul 7 14:55:23 2021

Clear Timestamp: N/A

Changed Timestamp: N/A

Resync Mismatch: FALSE

MSG: failure threshold is 3, (slot, NP) failed: (0/7/CPUO, 0)
Device/Path[3 ]:Crossbar Switc [0x108c000 ] State:RDY Tot: O
Device/Path[4 ]:Crossbar Switc [0x108c001 ] State:RDY Tot: O
Device/Path[5 ]:Crossbar Switc [0x108c002 ] State:RDY Tot: O
Device/Path[6 ]:Crossbar Switc [0x108c003 ] State:RDY Tot: O
Device/Path[7 ]:Crossbar Switc [0x108c004 ] State:RDY Tot: O
Device/Path[8 ]:Crossbar Switc [0x108c005 ] State:RDY Tot: O

Device/Path[9 ]:Crossbar Switc [0x108c006 ] State:RDY Tot: O



Device/Path[10] :Crossbar Switc [0x108c007 State:RDY Tot:
Device/Path[11] :Crossbar Switc [0x108c008 State:RDY Tot:
Device/Path[12] :Crossbar Switc [0x108c009 State:RDY Tot:
Device/Path[13]:Crossbar Switc [0x108c00a ] State:RDY Tot:
Device/Path[14] :Crossbar Switc [0x108c00b State:RDY Tot:
Device/Path[15] :Crossbar Switc [0x108c00c State:RDY Tot:
Device/Path[16] :Crossbar Switc [0x108c00d State:RDY Tot:
Device/Path[17] :Crossbar Switc [0x108c00e State:RDY Tot:
Device/Path[18]:Fabric Interfa [0x108b000 State:RDY Tot:
Device/Path[19] :Fabric Arbiter [0x1086000 State:RDY Tot:
Device/Path[20]:CPU Controller [0x108d000 State:RDY Tot:
Device/Path[21] :Device Control [0x109a000 State:RDY Tot:
Device/Path[22]:C1kCtr1 Contro [0x109b000 State:RDY Tot:
Device/Path[23] :NVRAM [0x10ba000 State:RDY Tot:
Device/Path[24] :Hooper switch [0x1097000 ] State:RDY Tot: O
Device/Path[25] :Hooper switch [0x1097001 ] State:RDY Tot: O
Device/Path[26] :Hooper switch [0x1097002 ] State:RDY Tot: O
Device/Path[27] :Hooper switch [0x1097003 ] State:RDY Tot: O

A HE TenGigE0/7/0/19E8BANPO:

<#froot>
RP/0/RPO/CPUQ:ASR-9922-A#

show | ogging last 200 | in 0/7/0

Wed Jul 7 14:58:42.959 UTC

LC/0/7/CPUO:Jul 7 14:55:23.798 UTC: ifmgr[270]: %PKT_INFRA-LINK-3-UPDOWN :
Interface TenGigE0/7/0/19, changed state to Down

LC/0/7/CPUO:Jul
Line protocol on Interface TenGigEO0/7/0/19, changed state to Down

RP/0/RPO/CPUO:Jul 7 14:55:23.802 UTC: BM-DISTRIB[1290]: %L2-BM-6-ACTIVE :
TenGigEO0/7/0/19 1is no longer Active as part of Bundle-Ether854 (Link is down)

LC/0/7/CPUO:Jul 7 14:55:25.854 UTC: vic_0_0[379]: %PLATFORM-VIC-4-RFI :
Interface TenGigE0/7/0/19, Detected Remote Fault

7 14:55:23.798 UTC: 1ifmgr[270]: %PKT_INFRA-LINEPROTO-5-UPDOWN :



LC/0/7/CPUO:Jul 7 14:55:26.936 UTC: Tda_server[114]: %PKT_INFRA-FM-2-FAULT_CRITICAL :

ALARM_CRITICAL :0PTICS RX POWER LANE-O LOW ALARM :CLEAR :

B ERPUNTEERS -
<{froot>

RP/0/RPO/CPUO:ASR-9922-A#

sh ipvd int brief location 0/7/CPU

Wed Jul 7 14:59:16.322 UTC

Interface IP-Address Status
TenGigEOQ/7/0/0 unassigned Down
TenGigEO/7/0/1 unassigned Down
TenGigEQ/7/0/2 unassigned Down
TenGigEQ/7/0/3 unassigned Down
TenGigEOQ/7/0/4 unassigned Down
TenGigEOQ/7/0/5 unassigned Down
TenGigEOQ/7/0/6 unassigned Down
TenGigEOQ/7/0/7 unassigned Shutdown
TenGigEOQ/7/0/8 unassigned Shutdown
TenGigEOQ/7/0/9 unassigned Shutdown
TenGigEO/7/0/10 unassigned Down
TenGigEO/7/0/11 unassigned Down
TenGigEQ/7/0/12 unassigned Down
TenGigEQ/7/0/13 unassigned Shutdown
TenGigEOQ/7/0/14 unassigned Shutdown
TenGigEQ/7/0/15 unassigned Shutdown
TenGigEO/7/0/16 unassigned Shutdown
TenGigEOQ/7/0/17 unassigned Shutdown
TenGigEOQ/7/0/18 unassigned Down
TenGigEO/7/0/19 unassigned Down

Te0/7/0/0:

Protocol Vrf-Name

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

Down

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

default

>>>>>>



g

HE

Tt
=

<#froot>

RP/0/RPO/CPUO:ASR-9922-A#

sh pfmlocation 0/Rp0/CPU

Wed Jul 7 15:01:44.478 UTC

node: nodeO_RPO_CPUO

CURRENT TIME:

Jul 7 15:01:44 2021
PFM TOTAL: 1 EMERGENCY/ALERT(E/A): 1  CRITICAL(CR): O ERROR(CER): 0O
Raised Time | S#|Fault Name | Sev|Proc_ID|Dev/Path Name |Handle
———————————————————— s Tttt R et il T R e
Jul 1 10:13:45 2021|0 |SPINE_UNAVAILABLE |E/A|5082 | Fabric Manager|0x1034000
RP/0/RPO/CPUO:ASR-9922-A#
NHESRE :
<#root>

RP/0/RPO/CPUO:ASR-9922-A#
show | oggi ng |

in 0/7/0/19
Wed Jul 7 15:06:11.532 UTC

LC/0/7/CPUO:Jul 7 14:55:23.798 UTC:
Interface TenGigE0/7/0/19, changed state to Down

ifmgr[270]: %PKT_INFRA-LINK-3-UPDOWN
LC/0/7/CPUO: Jul

7 14:55:23.798 UTC: ifmgr[270]: %PKT_INFRA-LINEPROTO-5-UPDOWN
Line protocol on Interface TenGigE0/7/0/19, changed state to Down
RP/0/RPO/CPUO:Jul 7 14:55:23.802 UTC: BM-DISTRIB[1290]: %L2-BM-6-ACTIVE
TenGigEOQ/7/0/19 1is no longer Active as part of Bundle-Ether854 (Link is down)
LC/0/7/CPUO: Jul

7 14:55:25.854 UTC: vic_0_0[379]: %PLATFORM-VIC-4-RFI
Interface TenGigE0/7/0/19, Detected Remote Fault
LC/0/7/CPUO: Jul

7 15:03:27.204 UTC: ifmgr[270]: %PKT_INFRA-LINK-3-UPDOWN



Interface TenGigE0/7/0/19, changed state to Up

LC/0/7/CPUO:Jul 7 15:03:27.206 UTC: ifmgr[270]: %PKT_INFRA-LINEPROTO-5-UPDOWN :

Line protocol on Interface TenGigEO0/7/0/19, changed state to Up

RP/0/RPO/CPUO:Jul 7 15:03:29.219 UTC: BM-DISTRIB[1290]: %L2-BM-6-ACTIVE :
TenGigEOQ/7/0/19 1is Active as part of Bundle-Ether854
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