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BT RDHCPVE RS A% S B RANEE .
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DHCP Relay configuration:
dhcp ipvé

profile dhcpvé-test relay

helper-address vrf default 2002:172:16:151::2 ----> Reachable Global IP address at DHCP server
interface GigabitEthernet0/0/0/4 relay profile dhcpve-test -- > Activate profile toward the client interface

Link Local IP:
fe80::8678:acff:fe37:f242
Global unicast address:

Link Local IP: 2002:172:16:70::2/64

fe80::8146:c052:79e1:c015%4 MAC address: 8478.ac37.f242

Def. GW:

fe80::8678:acff:fe34:dafa DHCPVE-PD DHCWé_pD' DHCPV6-PD ipvé dhcp pool test
MAC address: 54-EE-75-37-6D-89 Client Relay 1 Server address prefix
DHCPV6 Client DUID: 00-01-00-01- €= i -— Network mmm) | 2002:50:50:50::/64
1F-3C-6E-BB-54-EE-75-37-6D-89 1

DHCPv6 IAID: 55897717

Global unicast address allocated |

from DHCP server: Link Local IP:

2002:50:50:50:8146:c052:79¢1:c015 fes0:R6]ddliiieadidafa

RSN SARSA R Global unicast address:

2002:50:50:50::5
MAC address: 8478.ac34.dafa

DHCPV6iT 58
AT RERME .
DHCPv6
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DHCPVGfABREE ( AR ) E—AEEESHE RN , XHYTLEESHIRE— 8%
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DHCPv6{# &%
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DHCPH#&{XHE

DHCPH#NRE ( HHENRE ) E— AR , REETFinM[ERKRSR 2B EEDHCPERNH N
, W BEREFim i E— 8 E.

A& B EDHCPv6 P #E{LIE[REC3315] , BMERER Fin M A MRER T ER —IPveits L , e
2 EEEDHCPVEHE . BREAREIRHPEEDHCPVEH B IhRE,

HE

HEREAUDPEREINARERNERET , ZDHCPVofAMRaE. PRREBENEFinz B,
DUID

DUID2DHCPv62 E2& RIDHCPHE — B BI A 8% ; B{EDHCPV6%E Fim M fa AR 25 R A —EDUID,
IAID

BSREBIARSEAZTFHNtES., SEIAZE—EMHEIMIAID,
EFmA ST ZEIA ; flin , SENES B —EIA.
BEIABEE —ER Bt ; flin |, FREFibutf 50 BEBE(A_TA)EE BRIt

S EBE B SR (AID)RIARNE BT , HEFimERE, SEIAFE—EIAID , ZIAIDEBRZ
BEFWIANPFTBIAIDH &2 1 —#Y,

IA_NA

Sk i B 3 1t WV ARFR BB (IA_NA) R A E D BV FERF Bt AYIA ( 26 iR ut (AR BN, )

AREAR T

DHCPVv6fE AR REER Fin M ARI[EEEPFERNBERDRNAKNER , LRHEBEA
HERMNBERRHMER,

BB "debug dhcp IPv6 packet, #H

ZEBDHCPveH# L IE/AR[MNE FimiBaA , SRS SERBMER , 2R BN ERARRE L P

Z F iR @48 #EAI_DHCP_Relay_Agents_and_Servers{#iX iR 4 2

ZEFPmA "HERL CHERA R EE A B MU FF02::1:2 A EHDHCP A AR 23 .


https://tools.ietf.org/html/rfc3315

CEE

R B R AY SRR A i 1P it 31t
- BR9#at : BJAI_DHCP_Relay_Agents_and_Servers#y#8 1% it 11t
HERF

. EERD
DU|D FrEDHCPV6{A fREFFE Fin A ERDHCPIHE — 3 BI &7 5% : fEADHCPVOIZEIEE T
AE ; TEEEIB1281@/\ L 8( 7] LLE & F i £ Aipconfig/allis & # 17 B &%)

& A LUBBE Tipconfig/allin T E# & FinfIDUID , AR EFHAPEHDUIDEN , LR
EFRRBEEBEFER.

-1AID : BEN S BN, EREZFIRSEMNI2NE, (ATERFiRfEArunning
ipconfig/allis J_ﬁ%ﬁ?é)
LAT REEEE AR E B

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP763: PKT IPv6 DHCP: Detailed
packet contents

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP762: PKT:
src:feB80::8146:c052:79el:c015 dest:££f02::1:2 << Src: Client's Link local IP >> Dest: To all
DHCP Relay and Server

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP758: PKT: type: SOLICIT dhcp-
>type:1 dhcp->x1d:3882870 << DHCPv6 Message Type:Solicit

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:ELAPSED-

TIME (8) optlen:2

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP738: PKT: elaspsed_time:0
LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:CLIENTID(1)
optlen:14

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
000100011f3c6bebbb54ee75376d89 << DUID of Client (DHCP Unique Identifier, Can be verified with
running ipconfig/all command at Client)

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:IA-NA(3)
optlen:12

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP748: PKT: IAID 0x0x354ee’5
(55897717) T1:0x0 (0) T2:0x0 (0) << IAID of Client (can be verified with running ipconfig/all
command at Client)

LC/0/0/CPUO:Sep 5 15:26:18.336 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:CLIENT-
FQDN(39) optlen:26

LC/0/0/CPUO:Sep 5 15:26:18.337 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:VENDOR-
CLASS (16) optlen:14

LC/0/0/CPUO:Sep 5 15:26:18.337 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:ORO(6)
optlen:8
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep

15:26:18.337 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: VENDOR-OPTS
15:26:18.337 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: DNS-SERVERS
LC/O/O/CPUO'Sep 15:26:18.337 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: DOMAIN-LIST
LC/0/0/CPUO:Se 15:26:18.337 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: CLIENT-FQDN

DHCP#&RE%#%E&%E!&E‘J@RE&
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LC/0/0/CPUO:Sep 5 15:26:18.339 : dhcpv6d[159]: DHCPV6 PACKET: TP764: PKT IPv6 DHCP: Det pkt
cntents

LC/0/0/CPUO:Sep 5 15:26:18.339 : dhcpv6d[159]: DHCPV6 PACKET: TP762: PKT:
src:2002:172:16:70::2 dest:2002:172:16:151::2 << Src and Dst defined by Relay Agent to forward
message to DHCP Server

LC/0/0/CPUO:Sep 5 15:26:18.339 : dhcpv6d[159]: DHCPV6 PACKET: TP760: PKT: type:RELAY-FORWARD
relay->msgtype:12 hop:0 << DHCPv6 Message Type

LC/0/0/CPUO:Sep 5 15:26:18.339 : dhcpv6d[159]: DHCPV6 PACKET: TP761: PKT: 1ink:2002:50:50:50::5
peer:fe80::8146:c052:79el:c015 << Link: Global IP of Relay Interface toward Client & Peer
Client's Link local IP

LC/0/0/CPUO:Sep 5 15:26:18.339 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:INTERFACE-
ID(18) optlen:6
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
optlen:12
LC/0/0/CPUO:Sep 5 15:26:18.341 : dhcpv6d[159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
0000000900068478ac36bab6

LC/0/0/CPUO:Sep 5 15:26:18.341 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:RELAY-MSG(9)
optlen:104

LC/0/0/CPUO:Sep 5 15:26:18.341 : dhcpv6d[159]: DHCPV6 PACKET: TP758: PKT: type: SOLICIT dhcp-
>type:1 dhcp->xi1d:3882870 << DHCPv6 Message Type

LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:ELAPSED-
TIME (8) optlen:2

15:26:18.340 : dhcpv6d[159]: DHCPV6 PACKET: TP774: PKT: 0x
15:26:18.340 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0xO0 (O
15:26:18.340 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x4 (4
15:26:18.340 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0xO0 (O
15:26:18.340 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0xO0 (O
15:26:18.341 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x0 (O
15:26:18.341 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x4 (4)
15:26:18.341 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:REMOTEID(37)
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LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d[159]: DHCPV6 PACKET: TP738: PKT: elaspsed_time:0
LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:CLIENTID(1)

optlen:14

LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d[159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
000100011£f3c6ebb54ee75376d89 << DUID of Client , Can be verified with ipconfig/all command
at Client

LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d([159]: DHCPV6 PACKET: TP723: PKT: optype:IA-NA(3)

optlen:12
LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d[159]: DHCPV6 PACKET: TP748: PKT: IAID 0x0x354ee75
(55897717) T1:0x0 (0) T2:0x0 (0) << IAID of Client , Can be verified with ipconfig/all

command at Client

LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:CLIENT-
FQDN (39) optlen:26

LC/0/0/CPUO:Sep 5 15:26:18.342 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:VENDOR-
CLASS(16) optlen:14

LC/0/0/CPUO:Sep 5 15:26:18.343 : dhcpv6ed[159]: DHCPV6 PACKET: TP723: PKT: optype:ORO(6)
optlen:8
LC/0/0/CPUOQ: Sep
LC/0/0/CPUO: Sep

15:26:18.343 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: VENDOR-OPTS
15:26:18.343 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: DNS-SERVERS
LC/0/0/CPUO:Sep 15:26:18.343 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: DOMAIN-LIST
LC/0/0/CPUO:Sep 15:26:18.343 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: CLIENT-FQDN

DHCP{al B 2% = MDHCPH#
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RP/0/RSPO/CPUO:Sep 5 15:26:18.346 : dhcpv6d[1087]: DHCPV6 PACKET: TP763: PKT IPv6 DHCP:
Detailed packet contents

RP/0/RSPO/CPUO:Sep 5 15:26:18.346 : dhcpv6d[1087]: DHCPV6 PACKET: TP762: PKT:
src:2002:172:16:151::2 dest:2002:172:16:70::2 << Src & Dest defined by DHCP Server
RP/0/RSPO/CPUO:Sep 5 15:26:18.346 : dhcpv6d[1087]: DHCPV6 PACKET: TP760: PKT: type:RELAY-REPLY



relay->msgtype:13 hop:0 << DHCPv6 Message Type

RP/0/RSPO/CPUO:Sep 5 15:26:18.346 : dhcpv6d[1087]: DHCPV6 PACKET: TP761: PKT:
1ink:2002:50:50:50::5 peer:fe80::8146:c052:79el1:c015 << How to get to the Client
RP/0/RSPO/CPUO:Sep 5 15:26:18.346 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT: optype:INTERFACE-
ID(18) optlen:6
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
MSG(9) optlen:115
RP/0/RSPO/CPUO:Sep 5 15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP758: PKT: type: ADVERTISE
dhcp->type:2 dhcp->xid:3882870 << DHCP Server respond with Advertise message
RP/0/RSPO/CPUO:Sep 5 15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT:

optype: SERVERID(2) optlen:10 << Server ID

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP725: PKT: duidbuf:
00030001c8£f9£f98c3e80 << DUID of DHCP Server

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT:
optype:CLIENTID(1) optlen:14 << DHCPv6 Message Type

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP725: PKT: duidbuf:
000100011f3c6ebb54ee75376d89 << DUID of Client

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT: optype:IA-NA(3)
optlen:40

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP748: PKT: IAID 0x0x354ee75
(55897717) T1:0xa8c0 (43200) T2:0x10e00 (69120) << IAID of Client

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT: optype:IAADDR(5)
optlen:24

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP729: PKT: IPV6
addr:2002:50:50:50:2cdd:1975:9b64:8453

RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP730: PKT: preferred
RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP769: PKT: 86400
RP/0/RSPO/CPUO:Sep 5 15:26:18.348 : dhcpv6d[1087]: DHCPV6 PACKET: TP731: PKT: valid
RP/0/RSPO/CPUO:Sep 5 15:26:18.349 : dhcpv6d[1087]: DHCPV6 PACKET: TP733: PKT: len:172800
RP/0/RSPO/CPUO:Sep 5 15:26:18.349 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT: optype:DNS-
SERVERS (23) optlen:16

RP/0/RSPO/CPUO:Sep 5 15:26:18.349 : dhcpv6d[1087]: DHCPV6 PACKET: TP744: PKT:
ipv6_addr:2001:4860:4860::8888

RP/0/RSPO/CPUO:Sep 5 15:26:18.349 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT: optype:DOMAIN-
LIST(24) optlen:11

RP/0/RSPO/CPUO:Sep 5 15:26:18.349 : dhcpv6d[1087]: DHCPV6 PACKET: TP746: PKT: Domain_name:
cisco.com

DHCPH # X 2 [0 3 F i X il 8.
DHCPH##RIEHE ke NEL, Ha , aF .

15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP774: PKT: 0x

15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x4 (
15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x4 (
15:26:18.347 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT: optype:RELAY-
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LC/0/0/CPUO:Sep 5 15:26:18.351 : dhcpv6d[159]: DHCPV6 PACKET: TP765: PKT IPv6 DHCP: Det pkt
cntents

LC/0/0/CPUO:Sep 5 15:26:18.351 : dhcpv6d[159]: DHCPV6 PACKET: TP762: PKT:
src:feB80::8678:acff:fe34:dafa dest:£e80::8146:c052:79el:c015 << Src & Des defined by DHCP Relay
Agent

LC/0/0/CPUO:Sep 5 15:26:18.351 : dhcpv6d[159]: DHCPV6 PACKET: TP758: PKT: type: ADVERTISE dhcp-
>type:2 dhcp->x1d:3882870 << DHCP Server respond with Advertise message

LC/0/0/CPUO:Sep 5 15:26:18.351 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:SERVERID(2)
optlen:10

LC/0/0/CPUO:Sep 5 15:26:18.351 : dhcpv6d[159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
00030001c8f9f98c3e80 << DUID of the DHCP Server

LC/0/0/CPUO:Sep 5 15:26:18.351 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:CLIENTID(1)
optlen:14

LC/0/0/CPUO:Sep 5 15:26:18.351 : dhcpv6d([159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
000100011£f3c6ebb54ee75376d89 << DUID of the Client

LC/0/0/CPUO:Sep 5 15:26:18.352 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:IA-NA(3)
optlen:40

LC/0/0/CPUO:Sep 5 15:26:18.352 : dhcpv6d[159]: DHCPV6 PACKET: TP748: PKT: IAID 0x0x354ee’5
(55897717) T1:0xa8c0 (43200) T2:0x10e00 (69120) << IAID of the Client

LC/0/0/CPUO:Sep 5 15:26:18.352 : dhcpv6d([159]: DHCPV6 PACKET: TP723: PKT: optype:IAADDR(5)
optlen:24

LC/0/0/CPUO:Sep 5 15:26:18.352 : dhcpv6d[159]: DHCPV6 PACKET: TP729: PKT: IPV6
addr:2002:50:50:50:2cdd:1975:9b64:8453

LC/0/0/CPUO:Sep 5 15:26:18.352 : dhcpv6d([159]: DHCPV6 PACKET: TP730: PKT: preferred
LC/0/0/CPUO: Sep 15:26:18.352 : dhcpv6d[159]: DHCPV6 PACKET: TP769: PKT: 86400
LC/0/0/CPUO: Sep 15:26:18.352 : dhcpv6d[159]: DHCPV6 PACKET: TP731: PKT: wvalid
LC/0/0/CPUO: Sep 15:26:18.352 : dhcpv6d[159]: DHCPV6 PACKET: TP733: PKT: len:172800
LC/0/0/CPUO: Sep 15:26:18.353 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:DNS-
SERVERS (23) optlen:16

LC/0/0/CPUO:Sep 5 15:26:18.353 : dhcpv6d[159]: DHCPV6 PACKET: TP744: PKT:
ipv6_addr:2001:4860:4860::8888

LC/0/0/CPUO:Sep 5 15:26:18.353 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:DOMAIN-
LIST(24) optlen:11

LC/0/0/CPUO:Sep 5 15:26:18.353 : dhcpv6d[159]: DHCPV6 PACKET: TP746: PKT: Domain_name:
cisco.com
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. fABRERID: AREFAIDUID : IR ZCiscolkHET , AIAEA "show ipv6 dhepy W H

BT REIE RN EHS
LC/0/0/CPUO:Sep 5 15:26:
packet contents

LC/0/0/CPUO:Sep 5 15:26:
src:fe80::8146:c052:79el:
LC/0/0/CPUO:Sep 5 15:26:

>type:3 dhcp->xid:3882870
15:26:19.339

LC/0/0/CPUO: Sep
TIME (8)
LC/0/0/CPUO: Sep
LC/0/0/CPUO: Sep
optlen:14

LC/0/0/CPUO: Sep

000100011f3c6ebb54ee75376d89

LC/0/0/CPUO: Sep
optlen:10

LC/0/0/CPUO:

Sep

5

optlen:2

19.

19.

19.

338

338

339

5 15:26:19.339
5 15:26:19.339

5 15:26:19.339

<<

5 15:26:19.339

5

15:26:19.339

00030001c8£9£f98c3e80
5 15:26:19.339

LC/0/0/CPUO:

optlen:40

LC/0/0/CPUO:

(55897717)

LC/0/0/CPUO:

optlen:24

LC/0/0/CPUO:
0:50:5
LC/0/0/CPUO:
LC/0/0/CPUO:
LC/0/0/CPUO:
LC/0/0/CPUO:
LC/0/0/CPUO:

addr:2002:5

FQDN (39)

LC/0/0/CPUO:

CLASS (16)

optlen:8

LC/0/0/CPUO:
LC/0/0/CPUO:
LC/0/0/CPUO:

LC/0/0/CPUO:

Sep

Sep

<<

DUID of

5 15:26:19.340

T1:0xa8c0

Sep

Sep

Sep
Sep
Sep
Sep
Sep

Sep

optlen:
LC/0/0/CPUO:

Sep

Sep
Sep
Sep
Sep

5

5
0
5
5
5
5
5

optlen:26

(43200)
15:26:19.340

T2:0x10e00

15:26:19.340

:2cdd:1975:9b64:

15:26:19.340
15:26:19.340
15:26:19.340

15:26:19.340
15:26:19.341

5 15:26:19.341

5

[S2NC, N N,

14

15:

15:
15:
15:

15:

26:

26:
26:
26:

19.

19.
19.
19.

:19.

341

341
341
341
341

dhcpved[159] :

dhcpved[159] :
c015 dest:£ff02:
dhcpved[159] :
<< DHCPv6 Message Type
dhcpved[159] :

:1:2

dhcpved[159] :
dhcpved[159] :

dhcpved[159] :
DUID of Client

dhcpved[159] :

dhcpv6ed[159] :

DHCP Server

dhcpved[159] :
dhcpved[159]:
(69120)
dhcpv6ed[159] :

dhcpved[159]:

8453

dhcpved[159]:
dhcpved[159]:
dhcpved[159]:
dhcpv6ed[159] :

dhcpved[159]:

dhcpved[159]:
dhcpved[159]:
dhcpved[159] :

159]:
159]:

[
dhcpvéed|[
dhcpvéed|[
dhcpved[159] :

DHCPV6 PACKET: TP763:
DHCPV6 PACKET: TP762:
<< Src & Des defined by Client

DHCPV6 PACKET: TP758:

DHCPV6 PACKET: TP723:

DHCPV6
DHCPV6

DHCPV6

DHCPV6

DHCPV6 PACKET:

DHCPV6

DHCPV6 PACKET: TP748:
IAID of Client
DHCPV6 PACKET: TP723:

<<

DHCPV6

DHCPV6
DHCPV6
DHCPV6

DHCPV6 PACKET: TP723:

DHCPV6

DHCPV6
DHCPV6
DHCPV6
DHCPV6

PACKET:
PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:
PACKET:
PACKET:
DHCPV6 PACKET: TP733:
DHCPV6 PACKET: TP723:

PACKET:

PACKET:
PACKET:
PACKET:
PACKET:

DHCPH# "i*J SﬁsﬁﬁﬁlDHCPﬁlﬂlﬂﬂ

DHCPH#EIEAE "Bk, EE/ES "RELAY-Forward,

BHpERI[KRS , 28

< RMedE  #5EDHCP{AIARESHY RN E Y 21T M B i bt

- Bt EHE FIEE SR MU AIDHCP2 4 it 1t

~

* ;‘\ﬁ'/% g!

- TEENEE S ERNARETF iR

Bl -

RELAY-FORWARD

BRI BOE IR PR EN2EMEIP

TP738:
TP723:

TP725:
TP723:
TP725:

TP723:

TP729:

TP730:
TP769:
TP731:

TP723:

TP734:
TP734:
TP734:
TP734:

&R , MR :

HEITERRE

PKT IPv6 DHCP: Detailed

PKT:

PKT:

PKT:

PKT:
PKT:

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:
PKT:
PKT:

PKT:
PKT:

PKT:

PKT:

PKT:
PKT:
PKT:
PKT:

type: REQUEST dhcp-
optype:ELAPSED-

elaspsed_time:0
optype:CLIENTID (1)

duidbuf:

optype: SERVERID (2)

duidbuf:

optype:

IA-NA(3)

IAID 0x0x354ee75

optype: IAADDR (5)

IPV6

preferred

86400
valid

len:172800

optype:CLIENT-

optype : VENDOR -

optype:0RO (6)

option: VENDOR-OPTS
option: DNS-SERVERS
option: DOMAIN-LIST
option: CLIENT-FQDN



HE . TRIRNAERIPEREE FinEWK E S ERIRARES , 2

HBEE B3R
- FFimryDUID

- EAEIRAIAID
AT REEEVE ARV B -

LC/0/0/CPUO:Sep 5 15:26:19.343 : dhcpv6d[159]: DHCPV6 PACKET: TP764: PKT IPv6 DHCP: Det pkt
cntents

LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP762: PKT:
src:2002:172:16:70::2 dest:2002:172:16:151::2 << Src & Des defined by DHCP Relay Agent
LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6ed[159]: DHCPV6 PACKET: TP760: PKT: type:RELAY-FORWARD
relay->msgtype:12 hop:0 << DHCPv6 Message Type

LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP761: PKT: 1ink:2002:50:50:50::5
peer:fe80::8146:c052:79el1:c015 << Link: Global IP of Relay Interface toward Client & Peer
Client's Link local IP

LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:INTERFACE-
ID(18) optlen:6

LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP774: PKT: 0x

LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x0 (0)
LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x4 (4)
LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x0 (0)
LC/0/0/CPUO:Sep 5 15:26:19.344 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x0 (0)
LC/0/0/CPUO:Sep 5 15:26:19.345 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x0 (0)
LC/0/0/CPUO:Sep 5 15:26:19.345 : dhcpv6d[159]: DHCPV6 PACKET: TP743: PKT: 0x4 (4)
LC/0/0/CPUO:Sep 5 15:26:19.345 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:REMOTEID (37)

optlen:12

LC/0/0/CPUO:Sep 5 15:26:19.345 : dhcpv6d[159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
0000000900068478ac36ba56

LC/0/0/CPUO:Sep 5 15:26:19.345 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:RELAY-MSG(9)
optlen:146

LC/0/0/CPUO:Sep 5 15:26:19.345 : dhcpv6d[159]: DHCPV6 PACKET: TP758: PKT: type: REQUEST dhcp-
>type:3 dhcp->xid:3882870

LC/0/0/CPUO:Sep 5 15:26:19.345 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:ELAPSED-
TIME(8) optlen:2

LC/0/0/CPUO:Sep 5 15:26:19.346 : dhcpv6d[159]: DHCPV6 PACKET: TP738: PKT: elaspsed_time:0
LC/0/0/CPUO:Sep 5 15:26:19.346 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:CLIENTID (1)
optlen:14

LC/0/0/CPUO:Sep 5 15:26:19.346 : dhcpv6d[159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
000100011f3c6ebb54ee75376d89 << DUID of Client

LC/0/0/CPUO:Sep 5 15:26:19.346 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:SERVERID(2)
optlen:10

LC/0/0/CPUO:Sep 5 15:26:19.346 : dhcpv6d[159]: DHCPV6 PACKET: TP725: PKT: duidbuf:
00030001c8£f9f98c3e80 << DUID of DHCP Server

LC/0/0/CPUO:Sep 5 15:26:19.346 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:IA-NA(3)
optlen:40

LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP748: PKT: IAID 0x0x354ee75
(55897717) T1:0xa8c0 (43200) T2:0x10e00 (69120)

LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:IAADDR(5)
optlen:24

LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP729: PKT: IPV6
addr:2002:50:50:50:2cdd:1975:9b64:8453

LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP730: PKT: preferred
LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP769: PKT: 86400
LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP731: PKT: valid
LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP733: PKT: len:172800
LC/0/0/CPUO:Sep 5 15:26:19.347 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:CLIENT-
FQODN (39) optlen:26



LC/0/0/CPUO:Sep 5 15:26:19.348 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:VENDOR-
CLASS(16) optlen:14

LC/0/0/CPUO:Sep 5 15:26:19.348 : dhcpv6d[159]: DHCPV6 PACKET: TP723: PKT: optype:ORO(6)
optlen:8
LC/0/0/CPUOQ: Sep
LC/0/0/CPUO: Sep

15:26:19.348 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: VENDOR-OPTS
15:26:19.348 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: DNS-SERVERS
LC/0/0/CPUO:Sep 15:26:19.348 : dhcpv6ed[159]: DHCPV6 PACKET: TP734: PKT: option: DOMAIN-LIST
LC/0/0/CPUO:Sep 15:26:19.348 : dhcpv6d[159]: DHCPV6 PACKET: TP734: PKT: option: CLIENT-FQDN
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RP/0/RSPO/CPUO:Sep 5 15:39:21.225 : dhcpv6d[1087]: DHCPV6 PACKET: TP763: PKT IPv6 DHCP:
Detailed packet contents

RP/0/RSPO/CPUO:Sep 5 15:39:21.225 : dhcpv6d[1087]: DHCPV6 PACKET: TP762: PKT:
src:2002:172:16:151::2 dest:2002:172:16:70::2 << Src & Dest defined by DHCP Server
RP/0/RSPO/CPUO:Sep 5 15:39:21.225 : dhcpv6d[1087]: DHCPV6 PACKET: TP760: PKT: type:RELAY-REPLY
relay->msgtype:13 hop:0 << DHCPv6 Message Type

RP/0/RSPO/CPUO:Sep 5 15:39:21.225 : dhcpv6d[1087]: DHCPV6 PACKET: TP761: PKT:
1ink:2002:50:50:50::5 peer:fe80::8146:c052:79el:c015 << Link: Global IP of Relay Interface
toward Client & Peer : Client's Link local IP

RP/0/RSPO/CPUO:Sep 5 15:39:21.225 : dhcpv6d[1087]: DHCPV6 PACKET: TP723: PKT: optype:INTERFACE-
ID(18) optlen:6

RP/0/RSPO/CPUO: Sep
RP/0/RSPO/CPUO: Sep
RP/0/RSPO/CPUO: Sep
RP/0/RSPO/CPUO: Sep
RP/0/RSPO/CPUO: Sep
RP/0/RSPO/CPUO: Sep
RP/0/RSPO/CPUO: Sep
RP/0/RSPO/CPUO: Sep

15:39:21.225 : dhcpv6ed[1087]: DHCPV6 PACKET: TP774: PKT: 0x

15:39:21.225 : dhcpv6ed[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:39:21.225 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x4 (
15:39:21.225 : dhcpv6ed[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:39:21.226 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:39:21.226 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x0 (
15:39:21.226 : dhcpv6d[1087]: DHCPV6 PACKET: TP743: PKT: 0x4 (
15:39:21.226 : dhcpv6ed[1087]: DHCPV6 PACKET: TP723: PKT: optype:RELAY-

[S2ENNC) G, I G I G B IO I O



MSG(9) optlen:106
RP/0/RSP0O/CPUO: Sep
>type:7 dhcp->xid:1
RP/0/RSP0O/CPUO: Sep
optype: SERVERID (2)
RP/0/RSP0O/CPUO: Sep
00030001c8£f9f98c3e8
RP/0/RSP0O/CPUO: Sep
optype:CLIENTID(1)
RP/0/RSP0O/CPUO: Sep
000100011f3c6ebb54e
RP/0/RSP0O/CPUO: Sep
CODE (13) optlen:9
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
Status_code: SUCCESS
RP/0/RSP0O/CPUO: Sep
optlen:53
RP/0/RSP0O/CPUO: Sep
(55897717) T1:0x0 (
RP/0/RSP0O/CPUO: Sep
CODE (13) optlen:9
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
Status_code: SUCCESS
RP/0/RSP0O/CPUO: Sep
optlen:24
RP/0/RSP0O/CPUO: Sep
addr:2002:50:50:50:
RP/0/RSP0O/CPUO: Sep
RP/0/RSP0O/CPUO: Sep
RP/O/RSPO/CPUO-Sep
RP/0/RSPO/CPUO: Se

5 15:39:21.226 dhcpv6d[1087]: DHCPV6
5323045

5 15:39:21.226 dhcpv6d[1087]: DHCPV6
optlen:10

5 15:39:21.226 dhcpv6d[1087]: DHCPV6
0 << DUID of DHCP Server

5 15:39:21.226 dhcpv6d[1087]: DHCPV6
optlen:14

5 15:39:21.226 dhcpv6d[1087]: DHCPV6
e75376d89 << DUID of Client

5 15:39:21.226 dhcpv6d[1087]: DHCPV6

5 15:39:21.226 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

<< DHCP Server sends Status Message:

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6
0) T2:0x0 (0) << DUID of Client

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6
2cdd:1975:9b64:8453

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

5 15:39:21.227 dhcpv6d[1087]: DHCPV6

15:39:21.228 dhcpv6d[1087]: DHCPV6

DHCP#W&EH#FHH&%&

DHCPH# R E [0 & FimEiX

'm&E, BR , 8%
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HBRR

- fAR25ID: fAAREEHIDUID : MR ZECiscolkHEs , AILAEMA "show ipv6 dhepy W H

. EFIRID:

& FiwmpyDUID

REPLY

£ F & im B IAID

- IREETHE. -

B

BT —EEEVE RS A

LC/0/0/CPUO:Sep 5 1
cntents
LC/0/0/CPUO:Sep 5 1
src:£fe80:
Agent

:8678:acff:

5:39:21.229 dhcpvéed[159] :

5:39:21.230 dhcpved[159] :
fe34:dafa dest:£fe80:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

Success

PACKET:

PACKET:

PACKET:

PACKET:
PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:
PACKET:

DHCPV6 PACKET: TP765:

DHCPV6 PACKET: TP762:
:8146:c052:79el:c015

TP758:

TP723:

TP725:

TP723:

TP725:

TP723:

TP740:
TP739:

TP723:

TP748:

TP723:

TP740:
TP739:

TP723:

TP729:

TP730:

TP769:

TP731:
TP733:

PKT:
< Src & Des defined by DHCP Relay

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:
PKT:

PKT:

PKT:

PKT:

PKT:
PKT:

PKT:

PKT:

PKT:

PKT:

PKT:
PKT:

PKT IPv6 DHCP:

type: REPLY dhcp-

duidbuf:

duidbuf:
optype: STATUS-

status message:

optype:IA-NA(3)
TIAID 0x0x354ee75
optype: STATUS-

status message:

optype: IAADDR (5)
IPV6

preferred

0

valid
len:0

EITRRE

Det pkt



LC/0/0/CPUO:Sep 5 15:39:21.

>type:7 dhcp->xi1d:15323045

230 dhcpv6ed[159]: DHCPV6
<< DHCPv6 Message Type

LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
optlen:10

LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
00030001c8£9£98c3e80 << DUID of DHCP Server
LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
optlen:14

LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
000100011£f3c6ebb54ee75376d89 << DUID of Client
LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
optlen:9

LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
message:Status_code: SUCCESS

LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
LC/0/0/CPUO:Sep 5 15:39:21.230 dhcpv6d[159]: DHCPV6
optlen:53

LC/0/0/CPUO:Sep 5 15:39:21.231 : dhcpv6d[159]: DHCPV6
(55897717) T1:0x0 (0) T2:0x0 (0) << IAID of Client
LC/0/0/CPUO:Sep 5 15:39:21.231 dhcpv6d[159]: DHCPV6
optlen:9

LC/0/0/CPUO:Sep 5 15:39:21.231 dhcpv6d[159]: DHCPV6
LC/0/0/CPUO:Sep 5 15:39:21.231 dhcpv6d[159]: DHCPV6
<< DHCP Server sends Status Message: Success
LC/0/0/CPUO:Sep 5 15:39:21.231 dhcpv6d[159]: DHCPV6
optlen:24

LC/0/0/CPU0:Sep 5 15:39:21.232 dhcpv6d[159]: DHCPV6
addr:2002:50:50:50:2cdd:1975:9b64:8453
LC/0/0/CPU0:Sep 5 15:39:21.232 dhcpv6d[159]: DHCPV6
LC/0/0/CPU0:Sep 5 15:39:21.232 dhcpv6d[159]: DHCPV6
LC/0/0/CPU0:Sep 5 15:39:21.232 dhcpv6d[159]: DHCPV6
LC/0/0/CPU0:Sep 5 15:39:21.232 dhcpv6d[159]: DHCPV6

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:
PACKET:

PACKET:

PACKET:

PACKET:
PACKET:

PACKET:

PACKET:

PACKET:

PACKET:

PACKET:
PACKET:

TP758:

TP723:

TP725:

TP723:

TP725:

TP723:

TP740:

TP739:
TP723:

TP748:

TP723:

TP740:
TP739:

TP723:

TP729:

TP730:

TP769:

TP731:
TP733:

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:

PKT:
PKT:

PKT:

PKT:

PKT:
PKT:

PKT:

PKT:

PKT:

PKT:

PKT:
PKT:

type: REPLY dhcp-
optype: SERVERID (2)
duidbuf:
optype:CLIENTID(1)
duidbuf:

optype: STATUS-CODE (13)

status

optype:IA-NA(3)

IAID 0x0x354ee75

optype: STATUS-CODE (13)

status message:
Status_code: SUCCESS

optype: IAADDR(5)
IPV6

preferred

0

valid
len:0
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