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1. iEE#EConfigure > NAT > Edit NAT Configuration , #8#%1% — T Designate NAT Interfaces A E
KZEENTZEENNE , W TFAT.


//www.cisco.com/en/US/products/sw/secursw/ps5318/products_configuration_example09186a008073e067.shtml
//www.cisco.com/en/US/products/sw/secursw/ps5318/products_configuration_example09186a008073e067.shtml
//www.cisco.com/en/US/products/sw/secursw/ps5318/products_configuration_example09186a008073e067.shtml
//www.cisco.com/en/US/products/sw/secursw/ps5318/products_configuration_example09186a008073e067.shtml

. E 5 e ¥ E
Canfigure - tonar A afresh Sy .

p "
Create MAT Configuration \{ Edit NAT Configuration

(Deaignate AT Interfaceajl |

NAT Interface Setting |

Select the list of interfaces tha:you want to designate as
inside loutside.

interface ‘ insideitrusted) ‘ outsidefuntruste
Ethernet0imn I v
FastEthernet! i I I
Loapbackd v r

2.%—T "TOK, (HE ),
3. #H—TAddAE B R AZBEISEB S B AINATER | TFFTR.



Add Address Translation Rule

{* Static " Dynarmic

Direction: |Fr|:|rn inside to outs de -

Translate from interface

Inside Interface(s): Loophackd
IP address: 192.168.1.0
Metwark Maskioptional): 205255 24550

Translate to interface

ar

[ Redirect Port
{ITGE CILUDE

1 | cancel

Cutside Interfaceis): Ethernetrm

Type: IF address |
Inteface: Etherneto/o | -
IP address: 10.5.5.0

Heln

EN.

Qriginal Fort: I Translated Fars I

4. #%—T TOKy (HE).




Metwork Address Translation Bules
Inside Intemace(s); Loopbackd

Outside Interface(s):  Ethemetiio

Original address Tranzlated address
10,5.5.0-10.5.5.255

5. BRI —TAdALAE BRI RER 5 M AINATER | 21T

Rule Type

Add...




Add Address Translation Rule

{* Static " Dynamic

Direction: |Fr|:|m outside toinside =

Translate from interface

Cutside Interface(s): Ethernetil
IP address: 10.10.10.0
Metwark Maskioptional): 255 255 24545 0 ar

Translate to interface

Inside Interfacels): Loophackl

IP address: 192168.1.0

I Redirect Port
{ITGE CILUDE

Criginal For Translated Fort:

] Cancel Help

24

6. %—T TOK, (HE ),




Metwork Address Translation Rules

Inside Interfaceis): LoophackD

Qutside Interface(s):.  Ethernetlil

iCriginal address Translated address Fule Type
182168.1.0-192,168.1.255 10,5.5.0-10.5.5.255 Static

192.168.1.0-192.168.1.255 10.10.10.0-10.10.10.255

AR UATREMMCLIEE :

FMHCLIE E

interface Loopback0
ip nat inside
interface Ethernet0/0
ip nat inside
ip nat inside source static network 192.168.1.0 10.5.5.0 /24
ip nat outside source static network 192.168.1.0 10.10.10.0 /24

VPNEE
TRATHR , UEEAVPNIESte AR H2E EEBESDM:

1. i###Configure > VPN > VPN Components >IKE > IKE Policies > AddJAEZIKEZRKEE , 11T~
& PR o

Configure [KE Folicy

Friarity: Authentication:

10 FRE_SHARE l
Encryption: O-H Group:

|DEE | |gr|:n_|p1 |
Hash: Lifetime:

[MD5 [~ [24 |0 |0 HH:MM:SS

I ‘ Cancel ‘ Help ‘




2. E‘i_-lt rOKJ ( EEE ) o

IKE Policies Add.. | Edit..| De

Priority| Encryption Hash D-H Group Authentication Type
DES h 15 froum FEE SHARE Lizer Defined

FMHCLIEE

crypto isakmp policy 10
encr des

hash md5

authentication pre-share
groupl

3. iZ#EConfigure > VPN > VPN Components >IKE > Pre-shared Keys > AddSAf i ¥ & 1P 1t
REFLASRE.



[ By I********

Fe-enter Key: Iﬂ'ﬂ'ﬂ'ﬂ"t‘l‘l"r

Hostetwork

Type: [IP address |

IF Address: |1T2_1Ei_1_2

Ssubnet Mask: IEEE_EEE.EEE.D |24 %
(Cptional)

v User Authentication (Auth)

I Cancel | Help
4. F—T "TOKy (HE ).
Pre-shared Keys Add...
Feer IPMame Subnet Mask pre-shared key

AR AT RERMCLIEE :

EMHCLIEE

crypto isakmp key 6 L2L12345 address 172.16.1.2 255.255.255.0




5. iZ#FConfigure > VPN > VPN Components > IPSec > Transform Sets > Add LA i E i &
myset , 21~ BT Ro

hdd Transform Set

Mame: \m'ﬁrget

Iv Data integrity with encryption (ESF)

Integrity Algarithm:  |ESP_MD5_HMAC |

Encryption Algorithim:
Show Advan
1 Cancel Help
6. E_—F rOKJ ( EEE ) o
Transform Set Add..
Mame ESF Encryption| ESP Integrity AH Integrity
EEPPES: ESP MD5 HMAC

AR AT REMMCLIEE :

FHHCLIEE

crypto ipsec transform-set myset esp-des esp-md5-hmac

7. ##Configure > VPN > VPN Components > IPSec > IPSec Rules(ACLs)> AddAZE 3 fN &R



RS 32 %155 B (ACL) 101,

permitip 10.5

Mameltumber: Type:

101 Extended Rule
Crescription:

Fule Entry

Nome.

8. E_—F rOKJ ( EEE ) o

Interface Association

14

Cancel

Add. ]

lone]

Edit..]

Delets

o L

e [

Ascociate. .

Help




IPSec Rules Add.

MameMumber Lised by Type

crypto map mymap 10 Extended

|§.| -fﬂ IPSec

] |KE Palicies

----- Pre-shared Keys
! IKE Prafiles
EI j Easy VPN Server
-8 Public Key Infrastructiy 4] |
~dh VPN Keys Encryption Action | Source Destination Semice Lo
' Pemmit 10.5.5.0/0.0.0.255 192 168.1.000.0.0.25: ip

AR AT REMMCLIEE

LWWCLIE B

access-1list 101 permit ip 10.5.5.0 0.0.0.255 192.168.1.0 0.0.0.255

9. i&#Configure > VPN > VPN Components > IPSec > IPSec Policies > Add LA 37 hn 22 ¥ ik
mymap , I BFfRo



| Easy VPN Remote

B8 VPN Components
28 Psec

248 IKE

-8 Easy VPN Server
E-{8 Public Key Infrastructu
3 VPM Keys Encryption

EasyWPH Server

(<2 ud QX ?
Refiesh  Gave  Search
IPSec Policies

Sl

IPSec Policies (Cry

Ovmamic Crypto Wa
IPSec Profiles

~ggd Transform Sets
—{Rg IPSec Rules(ACLS)

-~ IKE Palicies
—=2% Pra-shared Keys
-4l IKE Profiles

eyl

Marr

e
Dyniat

T

Add IPSec Policy

Marme: |r'r‘r',-rﬂap

— Crypto Maps in this IPSec Policy

|

Mame Seq Mo| Peers fﬁuu... ] |
Edit...
elete
3| [ [
™ Use Add Wizard
-Dynamic Crypto Map Sets in this IPsec Policy-
Croynamic Crypto Map Set Mame Seg Mo, Associate...

Disassatiate

10. &—F TAddJ »

a. — T Genera EB IR B FEERELE



f:ﬁeneram Feer Infarmation \I Transform Sets \I IPSec Rule \|

Mame of IPSec Policy:  |mymap

Description:

Sequence Mumber: 1

SecuUrity Association Lifetime:

|1 |n IIII HH:MM:SS  |4608000 Kilobyte s

ldle Time:

| | | HH:MM: 55

[ Perfect Forward Secrecy group? e

[~ Reverse Route Injectian

1 Cancel Help

b. #&— T~ Peer Information B & LA FT I8 EIP#b11£172.16.1.2,



Add Crypto Map

General |£Peer Infurmatinnj] Transform Sets | IFSec Rule \|

You can have multiple peers in a crypto map. The additional peers
are used as hackups.

Specify Peers

|IP address or hasthame

Current List
- ™

pdd== | 721612 [
Eemaove
Ik Cancel Help

c. #— T Transform Sets B & LB BEFT ENE B Emyset,



Add Crypto Map

General \I Feer Infarmation \i [Transfnrm Eetgl | IPSec Rule |

Available Transform Sets

Marme Type

s et

ESP-30DES-SHA SOM De

=

==

selected Transform Sets
in Order of Preference

Marme ‘

]

—ancel

Help

d. #—TIPSec Rule ERLLGEER B MEACL 101,




izeneral | PeerInformation | Transform Sets | IPSec Rule

IPSec Rule: 101

Select an existing

—reate a new rule
Mone (Clear rule 3

2 Cancel Help

e. %—T TOK, (HE ),

AR AT REMMCLIEE !

FHWCLIEE

crypto map mymap 10 ipsec-isakmp
set peer 172.16.1.2

set transform-set myset

match address 101

11. i##£ Configure > VPN > Site-to-Site VPN > Edit Site-to-Site VPN > Add , #§i1%3 ¥ Bk
mymap & F £ 7T E Ethernet0/0,



e

Jﬁvpm
ﬂ‘|,. [Site-1o-Site VP N|

.ﬂ|. EasyVPMN Remote

oY '!E SSL VPN
B8 VPN Components
=28 IPSec
IPSec Policies (Cry
Dwnamic Crypto Ma
IPSec Profiles
Transform Sets
~1Rg IPSec Rules(ACLs)
S8 IKE
~1E IIKE Policies
gpre shared Keys
IKE Profiles
Jj Easy VPN Server
E-_8 Public Key Infrastructis
&y VPN Keys Encryption

Creafe Site to Site YPN | Edit Site to Site VPN

Status

Interfaca

Description

Add new connection

AVPN Connection is created by associating an IPSec policy with an interf;

Select Interface

=)

[I Ethernatlid

Zhoose IPSec Policy

(ETEETR -]  AddPSec Poicy..

Static crypto maps in the selected IPSec policy

Seq Mol Peers Transform Set | IPSec Rule FFS

10 172161.2 myset 1M

Kl IE
(0] 4 Cancel Help

12. & —

=
IR

T TOKy (HEE ),
c AT REMAICLIEE

FMHAICLIEE

interface Ethernet0/0
crypto map mymap

Site_ARgHERCLIEE

<ttroot>

Site_A#

show runni ng-config

*Sep 25 21:15:58.954:

%SYS-5-CONFIG_I: Configured from console by console
Building configuration...




Current configuration : 1545 bytes
|

version 12.4
service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
|

hostname Site_A
|

boot-start-marker
boot-end-marker

|

|

no aaa new-model
|

resource policy

crypto isakmp policy 10
hash nmd5
aut hentication pre-share

I--- Defines ISAKMP policy.

crypto isaknmp key 6 L2L12345 address 172.16.1.2 255.255.255.0

!--- Defines pre-shared secret used for IKE authentication

crypto ipsec transformset nyset esp-des esp-nmd5-hmac

!I--- Defines IPSec encryption and authentication algorithms.
!

crypto map nmymap 10 i psec-i saknp

set peer 172.16.1.2

set transformset nyset
mat ch address 101

!--- Defines crypto map.
!
!
!
I

interface LoopbackO
ip address 192.168.1.1 255.255.255.0




ip nat inside

ip virtual-reassembly
I

interface Ethernet0/0
ip address 10.1.1.2 255.255.255.0

ip nat outside

ip virtual-reassembly
half-duplex

crypto nmap nmymap

I--- Apply crypto map on the outside interface.

I--- Qutput Suppressed

ip http server

no ip http secure-server
I

iproute 0.0.0.0 0.0.0.0 10.1.1.1
!

ip nat inside source static network 192.168.1.0 10.5.5.0 /24

!I--- Static translation defined to translate Private_LAN1 !--- from 192.168.1.0/24 to 10.5.5.0/24. !--

ip nat outside source static network 192.168.1.0 10.10.10.0 /24

I--- Static translation defined to translate Private_LAN2 !--- from 192.168.1.0/24 to 10.10.10.0/24.
|

access-list 101 permit ip 10.5.5.0 0.0.0.255 192.168.1.0 0.0.0. 255

!--- Defines IPSec interesting traffic. !--- Note that the host behind Site_A router communicates !---

!

!
control-plane
!

!

Tine con 0
Tine aux 0
Tine vty 0 4
!

!




end
Site_A#

Site_BEgH2RCLIELE

Site_ B H 85

<#root>
Site_B#
show runni ng_config

Building configuration...

Current configuration : 939 bytes
I

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
I

hostname Site_B

I

I

ip subnet-zero

I

I

crypto isaknmp policy 10
hash nmd5
aut hentication pre-share

crypto isaknmp key L2L12345 address 10.1.1.2 255.255.255.0

crypto ipsec transformset nyset esp-des esp-nd5-hmac
!

crypto map nmymap 10 i psec-i saknp
set peer 10.1.1.2

set transformset nyset

mat ch address 101

interface Ethernet0

ip address 192.168.1.1 255.255.255.0
!

interface Ethernetl

ip address 172.16.1.2 255.255.255.0

crypto map nymap




I--- Qutput Suppressed

!
ip classless

ip http server
|

access-list 101 pernit

1ine con O
Tine aux O
Tine vty 0 4
!

end

Site_B#

iproute 0.0.0.0 0.0.0.0 172.16.1.1

ip 192.168.1.0 0.0.0.255 10.5.5.0 0.0.0. 255

FERENEATARBEITENEEREBEEEE.
BHEFRTS(EHDEMEFER)OITXEX Lshowin . EAOITHRRshowsn T & H #2547

o

+ show crypto isakmp sa — B EE 8B FHWFTE ERI MR AR S RIR(KE)Z £ BHBI(SA).

<ffroot>

Site_A#

show crypto isaknmp sa

dst src state conn-id slot status
172.16.1.2 10.1.1.2 QM_IDLE 1 0 ACTIVE

« show crypto isakmp sa detail — R ¥ %8 FFrE E8IIKE SARNFFHEEA,

<ttroot>

Site_A#

show cryto isaknp

sa det ai

Codes: C - IKE configuration mode, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal
X - IKE Extended Authentication
psk - Preshared key, rsig - RSA signhature


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

renc - RSA encryption

C-id Local Remote I-VRF Status Encr Hash Auth DH Lifetime

Cap.

1 10.1.1.2 172.16.1.2 ACTIVE des md5 psk 1 23:59:42
Connection-id:Engine-id = 1:1(software)

show crypto ipsec sa — B~ = BISAEAELE,

<tfroot>
Site_A#

show crypto ipsec sa

interface: Ethernet0/0
Crypto map tag: mymap, Tocal addr 10.1.1.2

protected vrf: (none)
local 1ident (addr/mask/prot/port): (10.5.5.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
current_peer 172.16.1.2 port 500
PERMIT, flags={origin_is_acl,}
#pkts encaps: 2, #pkts encrypt: 2, #pkts digest: 2
#pkts decaps: 2, #pkts decrypt: 2, #pkts verify: 2
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 3, #recv errors 0

Tocal crypto endpt.: 10.1.1.2, remote crypto endpt.: 172.16.1.2
path mtu 1500, ip mtu 1500, ip mtu idb Ethernet0/0
current outbound spi: Ox1A9CDCOA(446487562)

inbound esp sas:
spi: 0x99C7BA58(2580003416)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
conn 1id: 2002, flow_id: SW:2, crypto map: mymap
sa timing: remaining key lifetime (k/sec): (4478520/3336)
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: Ox1A9CDCOA(446487562)

transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
conn 1id: 2001, flow_id: SW:1, crypto map: mymap
sa timing: remaining key lifetime (k/sec): (4478520/3335)
IV size: 8 bytes
replay detection support: Y



Status: ACTIVE
outbound ah sas:

outbound pcp sas:
Site_A#

+ show ip nat translations — BEREIRAEEE Ao

<tfroot>
Site_A#

show i p nat translations

Pro Inside global Inside local Outside Tlocal Outside global
—————— -—- 10.10.10.1 192.168.1.1
—————— -—- 10.10.10.0 192.168.1.0
--- 10.5.5.1 192.168.1.1 -—- --=

--- 10.5.5.0 192.168.1.0 -—- -—-

- show ip nat statistics — R B EAERNFEEH.

<#root>
Site_A#
show i p nat statistics

Total active translations: 4 (2 static, 2 dynamic; 0 extended)
Outside interfaces:
Ethernet0/0
Inside interfaces:
Loopback0
Hits: 42 Misses: 2
CEF TransTlated packets: 13, CEF Punted packets: 0
Expired translations: 7
Dynamic mappings:
Queued Packets: 0
Site_A#

« ERUTSERUBEELR

1. ESDMH | i##ETools > Ping A B I RKFEIPA192.168.1.1, BE##IPA10.10.10891Psec
VPNIEE,



* Source: |192_1EE.1.1 \1 )
Sending 5. 100-byte ICMP Echos to 10.10.10.1, timeout is 2 secor

G
Destination: |1IZI.1 0101 E Success rate is 40 percent (209), round-trip minfavoimax = 3673814

) Optional Field Clearr:lutputl Close | Help |

2. —TTest Tunnel A ER B S I IPsec VPNEE , 1 FBAT R,

Create Site to Site YPMN \| Edit Site to Site VPN

Add.. % | Delets

Status Interface Description IPSec Policy

> Diowen Ethernetd/o

P | | r

Clear Connection | . | Generate Mirrar...

3. E_-F rstartJ o



Tunnhel Details
Interface: Etherneti Feer: 1721612
Surnmary Dietails
Artivity Status
Checking the tunnel status... & Up
x
@ YWEr Troubleshooting is successiul |
The¥PH Tunnel is up.
Failure Rea [E=3)
..... | DK
[ Start ] | Save Report... Cloze Help

%E SRR
AR IR0 BT AR EHA R (TR,

<tfroot>

Site_A#

debug i p packet

IP packet debugging is on

Site_A#ping

Protocol [ip]:

Target IP address: 10.10.10.1

Repeat count [5]:

Datagram size [100]:

Timeout in seconds [2]:

Extended commands [n]: y

Source address or interface: 192.168.1.1
Type of service [0]:

Set DF bit in IP header? [no]:

Validate reply data? [no]:

Data pattern [OxABCD]:

Loose, Strict, Record, Timestamp, Verbose[none]:
Sweep range of sizes [n]:

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 10.10.10.1, timeout is 2 seconds:

Packet sent with a source address of 192.168.1.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/45/52 ms

Site_A#

*Sep 30 18:08:10.601: IP: tableid=0, s=192.168.1.1 (local), d=10.10.10.1 (Ethern
et0/0), routed via FIB

*Sep 30 18:08:10.601: IP: s=192.168.1.1 (local), d=10.10.10.1 (Ethernet0/0), len
100, sending

*Sep 30 18:08:10.641: IP: tableid=0, s=10.10.10.1 (Ethernet0/0), d=192.168.1.1 (
Loopback0), routed via RIB

*Sep 30 18:08:10.641: IP: s=10.10.10.1 (Ethernet0/0), d=192.168.1.1, Ten 100, rc

vd 4

*Sep 30 18:08:10.645: IP: tableid=0, s=192.168.1.1 (local), d=10.10.10.1 (Ethern
et0/0), routed via FIB

*Sep 30 18:08:10.645: IP: s=192.168.1.1 (local), d=10.10.10.1 (Ethernet0/0), len
100, sending

*Sep 30 18:08:10.685: IP: tableid=0, s=10.10.10.1 (Ethernet0/0), d=192.168.1.1 (
Loopback0), routed via RIB

*Sep 30 18:08:10.685: IP: s=10.10.10.1 (Ethernet0/0), d=192.168.1.1, Ten 100, rc

vd 4

*Sep 30 18:08:10.685: IP: tableid=0, s=192.168.1.1 (local), d=10.10.10.1 (Ethern
et0/0), routed via FIB

*Sep 30 18:08:10.689: IP: s=192.168.1.1 (local), d=10.10.10.1 (Ethernet0/0), len
100, sending

*Sep 30 18:08:10.729: IP: tableid=0, s=10.10.10.1 (Ethernet0/0), d=192.168.1.1 (
Loopback0), routed via RIB

*Sep 30 18:08:10.729: IP: s=10.10.10.1 (Ethernet0/0), d=192.168.1.1, Ten 100, rc

vd 4

*Sep 30 18:08:10.729: IP: tableid=0, s=192.168.1.1 (local), d=10.10.10.1 (Ethern
et0/0), routed via FIB

*Sep 30 18:08:10.729: IP: s=192.168.1.1 (local), d=10.10.10.1 (Ethernet0/0), len
100, sending

*Sep 30 18:08:10.769: IP: tableid=0, s=10.10.10.1 (Ethernet0/0), d=192.168.1.1 (
Loopback0), routed via RIB

*Sep 30 18:08:10.769: IP: s=10.10.10.1 (Ethernet0/0), d=192.168.1.1, Ten 100, rc

vd 4

*Sep 30 18:08:10.773: IP: tableid=0, s=192.168.1.1 (local), d=10.10.10.1 (Ethern
et0/0), routed via FIB

*Sep 30 18:08:10.773: IP: s=192.168.1.1 (local), d=10.10.10.1 (Ethernet0/0), len
100, sending

*Sep 30 18:08:10.813: IP: tableid=0, s=10.10.10.1 (Ethernet0/0), d=192.168.1.1 (
Loopback0), routed via RIB

*Sep 30 18:08:10.813: IP: s=10.10.10.1 (Ethernet0/0), d=192.168.1.1, Ten 100, rc

vd 4

MHEAE A
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