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Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key 0O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers local

2RBEENEREEAERAR.

Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read

Nexus9000(config-role)# rule permit command enable *

Nexus9000(config-role)# rule permit command ssh *

Nexus9000(config-role)# rule permit command ssh6 *

Nexus9000(config-role)# rule 5 permit command ping *

Nexus9000(config-role)# rule 6 permit command ping6 *

Nexus9000(config-role)# rule permit command telnet *

Nexus9000(config-role)# rule permit command traceroute *

Nexus9000(config-role)# rule permit command traceroute6 *

Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown
Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

O oo NOUUVID~ WN

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20

Nexus9000(config-role-interface)# permit interface Ethernetl/21



Nexus9000(config-role-interface)# permit interface Ethernetl/22

Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRR AR R H#HHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
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Enable Device Admin Service

PSN# EE B IRERE

A LATEISEIZ E T Y Administration > System > Deployment > Your PSN > Policy Server section >
Enable Device Admin Services HTHZE,
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Work Centers - Device Administration
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Overview Identities User Identity Groups Ext |d Sources Network Reso Policy Elements Device Admin Policy Sets

More

Status  Policy Set Name Description Conditions: Allowed Protocols | Server Sequence Hits

(-] Dafault

» Authentication Policy (2)
> Authorization P - Local
% Authorization Poli Global Exceptions

« Authorization Poli

Results

Status  Rule Name Conditions Command Sets Shell Profiles

Authorization policy=B %

FEARRGIF , FEANEXUS HELP DESK#EAREERBHN AR,

~ Authorization Policy (1)
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Status Rule Name Conditions Command Sets Shell Profiles
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ERAXEHAR , BEENEEREBEEEE.

#£1SE GUIEfii EOperations > TACACS > Live Logs. HEEEFTAFHAERBICEMNICHE  REY
BIZEEHHLive Log Detailfi <o

TACACSEIEF B &

FERUHRSFIEEFREAN—BD , ARIEES D , P T AFIISEMNMREE

shell:roles="helpdesk"

{Author-Reply-Status=PassRepl;

Res g
sponse AVPair=shell:roles=" helpdesk” ; }

BNEs BREGHINE A& IE

ENexus# & L :

Nexus9000 Togin: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface Toopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are listed.
Nexus9000(config-if)# ?



no Negate a command or set its defaults

show Show running system information
shutdown Enable/disable an interface
end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

=% B P iR
. BB E BT LAENexusE B SHRISE:

Nexus9000# ping <& ISE IP>

PING <f&HISE IP>(<HISE IP> € € 563 1 48

#<Your ISE IP>#964{1 Jt#H : icmp_seq=0 ttI=59 time=1.22 ms
#<Your ISE IP>#964{1 Jt4H : icmp_seq=1 ttI=59 time=0.739Z&#®
#<Your ISE IP>#964{1 Jt#H : icmp_seq=2 ttI=59 time=0.686 ms
#<Your ISE IP>#964{1 Jt4H : icmp_seq=3 ttI=59 time=0.71 ms
f<Your ISE IP>#I644L T4 : icmp_seq=4 ttI=59 time=0.72 ms

- ERFEISEMNexusEE 2 BWIEIORBERMR
Nexus9000# telnet <I&HJISE IP> 49
EEEH<EMISE IP> ...

B IELR B <EIISE IP>,
BIRFITAE " o
- FAUTHA

debug tacacs+ all

Nexus9000#

Nexus9000# 2024 Apr 19 22:50:44.199329 tacacs:event_loop():® Ml process_rd_fd_set
202494 A19H22:50:44.199355 tacacs:process_rd_fd_set: &fd 6FF AL =45

202494 B19H22:50:44.199392 tacacs:fsrv didnt consume 84211 /ETE

202454 A 19H22:50:44.199406 tacacs:process_implicit_cfs_session_start: IEfEH#E A ......
20244 A19H22:50:44.199414 tacacs:process_implicit_cfs_session_start:i B H ; FHIFIER 2 2
FAARAE

202454 A19H22:50:44.199424 tacacs:process_aaa_tplus_request: i Aaaa®&gid 0
202494 A19H22:50:44.199438 tacacs:process_aaa_tplus_request : Al fr25 48
IsePsnServersi® Z&EmgmtOiE i AR A&

202494 A19H22:50:44.199451 tacacs:tacacs_global_config(4220):IEfE&# A ......
202444 H19H22:50:44.199466 tacacs:tacacs_global_config(4577): R _&EXK......

202454 A19H22:50:44.208027 tacacs:tacacs_global_config(4701): B ER B £ 13 4 5 & Fi B iR 1Y



JR[El{E : SUCCESS
202494 A19H22:50:44.208045 tacacs:tacacs_global_config(4716):88K : numfafR250
202494 B19H22:50:44.208054 tacacs:tacacs_global_config:REQ:num group 1
20244 B19H22:50:44.208062 tacacs:tacacs_global_config:5 3K : num timeout 5
20244 B19H22:50:44.208070 tacacs:tacacs_global_config:REQ:num deadtime 0O
20244 A19H22:50:44.208078 tacacs:tacacs_global_config:583K : num encryption_type 7
202454 A19H22:50:44.208086 tacacs:tacacs_global_config:iR Elretval 0
202494 A19H22:50:44.208098 tacacs:process_aaa_tplus_request:group_infol&E 3t £aaa_reqH

, X bk A Al AR 88 #HIsePsnServers
202454 A19H22:50:44.208108 tacacs:tacacs_servergroup_config: IE 7 # A ] IR 85 4H , K510
202454 A19H22:50:44.208117 tacacs:tacacs_servergroup_config:GETNEXT_REQ for Protocol
server group index:0& ¥ :
202494 B19H22:50:44.208148 tacacs:tacacs_pss2_move2key:rcode = 40480003 syserr2str =&
W Bpss& iR
20244 A19H22:50:44.208160 tacacs:tacacs_pss2_move2key:/llpss2_getkey
202454 A19H22:50:44.208171 tacacs:tacacs_servergroup_config:GETNEXT_REQX&Hy 7 1E {a] AR
ER4EFK S| - 2878 : IsePsnServers
2024454 A19H22:50:44.208184 tacacs:tacacs_servergroup_config: & B [ 17 & 4B 1 e #Y IR BB

: SUCCESS
202454 A19H22:50:44.208194 tacacs:tacacs_servergroup_config: iR 2] % E {a] R 8548 £V IR [E1 (&
0:lsePsnServers
202494 B19H22:50:44.208210 tacacs:process_aaa_tplus_request:# El#fIsePsnServers, ¥ &
v A TEEX{E , source-intf&0
2024%4 A19H22:50:44.208224 tacacs:process_aaa_tplus_request: B &Emgmt0 vrf : & ¥vrffiE
B FERWENTEER
20244 A19H22:50:44.208256 tacacs:process_aaa_tplus_request:mgmt_if 83886080
20244 B19H22:50:44.208272 tacacs:process_aaa_tplus_request:global_src_intf :0 , ZRith
src_intfA&0,vrf_nameAFE:%
2024%4 A 19H22:50:44.208286 tacacs:create_tplus_req_state_machine(902):# Aaaa®&&id 0
202444 H19H22:50:44.208295 tacacs: ik REET 200
202444 A19H22:50:44.208307 tacacs:init_tplus_req_state_machine:#i Aaaa®&&id 0
202494 B19H22:50:44.208317 tacacs:init_tplus_req_state_machine(1298):tplus_ctx ANULL , %0
Rauthorflltest , TEZA
202494 A19H22:50:44.208327 tacacs:tacacs_servergroup_config: IE 7£ # A ] Bk 25 48
IsePsnServers , 3&5[0
202454 A19H22:50:44.208339 tacacs:tacacs_servergroup_config: 1 & @ IR 8§ #A & 5| B9
GET_REQ:0%#& : IsePsnServers
202494 A19H22:50:44.208357 tacacs:find_tacacs_servergroup:¥i A {al lR 85 #8 IsePsnServers
20244 A19H22:50:44.208372 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str = SUCCESS
202454 A19H22:50:44.208382 tacacs:find_tacacs_servergroup:iE £ 1& Hi {7 B 25 48
IsePsnServers#& 5| 52
20244 A19H22:50:44.208401
tacacs:tacacs_servergroup_config:GET_REQUEST:find_tacacs_servergroup$& 20 ( #3155 & @ iR
g34HIsePsnServers )
20244 B19H22:50:44.208420 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str = SUCCESS
202444 A 19H22:50:44.208433 tacacs:tacacs_servergroup_config:GET_REQX& Ex {7 iE {a] R 25 42



%8| : 24 % : IsePsnServers
2024 A2024 4B19H22:52024 4 H19H22:52024 4H19H22:5
Nexus9000#

- FITERCHE., (ER\ERNTHEET , B4 EE K Wireshark TACACS+EIRE |, WEH
NexusHMISEFAMWEAEE. )

| Time | Sc| De| Protocol | Length | Info
66 22:25:08.757401 w = TACACS+ 187 R: Authorization

> Transmission Control Protocol, Src Port: 49, Dst Port: 58863, Seq: 1, Ack: 9@, Len: 41
« TACACS+
Major version: TACACS+

Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
~ Decrypted Reply
Auth Status: PASS_REPL (@x@2)
Server Msg length: @
Data length: @
Arg count: 1
Arg[e] length: 22
Arg[@] value: shell:roles="helpdesk"

TACACSE#EHT

« BRISEFNexusim LN H AW R AMEE, EHB A LAEWiresharkd &,



54 22:25:08.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authenticatien (1)
Sequence number: 1
Flags: ©x@® (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Request
Decrypted Request
Action: Inbound Legin (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port lenm: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISES7

BREN
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