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% AR EABREER | FTENexusiTIREE KB ACOPP, MR AREAILIIAE , BT SENFERGH TEREREE ,
BT EHF A o] BARR 4l B2 Supervisor(SUP) B AR R B . 4N |, 218 #ENexus 9000 L KRB CoPP , Bl B Kyt A SUPHI TR 8RR R
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WRCoPPAREVE , RIFTERAS T RERRE L ERBARKE setup © , LA ERAERBEREIR | TH —ERERERER copp

profile [dense]lenient|moderatelstrict]

AZRENRETSERBERESBAZ D ASERD  AEBEDRIBENEAEERBITABTI SR EXEER , YOS
FERERHFE,

% AR COPPREBEB=ERA U EURERTCAM)S?BEERER , AIAEEESRT show system internal access-list input

statisticsmodule X | b CoPP & show har dwar e access-list input entries detail £,

NIK 1# show copp status Last Config Operation: None Last Config Operation Timestamp: None Last Config Operation Status: None Policy-map attached

2P B R B

CoPPIRIZH ERIPERMACACLM CEEHREETHE , Bt , BEBERES BEWEELNTHFEEER,
BEYSHBNETRAMTE. FHit, BENARIEEFFER.

filgn , £ Nexus 90002 TE = (TOR) L :

N9K 1# show policy-map interface control-plane
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes

module 1 :

transmitted 177446058 bytes;

5-minute offered rate 3 bytes/sec

conformed 27 peak-rate bytes/sec

at Sat Apr 23 04:25:27 2022

dropped O bytes;



5-min violate rate 0 byte/sec
violated O pesk-rate byte/sec

EARGIF |, ERIEET S R B % E (fl i R BN EBGP). MREREREEELOSPF)., HiRR R IPHEE R H 51 E(EIGRP)HEE
HI37 copp-system-p-class-critical & , B SHiHE ( FHlEIvPC) .

IPEEMAC ACLIN B BN EAXSEHITS RNIBERIIBEEITHE , FE A copp-system-p-acl-[protocol [feature] Bl o

ERREES Tl Eshow TETHEREEZE. BHIRR

N9K -4# show policy-map interface control-plane class copp-system-p-class-management
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-management (match-any)
match access-group name copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp
match access-group name copp-system-p-acl-ssh
match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftpé
match access-group name copp-system-p-acl-radius
match access-group hame copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiust
match access-group name copp-system-p-acl-tacacsb
match access-group hame copp-system-p-acl-telneté
set cos 2

police cir 36000 kbps , bc 512000 bytes

module 1 :

transmitted O bytes;

5-minute offered rate O bytes/sec

conformed O peak-rate bytes/sec

dropped 0 bytes;

5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

HARCOPPHEREERREEFATEREEN —IBoBR , EEALLFE R TE show running-conf copp all & :



<ffroot>

N9K 1# show running-config copp all

1Command: show running-config copp all
'Running configuration last done at: Tue Apr 26 16:34:10 2022
ITime: Sun May 1 16:41:55 2022

version 10.2(1) Bios:version 05.45

control-plane

scale-factor 1.00 module 1

class-map type control-plane match-any copp-system-p-class-critical
match access-group name

copp- syst em p-acl - bgp

match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
(snip)

¥ B ¥ B ( copp-system-p-class-critical BABT & 2) 5| A Z B I RFEACLEImatchFE A ( FEFRIBER T REBHEW ) , X5 ATEN S E, 5
m, ¥RBGP:

<#root>
N9K 1# show running-config aclmgr all | b

copp- system p-acl - bgp

ip access-Tist

copp- system p-acl - bgp

10 permit tcp any gt 1023 any eq bgp
20 permit tcp any eq bgp any gt 1023
(snip)

ERREIBCGPRESE L IEICE |, 3 BEFE — copp-system-p-class-critical i LN FFEH B E — #2823,

Nexus 700018 F B2 Nexus 90003k 5 35 Ll 1Y CoPPIh BE4E 18 -



N77-A-Admin# show policy-map interface control-plane
Control Plane
service-policy input copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-lisp
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-rise
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-lisp6
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-rise6
match access-group hame copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-otv-as
match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-ldp
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert

Set cos 7

police cir 36000 kbps bc 250 ms

conform action: transmit

violate action: drop

module 1:

conformed 300763871 bytes,

5-min offered rate 132 bytes/sec

peak rate 125 bytes/sec at Sun May 01 09:50:51 2022
violated O bytes,

5-min violate rate O bytes/sec

peak rate O bytes/sec

module 2:

conformed 4516900216 bytes,

5-min offered rate 1981 bytes/sec

peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated 0 bytes,

5-min violate rate O bytes/sec

peak rate 0 bytes/sec

module 6:

conformed O bytes,

5-min offered rate 0 bytes/sec

peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec

peak rate 0 bytes/sec

METEMR , ENexus7000L , ARELRBALRBHE BB REEEINE ; BR  CREARMERENRS , M
CoPPRE AR BB A, CoPPERTE M REERARIERERKRBERR(VDO)PEE,



W\

IR FEBRE , BI7ENexus 7000 L BFCoPPERIEE , HANMRBZHWCPUTREEHCoPPIER , VDCLW T BENREER
EHM\VDCHBEM,

fENexus5600L , HEEFITR, Eit , ¥ABGP, CRHEBCHERS !

N5K# show policy-map interface control-plane
Control Plane

(snip)

class-map copp-system-class-bgp (match-any)
match protocol bgp

police cir 9600 kbps , bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated O bytes;

(snip)

ENexus 3100t , B3EXRAHEE , I ERFBGPERB—EE , XX 5| AFT5| A4/ECoPP ACL:
EIGRPFENexus 3100 L B C HWEEE,

<#froot>

N3K-C3172# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy

class-map copp-s-routingProto2 (match-any)

match access-group name copp-system-acl-routingproto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-v6routingProto2 (match-any)

match access-group name copp-system-acl-v6routingProto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-eigrp (match-any)

match access-group name copp-system-acl-eigrp

match access-group name copp-system-acl-eigrp6

police pps 200

OutPackets 0

DropPackets 0

class-map copp-s-routingProtol (match-any)

match access-group name

copp-systenacl -routi ngprotol

match access-group name copp-system-acl-v6routingprotol
police pps 1000

OutPackets 0

DropPackets 0



N3K-C3172# show running-config aclmgr

!Command: show running-config acimgr
INo configuration change since last restart
!Time: Sun May 1 18:14:16 2022

version 9.3(9) Bios:version 5.3.1

ip access-1list copp-system-acl-eigrp

10 permit eigrp any 224.0.0.10/32

ipv6 access-1list copp-system-acl-eigrp6
10 permit eigrp any ff02::a/128

ip access-Tist

copp-systemacl -routi ngprotol

10 permit tcp any gt 1024 any eq bgp

20 pernit tcp any eq bgp any gt 1024

30 permit udp any 224.0.0.0/24 eq rip

40 permit tcp any gt 1024 any eq 639

50 permit tcp any eq 639 any gt 1024

70 permit ospf any any

80 permit ospf any 224.0.0.5/32

90 permit ospf any 224.0.0.6/32

ip access-1list copp-system-acl-routingproto2

10 permit udp any 224.0.0.0/24 eq 1985

20 permit 112 any 224.0.0.0/24

ipv6 access-1list copp-system-acl-v6routingProto2
10 permit udp any ff02::66/128 eq 2029

20 permit udp any ff02::fb/128 eq 5353

30 permit 112 any ff02::12/128

ipv6 access-1list copp-system-acl-v6routingprotol
10 permit 89 any ff02::5/128

20 permit 89 any ff02::6/128

30 permit udp any ff02::9/128 eq 521

EEERERT , BGPEEACLHE copp-system-acl-routingprotol FEEL , Xtk CoPPEEBGPE A copp-s-routingProtolis.

2P E R B R A R B R

CoPPX QoS st EFA AR Mt B AR A RN ER BEFNERBAER CIRNRER SFT R,

BESEHWRBECPUBENEYHCPUREETTSE , YABRRY BHNMEERSKINCIR, #lin , EEBGPREMBNERIESE

T£Nexus 9000ZRJE=(TOR) £ , A copp-system-p-class-critical A :

<tfroot>



class-map copp-system-p-class-critical (match-any)
match access-group name

copp- syst em p- acl - bgp

match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps , bc 1280000 bytes

module 1 :

transmitted 177446058 bytes;

S5-minute offered rate 3 bytes/sec

conformed 27 peak-rate bytes/sec

at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

HEcdassmapfB A FImatchFFE A2 % , FEFIEZBETINMERENENRE. 2BERANTEREEE A IR Ecopp-system-p-class-
critical Bl(CoS)A7HRERE , ERRSEBAIEFNRE , t3ERIEAH36000 kbpsty CIRFI 12800004 JtAR Y A GE R B IER R TE o

FELRBHRESERIISUPETREYN EREMER.

<ffroot>
set cos7

police cir 36000 kbps , bc 1280000 bytes

T-HEsREFEERENREN(TOR)RMEEMBHMRAEN , BA1RERIRE,

module 1 :

transmitted 177446058 bytes;
5-minute offered rate 3 bytes/sec
conformed 27 peak-rate bytes/sec
at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec



ERHFEINRAEARBEYN  BUEETUEG TETHREENRERANRER.

LEEMELRS ZFE - ERfoMERDS -
PSRN ERMRHAMERNATENARBNENT, AHREE , RATRM T YSupervisor BEK RE R BIHIRA 24,

55 $E M offered rate{B o] AR A B AR B AR E,
—BNEERENBAEY , REREANRE—BNEVESEERENRE , ARBEZRBHEE,
mRHEFNEE , eSREENA .

MAEABREENT S RERNERH, BERNRFTER K doppedBr ERBHNER EFRRMERNRBRUTHE, ©E
REBESHEMNERER, ERNEE  NREEE  IRHREEESNBER. B—X , IRHEFNIEE , ReRAEEE
MBEM. EHEMFAEL  BHETHE , EEEFEEALL

Nexus 7000 FAEEIAVAEHE | B thiEE , BERLEAESIAMACLEBERRE :

<#root>
class-map
copp-system p-class-critical

(match-any)
match access-group name

copp- system p-acl - bgp

match access-group name copp-system-p-acl-rip

match access-group name copp-system-p-acl-vpc

match access-group name copp-system-p-acl-bgp6

match access-group name copp-system-p-acl-Tisp

match access-group name copp-system-p-acl-ospf

match access-group name copp-system-p-acl-rip6

match access-group name copp-system-p-acl-rise

match access-group name copp-system-p-acl-eigrp

match access-group name copp-system-p-acl-1isp6

match access-group name copp-system-p-acl-ospf6

match access-group name copp-system-p-acl-rise6

match access-group name copp-system-p-acl-eigrp6

match access-group name copp-system-p-acl-otv-as

match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-Tdp
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert

set cos 7

police cir 36000 kbps bc 250 ns

conformaction: transmt

violate action: drop



module 1:

conformed 300763871 bytes,

5-min offered rate 132 bytes/sec
peak rate 125 bytes/sec at Sun May 01 09:50:51 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 2:

conformed 4516900216 bytes,

5-min offered rate 1981 bytes/sec
peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 6:

conformed 0 bytes,

5-min offered rate 0 bytes/sec
peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

TENexus 5600.L :

<ffroot>

cl ass-nap copp-systemcl ass- bgp
(match-any)

mat ch protocol bgp

police cir 9600 kbps , bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated 0 bytes;

BATTRUEEHERIBRENER , BeNREC-BHNERNREMLTME,

TENexus 3100 , 2% 57 [ & HH B8 7~ OutPacketsH DropPackets,

class-map copp-s-routingProtol (match-any)

match access-group name copp-system-acl-routingprotol
match access-group name copp-system-acl-v6routingprotol
police pps 1000

OutPackets 8732060

DropPackets 0

OutPacketsiE & X LAYE KIS , MDropPacketsiEiZRCIRMIITR. ERERY  BFEERBHE L EIFTAER,



#ENexus 3500 L , BB R EREMNKRBHTRERS

class-map copp-s-routingProtol (match-any)

match access-group name copp-system-acl-routingprotol
police pps 900

HW Matched Packets 471425

SW Matched Packets 471425

HWEE &R ERIEHACLEHWH EENERN D, ESWEENENIFSKME. BHWSWEERN &R a2 B EMERHEmRE
B

EEEERT , HAERY  BHBRABEMHHE (BFEcP) LYAEIRE.

BREZHERER

HREHFERERATEARELEYN , AHREFHEREREMIETER, PITHEBNRES LR LB ME TR H R FAR
BER,

BEBTUAFEIIT , AENexusRBRREHMERTE | UHPLEBE T,

HRAULREEGL  EREAREMEREZRNRTEAL , EUTFEETLR, Fit , TLUBIRCoPPE KA R BFIER,

WHIT : show policy-map interface control-plane | egrep classmodul elviol ated|dropped | diff -y

% i XABTMANT , FRESEREHEE—SHETEE,



class-map copp-system-p- class-13uc-data (match-any)
module 1 :
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p-class-critical (match-any)
module 1 :
draqped 0 byt
violated O peak rate byte/sec
c]as; Tap Copp-system-p- class-important (match-any)
mo
droqped 0 byt
violated 0 peak rate byte/sec
class- map copp system-p-class-openflow (match-any)
module
drqued 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p-class-multicast-router (match-any
module 1 :
dro?ped 0 byt
violated 0 peak rate byte/sec
ciaSE Tap COpp-Systen-p- class-multicast-host (match-any)
modu
dropped 0 bytes;
v10?ated 0 peak-rate byte/sec
class-map copp-system-p- class-13mc-data (match-any)
module 1 :
dropped 0 bytes;
violated 0 peak-rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
dro?ped 0 bytes;
violated 0 peak-rate byte/sec
class- map capp system-p-class-ndp (match-any)
module
draqped 0 byt
violated 0 peak rate byte/sec
c1as§ Tap Copp-System-p- class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec
c?asg Tap copp system-p-class-normal-dhcp-relay-response
modu
droqped 0 bytes;
violated 0 peak rate byte/sec
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

N9K-3# show policy-map interface control-plane | egrep class|modulelviolated|dropped | diff

class-map copp-system-p- c%ass T3uc-data (match-any)
module 1 :
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p- -class-critical (match-any)
module 1 :
droqped 0 byt
moamepukrﬂebﬁa&&
c]asz Tap copp-system-p- -class-important (match-any)
mo
drn?ped 0 byt
violated 0 peak -rate byte/sec
class-map copp system-p-class-openflow (match-any)
module 1
dro ped 0 bytes
violated 0 peak rate byte/sec
class- map copp-system-p-class-multicast-router (match-any
module 1 :
dro?ped 0 byt
violated 0 peak rate byte/sec
c1asa map copp system-p-class-multicast-host (match-any)
madul
dra ped 0 bytes;
v10€ated 0 peak-rate byte/sec
class-map copp-system-p- -class-13mc-data (match-any)
module 1 :
dropped 0 bytes
violated 0 peak rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
droqped 0 bytes;
violated 0 peak-rate byte/sec
class- map copp system-p-class-ndp (match-any)
module
draqped 0 byt
violated O peak rate byte/sec
c]asg Tap copp-system-p— -class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec
c]asg Tap copp system-p-class-normal-dhcp-relay-response
madu
droqped 0 bytes;
moamepukrnebﬁamﬁ
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

A LEN SRR R ER ERNE B EHEREM,

% AR ARCOPPRETEAREEMN , At S —HEBRREETHIRERATEN , URBREFEIBHEM, EER
CoPPiEETER , FBIEIT@ T : clear copp statistics.

CoPPEE & A

CoPPR—EREMNRKEE  RATMERCIRWCPUBRERENERER, AWM , AR ERBHH R BT AHERE,

HAREESMEN , BEEE WA copp-system-p-class-critical.

class-map copp-system-p-class-critical (match-any)
match access-group hame copp-system-p-acl-bgp
match access-group hame copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group hame copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group hame copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes



HEE BN BEYHMHNFREM copp-system-p-class-monitoringtt

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

FENETERERAHE  F-EHEREELIRFNCRKENBBREIRZEFHEMEICMP), CROEEREM. Eit , B

RER, FE ERRERBUREBRIEFEE,
CoPPE

FEL I — copp-system-p-class-monitoring

W BIEE AR IPvARIPVERIICMP |, LA E 8] B 48 B8 33 2 4 1Y 577 2 MY traceroute,

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
setcos 1

police cir 360 kbps, bc 128000 bytes

E/
E

EHRENSEANEERER K BENREEBBETRIE ( ZCoPPERRS ) HRXMEHTping.
EEEERERIHEE , WRFANMERCIR , LA BBpingEEEIERETEX,

pign |, WERHE FNEEN EHToingRER ( EREAEA500) , IUEHREIZSER.

<ffroot>

N9K-3# ping 192.168.1.1 count 1000 packet-size 500

--- 192.168.1.1 ping statistics ---
1000 packets transmitted, 995 packets received,

0. 50% packet | oss

round-trip min/avg/max = 0.597/0.693/2.056 ms

HR CoPPEEZFIICMP , Bl



EICMPE ZE M ibMINexuskt , B2 EFICoPPERERE , RARKEINFERTABEERECPU:

<{froot>

N9K-4# show policy-map interface control-plane class copp-system-p-class-monitoring
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-monitoring (match-any)
match access-group hame copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

module 1 :

transmitted 750902 bytes;

5-minute offered rate 13606 bytes/sec

conformed 13606 peak-rate bytes/sec

at Sun May 01 22:49:24 2022

dr opped 2950 byt es;

5-mn violate rate 53 byte/sec

viol ated 53 peak-rate byte/sec at Sun May 01 22:49:24 2022

ERFEERHAEANFHBE K EREAERTHEEMBTERNEE  MARENBATIRELS (2FFTEHRE ) .
ERFEHREERRRAETERMEH , MAFESUPTHE , TR CoPPEE , YABETEBIEZARMR.

. EBERBEEXMRESELEXpng, ITREEERMRE , URIHIERNRBER.

« REEDEAICMPHMEEZRMRNMO)FTE , UBRBBEN AR ARRRERE, FiLE , CoPPERARBRE

HAERERE.

4R B — copp-system-p-class-management

MRS , WESETRANERBAGE , THRBHA(SSH. Telnet), F#(SCP, FTP, HTTP. SFTP. TFTP), KE(NTP).
AAA(Radius/TACACS)F1E5#2 (SNMP) , BAHEFTIPvART Pv6i&ERA

class-map copp-system-p-class-management (match-any)
match access-group name copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp
match access-group hame copp-system-p-acl-ssh



match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group hame copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access-group hame copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiust
match access-group name copp-system-p-acl-tacacst
match access-group hame copp-system-p-acl-telneté

Set cos 2

police cir 36000 kbps , bc 512000 bytes

EZEEMNRERITARERSE

.

BIBSSH/TelnetEREF BB EICLIEE, WRELBEFHNES , AIBFSFTRRE , XESFREERS,

EAXRMEE LWFTP, SCP, SFTP, TFTPEFAMEGGEIER. RERNTAREREBTAETREER AR/ MEIE

Rk, EFEHBRSNERRBNBAMKLNEREE (HENRESEERE ) .

NTPEILSREE , WEHBREE , RATCWUEBIEENTPRERKE,

AAA RadiusfITACACSHR# th B LL R, MRFBAUEZINTE , AR ERY LEAESRFREN S OBRER

%, SR EHCLIG T LR,

SNMPHELETES. HRSNMPEMERSIBNRERITAREENMSARS L, ELARF[ATBILE. HRBER

MR, EBMMTIRERLER , BEENMSKEEMEA.

MRBBICLIEER AR METWERER , FERZESESHBRERF B (mgmto).

MRXERRAEREG LERR B | FEAFNEREMmgmO)HERUSBREER R IREH,

MENTPERIEEK , FBERE show ntp peer-statust B & AJ3Z 4 51 | no drops& &R A377,

MRAAARKHBREE  FEAESEREETHERR  BERTABIER,

SHYSNMPRIENERSFETABRBHTA. BRERERKR/MUBREHER. RE W scannersBICPUMREI T R B4 HIE

HARE R



L3FEBE R — copp-system-p-class-13uc-data

HEEMERERENEN T, BRIERRFBRHWRL)EEEELEHNS,
WRFEEFPERENPER TR REN T BN BTIHEARPFER , RFE8ENSERIEESIZRA,

SupervisorfEH7 T — Bk EIMACitb 11t 36 ¥4 1 BB FE X ER 5T

class-map copp-system-p-class-13uc-data (match-any)
match exception glean
setcos 1

EERREECATERAET — BB E I ESRBATE,
EEXARPERE , SRS EER T IE/C2ERMEEAR | UL ERSERSIE —T — Bk P it LA B Supervisor, BEAT
ARP# , ERRBASERERHMACHIER. MREBREEB A RBITARPRE , RISk B A RERERE MR,

% FERCoPPAIHWRLIHE T4F , ARCPUZ ZIRE, HRTHUFHTELUNIIGE , HWRLE LR E, BREREASICEHNE
HE|ZEFERISENRNUE. RIS EAFBHENSBRER/MECPUBRRENER TR,

HWRLE AR - 1245015/ 5 5| 2817 , 3 B AT LAE A ar S 4T Eshow hardwarerate-limiter &, HWRLFEAR T B EE 2 Ao

<#root>

show hardware rate-limiter

Unitsfor Config: kilo bits per second
Allowed, Dropped & Total: aggregated bytes since last clear counters

Module: 1
R-L Class Config Allowed Dropped Total

+ + + + + +

L3 glean 100 0 0 O

L3 mcast Toc-grp 3000 0 0 O
access-1list-log 100 0 O
bfd 10000 0 0 O

fex 12000 0 0 O

span 50 0 0 O

sflow 40000 0 0 O
vxTlan-oam 1000 0 0 O
100M-ethports 10000 0 0 O
span-egress disabled 0 0 0
dotlx 3000 0 0 O

mpls-oam 300 0 0 O

netflow 120000 0 0 O

0
0



ucs-mgmt 12000 0 0 O

7

- HRNEZERRTEEENTERE  ELERTFEREBSHERERRSC Supervisor , fEfMHCPUEKE D

. WEENERBRAFRESMUBEREE , UEAT MM , WEBERESSBMARRES : hardwareip glean
throttle.

ENexus 7000 8.4(2) £ , BiIRAM3FFAEES| A TBloomBREE X E , UEBRREMIE, F2H : Cisco Nexus 7000% FINX-OSEE 1% #%
HEEER

BECEAELIIENT — Bt W T ARERHEE |, A BRKHIGEBREBRRBHMERLERA,
FA#R ¥ B — class-map copp-system-p-class-critical

WERFEIEAESI AT SEENEHERE , EHhEFE IPv4RIPvely BB E(RIP, OSPF, EIGRP, BGP), BERP, EHEEE
(VPC) AR 1 2ptFIIS IS,

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group hame copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-12pt
match access-group hame copp-system-p-acl-mac-13-isis
set cos7

police cir 36000 kbps, bc 1280000 bytes

E/
%"

& H W E copp-system-p-class-critical M ARBEMREE ( TR IEBEBEBEEZIUHELK ) , REFFH/NLRIERE,
HEFBRERNREERTAEAE LTAEY (HRESHBINE ) ITEAENRELEEERH.


/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB

c MRRAWMAIRERER (NEFLEHEEEENUHNRERERL2ABEN ) , ATEEEEEREECPPRE
BERNEREEER.

+ EZHECoPPELEERE , BRUNMAREBENFENEREEEREE B ERCOPPEEESR.
EHCOPPRIFERFRE
EEH — copp-system-p-class-important

IEEEE - YR EEAREFHRP)IER , 25HSRP, VRRPHILLDP

class-map copp-system-p-class-important (match-any)
match access-group hame copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrp6
match access-group name copp-system-p-acl-mac-lldp
set cos 6

police cir 2500 kbps, bc 1280000 bytes

HEBENKERNERZRNTARF2ETRERE , AMBERXEGRITFHRE (FHO KK ) B, TBFHHR KES
REAEAM,

BE

« HWRAFHRPEMEETHE , BACGERIRA/MRARNE/EPNRE , BCERGE , XARETRER.,

o RELHBBEBERL2ENEBEEERE,

Class L2 Unpoliced - copp-system-p-class-12-unpoliced

L2REHEREFAFMBELEGENERNAMABRFE2EHE , ALEFHRREAKRSCRNELIEFNAREFHE.

LA MR EE R AR B B A M E(STP), ERREEEFBERAWE(LACP), B Z A8 M IR (CFSoE)

class-map copp-system-p-class-12-unpoliced (match-any)
match access-group hame copp-system-p-acl-mac-stp


/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/Security/cisco-nexus-9000-nx-os-security-configuration-guide-102x/m-configuring-copp.html#task_E3D04369F59F471885BC5E8CD24337CA

match access-group name copp-system-p-acl-mac-lacp

match access-group name copp-system-p-acl-mac-cfsoe

match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access-group name copp-system-p-acl-mac-cdp-udid-vtp
Set cos 7

police cir 50 mbps, bc 8192000 bytes

L EHICIRAS0 Mbps , EFFEEH SN , REEERK RS,
pe
W FNERTHERLAMETEE , BARE LEHEURERN, RHASEYE FOERBEEREES R,

STPIZR R T AR B TCNASTPR M RE , GIESTPEE. MACRIH. BBNBERZATA  EXERTEMEE , Y AE3R
BfER , RMBUEABRNEE,

WHEES|IFLACP , 3 Rt R ER0x8800E B FT G Ether Type B RIS , HEH AN EEEERE MENFTELACPDU, INREE
TLACPDU , W EN AR E LB BUIREER T,

Cisco Fabric Service over Ethernet(CSFoE) BRIt EE , ARENexusR il MEZEEEMNEARGRE  AHEBEHZREE,

ERKEARLERNFHEMBRAGE , ¥ECDP, UDLDHMVTP,

. BERBNTARL2ZANBTEBEAR. MESTPRAREM SN, EER FHHEENIIAEERIIAE R R AR E iR 8
BHEFHARTELEBNTE, RRBARSHI BEERNFARFEMEBERE T ERNSTPERE W EREAEE 2
BH#E | BH/IMETCN,

EEEBR T ERASTPIEAIIEE , BPDUguard. Loopguard, BPDUfilterfRootGuard , SARRFIMFEEIE |, SR P AVE
ERAREGERERE,

o FE2E : Cisco Nexus 9000 NX-OSE2E X BHEEI10.2(x

s

« REFVREBMACEZBNRIFFLLHMACBETA, FSE : Nexus 9000 Mack B i FE HEBRFNTEBA 75 5%

B h % 28X R 28 — class-map copp-system-p-class-multicast-router

ERERHTHIGEEREBRBPMERS , AREBENTHERCPAMEMATAMHNEERZ Y NEFRHERLAS  IES
—MEEHER(FHR), H#&— BB HEE(LHR)., FRERKBHB(HRFNERERP)., 2 BELERNPHHSTSERFHPIMEER, 1Pv4F
IPvERYIEIRE B PIM AN A (B F B1E{T B Mt BPIM(224.0.0.13) I R B) A K Z B EX RIFIREBAGBEMSDP), FHiAE , EELER
AME  EEEREATRERENAESIRPIANEERS .

class-map copp-system-p-class-multicast-router (match-any)
match access-group hame copp-system-p-acl-pim

match access-group name copp-system-p-acl-msdp

match access-group hame copp-system-p-acl-pim6


/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html

match access-group name copp-system-p-acl-pim-reg
match access-group name copp-system-p-acl-pim6-reg
match access-group name copp-system-p-acl-pim-mdt-join
match exception mvpn

set cos 6

police cir 2600 kbps, bc 128000 bytes

| ="A
e

HtEHENEEN T EZEEBBPIMEMBIRPHPIMINA KR IEREEREMEABFREANEERLR  SSERERABRFEIRPH
HASREREHARE. TAUHESEHRARVESMAERIEXNEENEEEOIL) , HES, GO)H(*, G) (EREFA—HEF
B ) ., KIEMSDPHEITEIEAEIER g2 B th A LR ERE,

« PIMEZHIHERERE RNITARKERERERKRETA. AAUPPLHNEREMBEREERNTAZ— , SHEEHKT
EREESEE, EUUAEBRBRBMESRELEENABERAR, ERNATEFNBRECRNEBHRAGNMARBEHER
SNFMER | FSE  ENexus7TK/INK I ERTZBRE — B8

Class Multicast Host - copp-system-p-class-multicast-host

HERIEABEESRRE(MLD) , BBRER , EMLDEH, HE. MEMMLDV2ERSREF], MLDREMARBERISEENEEE
BHIPvetE. FIABBMLDERNES  BRESHESANENSBERBEREETE. BUMLDENIWEBKATBERNER
BEFZEWNEEERERDCNBWESNAEBR . MLDVISEIGMPV2EH , MLDV2#EIGMPVIEEH . IGMPHE P E2H S8 Bl
, MMLDfER P ESSHER A , ERICMPVEHEN F5&.

class-map copp-system-p-class-multicast-host (match-any)
match access-group name copp-system-p-acl-mid

setcos 1

police cir 1000 kbps, bc 128000 bytes

EI
-7

HE W ERSEBRDAHER PR EBEFRE  EREHREENINEREXBRSIUEREHNEEWER | EMHE LR
REMERRWERE. EVRaXERRES K MARLIEBERRENAYPNEEREIRE.

+ HRMLDREBEIPVOHABEBRBIFFEEE , MRUFLHAES , AIRERNTARERERE. L2FBERHRFFE
BHEH.

EIFEIBER — copp-system-p-class-13me-data 55 354 #EIPv6E # — copp-system-p-class-|3mev6-data

ELERRIERIENSUPHEBEREEALENARE, £ERBRT , EMEREERMEMRME. 5—ER K6 R EEERPFHHRE


https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/216557-multicast-filtering-on-nexus-7k-n9k.html

,BoEREMER, BN RSTREFIEABRERREERTENAN , ALENIWHIICPUNBEEERE., BLERNE
AFRARBRBRERFHRERR/ ZLEREF FTENNERRERRE, ERRPFVEN FEHABEN TS EIHIINTE , 35 8E

class-map copp-system-p-class-13mc-data (match-any)
match exception multicast rpf-failure

match exception multicast dest-miss

set cos 1

police cir 2400 kbps, bc 32000 bytes

class-map copp-system-p-class-|3mcv6-data (match-any)
match exception multicast ipv6-rpf-failure

match exception multicast ipv6-dest-miss

setcos 1

police cir 2400 kbps, bc 32000 bytes

E/
7

RPFEXMAMB Wi R P EREFEERENARCEERHRMHENRAREENE. BRRAEERERBRER , ZRTHE
BREARFMEILC, G),(S, G)HE.

« HERPFHEHEHERT , WEXBEBRBRFIITENR , FFEFEmroutell 5| B REBBIFENH.

IGMP$2 — copp-system-p-class-igmp

EREFMAIGMPHEER , ARBREEANMBEENNFTERA , YHIGMPER IR AREZANEEEENEEE©OIL) , S
BERREERIFE2ERABNZERE. IGMPEEELAMEER , RATHIEREBEIEER , RATHANEFRETTLHSES
1, WIRFC2236(Internetifl B =M A2) R FFIR, ERENIGMPER S SEMEKEESH ( ERJFMESEN ) |, URBREDN
REERNBMEARSE,

class-map copp-system-p-class-normal-igmp (match-any)
match access-group name copp-system-p-acl-igmp

set cos 3

police cir 3000 kbps, bc 64000 bytes

E/
7

HEENERKERLSFREERS cHEBRBANMERAINEE , SRIUARBERERMERNIGMPEEN AR, MRREEK
ENBESOHEEX , IRAFITERAHREBRABHERE , ALTAERNMTH/VLANS S EEERNEHTEEED. MR
KEWREARNEERHR  AERBHABE2EER , CTEBRIEQRPHMEBPMNAKES , Bt erR AR BBAERE


https://www.cisco.com/c/zh_tw/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://www.cisco.com/c/zh_tw/support/docs/ip/ip-multicast/16450-mcastguide0.html#anc5
https://datatracker.ietf.org/doc/html/rfc2236
https://datatracker.ietf.org/doc/html/rfc2236

BEERRBEHIRPHER TEH, WREABEEX , BRATURERUAITENRE, SRR EEARBRNATAMEER
IGMPE 78 LA K 13 Fp 4B 1 3% FH 27 < I Y B AL

« HRIGMPEEMBENRERTAELARE, KFHEIREETH.

Class Normal - copp-system-p-class-normal copp-system-p-class-normal

WERIBEEEARPRELRWRE  ESFEHES02.1X ( ARERNENBEESBES ) BHATRE. ERRERNEZ—,
ARPEER, EEARP, ROARPER T ERBHE2EH P EENEER , FBIEFHR, BFHHSEE, ARPﬁﬂ@$E|P§ﬂ@ , B
EROTEEL3HRE , ARRTLEBURARL2BRENEE, MREARES 7@ FREHNPAE (ORBREERENE

[SVI]) , BIBSEEREARPERN GEREISUPEITEE , RAELENGN BN 2EREE by, CAEEAR. F2ERE (H
ASTPES ) BTN BEESLENSERARPER , tMERERTABEL M,

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

setcos 1

police cir 1400 kbps, bc 32000 bytes

EI
-7

HWEERNFEERABRE LEAREHANSESEURBREBHERENTE, HEEEEKREZARPERNCENHEE , AT EH
SUPS|ZEHE  EENARPEN TR IIENMEEETA.

REBEENAERE , BRIV EERLZBBIAEBM BTN, MRGEEXEMRNTEREE , TESFERRERE
BRATEER , MEEEREL2Z KIBBR(VLAN)Z MR NREE T AT A B £ K tbi& i EMAVARPEEAT , RITFIh AT BA
EA PR LBH.

XMW AERE , IRARNERBEREEBEHE , AEEY IR L TR ERNARPFERIBRE, SLFEREESHE T
HEEFBNBMTELER. #RARPEE E%J:E'“?EE’J IZIZ%bfﬁm%ﬁiﬂxW%Fﬁ}ﬁﬁE’JMAcmm BeMNBAR-8, &
REFMRARPERE, EEBNMATEMERE K RAMRT —HARAR , IMBBEZEREERE ;| RPZEERRBEIHNKE
TR ERFE 2 EHREREE,

FEEIANBRARPESRNEABENEE, 4l TEERRT , TRAXBBBBARPES BT PZAR , ErSERME®
FHENEERE , YEHRARPERERE2E LR AEIBEFRE(TTLRHPELRE  AteMNefERE  LERER
BRHE2EBER , EEIREER,

o BRTVBEEREDSEARPER (WSTP, B#EIUFFEE ) NEFNERL2AREM. REFRERAEAREN A ETE
IELLIREE | DG RUBERR R 1K,



RS2 ETARNEEARPER, NRRBARRKEZS , FRENEH LN RERTES  URENE LEROERREM
HREBZNENBRENT D L.

3

o WRBRARRK  BRBRPFNHRSFEERNER  FREFESUPREUBIEMEERE K SLXEEMR LIFEEEX
ARPERT , MTESERE,

o ARPHIEMEEURAMREFHIHHEBNMBAERETINEAE  ARPRITAER. BFANRNEE  BLBERBRKES
FARPRE., MRAFIFENZS , HEMIRARNBEARMAARR , BFTEREITE, B2 , EENBEBMEREN
ERBHNLEESFRNEERRIEFER,

Class NDP - copp-system-p-acl-ndp

HERIERIPOMERR/BEUARBRHRFRNEGENCHEBNRE , ELREMERICVMPHEREEREH A LERE bt , I
BEARMBERERNERBENRE,

class-map copp-system-p-class-ndp (match-any)
match access-group name copp-system-p-acl-ndp
set cos 6

police cir 1400 kbps, bc 32000 bytes

LEERERTESHERAMRECHNIPVGET , RAELENTRAMNMEERBEEN FH MRS BNDERRHERE
1AM ER WEFFE RS BRERBIBMAEA R EEE, IRIPeMECBFEEAMNE , FRALELRA
=8,

- REXREBERENETARFICMPITR , AHREBEZRRN/ZRHARRMEEOTR.

- BARAEWHEHESNAERPHBINBREEEARETH -—BANSER, flw , BREHFBEEHES (RAKEER ).

Class Norma DHCP - copp-system-p-class-normal-dhcp

WHE R I E | PvARN I PveRY AR ith 2 KM ER LB BI 8 E ( BOOTPHE Fif/fAliREs ) (BE B A BRI HEILFIHEDHCP)ERZ) BB R
B, EEREREMER, BHt. FERIMER(DORA)ER IR IRMFEMoootpE F ik 2 FEMBOOTPRIRESEMN REBAMER , 22
5@ IBUDPIE546/547 I DHCPVE R F i/ BR 25 = 78

class-map copp-system-p-class-normal-dhcp (match-any)
match access-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

set cos 1

police cir 1300 kbps, bc 32000 bytes



E/
7

¥ FAYIE AR AR E B im T MR IE R DHCPRIIRESEEUP , M ENREIH BB FA B IPHi st (APIPA)&IE169.254.0.0/16, LL¥EE
Bt R AR ERERERE M F R H R EE BN CIRNIREF,

o fEHcopturesR £ EMFDHCPAIREFIF LR B EEIEMEDORAE R, MERMBRILBAN -5 , IEXEREBCDE
BREXEFICPUNE R , IEkFswitch : Mredirection : £ show ip dhep global statistics 5t & #} show system internal
access-list sup-redirect-statsmodule 1 | grep -i dhcpo

W|IFEDHCPH L FE — copp-system-p-class-normal-dhcp-relay-response

¥ 25 B IPvARIIPv6EIDHCPH #E TH BRIV R E |, EXREEREEFE T EENDHCPRIRES., EEREBBEFDORAEREZR
BREMBOOTPRIARES 2, HEITEMBOOTPESIHIREENEER , BEIEEIBUDPES46/547HIDHCPV6E F i/ A RES B 75

o

class-map copp-system-p-class-normal-dhcp-rel ay-response (match-any)
match access-group name copp-system-p-acl-dhcp-rel ay-response
match access-group name copp-system-p-acl-dhcp6-relay-response
setcos 1

police cir 1500 kbps, bc 64000 bytes

EI
-7

Lt 3B 1R B 82 & B $E copp-system-p-class-normal-dhepfiZ RN EHE , RATHNER—SBXN —F9. AREXZENBRE+E
REFRBHEEBENA. NexusT I EDHCPRIRES , CEAEPERE,

o HWREREFREEDHCPHRNER. HRNeustI REERRETRNRE , RIESUPL , BHEEF THATIRM
ZENBESHEREPHE  WABBNGERI[JETRE,

o WRRELEE , @K HEEERESNZ/NDHCPRERES  NELEBRAFEADHCPR RS R SELTERNIRES
o AIiE@iB#rshow ip dhep relay show ip dhep relay statistics M T H b ==,

NAT3# % — copp-system-p-class-nat-flow

HEREREIBRENATRAR. ERUMNBRERE  KBSERZN , EYEERPEARIHER | AR HCPPEHIZAR
, DABR I E 6k B % S 7 18 88 P B R 18 Supervisor B L &

class-map copp-system-p-class-nat-flow (match-any)
match exception nat-flow
set cos 7



police cir 800 kbps, bc 64000 bytes

ERBTLZERTERRNTDHEERARE K BEYEREUEER, HYERFEREREXIKRERNEBINENTER , E
TREHREANENER, —BRERKAEERT , ETEBAREBREIEZSupervisor,

T8

« BERMEBETAELDENATHHERMRS,. P& EA-LCANRE , fIMN3548 , BRTREFTELYE, F2H  DE
NAT Y BR &

FEE — copp-system-p-class-exception

HERIERIPEEMPICMPELIZEENERABNEFERE, WRENLMUUTEXEFEFB) LA FEXLEHER , SUPER
ICMPEZIENHIEEEEEE. CRAPRENERSEERELER . BRIPEE | IPRERROFHEER  F2HRIANAIE

class-map copp-system-p-class-exception (match-any)
match exception ip option

match exception ip icmp unreachable

match exception ipv6 option

match exception ipv6 icmp unreachable

set cos 1

police cir 150 kbps, bc 32000 bytes

2/
e

HEEZINERES  LWELNERAFTRTAY , IRKRTT —EREHS , URHICMPRILENIPERRER THEE,

- BBYRTEFBLWER  REFERRIERIICPUNEMRER.

FEE [ — copp-system-p-class-redirect

HEREREARKERSNBERERBEPTPERHATE. EFEREEHE224.0.1.129/32M ZHRE. UDPE319/320HEthetype
OX88F7 LW EEE R &,

class-map copp-system-p-class-redirect (match-any)
match access-group name copp-system-p-acl-ptp
match access-group hame copp-system-p-acl-ptp-12
match access-group name copp-system-p-acl-ptp-uc
setcos 1


/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
/content/en/us/td/docs/switches/datacenter/nexus3548/sw/93x/interfaces/configuration/guide/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x/b-cisco-nexus-3500-nx-os-interfaces-configuration-guide-93x_chapter_0110.html#id_35947
https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1
https://www.iana.org/assignments/ip-parameters/ip-parameters.xhtml#ip-parameters-1

police cir 280 kbps, bc 32000 bytes

. WRFENSEYN  IRFREEELER. BRPTPREREAMENEEPTPERX K MIAREKEEWE. EWR&EE "
HRIFBRE, B, TSR E S BB AR A ER,

o RERRTEAFENFMEPTPREENRNEE. RRSETABHEEMAKIMRE , RAELERNRHETHEE

o

OpenFlow#8 — copp-system-p-class-openflow

1t 38 = 45 B2 OpenFlow R EIRE M IR R H 2 M AR TCPER BRI R E.

class-map copp-system-p-class-openflow (match-any)
match access-group name copp-system-p-acl-openflow
set cos 5

police cir 1000 kbps, bc 32000 bytes

2
WEFHNEZTAEFREBELENE  SLERERNEERERFSNESUEERANNER T
T8
o TREAMELLREAFBEHBEARBEANEESRELREENRE.
o MRLZERESTEE (STPRRE ) .
HERRCoPPE E =

HCoPPERETHIEHBRNE - S RME !

- FBENTENHE,

- BERBPHOREUARXBBESHER

AAFREER.

- BMEMNRELREFEETENER  ARBERETEHETER,



pign , ERAFFIHNTE

. HEBESIHEEMBRCANEGESEN , ETERBENR,
. HECRHIVLANASHEEHEN , BXHRME EERAHR.
o WMEIMXRPCFEZngGEMERE, BEHEARPRE , BEKE MR E Alncomplete,

- BEMBBANPEREMEIMRIEERARE, NRBERXRE ERAEEREACOPP , BIRBELERIT copp-system-p-

class-norma &,

<ffroot>

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

set cos 1

police cir 1400 kbps, bc 32000 bytes

module 1 :

transmitted 3292445628 bytes;

dr opped 522023852 byt es;

o A SEGTREBERSEEZESEEM.
o EUEfTASERESEARPREMERE  #MEBIERRBITA.
HERFANR , CoPPIEEE A EEMEBARENTE | £44|F BARPH copp-system-p-class-normal, B2E3E ( HIZOSPF, BGP ) #

BN RETEWCOPPERE , RATCMTLBRATENE, METHITRE , ARPEEESMRBEIHAMHE , EEeFERAK
BEMNHE, i, MRARPREGER , WARABEBEERMEERF , TCPE5E ( MIBGP) WIS Lk,

o EFJHTEETERE , flMEthanayzer, CPU-mactAMENCPUETR , M — SiRatfE,

Ethanalyzer

HRCoPPIEHIMREEECPUREMBE , ALKREEN T B2 —EEthanalyzer, It TEZNexusfi TSharkBR , A RENFEE
Eo|ZEXNBERNRE, CETVUERAERTEEENBIES (FNFERREES ) , HtREBECPUBENZKRIRENSE
BTE,

BEE AR EEthanayzer T EERIBFEREREZHTRELIERUR I TREEREINARPRE. JUERBRBERMERS , M
REEREIBREERH TR, Al , FMEBRENETIBRR.



—AERNERECthandyze SHREBEBTIBMNFERE, THIEANENTEREREHEZANERASICRBERHEH , FEE
CPUZHE , At BE T EthandyzerBEE T, EERNERNTERE K EEBFEAEMTE | FIMIELAMESPAN, #l0 , EiBR
ARP , EEERASGS :

ethanalyzer local interface inband display-filter arp limit-captured-frames O autostop duration 60 > arpcpu

ERAEREMN

+ interfaceinband — 2EE [ EISUPH R E
« display-filter arp — R TIEFA WtsharkiBIBEE |, #Z KL EWiresharkiB &85
o limit-captured-frames 0 — RRRH , ORTERS , ERH S —E5I8ELRACH+CFEEL

»  autostop duration 60 — f§EthanalyzerfE60# & F1E , At ©EE I CPU LB RH60ARPHRENRER

Ethanalyzeri H S BB R EFH> arpcpuE’\JbootflashJ:E’Qﬁi LMEFHHEREE, 60M%& , HETHK , EthanayzerByREKIE |, BR
apcpulz AR M bootflash £, AEHHETREURMEAREERE. BFIRR :

show file bootflash:arpcpu | sort -k 3,5 | uniq -f 2 -c | sort -r -n | head lines 50

669 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:47 -> ff:ff:ff:ff:ff:ff ARP Who has 10.1.1.1? Tell 10.1.1.2
668 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:43 -> ff:ff:ff:ff:ff:ff ARP Who has 10.2.1.1? Tell 10.2.1.2
668 2022-05-10 10:29:50.901295 28:ac:9e:ad:5e:41 -> ff:ff:ff:ff:ff:ff ARP Who has 10.3.1.1? Tell 10.3.1.2

HERBRNEF KBS  RIMERY , ARKIME—CEE (E2KBHS )  BERETHBLNERTHEE  SRBHEHH
REBTHF  YBRAS0EE R,

EAERTAIT , H60WR , #=ZAREEK T HEBO0EARPEN T , ELRECHKBERATELFRE, BIEIR LN —5IFHE
I T EEEREREA  BEERPHRESHNOIEE,

BEffEthanadyzer TEHFARBEINEARATI2EE , cEE LREASICHET. BML  ERCEERBERONERN OEEEEE
GEAMERR A S, CoPPAIHWRLEEthanalyzer L& |J/J|LEZHIJ%<HSHT§ZUO EEERTAEEM, RERENASERIFSEANE
Z  EABRREAEBBRECPUNTE. ER—EBEENER , BAEthandyzer EERHHRETFTRIERCIRAEHEEZNRE,

Ethanalyzerth AISALBRRA RN ER , MBEREEAMRTBRERIHEBRHZRBEFRMEHEBSUPRE. ETNRERRIERE , 5
B HEBR T E —E2.

B EAEthanayzer ) L F¥ B AR A% |, 552 B TechNote:

Nexus 7000t # Ethanal yzer 8 & B BR 35 52

£ Nexus¥F & Ethanalyzer# 17 $2 &I F E M E L RED

% AR ESXMRIERM 2B , Nexus 7000 88 EIB EEVDCH {TEthandyzerii g , Hh 8 SR EAFFEVDCHSUPEERE,


https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-7000-series-switches/116136-trouble-ethanalyzer-nexus7000-00.html
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665
https://community.cisco.com:443/t5/networking-knowledge-base/using-ethanalyzer-on-nexus-platform-for-control-plane-and-data/ta-p/3142665

N v Do Ethanayzer e X R R,

CPU-MACH ARETER

BECPUBRNRERMBNFRAFKITETEREHATX/RX CPURENEBHIEA. TUEAGT  EEERHERAshow
hardware internal cpu-mac inband stats , @ SR AHE ERERNIEEERRKTERAMRA D

show hardware internal cpu-mac inband stats’
Packet Statistics
Packets received: 363598837

Bytes received: 74156192058

Packets sent: 389466025

Bytes sent: 42501379591

Rx packet rate (current/peak): 35095 / 47577 pps
Peak rx rate time: 2022-05-10 12:56:18

Tx packet rate (current/peak): 949 / 2106 pps
Peak tx rate time: 2022-05-10 12:57:00

EAREER  EREVAERMER K RNARRIBRBNERZENER , & H &% show hardwareinternal cpu-mac inband stats
E8, EHERRED  BEENELEERETARL T Epps, AHEREEMN, Lkai® show hardwareinternal cpu-mac
inband events EAAEEL SE , RACESHRIEEERENRBZXENSFEEENER,

#FRECPU

Nexus3Z i 2 ERLinuxBI &t , MINexustEERBINXOS)FIFCPUR EHIRER. STEEURSHEROEBNSHITHEERIE
HEFMEERENAFHE , AR TEREREE, B2 , IRERBENREER , HBERTELERAEFER YA
EACPUBIHE THTEREREE., HCPUERIREZEIRE , URBRBEHEERSHW KEMSEA show processes cpu sort | exclude 0.0 or

show processes cpu sort | grep <process>:o

ERRCPU, HAMET NEthandyzer BB RUHB T EENRENERNREN RE Y HYRHZGFERE LIRS EIENTFERBS
BENFRTEEN, BHECOPPR-—ERERFIEFEE, ERRFAN , RATCRAHEXISUPHRERER. CEERBERR
BER (BREHMHE ) REFZTENTEY, WFMEERFRAGFCHEXFTETE , RATHNEERTURR EE K CoPPE
BILREREREZBNEERGTNERENZE., ARNBRNRXEAEINERTEE(ARE  RABESFAEAS , fim
keepaiveM AJ AR EBRESHNER . BENRBECEVERIINNFESHIARESH. FicE , COPPARETRENREN I
EMEE , YELRETERNFREARNUABBRRETRELBRYEETHH. NRBLEERE , FRECPPREEEETRNEE
HERIREMERRE, ERBEVERR , BULEBS THRENWIZENRIEENMERER , ROMIERNILFTMETHEOLES
, MERFENBRTREIEXBRBEASNEER,

HibE&ERA

EHTEE/MRIETLEIREMSMNE R EEAREERLTCPUEIITSPANEICPUII ThEE, B8 % = X T8 B2 % == IR 41 M CoPPHY /&% = & R [R 4l
. BEEEMFEASPANZICPU , EFEAEENEE A,

BRI FRER , F2RIILMNEMRA



Nexus 9000E ## E ASIC NX-OS SPANEICPUETE


https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html
https://www.cisco.com/c/zh_tw/support/docs/switches/nexus-9000-series-switches/215329-nexus-9000-cloud-scale-asic-nx-os-span-t.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH
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EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



