ASARBEEVPN IKE/SSL - RADIUS,
TACACSHILDAPHY Z R R M E Xl B RHI

Im
=

S (&
i
SR

#

Bl
%

#

S
H
5l

R TE
BBt 517 B EIASA
ACSHIZ ith i F &
ACS#H]Active Directoryff i &
BIBRADIUSE FHACSHIASA
BIBTACACS+{EF FHACSHEYASA
B {ELDAPHJASA

i F ;A SSLAY Microsoft LDAP
LDAPH 2| # 5l & &5
ASAFIL2TP

ASA SSL VPNZE E i

ASA SSL WebFi F

ACSEAE E AR

B

SRSt HERR

1HEAEEA

msr

ANEMRERNBERELSEEASA) LE EHNIEHFARBVPNRRE RN BB M BB E X Thae
o ZFI*?EE% .

- TEIfEA &M : Cisco VPNE F i HCisco AnyConnect Security Mobility

- TRIMNBEAHE : TACACS, RADIUSHIERE R B $&1FHEUE % E(LDAP)
- BN 22 FEURHRF(ACS) LN T ERMFE : A#th W Active Directory(AD)

DEGRHF

|R



BRIERERBUUTEE

- BiBar = H A E(CLEEASAL E
. ASA L VPN & /Y E A 2055
. Cisco Secure ACSEL# 415%

A T
A X RN EFRRIRA T KA EIARA -

- BB EEREEESARRESHRA
- Microsoft Windows Server 2003 SP1
- BN R FEURH RS AR E S RAE
. Cisco AnyConnectZ £ 1T B1{L ki 2<3.1
. Cisco VPNfEA &Eif , A5

ANHNEARRBEEERETREANKEMEL. Iqﬂﬁﬁﬂﬁ’JFﬁﬁ%«z%‘%?‘E‘./ﬁﬁ? ( &
) BVAAREREAE), MRENBERIEEER , FREACCHEBEAE S UTRERNIE,

FHRDOEHTE(EREHMEFER) IERAHTFFEFANGSNESZENA,
£ H debug ETZ 8l , BAEBBIEERI Debug ETHEEEA,

EAXi 5 BREHASA

BEXRMMERFAENASATAFFERAZIBBHRFBENINEE, EE/NEBEART , 0
RADIUS. TACACS. LDAPEWindows NT,

ACSHIZE#ER &

ACSEAMERFEAENEBRIRNERER. Sl , BULGARFEYNEREE TREAR
EREE , HEWUERE B RERAKRFE


//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

s and ientiy Stores > Intermal ety Stores > Users > Creats

General

= Name: cisco Status: Enabled ~ O
Description’

< Identity Group: All Groups '
Account Disable

Disable Account if Date Exceeds: 2013-Dec-01  fill(yyyy-Mmm-dd)

Password Information
Password muskt

* Contain 4 - 32 characlers

o Password Type: Internal Usars Seled |

o Password: AEREE

£ Confirm Password:
[¥] Change password on nexd login

User Information
Thera are no additional identity atributes defined for user records

BULAFEERERERRERME, Sl , BRIHE , EULEREAERS (HLEEmFes
BA)  RERHERRHNEE :



system Administration = Users =» Authentication Settings

Account Disable

@ Mever

Disable account if;
Date Exceeds: E[m’y—rﬂmm—dd}
Days Exceed:

Failed Attempts Exceed:

Reset current failed attempts count on submit

Password History

Password Lifetime

Users can be required to periodically change password

| If password not changed after 60 days :

Disable user account

@' Expire the password

Display reminder after days

Password must be different from the previous 1 versions

BEREAENRERLREEMRE.

ACS-RESERVED-Never-Expired 2 £ 1 & & 11 1) A BB 1,




DLy

o Aftribute:; |ACS-RESERVED-Never-Expirad
Description: l

_ Attribute Type
[, Manitori Aftribute Type: Boolean
. System Administration Default Valus:

Sdministrator
Attribute Configuration
[ add Policy Condition
Paolicy Condition Display Nim&:l

& = Required fields

Internal U'sers

LEERERAERA  TAREASEMIRFIMERE, FRALKRE , BIESEMEREERRFE
ZERATRE |, IR REER

General

= Name: [eisco Status: Enabled [v| ©

Description: |

« Identity Group: [All Groups Select I
Account Disable

O Disable Account if Date Exceeds: [2013-Dec-02 i (yyyy-Mmm-dd)
Password Information

Password must

» Confain 4 - 32 characters

= Password Type: |internal Users  Select |
# Password: |

& Confirm Password: |

O Change password on next login

User Information
ACS-RESERVED-Mever-Expired: Trug f'l

& = Raquired fialds




ACSHActive Directoryf{ fi &

A LASACSE E AMEBEADEREFRHNFERE, F£MAMicrosoft Challenge Handshake & 13 88 3% 175 €
F2M(MSCHAPV2)IF X EZ BRI HINE X ; F2RER LT FRRFIRHES.A4EAFM : ACS
549N S5 ERE - SORIHEN S P EHESEUBRFFHEA,

HEASAL | BRI LERARIBEENRE (WM T—&ATE ) , LEHASAEAMSCHAPY2,

ACS7EERig#2 I 25(DC) B skt 4% B £ @ AR B ERRMR(CIFS)n BN T ERE /R mBREM
(DCE/RPC) MY LA E B B HS

80 192,168.18, 152 16.48.66, 128 SAMR 324 ChangePasswordUser2 request
83 10.48.66,128 192,168, 10,152 SAMR 178 ChangePasswordlUser2 response

&

aaaaaaa

Frame 80: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)

Ethernet II, Src: CadmusCo 65:a@:ff (08:00:27:65:a0:ff), Dst: 62:9d:c3:ad:cd:cB (62:9
Internet Protocol Yersion 4, Src: 192.168.10.152 (192.168.10.152), Dst: 10.48.66.128
Transmission Contrel Protocol, Src Port: 35986 (35986), Dst Port: microsoft-ds (445),
[? Reassembled TCP Segments (806 bytes): #79(536), #B0(270)]

NetBIOS Session Service

SMB (Server Message Block Protocol)

SMB Pipe Protocol

Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment
= SAMR (pidl), ChangePasswordUser2

Operation: ChangePasswordUser2 (55)

[Response in frame: 83]

Encrypted stub data (672 bytes)

L - AR -

ASAT] LUfE FIRADIUSFITACACS+1# & BEACSEf #& LA E RAD 1B,

EiBRADIUS{ERACSEIASA

RADIUSEABEAGTXEXBIHRRFREEE, BF  ZERFBENHEPAP)HRRADIUS,
ASALIBB N A EAE BB | REFEHARADIUSH AR NZRE,

EEAEZREIHNAERFIRT , ACSEMASAREIRadius-RejectiH R, ACSIEEE :


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889

Authentication Summary

Logged At: October 2,2013 5:24:52 446 AM

RADIUS Status: Authentication failed : 24203 User need to change passwaord
MNAS Failure:

Username: CISCO

MAC/IP Address: 192 168.10.67

Metwork Device: ASAI - 192.166.11.250 -

Access Senvice: Default Network Access

l[dentity Store: Internal Users

Authorization Profiles:
CTS Security Group:
Authentication Method: PAP ASCI

HRASA | EREERRadius-RejectlHE , F 17587 KBl

ERRIRERE , ASARFTERSE A E & T £ A password-managementin 5 :

tunnel -group RA general -attributes
aut henti cati on-server-group ACS
password-management

password-managementin S E H1T4A , &M@ FIERadius-Requestf £ FAAMSCHAPV2 |, 72
PAP.

MSCHAPV2HHE X BEAREIHAM BB E N, Fit , WRVPNERAEEXauthFE R EE 45 ERRER
, B3R BASA#YRadius-RequestR £ BIEMS-CHAP-Challenge:

= Attribute Value Pairs

AVP: 1=7 t=User-Name(l): cisco

AVP: 1=6 t=NAS-Port(5): 3979366400

AVP: 1=6 t=Service-Type(6): Framed(2)

AVP: 1=6 t=Framed-Protocol(7): PPP(1)

AVP: 1=15 t=Called-Station-Id(30): 192.168.1.250

AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67

AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)

AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67

AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)

» YSA: 1=18 t=MS-CHAP-Challenge(1l): 205d20e2349fe2bbl5e3ed5c570d354c
AVYP: 1=58 t=Vendor-Specific(26) v=Microsoft(31l)

b VSA: 1=52 t=MS-CHAP2-Response(25): 0000fb52f2f8dcc50b0fe2aa79b2cdd428
> AVP: 1=6 t=NAS-IP-Address(4): 192,168.11.250

» AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

4 v v v T T v T w

q

MRBACSEEZFEAEEEFNZN , B|2IRE —AlRadius-RejecttHE , HHPEEMSCHAPV2EE
55648,



v Attribute Value Pairs
v AVP: 1=57 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=51 t=MS-CHAP-Error(2): \O00E=648 R=0 C=20"

ASARRf# % H B £ AMODE_CFGftCisco VPNE Fimra KT HTS

Cct 02 06:22:26 [I KEvl DEBUG Group = RA, Usernane = cisco, |IP = 192.168.10.67,
Received Password Expiration from Auth server!

Cisco VPNE Fimi$ BN R R A Z WA EEE L

& status: Disconnected | VPN Client - Version 5.0.07.0290 o (|3 | 22 |

Connection Entries  Status Certificates Log Options Help

S =) i%g Eﬁi EEQ N

Cancel Connect Mew Impart Modify Delete CISCO
Connection Entries l Certificates l Log ]

| Connection Entry | Host | Transport
152 168.1.250 192 168 1.250 IPSec/UDP
&) VPN Client | User Authentication for "192.168.1.250" @ :Eg:gjﬂgﬁ
Your password expired :i’iﬁ?ﬁ;P
aliei]yy New Password: | IPSec/UDP
A Confirm Password: | Foee/LF
DK Cancel
4 | B
Authenticating user... AN ENERNEEN

ASAEIX % — B EBMS-CHAP-CPWHIMS-CHAP-NT-Enc-PWE £ ( #1%18 ) f9Radius-Request :



P AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67
b AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)
P AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
v AVP: 1=42 t=Vendor-Specific(26) v=Microsoft(311)

P VSA: 1=36 t=MS-CHAP-NT-Enc-PW(6): 060000034d57f459fe6d4875c
v AVP: 1=255 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000la3a32falcad97b38
AVP: 1=255 +t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000275b374dfc58148f6
AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=18 t=MS-CHAP-Challenge(1l): 5f16e4b7338b4b8117b50896
AVP: 1=76 t=Vendor-Specific(26) v=Microsoft(311)
b VSA: 1=70 t=MS-CHAP2-CPW(27): 07004efba53521c47b1046bbcas51
P AVP: 1=6 t=NAS-IP-Address(4): 192.168.11.250
P AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

q

q

q

ACSHERR 58 R I IR [ElRadius-Accept with MS-CHAP2-Success:

< AVP: 1=51 t=Vendor-Specific(26) v=Microsoft(311)
P YSA: 1=45 t=MS-CHAP2-Success(26): 00533d324144414

IERLATEACS LB , ACSHRE "24204 Password changed successfully s :



ESteps

11001 Received RADIUS Access-Request
11017 RADIUS created a new session
Evaluating Service Selection Policy
15004 Matched rule
15012 Selected Access Service - Default Network Access
= i ity Pol
15006 Matched Default Rule
15013 Selected Identity Store - Internal Users
24214 MSCHAP is used for the change password request in the internal users identity store.
24212 Found User in Internal Users IDStore
24204 Password changed successfully
22037 Authentication Passed
15006 Matched Default Rule
Evaluating Exception Authorization Policy
15042 No rule was matched
luati ization Poli
15006 Matched Default Rule
15016 Selected Authonzation Profile - Permit Access
22065 Max sessions policy passed
22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

RE , ASARTEHRENRL , WREHRTRERK(QM)RE

Cct 02 06:22:28 [I KEvl] G oup = RA, Usernane = cisco, |IP = 192.168. 10. 67,
User (cisco) authenticated.

EIBTACACS+EFIACSHIASA

B#% , TACACS+t AR EBIAMAEN., FTRERBER A  RAASATEA S HRBLS)
AASCIIT A RMSCHAPV2HI TACACS+,

RS EERD , ACSERMAFE :



v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 20
Server message: Enter new password:
Data length: 0

Cisco VPNE Fif R R RAAF BRI S ( TRIARADIUSHEAMEEAR )
& status: Disconnected | VPN Client - Version 5.0.07.0290 | o || =] 22 |
Connection Entries  Status Certificates Log Options Help
T
S B il
Cancel Cannect Mew Impaort Madify Delete CISCO
Connection Entries l Cerfficates ] Log ]
| Connection Entry | Host | Transport
152 1681 250 152 168.1 250 IPSec/UIDP
i i IPSec/UDP
&) VPN Client | User Authentication for "192.168.1.250" = IPSec/LIDP
IPSec/UDP
Enter new password: IPSec/UDP
Mmir = _ “ IPSec/UDP
cISCoO E3ponse. IPSec/UDP
QK Cancel
* [
Authenticating user... ANEEEEEEENEEEEEEDN

ACSFERIEFTHZT

v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 33
Server message: Enter new password confirmation:
Data length: ©

Cisco VPNE F i 8 /s — {EfESRAE -



& status: Disconnected | VPN Client - Version 5.0.07.0290 o ||= | &= |

Connection Entries  Status Certificates Log Options Help

é%? = ﬁég ) Eﬂﬁ o]

Cancel Connect Mew Impart Madify Delete CISCO
Connection Entries I Cerfficates ] Log ]

| Connection Entry | Host | Transport
192.168.1.250 152.168.1.250 IPSec/UDP
i 0 IPSec/LDP
& VPN Client | User Authentication for "192.168.1.250" = IPSec/LUDP
IPSec/UDP
Enter new password confimation: IPSec/UDP
IPSec/UDF
alin Response: ||
QK Cancel
‘ | B
Authenticating user... ENNEEEREEER

WRHEFDIERE , ACSIRE S MERE R

v Decrypted Reply
Status: 0x1 (Authentication Passed)
Flags: 0x00
Server message length: 0
Data length: 0

A&, ACSICHREM N ENEBNEMH -



Evaluating ldentity Policy
Matched Default Rule
Selected Identity Store - Internal Users

Looking up User in Internal Users IDStore - cisco
User need to change password

Found User in Internal Users IDStore

Invalid workflow sequence type

TACACSH will use the password prompt from global
TACACSH configuration.

Returned TACACSH+ Authentication Reply
Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

ldentity Policy was evaluated before; Identity Sequence
continuing

Looking up User in Internal Users IDStore - cisco

User need to change password

Found User in Internal Users IDStore

TACACSH+ ASCI change password request.,

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

Returned TACACSH+ Authentication Reply

Received TACACSH+ Authentication COMTINUE Request
Using previously selected Access Service

Identity Policy was evaluated before; Identity Sequence
continuing

PAP is used for the change password request in the
internal users identity store,

Found User in Internal Users IDStore
Password changed successfully
Authentication Passed

ASARRR BRI T & BRI EBRE

Cct 02 07:44:40 [I KEvl DEBUG G oup
Received challenge status!

Cct 02 07:44:40 [IKEvl DEBUG Group = RA, Usernane = cisco, |IP = 192.168. 10. 67,
process_attr(): Enter!

Cct 02 07:44:40 [I KEvl DEBUG G oup

RA, Usernane = cisco, |IP = 192.168.10. 67,

RA, Usernane = cisco, |IP = 192.168.10. 67,



Processi ng MODE_CFG Reply attributes

Cct 02 07:44:40 [I1 KEvl DEBUG Group = RA, Username = cisco, |IP
Received challenge status!

Cct 02 07:44:40 [1 KEvl DEBUG Group = RA, Username = cisco, |IP = 192.168.10. 67,

process_attr(): Enter!

Cct 02 07:44:40 [1KEvl DEBUG Group = RA, Username = cisco, |P = 192.168.10.67,

Processi ng MODE_CFG Reply attributes.

Cct 02 07:44:41 [IKEv1] G oup = RA, Usernane = cisco, |IP = 192.168. 10. 67,

User (cisco) authenticated.

ZBBEIHASATLIER, EFAESHRNEBTERNTNTACACS+ER/BR—H , BLEFRA
EEERTHVPNE i@ 2 RIEENRBTNEAE.

192. 168. 10. 67,

i

E{HLDAPHIASA

Microsoft ADFISun LDAPfA RS R E R E X ERIFRHME N,

HRZBEEX , AHRESIEE Mbindresponse = invalidCredentials, , 6 8&R Terror=7731 . IR
MERTEAES AT, ARNERAESE

SRR ER

525 AEBIERAE

52e BIFEN

530 LT AFEA

531 TR TEIEEA
532 RIEC B

533 REEZH

701 IR 218 HA

773 FRENBEEEBRG
775 FRERFEHEHE

Bt ELDAP AR 2T :

aaa-server LDAP protocol |dap
aaa-server LDAP (outside) host 10.48.66.128
| dap- base-dn CN=USer s, DC=t est - ci sco, DC=com
| dap- scope subtree
| dap- nami ng-attri bute sAMAccount Nane
| dap-1 ogi n- password *****
| dap-1 ogi n-dn CN=Adnmi ni strator, CN=user s, DC=t est - ci sco, DC=com
server-type mcrosoft

B EARBEEANZREEDEE

tunnel-group RA general -attributes
addr ess- pool POCL
aut henti cati on-server-group LDAP
defaul t - group-policy My
password-management

EEADEARE K UEFEEENEE .



cisco-test Properties E

Published Certificates | Member OF | Diakin | Object | Security
Em-'ircunmentl SEESiDHSI Remate n::u:untn:ull Terminal Services P'ru::filel COMM+
eneral I Address  Account | Prafile I Telephohes I Organization

Uzer logon name:

-::i:s:I::I:I-tE::s:t {Eikest-clizco. com j
Uzer logon name [pre-windows L000]:
[TEST-CISCOY cisco-test

Logon Hours... LogOn To..

[T dccourt iz lacked out

Account options:

W Uszer must change pazsword at next logon -

[ Uszer cannot change password

[ Pazsword never expires

[ Store password using reversible encyption ll

—Account expires

¥ Mever

™ End of; Saturday |, Movember 02, 2013 |~
aFk. I Cancel Spply

EFERAEESEMCisco VPNEFimE , ASARR S W

ASA(config-tunnel -general )# debug | dap 255
<some output onmmited for clarity>

[111] Session Start
[111] New request Session, context 0xbd835c10, reqType = Authentication
[111] Fiber started
[111] Creating LDAP context with uri=Idap://10.48.66.128: 389
[111] Connect to LDAP server: |dap://10.48.66.128:389, status = Successful
[111] supportedLDAPVersion: value = 3
[111] supportedLDAPVersion: value = 2
[111] Binding as Adninistrator
[111] Performing Sinple authentication for Administrator to 10.48.66.128
[111] LDAP Search:
Base DN = [ CN=USer s, DC=t est - ci sco, DC=con]j
Filter = [sAMAccount Nanme=ci sco-test]
Scope [ SUBTREE]
[111] User DN = [ CN=ci sco-test, CN=Users, DC=t est - ci sco, DC=coni
[111] Talking to Active Directory server 10.48.66.128
[111] Readi ng password policy for cisco-test, dn:CN=cisco-test, CN=Users,



DC=t est - ci sco, DC=com

[111] Read bad password count 2

[111] Binding as cisco-test

[111] Performing Sinple authentication for cisco-test to 10.48.66.128
[111] Sinple authentication for cisco-test returned code (49) Invalid
credentials

[111] Message (cisco-test): 80090308: LdapErr: DSID 00090334, conment:
Accept SecurityContext error, data 773, vece

[111] Invalid password for cisco-test

MRBREN , BHE52eH5R ¢

[110] Message (cisco-test): 80090308: LdapErr: DSID- 00090334, conment:
Accept SecurityContext error, data 52e, vece

R |, Cisco VPNEF i ER EZ :

& status: Disconnected | VPN Client - Version 5.0.07.0290 = || =] ER

Connection Entries  Status Certificates Log Options Help

@ m M

Cancel Connect Mew Import Muodify Delete CISCO
Connection Entries l Cerificates l Log ]

| Connection Entry | Host | Transport
192.168.1.250 192.168.1.250 IPSec/UDP
i i IPSec/UDP
G VPN Client | User Authentication for "192,168.1.250" @ IPSec/LUIDP
IPSec/UDP

You need to change your password

b v . IPSec/UDP
Enter new password (minimum length 7 characters): PSen/LIDP
vt]iei]r, New Passwond: || IPSec/UDP

cIsco Confirm Passwaord: |

K Cancel

1 | | B

Authenticating user...

L EE S RETACACSHRADIUSERMHFELA TR , RATCE TR, EARMD , RENEK
PEBRES/CEF T,

EAEERRRRE , ASATRESELDAPRIAREF KB RBUE R

[113] Modify Password for cisco-test successfully converted password to uni code
[113] nodify failed, no SSL enabled on connection

Microsoft REEEEF AL L EEFRE(SSL)RIEAHE, BERE !

aaa- server LDAP (outside) host 10.48.66.128
ldap-over-ssl enable

B A SSLKMicrosoft LDAP

FEEERT , Microsoft LDAP over SSLFE#HER., EERALIIE B4 AFRAEENESRERA



ERIRFREETE. FHESHEET , F2RNMAERE =S HEHBEBRASSL,

HEEETURHEERE , RAASATEHLDAPRE, MEHRIIERESR , F2[BICiscotizEID
CSCui40212 , TAllow ASA to validate certificate from LDAPS server, o

FIRE : ACSERFES SR EFMAFRMLDAPEE,

ELRETE  BHRBMmcRFIE | #ZAdd/Remove Snap-in , Fi8EE , A% iEZEComputer
account:

1
' Mdfnemve Snap-in E1E3
standalone: | Extensions |

|
i Lise this page to add or remave & stand-slons snap-in fram the consols,

Snap-ins added to: |y Console Root ~| @l

Certificates snap-in

Aallzble standalone snap-ins:

This snap-in vall always manage cedificates for;
Snap-in !
42 NET Framework 1.1 Confi € My user account
“ZActive Directory Domains ¢ Service account
ﬁuﬁtti‘-’& Direschory Skes and = m
&5 Active Directory Users anc
[ | ehactivex Control
<3 AD5I Edit
T4 authorization Manager
L certificate Templates
EPCertificates
@Certficamn Authority

~Description
- The Certificates snap-in allow:
certificate stores for yourself,

¢ Back Nest » Cancel
| | |

EEAGEY K SEEEAIBARE  RAEKEBHNIERRRBCAZERDIZEENRE
B, REBRREREXEIME


http://support.microsoft.com/kb/321051
https://tools.cisco.com/bugsearch/bug/CSCui40212

“In Consolel

=

Fle Action View Favorites Window Help

in Console Rooth Certificates (Local Computer)) Pe ET I Detads [m Path ﬂ

[ Console Root | Issued To /
=l D) Certificates (Locsl Corrg | [lwin2003-mga.test-ci [ Certification path

[=]

| o |
e DEF B XE R e T

=] Personal =) tac

' Certificates [E] win2003-mga.test-cisco.com
-] Trusted Root Certifi
#- ] Enterprise Trust
) Intermediste Certifi
[Z] Trusted Publishers
1] Untrusked Certificat
-] Third-Party Root Ce
[ Trusted People
7L Certificate Enrolimes
® (2] sPC

)

B-E5-58-5

)

1] | | KN

Personal store contains 1 certificate,
# Domain Controller & Directory Certificate status:

Thi ii i 3
Dornain controllers use Active Directory to manage his certificate is OK
resources such as users, computers, and applicatic

ASA 84 2R FHEHZR , ERERBBSSLEMLDAPE |, ATaE iR @t EEER

ASA(config)# debug | dap 255

[ 142] Connect to LDAP server: |daps://10.48.66.128:636, status = Successful
[ 142] supportedLDAPVersion: value = 3
[ 142] supportedLDAPVersion: value = 2
[ 142] Binding as Adm nistrator
[142] Performng Sinple authentication for Administrator to 10.48.66. 128
[ 142] LDAP Search:
Base DN = [ CN=User s, DC=t est - ci sco, DC=con]j
Filter = [sAMAccount Name=Adm ni strator]
Scope [ SUBTREE]
[ 142] Request for Administrator returned code (-1) Can't contact LDAP server

ASA 9N IMREMERET IHERE. EMELDAPEHE. F—EEFREXY , RKIBAT73 ( B

BB ) R MmME-ESEARBREN :

[53] Session Start

[ 53] New request Session, context Oxadebe3d4, reqType = Mdify Password
[53] Fiber started

[53] Creating LDAP context with uri=Idaps://10.48.66.128: 636

[53] Connect to LDAP server: |daps://10.48.66.128:636, status = Successful
[ 53] supportedLDAPVersion: value = 3

[ 53] supportedLDAPVersion: value = 2

[53] Binding as Admi nistrator

[53] Performing Sinple authentication for Admi nistrator to 10.48.66. 128

[ 53] LDAP Search:




Base DN [ CN=User s, DC=t est - ci sco, DC=conj
Filter [ sAMAccount Nane=ci sco-t est]
Scope = [ SUBTREE]
[53] User DN = [ CN=ci sco-test, CN=Users, DC=t est - ci sco, DC=conj
[53] Talking to Active Directory server 10.48.66.128
[ 53] Readi ng password policy for cisco-test, dn:CN=cisco-test, CN=Users,
DC=t est - ci sco, DC=com
[53] Read bad password count O
[ 53] change Password for cisco-test successfully converted old password to
unicode
[ 53] change Password for cisco-test successfully converted new password to
unicode
[ 53] Password for cisco-test successfully changed
[53] Retrieved User Attributes:

<....nost attributes details ommtted for clarity>
accountExpires. value = 130256568000000000 <----- 100ns intervals since
January 1, 1601 (UTC)

ERBHBEY , FRERD, Wiresharka b1 FLDAP IR 55 40 RSB H SSLT B (T AR

75 10.48.67.229 18.48.66, 128 LDAP 239 modifyRequest (7) "CH=cisco-test,CN=lUsers,DC=test-cisco,DC=com"

76 10.48.66.128  10.48.67.229 LDAP 113 modifyResponse {7} success
1|
1? Frame 5 _L'_'I_"rt1- 'S 0N I[ (1912 Pfl‘ir' b, 238 [-1 5 -E.- P |'| {1912
b Ethernet II, Src: Cisco bB: ﬁh 25 (88:17:5a:bs: 6b 25}, Dst: \rmam '-ZIEI:E-E 16 (00 8c:29:90:69: 16)
b Internet Protocel Version 4, Src: 19.48.67.229 (10.48.67.229), Dst: 10.48.66.128 (10.48.66.128)
b Transmission Control Protocol, Src Porl: 31172 (31172), Dst Port: ldaps (636), Seq: 4094749281, Ack: 1574938153,
b Secure Sockets Layer
= Lightweight Directory Access Protocol
= LDAPHessage modityRequest(7) "(CH=cisco-test,CH=lsers, =test-cisco,Di=com’
nessagelld: 7
= protocoldp: modifyRequest (6
= modifyRequest
ohject: CN=cisco-test CHN=lUsers,C=test-cisco, DC=com
= modification: 2 items
= modification item
operation: delete (1}
F modification unicodePwd
= moditication item
operation: add (8}
Emodification unicodePwd
[Response In: T6G]

ASA VBB HERE IR TIR(IKE)/BRRE . REMFTE(AAA)EIEERADIUSERE SR PETHIEEE
ﬂﬁlo

LDAPHI B sl B 5

kg
Fit
L

HNRLDAP , B U AERBR I siEEBE S INAE, ASAERBRIHE0XRERLUT
EEAE -

tunnel -group RA general -attributes
password-management password-expire-in-days 90

ZWHERRRBY  EHEERAEA

ASA# debug | dap 255
<some outputs renoved for clarity>

[84] Binding as test-cisco



[84] Performing Sinple authentication for test-cisco to 10.48.66.128

[ 84] Processing LDAP response for user test-cisco

[ 84] Message (test-cisco):

[ 84] Checking password policy

[84] Authentication successful for test-cisco to 10.48.66.128

[84] now Fri, 04 Cct 2013 09:41:55 GMI, lastset: Fri, 04 Cct 2013 09:07:23
GMI, delta=2072, nmaxage=1244139139 secs

[84] expire in: 3708780 secs, 42 days

[84] Password expires Sat, 16 Nov 2013 07:54:55 GVl

[ 84] Password expiring in 42 day(s),threshold 90 days

ASAEEESWIRHARIBTEIEE -

F

@ status: Disconnected | VPN Client - Version 5.0.07.0290 = || = 22 |
Connection Entries  Status Certificates Log Options  Help

S @ NI

Cancel Connect M Import Maodify Delete CISCO
Connection Entries l Certificates l Log l

| Connection Entry | Host | Transport
10.48.67 229 10.48.67.229 IPSec/UDP
i 0 IPSec/UDP
&) VPN Client | User Authentication for "10.48.67.229" = IPSec/UDFP
IPSec/UDP
Your Password expires in 42 days =c
Wauld you like to change it now? Y/N IPSec/UDP
IPSec/UDP
alve]n R _ “ IPSec/UDP
cIsco PO IPSec/UDP
oK Cancel |
1 | o
Authenticating user... HEEN

NREAEEZEFEARE , RRFRTAOAFTRER , ARRBEENBBEIBRE.

ASAHIL2TP

BIE R RBIN B 7 IKESE1hR(IKEv1) HIPSec VPN,

HRAE2EBEBENABHEL2TP)MIPSec , PPPRES BRI Ei, EEMFEHAMSCHAPV2TT 2
PAPZ REE RIS E AW -

ci scoasa(config-tunnel -general )# tunnel-group DefaultRAGroup ppp-attributes
ci scoasa(confi g- ppp) # authentication ms-chap-v2

HHAPPPEFERNL2TPHRINER B HRE , BiHEAMSCHAPV2:



¢ Ethernet II, Src: Receive 24 (20:52:45:43:56:24), Dst: Receive 24 (20:52:45:43:56:24)
= PPP Link Control Protocol
Code: Configuration Request (1)
Identifier: 1 (8x01)
Length: 15
= Options: (11 bytes), Authentication Proteocol, Magic Number
= Authentication Protocol: Challenge Handshake Authentication Protocol (Bxc223)
Type: Authentication Protocol (3)
Length: 5
Authentication Protocol: Challenge Handshake Authentication Protocol (8xc223)
Algorithm: MS-CHAP-2 (129)
b Magic Number: 0x56lad534

EAERRIE , BB A648HHE

v PPP Challenge Handshake Authentication Protocol
Code: Failure (4)
Identifier: 1
Length: 17
Message: E=648 R=0 V=3

REFEETUARR, MAREXFEEUEAMSCHAPV2EIRADIUS S,

BRNAEEL2TPH EHMEEMEER , 5528 Windows 2000/ XP PCHIPIX/ASA 722 B AFEAHLH
£88HL2TP Over IPseckt & =4l

ASA SSL VPNZ&E F i
LA £ RIS R IKEV F 4 5B HA 4% LE (EOL) Y Cisco VPNE F i

Rim VPN HE B f#E R 5 R ZCisco AnyConnectZ £ B8 , ©#AIKEFE2/R(IKEV2) MSSLIHE
» Cisco AnyConnectf Z 5 E X EIHATheEEE ¥t Cisco VPNE F iy IhRESE £ 4 E

HRIKEV1 , 1£1.58 B (Xauth/mode config)d , ASAEEVPNE Finz B T RBERXMEIHER

o

IKEV2EELL ; B EE N FHACFG_REQUEST/CFG_REPLYE R,

HMSSL , ERMUREZHENSERELZL(DTLS)EFEF.

ASAMELBAEE

LA 2 fE A Cisco AnyConnectf) RBIELE , AR EASSLEWLDAPRIAREFAISSLIBE :

aaa-server LDAP protocol |dap

aaa-server LDAP (outside) host wi n2003-nga.test-cisco.com
| dap- base-dn CN=Users, DC=t est - ci sco, DC=com
| dap- scope subtree


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html

| dap- nami ng-attri bute sAMAccount Nane

| dap-1 ogi n- password *****

| dap-1 ogi n-dn CN=Admi ni strator, CN=user s, DC=t est - ci sco, DC=com
| dap- over-ssl enabl e

server-type mcrosoft

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-3. 1. 02040-k9. pkg 1
anyconnect enabl e

tunnel -group-1ist enable

group-policy M internal
group-policy MY attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL
aut henti cati on-server-group LDAP
defaul t - group-policy My
passwor d- managenent
tunnel - group RA webvpn-attri butes
group-alias RA enable
wi t hout - csd

ip local pool POOL 192.168.11.100-192.168.11.105 mask 255.255. 255. 0
RETFEAZHE ( 2iBH ) & |, Cisco AnyConnect& B RIEMR I 5B R AR -



'$ Cisco AnyConnect | 10.48,67.229

Mew Password:

Verify Password:

Connection Banner

Password change required, you must enter a new -
password with minimum length 7 to continue.

[ Continue ]| Cancel

@' Cisco AnyConnect Secure Mobility Client

10.48.67. 229 Connect

AFRAERAERTRA TR



') Cisco AnyConnect Secure Mobility Client

NIl
CISCO

Preferences | Statistics | Route Details | Firewall | Message History

[2013-10-04 09

[2013-10-04 09:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 03:
[2013-10-04 0%:
[2013-10-040%9:
[2013-10-04 09:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 09:
[2013-10-04 03:
[2013-10-04 0%:
[2013-10-04 0%:
[2013-10-04 09:
[2013-10-04 0%:

:13:54] Ready to connect,

15:14] Contacting 10.48.67.229.

15:22] User credentials entered.

15:44] User credentials entered.

15:46] Establishing VPN session...

15:47] Chedking for profile updates...

15:47] Chedking for product updates...
15:47] Chedking for customization updates...
15:47] Performing any required updates...
15:47] Establishing VPN session...

15:47] Establishing VPN - Initiating connection...
15:47] Establishing YPM - Examining system...

15:48] Establishing VPN - Configuring system. ..
15:48] Establishing VPM...

15:438] Connected to 10.48.67. 229,

15:48] Connected to 10.48.67. 229,

15:47] Establishing VPN - Activating VPN adapter...

E M B £ ETAnyConnectifi &5 T E(DART)H &5,

ASA SSL Webfq F

EWeb AOHEHBHERBNZEAIBE :



= |E https://10.48.67 229/ +CSCOE 4+ logon html
Cases* [ Performance~ CDocr [ HR-

[ Tech Tools= TiHon Tech Tools= SIWE [CLicensess TWLC Dlkevi= &

fly Lasin

Pleage enlar your usemams and password.

GRAP: A=

LISERMAME: Beslcisco
PASEWIRD: asassenes]

Logn |

ZRF PN ESREMR :

4 | & hitps://10.48.67.229/+CSCOE+ logon. htmi?reason=28&a0=62&al=37ka2 =f&a3=0&next=8auth_handle=35&stat.

[“Cases= [DPerformance~ T Doce T HR= [Tech Tools= 7 Mon Tech Tools= 52 IWE ©Licenses= TWLC= Tilkevz= [
|

Hew Password Reguired

Pakswead d chaige equired, poin miosl enler a new password
with minimum lengih 7 to continue,

How Passweord |
varity Passward [

Cantinug | Cancal |

ACSfE i & E T

MREEEBVPNESER , BRI LUERAACSHEMAEERZERB(UCP)EAWeb R, F2REEBZE
S EH B GRS AR SIS | FHUCP WebfRH.

B

BeR B EARLERNRERT.


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html
//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html

SRR O

B Bl B A A LA Ry R SR SRR A A

MR

. {EHCLI 8.4718.689Cisco ASA 5500 % 5 & B 5 F : S BLlgfTRe 8 &
i ]
- B8 ¥ - Cisco Systems



//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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