ASR1KA EIBVRF A L2TPv3HI Xconnect
B &%

:b§~§zﬂ
b EEIIR ﬁFﬁVRFﬂFE’J@"’%ﬁE’JﬁﬂIPﬁ%EﬁE’JLZTPVS Xconnect

AERNBREF 2B EEBEARE(L2TP)v3 Xconnect over IPH 2 E@ A EZEEK T R(MPLS)HE
PR A, G0l fE A BE B% R AN EEA (VRF),

BERE

L2TPRBE R BHERAB(SPEANBEEABE , AR ERERER LHNRRFNZEPRH
FEBEFA A MR (VPN),

TS T ERHE2BEIE(L2F)H E MMicrosoftty B BiRRE I E (PPTP)MNES., L2TPHEETRT
R L2TPRA R 85 (LAC) ML2TP#A 3% A BR 85 (LNS).

L2TPRARIRHIES | LACREA MRS , ERIINHARMETFM(PSTN). LACRF AU EES
MEH A KT, ©EIBLANSIWANERSILNS,

L2TP#EE% A BRES : LNSEL2TPIHER MR AMRER , EXIBES , PPPEREZ LY LB S HE8E.
LNS 2 H Wil gy 3% 82 & ME A FF LAY IR E .

L2TPv2 B HEBIPHEE EWPPPRE. WEKEARE (DSL. SEHBMIBREANE ) EIR
BEMAENPPPER , WEBBL2TPHPPPEERRE(LEIISP. FARAL2TPVIEET BER T A 2XE
ME—SEPPPZI , BAREME2ERE., REBMRER , L2TPVIER T EIPR OB LEME2E
VPNRSE L E2EE MWL 2TPIHE. HINEEMN BT -

« L2TPVv3fH{t T VPNHIZF B
« L2TPV3TEEMPLS
- HRAEAAESR , L2TPV3XEBEBIPHE2ERE

AR RL2TPV3 BN E & R F
1. enable

2. configuref&is


https://www.cisco.com/c/dam/en/us/td/i/templates/blank.gif
https://www.cisco.com/c/dam/en/us/td/i/templates/blank.gif

3. interface type slot/port
4. xconnectpeer-ip-address vcidencapsulation 12tpv3pw-classpw-class-name

BAERMREMRE— TL2TPv3 XconnectEEHAVRFENITAA R, WESFARETERNAE &
ZHh#ED | RIFIECPEEASR1002(IP)FASR1004(MPLS) 2 EELE T Xconnect , FEVRFH
ASR1000EF# % ( ASR1000F &R X BVRFEAIL2TPV3 )

___ Xconnect over L2TPv3 between LTE CPE and ASR1002——

—

P

Interface in VRF on both ends
% % VRF on PE-1 % MPLS ‘% eBGP to learn the routes % %

CE-1 CPE : Loopback IP - 1.1.1.1/32 PE-1 PE-2 ASR1002: Loopback IP - 3.3.3.3/32
1

\ MPLS Interface
\ and VPNv4 peering between PE-1/ PE-2/ PE-3
. to learn the routes in VRF

S,

Xconnect between LTE CPE and ASR1004

¥

-

PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

¥

CE-3

BAIER A8 HVRF Y um AV FEIB IPAE R A L2TPv3 Xconnect

___Xconnect over L2TPv3 between LTE CPE and ASR1002—

Interface in VRF on both ends
% % YRFon e % e % eBGP toleam the routes % %

CPE : Loopback IP - 1.1.1.1/32 ASR1002 : Loopback IP - 3.3.3.3/32

PE-1FPE-248 5 T ISPRIMPLS#3% ., CPEEIBVRFEREIPE-1 ASR10021EL_VRFL_%?<§|JPE 20
ASR10027EE R EIPE-2HY M H L B EBVRF, #ASR1002F|CPEIRE /Y A E M R EIBIPI T EAY
VRF,

CPE_LEMASR100289Xconnectit &

interface FastEthernet4.2381
encapsulation dotlQ 2381

xconnect 3.3.3.3 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>> Xconnect with ASR1002

pseudowire-class PSEUDO_CLASS

encapsulation 12tpv3


https://www.cisco.com/c/dam/en/us/td/i/templates/blank.gif
https://www.cisco.com/c/dam/en/us/td/i/templates/blank.gif

interworking vlan
protocol 12tpv3 L2TP_CLASS
ip local interface Loopback0

ip tos reflect

12tp-class L2TP_CLASS

authentication

password cisco

interface Gigabit0/1

ip address 192.168.8.190 255.255.255.0
end

Interface Loopback0

ip address 1.1.1.1 255.255.255.255

end

ip route 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1

ASR1002 LW THEELE :

interface GigabitEthernet0/0/0.906 > Interface connected to PE-2 is in VRF

encapsulation dotlQ 906
ip vrf forwarding L2TP_VRF

ip address 10.1.1.1 255.255.255.252

interface GigabitEthernet0/0/1.2381

encapsulation dotlQ 2381

xconnect 1.1.1.1 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS

pseudowire-class PSEUDO_CLASS



encapsulation 12tpv3
interworking vlan
protocol 12tpv3 L2TP_CLASS

ip local interface Loopbackll

12tp-class L2TP_CLASS
authentication

password cisco

interface Loopbackll

ip vrf forwarding L2TP_VRF > Source is in VRF

ip address 3.3.3.3 255.255.255.255

router bgp 1

address-family ipv4 vrf L2TP_VRF

redistribute connected

neighbor 10.1.1.2 remote-as 2 > eBGP with PE-2 1in VRF
neighbor 10.1.1.2 activate
neighbor 10.1.1.2 soft-reconfiguration inbound

exit-address-family

VRF L2TP_VRF:

B 1.1.1.1/32 [20/0] via 10.1.1.2, 1d ——————— > Xconnect end point Tearned via eBGP in VRF

IHE B ECPE L Xconnect I AREE :

<tfroot>

CPE #sh xconnect all de



Legend:

UP=Up

SB=Standby HS=Hot Standby

XC ST=Xconnect State

DN=Down

XC ST Segment 1

S1=Segmentl State

AD=Admin Down

RV=Recovering

S1 Segment

S2=Segment2 State

IA=Inactive

NH=No Hardware

2

—————- e it +--

UP pri

DOVN

RIRMR2CHE , EEWRERCPESRIASR1002H KR EHRMEE, BL

ac Fa4.2381:2381(Eth VLAN)

Interworking: vlan

UP 12tp 3.3.3.3:2381

Session ID: 1906980494

Tunnel ID: 2886222725

Protocol State: DOWN

Remote Circuit State: DOWN

pw-class:

PSEUDO_CLASS_VLAN

, BRI AB S R8T

ping. CPE_LKYFRFE R R im AV BEE K MR A I ImAVER A
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*Feb

*Feb

*Feb

*Feb

*Feb

*Feb

*Feb

EENEE[ER , Kin
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15
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15
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08:

08:

08:

08:

08:

08:

08:

08:

08:

12:

12:

12:

12:

12:

12:

12:

12:

12:

47.

47.

47.

47.

47.

47.

47.

47.

47.

225:

225:

225:

225:

225:

225:

225:

225:

225:

L2TP _____ :18136:
L2TP ____ :18136
L2TP _____ :18136:
L2TP _____ :18136:
L2TP ____ :18136
L2TP _____ :18136:
L2TP _____ :18136:
L2TP ____ :18136
L2TP :18136:

8DF92CB9/uid:
:8DF92CB9/uid:
8DF92CB9/uid:
8DF92CB9/uid:
:8DF92CB9/uid:
8DF92CB9/uid:
8DF92CB9/uid:
:8DF92CB9/uid:

8DF92CB9/uid:

0[1.
0[1.
0[1.
0[1.
0[1.
0[1.
0[1.
0[1.

0[1.

AT LAEIBASR1002 EHIVRFEL

.1.1/2381]: I CDN, flg TLS, ver 3, Ten 80
.1.1/2381] :IETF v2:

.1.1/2381]:Result Code

.1.1/2381]: Call disconnected for administra
.1.1/2381]: Error code

.1.1/2381]: No error(0)

.1.1/2381]: Optional msg

.1.1/2381]: "Tunnel failed to 3.3.3.3" >

.1.1/2381]:Cisco v3:

XconnectiRinEEE S MRBARPS



HERNE), BIE , BRI A BN EGigabitEthernet0/0/0.906 ( B B EVRFH ) 2= hHICPE
Loopback 1.1.1.1/32E B H.

<#froot>

ip route 1.1.1.1 255.255.255.255 GigabitEthernet0/0/0.906 10.1.1.2

S 1.1.1.1/32 [1/0] via 10.1.1.2, GigabitEthernet0/0/0.906

BETERFRERMAR , XconnecBE /B, BET L EERNUI0, ER—EMRGE , EIRH
FRMEERIRAT BB EMEE , MARVRF , YERAREZEHITEH, ERERTEHRESERB
VRF,

BT RERVRFIIRNERVRFHpingfE R :

ASR1002 #ping 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Ping vrf L2TP_VRF 1.1.1.1
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 1.1.1.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 33/50/72 ms

CPE _LE /I XconnectiR&E :

<{froot>

CPE #sh xconnect all de
Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware



XC ST Segment 1 S1 Segment 2 S2

—————- e e e +--

UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp3.3.3.3:2381

upP

Interworking: vlan Session ID: 1906980494
Tunnel ID: 2886222725
Protocol State: UP
Remote Circuit State: UP

pw-class: PSEUDO_CLASS_VLAN

BIER Z=H11:FBMPLSHE R ETHIL2TPY3 Xconnect , EVRFHE
B U 2

E-1 CPE: Lunpha:klP 1.1.1.14/32

MPLS Interface
and VP Nvd peering betwesn PE-1 | PE2 | PE-3
b learm the reutes in WRIF

¥connect between LTE CPE and ASR1004 %

PE-3 (ASR1004): Loopback IP - 2.2.2.2/32

e

CE-3

PE-1. PE-2HIPE-3{EISPHIMPLS#BE 3£ & PE- Zﬁﬁﬂﬁﬂﬂﬁg‘f%ﬁ(RR) CPE&EIBVRFEE ZIPE-
1,ASR1004@:B8 " E LB FAMMPLSE# ZIPE-2, ASR100412 EEVRF , HFEFEIBRRIEPE-11E
WVPNV4AE B . ASR1004HICPE looback Al ZE 4 EIBMPLS/ M EH LMW VRFEIR,

CPE LM EASR1004#9Xconnectlit &

interface FastEthernet4.2380



encapsulation dotlQ 2380

xconnect 2.2.2.2 2380 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>Xconnect with ASR1004

interface FastEthernet4.2381
encapsulation dotlQ 2381

xconnect 3.3.3.3 2381 encapsulation 12tpv3 pw-class PSEUDO_CLASS >>>>>>>>>>> Xconnect with ASR1002

pseudowire-class PSEUDO_CLASS
encapsulation 12tpv3
interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopback0

ip tos reflect

12tp-class L2TP_CLASS

authentication

password cisco

interface Gigabit0/1

ip address 192.168.8.190 255.255.255.0
end

Interface Loopback0

ip address 1.1.1.1 255.255.255.255

end

ip route 0.0.0.0 0.0.0.0 192.168.8.1 >>>>>>>>>>>>>> Default route towards PE-1

ASR1004 - ELE :

interface GigabitEthernet0/0/1



no ip address
negotiation auto
service instance 2 ethernet

encapsulation dotlg 2380

xconnect 1.1.1.1 2380 encapsulation 12tpv3 pw-class PSEUDO_CLASS_VLAN

end

interface Loopbackll

ip vrf forwarding L2TP_VRF
ip address 2.2.2.2 255.255.255.255

end

pseudowire-class PSEUDO_CLASS_VLAN
encapsulation 12tpv3

interworking vlan

protocol 12tpv3 L2TP_CLASS

ip local interface Loopbackll

12tp-class L2TP_CLASS
authentication

password cisco

router bgp 2

address-family ipv4 vrf L2TP_VRF
redistribute connected
redistribute static
default-information originate

exit-address-family

> Source Loopback in in VRF



Xconnectis BV HEE -

<{froot>

ASR1004#sh 1ip rou vrf L2TP_VRF 1.1.1.1 . > Xconnect End Point also learned via VRF

Routing Table: L2TP_VRF

Routing entry for 1.1.1.1/32

Known via "bgp 2", distance 200, metric 0, type internal
Last update from 11.11.11.11 6d17h ago

Routing Descriptor Blocks:

* 11.11.11.11 (default), from 22.22.22.22, 6d17h ago
Route metric is 0, traffic share count is 1

AS Hops 0

MPLS Tabel: 18

MPLS Flags: MPLS Required

We observed that Segment 2 was continuously flapping on both ends.

ASR1004#sh xc all de

Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State

UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware
XC ST Segment 1 S1 Segment 2 S2
————- e e e L L L P P e e e T +--
DN pri ac Gi0/0/1:2380(Eth VLAN) UP 12tp 1.1.1.1:2380
DN

SSSSD5555555>5>>

Interworking: vlan Session ID: 2543426569

Tunnel ID: 3352120314
Protocol State: DOWN
Remote Circuit State: DOWN
pw-cTlass: PSEUDO_CLASS_VLAN
ASR1004#sh xc all de
Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware



XC ST Segment 1 S1 Segment 2 S2

- i L E L Bt e +--

UP pri ac Gi0/0/1:2380(Eth VLAN) UP 12tp 1.1.1,1:2380

upP

>S>>>>>>>>>>>>>>>

Interworking: vlan Session ID: 2543426569

Tunnel ID: 3352120314
Protocol State: UP
Remote Circuit State: UP
pw-cTlass: PSEUDO_CLASS_VLAN

RECPEM B :

<#root>

CPE#sh xconnect all de
Legend: XC ST=Xconnect State Sl=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware

XC ST Segment 1 S1 Segment 2 S2

- e e +-=

DN pri ac Fa4.2380:2380(Eth VLAN) UP 12tp 2.2.2.2:2380 DN ----------

Interworking: vlan Session ID: 3434660693
Tunnel ID: 1760690853
Protocol State: DOWN
Remote Circuit State: DOWN

pw-cTlass: PSEUDO_CLASS

UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381 UP --------

Interworking: vlan Session ID: 1906980494
Tunnel ID: 2886222725

Protocol State: UP

a Flapping w



Remote Circuit State: UP

pw-class: PSEUDO_CLASS

CPE#sh 12tp session

L2TP Session Information Total tunnels 2 sessions 2

LocID RemID TunID Username, Intf/ State Last Chg Unig ID
Vcid, Circuit

2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est

00:00:03 O

———————— > Flapping with ASR1004

1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est

15:37:06 0

———————— > Stable with ASR1002

EEEERT , BB ERERA , RAEXE N EEBAMPLSH N E. EABRSZE , BME
NMEMEERE , ¥EVRFAEE—ENE , MESEMEFEES —EB M H. REELEMEFEREE
EVRFTHEHWTFRERE , ML Xconnect2BEBE,

ASR1004#sh run int gi0/0/2

Building configuration...

Current configuration : 95 bytes

|

interface GigabitEthernet0/0/2 ——————— > Looped to Gi0/0/3
ip address 20.20.20.2 255.255.255.252

negotiation auto

end

#sh run int gi0/0/3

Building configuration...



Current configuration : 126 bytes

!

interface GigabitEthernet0/0/3

ip vrf forwarding L2TP_VRF

ip address 20.20.20.1 255.255.255.252
negotiation auto

end

ip route 10.246.131.62 255.255.255.255 20.20.20.1 ———— > Static route pointing towards an IP interfac

CPE#sh xconnect all de
Legend: XC ST=Xconnect State S1=Segmentl State S2=Segment2 State
UP=Up DN=Down AD=Admin Down IA=Inactive

SB=Standby HS=Hot Standby RV=Recovering NH=No Hardware

XC ST Segment 1 S1 Segment 2 S2
- i L E L Bt e +--
DN pri ac Fa4.2380:2380(Eth VLAN) UP 12tp 2.2.2.2:2380 up
Interworking: vlan Session ID: 3434660693
Tunnel ID: 1760690853
Protocol State: DOWN
Remote Circuit State: DOWN
pw-class: PSEUDO_CLASS
UP pri ac Fa4.2381:2381(Eth VLAN) UP 12tp 3.3.3.3:2381 upP
Interworking: vlan Session ID: 1906980494
Tunnel ID: 2886222725
Protocol State: UP

Remote Circuit State: UP



pw-class: PSEUDO_CLASS

CPE#sh 12tp session

L2TPEE EAMETRRE2EF2:

<{froot>

LocID RemID TunID Username, Intf/ State Last Chg Uniq ID
Vcid, Circuit

2714490989 3697021268 1760690853 2380, Fa4.2380:2380 est

00:20:03 O

1906980494 2361475239 2886222725 2381, Fa4.2381:2381 est

15:37:06 O

ASR1004HyREWRBEERB M

FERBHASR1004 - HICPER | ©E AMPLSATEGI0/0/1 , I EERX#RGi0/0/03E B,
FER B EAEGIO/N/0E  ©EAGI0/0/0 -> Gi0/0/2 -> Gi0/0/3 -> Gi0/0/1 IR .

=
==]
=
* =

LR ZNETERNERARERZLEERAMEHASRI000F & LHQFPERAR !

ASR1004# show platform packet-trace summary

Pkt Input Output State Reason
0 Gi0/0/3 Gi0/0/1 FwD
1 Gi0/0/3 Gi0/0/1 FwD
2 Gi0/0/3 Gi0/0/1 FwD
3 Gi0/0/0 Gi0/0/2 FwD
4 Gi0/0/0 Gi0/0/2 FwD
5 Gi0/0/0 Gi0/0/2 FwD
6 Gi0/0/0 Gi0/0/2 FwD

7 Gi0/0/0 Gi0/0/2 FWD
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