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* ssh



» ssh6

* telnet

* Telnet6

» Traceroute
» Traceroute6
* Ping

* Ping6
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NEXLUS 3000 ISE 3.2 PSN WITH DEVICE
SRS ADMIN FEATURE EMABLED

T B

FER 1:BLENexus 9000

1. B EAAA,

A
24 BMATACACSEERR , NexusEEF ILFEARM G HERE , WHKREAER

AAATRIBRER Y & 1 BR=E o

Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers Tocal

2RBEENEREEEERAE,



Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read
Nexus9000(config-role)# rule 2 permit command enable *
Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *

Nexus9000(config-role)# rule 6 permit command ping6 *

Nexus9000(config-role)# rule 7 permit command telnet *

Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown

oo

Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1l
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRRBHHRRREHH R HHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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7 B Administration > Identity Management > GroupsEBR Y EZVFHAEEEMANE , BIETR
B 5 174H RiseUsers,



Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

New User Identity Group

Identity Groups
Es] Identity Group

* Name iseUsers|
Endpoint |dentity Groups

User Identity Groups Description

ByuFEAER

#— T SubmitiZzft,

T R E i B Administration > Identity Management > Identity B %,
& — T Addi%#H,

Administration - Identity Management
Identities Groups External Identity Sources Identity Source Sequences Settings

Users

Latest Manual Network NEtwork ACCESS Users

Status Username -~ Description First Name LastName Emall Address

No data available

ERER

User Identity Groups

EAVERNVIN—3 9 , MERAENBBRAE , AR BIPFER T £ HE R Biseiscool,



> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

Email

mAEAEYRYERE

T—S$ERBEYNEAEEBOBERE, VainillalSEQ7 BZAE /R 6 A M Z1E,

~ Passwords

Password Type: Internal Users

Passwaord Lifetime:

With Expiration

Password will expire in 60 days

P 1
() MNever Expires

Password Re-Enter Password

* Login Password

Enable Password

Rl

K&, BEAEIEILAEILNE , EAHF+H AHiseUsers.

v User Groups

iselsers




2 B EWHIEMPEREERE,
AENEXUS 900052 & #1718 2 ISEE >R ER> MR EE

®—T TAdd, &R,

Network Devices

Selected O

{] Duplicate &) Generate PAC

IP/Mask Profile Name Location

TERIEEE, B

EREFHAE, REEEYHNADDEER , W ATACACSHEETENADEEISERTIP,

Work Centers - Device Administration 4 Evaluation Maode 27 D
Cverview User Identity Groups Ext ld Sources Metwork Resources Palicy Elements More

» Mow Mabwork Dewvico

Hetwork Devices

Metwork Devices

Name MEXUS9K

Dscrigtion Maxug Davica For TACACS

i I Address

Device Profile B ciaco

Model Name

Software Varsion

Metwark Device Group

BlEMEREE

THREBEAURERZLAER  EEBEESERVE. EERBNMRAHEHINADETTE , R
BRBELBRRENS DRIRE.

fEAdministration > Network Resources > Network Devices > Your NAD > TACACS Authentication
Settings £ , $TEENADEE TEANLA LMW, ETFEANexus3example,



TACACS Authentication Settings

Shared Secret Nexus3xample

[ ] Enable Single Connect Mode

Legacy Cisco Device

() TACACS Draft Compliance Single Connect Support

TACACSEL & # 2

& — T SubmitiZ SR FEFE Ko
3.EISELBLETACACS,

BAMEEIENexus kP EERHPSNEERA T Device AdminiZIE,

M MAREEERBIEERISEEMKE.

Enable Device Admin Service

A] LATEISEE E T B Administration > System > Deployment > Your PSN > Policy Server section >
Enable Device Admin Services TR Z,

« BIYTACACSEERR , NMESHERIERT , cAACEBSIREZINexusKE,

EISEXEH | EfiiB|Workcenters > Device Administration > Policy Elements > Results >
TACACS Profilesdf 2ii2Add%Z 8 .
Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources Network Resources Policy Elements More

Conditions > TACACS Profiles

Network Conditions

Results
Allowed Protocols

TACACS (

Name Type Description

TACACS Profiles

Default Shell Profile Shell Default Shell Profile

Deny All Shell Profile Shell Deny All Shell Profile




TACACSERTETE

BEEBBM (7 ) RA.

Work Centers - Device Administration

Overview Identities User Identity Groups Ext Id Sources Metwork Resources Pelicy Elements More

TACACS Profile

Conditions

Matwaork Conditions

MName
Results Mexus Helpdesk

A TacacsBL B g R

2o TERBUERSR) BoXERE TREREL Bo.
I & A shell:roles="helpdesk"{E,

Work Centers - Device Administration

Overview Identities User |dentity Groups Ext Id Sources MNetwork Resources Policy Elements More

MNama
Nexus Helpdesk
Conditions

Network Conditions:

CS5 profile will be sent if the
Results s part of the helpdesk team

tocols
Command Sets

TACACS Profiles
Task Attribute View Raw View

Profile Attributes

shell:roles=" helpdesk®

T BRI
BESE 5 DRERENRERKNREE,

FEISEEE + | 3iE T4E#4(Work Centers)>2% & & (Device Administration)>3& E & KK &
(Device Admin Policy Sets).

HAERER , ERAEREEE. B2 , JUBYE —EXRBE , ARGEBES BT,
B—T{TEMNEH,



Work Centers - Device Administration A\ Evaluation Mode 27 Days Q. @

Overview Identities User Identity Groups Ext Id Sources MNetwork Resources Policy Elements More

Policy Sets

Status Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

Default Tacacs Default policy set

HEARKRERE®R , @ T REIEBIAuthentication PolicyZh 4o

#—TAddE R,

EAEERHIH | Nameff Blnternal Authentication , ZEH &4 BB 2 E (Nexus)IP(Bi
AB.CD., LtEHHRBREEAANIBERAEZHE,

Work Centers - Device Administration A EvaluationMode 27Days Q. @ L3 &
Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements More -
Status  Rule Name Conditions Use Hits Actions

Q

~ QOptions
If Auth fail
0 Internal Authentication = Network Access:Davice |P Address

If User not found

If Process fail

Default

> Options

/AN

AT R4 R AMAEREDN

iE$#ENetwork Access > Device IP address Dictionary Attribute,




Conditions Studio
Library Editor

Network Access-Device IP Address

QEODese Q@3 ARG
EAR-MSCHAPv2

EAP-TLS Dictionary Attribute

All Dictionaries ™ Antribute

DEVICE Davice Type

DEVICE Model Name

DEVICE Network Device Profiie
DEVICE Software Varsion
MNatweork Access Device IP Address

Network Access NetworkDevicaNamea

HRA B 7 B3R KRB Condition studio

#%<Nexus IP address>5IBER A IFENIP,

Conditions Studio

Library Editor
Network Access-Device IP Address
PEOa e QIR S|
Equals > <Mexus IP address>

EAP-MSCHAPvZ

EAP-TLS

i8PiBIEES

& — T Useizél,
WFREERZEENNexusEEME. B , NRENEAKREEERALEY ,




#R % B fii B Authorization Policy2f 2 R T,

#— T +(plus)E R

Work Centers - Device Administration

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets More

Status  Policy Set Name Description Conditions: Allowed Protocols | Server Sequence  Hits

[] Defoult Tacacs Dafault palicy set

» Authentication Pollcy (2)
> Authorization Policy - Local Exceptions
» Authorization Policy - Global Exceptions
w Authorization Palicy (1)
Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits

] Default DenyAllCommands

Authorization policyZB 7

EARREIF | FHANEXUS HELP DESK/EAREERNERE,

s Authorization Policy (1)

Rasults

Status  Rule Name Conditions Command Sets Shell Profiles Hits

Network Access Device IP
E (=] ']
MNEXLUS HELP DESK -- Addieah A Nexus Helpdesk

Dafault DenyAllCommands

AR EEZRREH Condition studio
ESORIREPEENERFREARRERE,
#£Shell Profiles% /| i#3ZENexus HelpdeskZ B it B 1 &t B 1 =,

&% , #— T Saveizil,

Actions

Actions




i)
ERAHNE  RRENEERTEREE,

#£1SE GUIE i EOperations > TACACS > Live Logs., HEEEFTAMFHAEBZBICEMNICHE  REY
BIREEHHLive Log Detailfi T

Operations - TACACS

Live Logs

TACACSEIEF B &

ERLBEMIFEFMAEAN -T2 , AUKRINEESy , P AUFEISEWMIREE
shell:roles="helpdesk"

{Author-Reply-Status=PassRepl;

Response
wpens AVPair=shell:roles=" helpdesk”; }

BNEs BRERHANE A& IE

ENexus# & L :

Nexus9000 Togin: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface Tloopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are listed.

Nexus9000(config-if)# ?

no Negate a command or set its defaults



show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

B E R
- B R B LI¥NexusEE B SHREISE:

Nexus9000# ping <{&HIISE IP>

PING <f&HISE IP>(<HISE IP> © € 56 1 48

#<Your ISE IP>#964{1 Jt#H : icmp_seq=0 ttI=59 time=1.22 ms
#<Your ISE IP>864{Z Jt4l : icmp_seq=1 ttI=59 time=0.739&#®
#<Your ISE IP>#964{1 Jt4H : icmp_seq=2 ttI=59 time=0.686 ms



#<Your ISE IP>HI644L FT4H : icmp_seq=3 ttI=59 time=0.71 ms
#<Your ISE IP>HI644L TT4H : icmp_seq=4 ttI=59 time=0.72 ms

- BRFEISEFMNexusEEZ BWWIE49ORBERMR
Nexus9000# telnet <ZHIISE IP> 49
EEEB<ENISE IP> ...

EELRE<BWISE IP>,
BERRFTTA "Nl o

. FEAUTHAN :

debug tacacs+ all
Nexus9000#
Nexus9000# 2024 Apr 19 22:50:44.199329 tacacs:event_loop():® Ml process_rd_fd_set
202444 H19H22:50:44.199355 tacacs:process_rd_fd_set: &fd 60 [E] 5
202494 B19H22:50:44.199392 tacacs:fsrv didnt consume 84211 /ETE
20244 H19H22:50:44.199406 tacacs:process_implicit_cfs_session_start:IEFEH#E A ......
202454 A19H22:50:44.199414 tacacs:process_implicit_cfs_session_start: 1B ; HRFIERA 0 5
RiREE
202444 A19H22:50:44.199424 tacacs:process_aaa_tplus_request: i Aaaa®&gid 0
202454 A19H22:50:44.199438 tacacs:process_aaa_tplus_request : f A PR 2540
IsePsnServersi® Z&Emgmt0OiE iy AR A&
202494 A19H22:50:44.199451 tacacs:tacacs_global_config(4220):IEfE&# A ......
202494 A19H22:50:44.199466 tacacs:tacacs_global_config(4577):E_E3K......
202444 A19H22:50:44.208027 tacacs:tacacs_global_config(4701): B ER[E £ 13 4 15 E Ei B iR 11
JR[El{E : SUCCESS
202494 A19H22:50:44.208045 tacacs:tacacs_global_config(4716):58K : numfafR250
202494 B19H22:50:44.208054 tacacs:tacacs_global_config:REQ:num group 1
20244 B19H22:50:44.208062 tacacs:tacacs_global_config:5 3K : num timeout 5
20244 B19H22:50:44.208070 tacacs:tacacs_global_config:REQ:num deadtime 0
20244 A19H22:50:44.208078 tacacs:tacacs_global_config:5&83K : num encryption_type 7
202454 A19H22:50:44.208086 tacacs:tacacs_global_config:iR Elretval 0
2024%4 A19H22:50:44.208098 tacacs:process_aaa_tplus_request:group_infolE 3t f£aaa_reqH

, X bk A Al AR 88 #HIsePsnServers
202454 A19H22:50:44.208108 tacacs:tacacs_servergroup_config: IE 7 # A A fR854H , K510
202454 A19H22:50:44.208117 tacacs:tacacs_servergroup_config:GETNEXT_REQ for Protocol
server group index:0& ¥ :
202494 B19H22:50:44.208148 tacacs:tacacs_pss2_move2key:rcode = 40480003 syserr2str =&
W Hpss&id



202494 B19H22:50:44.208160 tacacs:tacacs_pss2_move2key:FFllpss2_getkey
20244 A19H22:50:44.208171 tacacs:tacacs_servergroup_config:GETNEXT_REQEH i i ) iR
234K 5| - 2878 : IsePsnServers
20244 A19H22:50:44.208184 tacacs:tacacs_servergroup_config: £ B [ 1 & 45 1 e #Y IR [E &

: SUCCESS
202454 A19H22:50:44.208194 tacacs:tacacs_servergroup_config:i& 2] 1% i {a] Bk 25 42 BV R [ &
0:lsePsnServers
202494 A19H22:50:44.208210 tacacs:process_aaa_tplus_request: ¥ El#fIsePsnServers, ¥
HIvrf B TEEL{E , source-intfA0
202494 A19H22:50:44.208224 tacacs:process_aaa_tplus_request: B &Emgmt0 vrf : & ¥vrfliE
H . SERIVETEER
202454 A19H22:50:44.208256 tacacs:process_aaa_tplus_request:mgmt_if 83886080
20244 B19H22:50:44.208272 tacacs:process_aaa_tplus_request:global_src_intf :0 , it
src_intf&0,vrf_name & T85%
2024%4 A19H22:50:44.208286 tacacs:create_tplus_req_state_machine(902):# A aaa®&id 0
20244 A19H22:50:44.208295 tacacs: ik REREET 200
202454 A19H22:50:44.208307 tacacs:init_tplus_req_state_machine:#i Aaaa®&id 0
20244 A19H22:50:44.208317 tacacs:init_tplus_req_state_machine(1298):tplus_ctx ANULL , 20
Rauthorflitest , ©EZ A
20244 A19H22:50:44.208327 tacacs:tacacs_servergroup_config: IE 7E ¥ A {al R 85 4
IsePsnServers , &5/0
20244 A19H22:50:44.208339 tacacs:tacacs_servergroup_config: 1% E @ IR 25 4 & 5| 1Y
GET_REQ:0% #& : IsePsnServers
202494 B19H22:50:44.208357 tacacs:find_tacacs_servergroup:#i A {al R 854 IsePsnServers
20244 B19H22:50:44.208372 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str = SUCCESS
202454 A19H22:50:44.208382 tacacs:find_tacacs_servergroup:IE 1 iE Hi A iR 2548
IsePsnServers# 5| A2
20244 H19H22:50:44.208401
tacacs:tacacs_servergroup_config:GET_REQUEST:find_tacacs_servergroup#& 20 ( %115 & [ R
g#HIsePsnServers )
202454 A19H22:50:44.208420 tacacs:tacacs_pss2_move2key:rcode = 0 syserr2str = SUCCESS
202444 A19H22:50:44.208433 tacacs:tacacs_servergroup_config:GET_REQ¥& BN i#% & {a fR 85 48
5| : 28 % : IsePsnServers
2024 A2024 4 A19H22:52024 4 A19H22:52024 4 A19H22:5
Nexus9000#



- FITERCSHE, (ER\ERSHAET , BXBEEH Wireshark TACACS+HIBRIE |, W FH
NexusHISEfF AL AR, )



| Time | Sc| De| Protocol | Length | Info
66 22:25:08.757481 w = TACACS+ 187 R: Authorization

» Transmission Control Protocol, 5rc Port: 49, Dst Port: 58863, S5eq: 1, Ack: 98, Len: 41
v TACACS+
Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
- Decrypted Reply
Auth Status: PASS_REPL (@x82)
Server Msg length: @
Data length: @
Arg count: 1
Argl@e] length: 22
Argl[@] value: shell:roles="helpdesk"

TACACSE#EHa

« ERISEFNexusiz LN A€W R AMEE, EHB A LAEWiresharkdh &,



54 22:25:08.701757 w = TACACS+ 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authenticatien (1)
Sequence number: 1
Flags: ©x@® (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Request
Decrypted Request
Action: Inbound Legin (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port lenm: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISES7

BREN
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