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access-1ist ACL1 1line 10 extended permit ip any any

probe udp UDP
interval 5
passdetect interval 10
description THIS PROBE IS INTENDED FOR LOAD BALANCING DNS TRAFFIC
port 53
send-data UDP_TEST

rserver host SERVER1
ip address 192.168.10.45
inservice

rserver host SERVER2
ip address 192.168.10.46
inservice

rserver host SERVER3
ip address 192.168.10.47
inservice

serverfarm host SFARM1

probe UDP

rserver SERVER1
inservice

rserver SERVER2
inservice

rserver SERVER3
inservice

class-map match-all L4UDP-VIP_114:UDP_CLASS
2 match virtual-address 192.168.120.114 udp eq 53

policy-map type loadbalance first-match L7PLBSF_UDP_POLICY
class class-default
serverfarm SFARM1
policy-map multi-match L4SH-Gold-VIPs_POLICY
class L4UDP-VIP_114:UDP_CLASS
Toadbalance vip inservice
loadbalance policy L7PLBSF_UDP_POLICY
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loadbalance vip icmp-reply
nat dynamic 1 vlan 120
connection advanced-options 1SECOND-IDLE

interface vlan 120
description Upstream VLAN_120 - Clients and VIPs
ip address 192.168.120.1 255.255.255.0
fragment chain 20
fragment min-mtu 68
access-group input ACL1
nat-pool 1 192.168.120.70 192.168.120.70 netmask 255.255.255.0 pat
service-policy input L4SH-Gold-VIPs_POLICY
no shutdown

ip route 10.1.0.0 255.255.255.0 192.168.120.254
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ERBE RSN ELRN R EEdq S 8 H Eshow probe detail:
<#root>

ACE_module5/Admin#

show probe det ai

probe : icmp-probe
type : ICMP, state :
ACTI VE

description :

port : 0 address : 0.0.0.0 addr type : -
interval : 10 pass intvl : 10 pass count : 3
fail count: 5 recv timeout: 5

————————————————————— probe results --------------——--—-
probe association probed-address probes

failed

passed

heal th



rserver : rsl
10.7.107.51 230 6 224
FAI LED
Socket state . RESET
No. Passed states 1 No. Failed states : 1
No. Probes skipped : 0 Last status code : O

Last di sconnect err :

Host Unreachable, no route found to destination

Last probe tine . Sat Feb 18 18:24:18 2006
Last fail tine . Sat Feb 18 18:24:08 2006
Last active tinme . Sat Feb 18 17:46:08 2006

o BORIESTARR : "INIT". "FAILED", "PASSED"., "DISABLED"
- EEFMEE : "RESET". "OPENING", "RECEIVING", "CLOSED"
- ERERBFFEHR  ZRIRYE BB ENHEEE

- TConnection reset by server ( AR EBEL ) 4
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— TExpect status code mismatch J

— TReceived invalid status code J
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show probe detail#i i FHY "Socket States M "Last disconnect erry WA ERREARXT 2 PIEN
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show probe detail#i 1 # "Socket State; F "Last disconnect erry #{ IR KE 2 FIERN
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<#root>
ACE_module5/Admin#

show probe det ai

probe : HTTP_PROBE
type : HTTP
state : ACTIVE

description :

port : 80 address : 0.0.0.0 addr type
interval : 10 pass intvl : 10 pass count : 3
fail count: 3 recv timeout: 10
http method : GET
http url :/
conn termination : GRACEFUL
expect offset : 0 , open timeout 1
expect regex Do-
send data I
—————————————————— probe results ------—-——--————----
associations ip-address port porttype probes failed passed health
——————————————————————————— et T R Rt et e e
rserver : SERVER1
192.168.10.45 80 -- 2 2 0 FAILED
Socket state : CLOSED

No. Passed states : 0 No. Failed states : 1



No. Probes skipped : O Last status code : 200 <------- Last status code from server

No. Out of Sockets : 0O No. Internal error: O

Last di sconnect err : Received invalid status code <-------

Last probe time : Tue Apr 7 16:17:26 2009
Last fail time : Tue Apr 7 16:17:16 2009
Last active time : Never

Last disconnect errffifi &k RACEU B EBGIRERTF, LLEERR RN R AFBE Eexpect statusin
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<#root>
ACE_module5/Admin#
show runni ng-confi g probe

Generating configuration....

probe http HTTP_PROBE
interval 10
passdetect interval 10
open 1

BEALL T e HAY ERIRE

<#root>
ACE_module5/Admin#
config

Enter configuration commands, one per line. End with CNTL/Z.
ACE_moduTe5/Admin(config)#

probe http HTTP_PROBE
ACE_moduTe5/Admin(config-probe-http)#
expect status 200 200

<------- 200 indicates the 200 OK message from the server
ACE_moduTe5/Admin(config-probe-http)#

end
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<#root>
ACE_moduTe5/Admin#

show runni ng-confi g probe

Generating configuration....

probe http HTTP_PROBE
interval 10
passdetect interval 10
expect status 200 200
open 1

5. BB TRAMEFMER , WBBE AU T TBEMRRFETRRAESSUCCESS:

<#root>
ACE_module5/Admin#

show probe HTTP_PROBE det ai

probe : HTTP_PROBE
type : HTTP
state : ACTIVE

description :

port : 80 address : 0.0.0.0 addr type : -
interval : 10 pass intvl : 10 pass count : 3
fail count: 3 recv timeout: 10
http method : GET
http url 1/
conn termination : GRACEFUL
expect offset : 0 , open timeout 1
expect regex P -
send data T o-

—————————————————— probe results ------------------
associations ip-address port porttype probes failed passed health
——————————————————————————— s R e e i
rserver : SERVER1

192.168.10.45 80 -- 24 15 9 SUCCESS
Socket state : CLOSED
No. Passed states i1 No. Failed states : 1
No. Probes skipped : 0 Last status code : 200
No. Out of Sockets : 0 No. Internal error: O
Last disconnect err : - <------- No error indicated now The probe is successful
Last probe time : Tue Apr 7 16:21:05 2009
Last fail time : Tue Apr 7 16:17:16 2009

Last active time : Tue Apr 7 16:20:05 2009
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<#root>
ACE_module5/test#

show probe det ai

probe : SNMP_PROBE
type : SNMP
state : ACTIVE

description : snmp probe

port : 161 address : 0.0.0.0 addr type
interval : 15 pass intvl : 10 pass count : 3
fail count: 3 recv timeout: 10
version 1 2cC community : test_comm
oid string #1 : .1.3.6.1.2.1.4.3.0
type : ABSOLUTE max value : 1000000000
weight : 10000 threshold : 1000000000
—————————————————— probe results -------—-—-—————---
associations ip-address port porttype probes failed passed health
——————————————————————————— it e e A e Attt
serverfarm : least-loaded, predictor Teast-Tloaded
real : SERVER1[O]
192.168.10.45 161 -- 0 0 0 INIT
Socket state : CLOSED
No. Passed states : 0 No. Failed states : 0O
No. Probes skipped : 0O Last status code 0
No. Out of Sockets : 0 No. Internal error: 30
Last disconnect err : Sumof weights don't add up to max wei ght value <------- Error condition
Last probe time : Never
Last fail time : Never
Last active time : Never

Server | oad : 16000 <------- Note the server |oad val ue
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2 BEWMAUTHSERRIES
<#root>

ACE_module5/Admin#

show runni ng-confi g probe

probe snmp SNMP_PROBE

description snmp probe

port 161

interval 15

passdetect interval 10

version 2c

community TEST_COMM

oid .1.3.6.1.2.1.4.3.0
type absolute max 1000000000
weight 10000 <-------

EULERES , BEHEEA10000f8%E —OIDWEE., ACERAERAZFFPEES —EOID , ME
BEZMEZM16000.

BEERTE ACEERABETFTEHMSI, HREEFRES—EOID , RACEEEFESR
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<#froot>

probe snmp SNMP_PROBE

description test

port 161

interval 15

passdetect interval 60

version 2c

community test_comm

oid .1.3.6.1.2.1.4.3.0
type absolute max 1000000000
weight 10000

oid .1.3.6.1.2.1.4.10.0
type absolute max 1000000000

wei ght 6000 <------- 10000 + 6000 = 16000
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<#root>
ACE_module5/test#

show probe SNMP_PROBE det ai

probe : snmpl
type : SNMP
state : ACTIVE

description : snmp probe

port : 161 address : 0.0.0.0 addr type :
interval : 15 pass intvl : 10 pass count : 3
fail count: 3 recv timeout: 10

version : 2cC community : test_comm

oid string #1 : .1.3.6.1.2.1.4.3.0
type : ABSOLUTE max value : 1000000000
weight : 10000 threshold : 1000000000

oid string #2 : .1.3.6.1.2.1.4.10.0

type : ABSOLUTE max value : 1000000000
weight : 6000 threshold : 1000000000
—————————————————— probe results -------—---—————---
associations ip-address port porttype probes failed passed health
——————————————————————————— it et
serverfarm : least-loaded, predictor Teast-Tloaded
real : SERVER1[O]
192.168.10.45 161 -- 4143 0 4143 SUCCESS
Socket state : CLOSED
No. Passed states i1 No. Failed states : 0O
No. Probes skipped : O Last status code 0
No. Out of Sockets : 0 No. Internal error: O
Last disconnect err : - <------- No error indicated now The probe is successful
Last probe time : Mon Apr 6 09:12:54 2009
Last fail time : Never
Last active time : Sun Apr 5 15:57:28 2009
Server load : 0
AR EMRERTHREA

AUREFEFRAUBZRAETASRMERBRUNFHESR. Hlan , HRESHNRASF
PROBENTICE_PROBE , AREER 30001 R R EFREFA T , E300025% RIF B2 5| P FEHRR,
REERTS300020 B3 & — BT BRE R FE 52~ " Did not receive corresponse from the servery , 18
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<tfroot>

ACE_module5/Admin#



show probe TEST det ai

probe : TEST
type : SCRIPTED
state : ACTIVE

description :

port : 0 address : 0.0.0.0 addr type
interval : 15 pass intvl : 20 pass count : 3
fail count: 3 recv timeout: 10

script filename : PROBENOTICE_PROBE
————————————————————— probe results

SUCCESS

probe association probed-address probes failed passed
—————————————————————————————————— B ettt R e e e R e
serverfarm : sfl
real : rs2[0]
23.0.0.5 4082 54 4028
Socket state : RESET
No. Passed states 1 6 No. Failed states : 5

No. Probes skipped : 8

Last status code : 30001 <------- I ndi cat es success
No. Out of Sockets : 0 No. Internal error: O
Last disconnect err : -
Last probe time : Wed Apr 8 04:44:41 2009
Last fail time : Tue Apr 7 12:02:10 2009
Last active time : Tue Apr 7 12:03:45 2009
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debug logfile probe.log
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debug hm events

debug hm info
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no debug hm all
—®—
HUK £ HH A
HBRERFBE  FRHUTHSLGEHERDXAER .
show debug logfile probe.log
SERIERE , RACEFMIBRZAIER !

clear debug-logfile test.log
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