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BEHELE
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BRIEBRECRBEATRB SRV E R A | W4 BB 1 E (STP) & HCisco Catalyst3X #i35
LHYThEE,

BRF T

FERPHNERRBIRFTERAER Cisco CatalystRi#fz: ( AMERTFRAMEMISEL BN ERIRAE
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ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAEREREE) . MRIEHPEEREFT |, FRARECEAEAESTRERNTE,

BREMN

AERGRG—EERE , 5 HARE#PE#ECisco CatalystXX #i88 L FIMACEI E) 3k [l Bl R B /Y
REFE. MACERENIREE 2 HXIMEMACH I RN — BB BRI T E ., ZAXETERHETHE
RANFRELEENLSR  MASEANEHFERNERRA,

HEEMACIRE) ?

EXBBRIHMMACKFML MR , BREFENENFER , MEREMACEHE. ESEHXIM
REERECEHY , XEAFNMTEEREMACHHIL K. EEFERSEMRBRTRBE , WEBHEE
Fcﬁ%o

#CiscoX#s , MACHBIERECHEARLUTABTHHEE :

"%SW_MATM-4-MACFLAP_NOTIF: Host xxxX.Xxxx.xxxx in vlan x is flapping between port (1) and port (2)"

EABIF , MACHE I B EENER() LEBA , ARENEERQ)LEE , #MERMACEE

XXXXXXXX.XXXX 0

MACHBEIRE RHNRREZMEEPHNFE2ERE , BERANSTPE EiRRSUTEREREE, Hit/R
R EERHE, SHRER , EE2RMACKRE BN R BE.

HMACEI RETHIEHRER S KA A RERE PNV EARE, REXRERERNEMRETR/K
8

—RRSERE AR fE R

- BEMACHE : EXTMMHPEHIE RMACIEEIN B, i , f£CiscoX#ggH , AFASM
TR :

%SW_MATM-4-MACFLAP_NOTIF: Host [mac_address] in vlan [vlan_id] 1is flapping between port [port_id_

« B TMACHbHEFINE : BFFERRMEABEBAIMACHU AR CEEREBNNE, FERE
LEFA , RACMHERENRE,

- REZIFENIE  FAKBEACLIFAES RN M, &0 5T show interfacesshow mac
address-table 1 45 I LE 58 B IE AR B T EH A R EEIMACH It {1 & .

- REMBEBHMACHUE - MACBIBIEXFYEE, —@EKBEMSIMZMACHIEZEANE , 5 —@
A5 @R, BEUERIE |, WHEREHIE A 5 how mac addresstable2 fB X HRET EEAGSRAT



(=

- REYERE  @ERRAE  URGREFETAYERE, IRRRF BB ZHERERE
, ATRE S REEE RN, MRKRINEE , KX EEMREMERTEBREE,

- BMESTP:STPERBIBAERE LR EMBPHIRE, MRSTPEEHR , EFEHL
AR IRERBF LR EE . {55 %5 5 show spamning-trect@ BESTPELE . b HL , {55 %5 45 show spanning-tree detail |
includeieee|0ccur|from|is*ﬁ§*€?¥§&ﬁﬂ(TCN)o

- REEENMACH I | NRMER ENWMERESSHEENMACHIL(EERES W AMHA)KRE
MZERBE N HREFRIRERNIC)FAR) , TREEERMACIEE) . {5 M show mac address:
teblein 5 Al E A HE R L EEMACH L,

- REFWENERYESE  FREEIERYNETREBIEEEIERNNE , tmEHR
MACHIE), MESENYIEMRE  IERBHER , UREBERSNATE. THEBHE
ATREE MR T EIMACH B,

- RERRER B , MACHBTRERHAMBREENKEERSIEN, MEBugsearchTE

o

Bug Search Tool:https://bst.cloudapps.cisco.com/bugsearch

Bug Search Tool 288
:https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html#search

- BMETACKE : MREBEEFEBIEE , BERENAREFE , FBiiECisco TACK &, BRI
RIEE—SEE,

EV MR

[ R R

SWLCHHISBBIREBINERE k01BN , MEAEERIEAPIAZHIE.
wiE

Tel/1/2 gil/0/11

SREHE D R
EEF B eWLCHI 32 #2858 (Switch1) L3 BIMACHI B,
*Aug 5 05:52:50.750: %SW_MATM-4-MACFLAP_NOTIF: Host 0000.5e00.0101 in vlan 4 is flapping between port

*Aug 5 05:53:03.327: %SW_MATM-4-MACFLAP_NOTIF: Host 0000.5e00.0101 in vlan 4 is flapping between port
*Aug 5 05:53:21.466: %SW_MATM-4-MACFLAP_NOTIF: Host 0000.5e00.0101 in vlan 4 is flapping between port


https://bst.cloudapps.cisco.com/bugsearch
https://www.cisco.com/c/zh_tw/support/web/tools/bst/bsthelp/index.html#search

MAC Learning:
iﬁ Aﬁ'%show mac address-table address

, MEERE FEEWMACHIL,

<#root>

Swi t chl#show nac address-tabl e address 0000. 5e00. 0101

Mac Address Table

Vlan Mac Address Type Ports
4 0000. 5e00. 0101 DYNAM C G 1/0/11
4 0000. 5e00. 0101 DYNAM C Tell/ 1/ 2

ERREGI1/0/11F0Te1/1/209H5E -
ﬁf Aﬁf'%show running-config interface

BigENEERE,

<tfroot>

interface G gabitEthernetl/0/11

switchport trunk native vlan 4
switchport mode trunk
end

interface TenG gabitEthernet1/1/2

switchport mode trunk
end

ERIEGi1/0/11FTe1/1/289CDPEE -
ﬁf Aﬁ’%show cdp neighbors

DB EREENFEET.

<{froot>

Swi t chl#show cdp nei ghbors gi 1/ 0/ 11



Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

eW.C Gg 1/0/11 130 RT C9115AXI- Gg 0 < ----- eW.C Controller

Swi t chl#show cdp nei ghbors gi 1/1/2

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

Swi tch2

Ten 1/1/2 163 R S| (C9500-16X Ten 1/0/3 < ----- Uplink Swtch

Switch2 EFIMACEE ( ETHERIRM )

B A\ fip 55 show mac address-table address
, REERE FEHHMACHLLL,

<ffroot>

Swi t ch2#show nac addr ess-t abl e address 0000. 5E00. 0101

Mac Address Table

4 0000.5e00.0101 STATIC

M4 < ----- VRRP MAC of Wl an4

4 0000.5e00.0101 DYNAMIC

Tel/0/13 < ----- Learning from Switchl (eW.C connected Switch)

<{froot>

Swi t ch2#show vrrp vlan 4

Vlan4 - Goup 1

- Address-Family IPv4
State is MASTER



State duration 5 days 4 hours 22 mins
Virtual IP address is x.Xx.X.X

Virtual MAC address is 0000.5E00.0101 < ------ VRRP MAC of VI an4

Advertisement interval is 1000 msec

BARE

CERE | M2 MeWLCH EIEE th B EEH M E(VRRP)IDAIR , E Il HVRRPE £ EE
MAC.

FRAT

EHWLCELHVRRPHITE®E , MBEBIIFR , VRRPHIEEZ R N ERMACEBELERNE
WMERMES , ®MELEAPIIAZEIES.

Z5IFF322

RS EE AR

BERI[ELSEREI XKELEERE/EE,
o

SRR R

1.BEE T CoreXX 2t E HIBMACHH,



Nov 14 08:36:34.637: %SW_MATM-4-MACFLAP_NOTIF: Host xxxx.xxxx.xxxx in vlan 1 is flapping between port T
Nov 14 08:36:34.838: %SW_MATM-4-MACFLAP_NOTIF: Host yyyy.yyyy.yyyy in vlan 1 is flapping between port T
Nov 14 08:36:34.882: %SW_MATM-4-MACFLAP_NOTIF: Host zzzz.zzzz.zzzz in vlan 1 is flapping between port P

2. 2R AR EEEHERyyyy.yyyy.yyyylBFRBIMACHE $iE
MAC Learning:

iﬁl Aﬁi'%show mac address-table address
, MEERE FBFHMACHIHE,

<ttroot>

Cor e- SWfshow nac address-tabl e address yyyy.yyyy. yyyy

Mac Address Table

1 YYYY. YYVYY. YYYY DYNAM C Twel/ 0/ 17

CDP3&ETwe 1/0/17FTwe 1/0/19K9 3 fE :

ﬁl Aﬁf‘%show cdp neighbors
et BEREENFHEN.

<#froot>

Cor e- SWishow cdp nei ghbors Twe 1/0/17

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

2960X- SW.

Twe 1/0/17 162 S| WB- C2960X G g 1/0/51

Cor e- SWtshow cdp nei ghbors Twe 1/0/ 19

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID



2960S- SW

Twe 1/0/19 120 S|

#£2960X-SWEMRF & — BB Twe1/0M7H B

MACyyyy.yyyy.yyyyTE Gi1/0/51F1Gi2/0/46(9200L) = & & .

<#froot>

2960X- SWi#show nmac addr ess-tabl e address yyyy. yyyy. yyyy

Mac Address Table

1 YYYY. YYVYY. YYYY DYNAM C G 1/0/51

2960X- SWi#show nmac addr ess-tabl e address yyyy. yyyy. yyyy

Mac Address Table

1 YYYY.YYYyy.yyyy DYNAM C G 2/ 0/ 46

2960X- SWi#show run interface gi 1/0/51

Building configuration...

Current configuration : 62 bytes
|

interface GigabitEthernetl/0/51
switchport mode trunk
end

2960X- SWi#show run interface gi 2/ 0/ 46

Building configuration...

Current configuration : 62 bytes
!

interface GigabitEthernet2/0/46
switchport mode trunk

end

W5- C2960S G g 2/0/28



RE9200LEY HES :
(ELLIFRUMACHIL BRI, )

<{froot>

9200L#show mac address-tabl e address yyyy. yyyy.yyyy

Mac Address Table

1 YYVYY.YYyyy.yyyy DYNAM C G1/0/1

9200L#show run interface gi 1/0/1

Building configuration...

Current configuration : 62 bytes
!

interface GigabitEthernetl/0/1
switchport mode access
end

2960S-SW1E#E Z|Core-SW Twe1/0/19:
(UFRBRER, ) ATHEMBIRE , Core-SWLHEERRM.
{82 , ECore-SW L {IARBEZIMACIEED,

2960S-SW1HY B &S :

<#root>

Nov 14 08:36:34.637: %SW_MATM-4-MACFLAP_NOTIF: Host Xxxxx.xxxx.xxxx in vlan 1 is flapping between port G
Nov 14 08:36:34.838: %SW_MATM-4-MACFLAP_NOTIF: Host yyyy.yyyy.yyyy in vlan 1 is flapping between port G
Nov 14 08:36:34.882: %SW_MATM-4-MACFLAP_NOTIF: Host zzzz.zzzz.zzzz in vlan 1 is flapping between port G

2960S- SW#show run interface gi 3/0/27

Building configuration...

Current configuration : 62 bytes
!

interface GigabitEthernet3/0/27
switchport mode trunk

end



2960S- SWi#show cdp nei ghbor gi 3/0/27

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

2960X- S\

G g 3/0/27 176 S| WE- C2960X G g 1/0/ 27

2960X-SW2Hy B &S :

<{froot>

2960X- S\2#show run interface gi 3/0/15

Building configuration...

Current configuration : 39 bytes
!

interface GigabitEthernet3/0/15
end

2960X- S\2#show cdp nei ghbor gi 3/0/15

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone,
D - Remote, C - CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID

SG300 Gg 3/0/15 157 S| SG300- 28P gi 18

2960X- S\2#confi g term nal
2960X- S\W2(confi g) #i nterface gi 3/0/15

2960X- S\W2( confi g-i f) #shut down

BRARRA
BRI SG300 ( FFFEE ) iRt , HEMACED,



fRAT
B B AR B JE FE B MM SG300M 2 47IR T MACH B,
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STP Portfast:

STP PortFast] £ 252/ LANGEAR IR 3 Bl A EARAE | BB EEMEBFAME, STP PortFasta]f5 1k
EESTPTCN , BRZEERSTPREEEEFIE T(BPDU)NEREMS , STP TCNAEER,
EREEKZEVLIANN KR EMEBERNIE LRESTP PortFast , 3 BB T eEfE P EIKSTP
BPDU , #lan T4E¥L, AREE. REEAXIERZNEBAZE LHE,

BPDUBAhE :

STP BPDUR; E# % 7 STP PortFastfyZhaE, 7£ 2RUASTP PortFasthyELRIE L | STP BPDURs
AR EBERUASTP PortFastBFSTPE X IR E2E LB, STP BPDUSE SRR IZWBPDURY EFIE

o

REHE

BB EAIBy LR ASTPIRIE, ERASTPRFE AL LTS EHVEKASTPRE, Fl0 , FEEH
BEERITREEMREERFINKE,

IRERPAFE -

REPERHHSTPHENERREN. REFFIREF2EMREIRENTE  EXLERRE
YRR FBPDUB A ERE R (Sl , MERNEHERCPURIL ) |, EHRRE, R
%P R Y EE SRR ORI (UDLD) R M E M SR BB BN AR, R EBRBEHEALESTPIK
HEBEMNHRE , IREMETHESTPHEDP IR,

BPDUBIE 2% :

EREMSTP, BPDURERNKEREFTSEEETIERE., EERBREHXFHIRER , T—ERLHE
WBE o

UDLDZE :

CiscoE BUDLDBIAHEER X BUDLDH K EEEHRE AN EEERERE, UDLDEEIRE
FHEELOER. UDLDAIMEEEREFHERX TEE, MRKENVUDLDE ST IS ERANMILEE
MENA , EERRNUDLDEMKEFE»EAERNER., BRTEFEEINUDLDHIThEES , IREEENE
MRELEIRZHBEENER , MEBHEAUDLDE AR E Rerr-disabledAR &,

RREEH

RERRZHRERBTERN  FTEXETMBNERNE, BF , PCAMAMRREFRIRYER AL
BHDH N ERREN KR, ATEETLENBERBREBREE , FHEERIRIRIEAENENE
RIERERTNNE LRAERRERRZE,
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