EE#2802.1x DACL, B{FHE&ACL, 1BE&FIDH
EERMRITA

12.2.55M Y IPE B BN — BEGS

pic] 15 xRHIPE BB
i# A FACisco I0S-XE®HI IPZE & & it
802.1xfIIPEE 12.2.55 DACL

802.1xH)IPEE 115.x DACL
BEACLIEE

Control-Direction

802.1xH) IPEE 15.xHY ACL
DACL LEBR ARy 2

£ F1802.1xHFilter-ID ACL¥HR A 15 xit 171P %% B R it
IPEERN - ERENSEE

RS XN FEACLEE

FR802. 1xH FEEZEACL

B EKE

ENHEACLA XEIFE

4500/6500F #)DACL

802. 1x I MAC Hh 3it AR 5E

5 58 HE R

HHEEE

N
FERKHRAIPREER TN, FMENBRIMNBES  URRKEERES02.1x DACLHHE,

8 IRt R

AXHRA P REERIIENERSTR  SENENBREENVBEER
e | EAREA T HERMEE802.1x T T HEH 2 HEE (DACL) W E,



TRAEREANFEZBENR,

AXE_BLERENBEHORTE. REMIIRAAA)MEIRETIR B3 FE B A802.1 x5/ EH R 4155
B(ACL).

S HEEDACL., Per-User ACLFIFilter-ID ACL.,
A EFEW TACLEE MFERRACLIY — LI EEIE,
EUTERT , EERKSHIE—@EXKE -

- EEBDHCPEREEEG%E
- TBIBib i ETIHE(ARP)FFER ( RARPE RIS EEUEIE S MACH: 1t F{EIE 75 IPHb i ) EHUH
®E.

Ihee B R ABARPHE |, BT BB REARPREI(DANTRE,

ZUEETERREA , TeeE A, EBAARPERE , EREMA "debug arp snooping. # , FAET
‘%E’ﬁa? Eo

ARPERTERIRIA , TREEADIEH,

EHARPERZEEER , KERMEMR—ERE (ARER TR ARERMERTHNELE
%%Lﬁlﬂ Eﬂﬁﬁ ) o

KBRS

ip dhcp excluded-address 192.168.0.1 192.168.0.240
ip dhcp pool POOL
network 192.168.0.0 255.255.255.0

|
ip dhcp snooping vian 1
ip dhcp snooping
ip device tracking
!
interface Vlanl

ip address 192.168.0.2 255.255.255.0
ip route 0.0.0.0 0.0.0.0 10.48.66.1
|
interface FastEthernet0/1

description PC

% B R R

<{froot>
BSNS-3560-1#

show i p dhcp binding



IP address Client-1ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 02:31 AM Automatic

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

192.168.0.241 0050.5699.4eal FastEthernet0/1 ACTIVE

#12.2.33/RFE , DHCPEEEE FHIPE EBE M
DHCPESEEIE R B4 K -

<tfroot>
BSNS-3560-1#

show debuggi ng

DHCP Snooping packet debugging is on

DHCP Snooping event debugging is on

DHCP server packet debugging is on.

DHCP server event debugging is on.

track:
IP device-tracking redundancy events debugging is on
IP device-tracking cache entry Creation debugging is on
IP device-tracking cache entry Destroy debugging is on
IP device-tracking cache events debugging is on

02:30:57: DHCP_SNOOPING: checking expired snoop binding entries

02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to V11 for pak. Was Fa0/1
02:31:12: DHCPSNOOP(hT1fm_set_if_input): Setting if_input to Fa0/1 for pak. Was V11
02:31:12:

DHCP_SNOOPI NG recei ved new DHCP packet frominput interface

(FastEthernet0/1)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPREQUEST, i nput
interface: FaO/1, MAC da: 001f.27e6.cfc0, MAC sa: 0050.5699.4eal, |P da: 192.168.0.2
I P sa: 192.168.0.241, DHCP ci addr:

192.168.0.241, DHCP yiaddr: 0.0.0.0,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add relay information option

02:31:12: DHCP_SNOOPING_SW: Encoding opt82 CID in vlan-mod-port format



02:31:12: DHCP_SNOOPING_SW: Encoding opt82 RID in MAC address format

02:31:12: DHCP_SNOOPING: binary dump of relay info option, length: 20 data&colon;

0x52 0x12 0x1 Ox6 O0x0 Ox4 O0x0 Ox1 Ox1 Ox3 Ox2 O0x8 Ox0 Ox6 O0x0 Ox1F 0x27 OxE6 OxCF 0x80

02:31:12: DHCP_SNOOPING_SW: bridge packet get invalid mat entry: 001F.27E6.CFCO,
packet is flooded to ingress VLAN: (1)

02:31:12: DHCP_SNOOPING_SW: bridge packet send packet to cpu port: Vlanl.

02:31:12:

DHCPD: DHCPREQUEST received fromclient 0100.5056.994e. al

02:31:12:

DHCPD: Sendi ng DHCPACK to client 0100.5056.994e.al (192.168. 0. 241)

02:31:12: DHCPD: unicasting BOOTREPLY to client 0050.5699.4eal (192.168.0.241).
02:31:12: DHCP_SNOOPING: received new DHCP packet from input interface (Vlanl)
02:31:12:

DHCP_SNOOPI NG process new DHCP packet, nessage type: DHCPACK

, input interface:

V11, MAC da: 0050.5699.4eal, MAC sa: 001f.27e6.cfcO, IP da: 192.168.0.241,
IP sa: 192.168.0.2, DHCP ciaddr: 192.168.0.241, DHCP yiaddr: 192.168.0.241,
DHCP siaddr: 0.0.0.0, DHCP giaddr: 0.0.0.0, DHCP chaddr: 0050.5699.4eal
02:31:12:

DHCP_SNOOPI NG add bi nding on port FastEthernet0/1

02:31:12: DHCP_SNOOPING: added entry to table (index 189)
02:31:12: DHCP_SNOOPING: dump binding entry: Mac=00:50:56:99:4E:A1 Ip=192.168.0.241
Lease=86400 1d Type=dhcp-snooping Vlan=1 If=FastEthernet0/1

ASDHCPREEHEIERER , TERBRXERKEN

<#root>
02:31:12:

sw_host _track-ev: host _track_notification: Add event for host 0050.5699. 4eal
192.168. 0. 241 on interface FastEthernet0/1

02:31:12: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241

on interface FastEthernet0/1

02:31:12: sw_host_track-ev:MSG = 2

02:31:12: DHCP_SNOOPING_SW no entry found for 0050.5699.4eal 0.0.0.1 FastEthernet0/1
02:31:12:

DHCP_SNOOPI NG_SW host tracki ng not found for update add dynam c
(192.168.0.241, 0.0.0.0, 0050.5699.4eal) vlan 1

02:31:12: DHCP_SNOOPING: direct forward dhcp reply to output port: FastEthernet0/1.
02:31:12:

sw_host _track-ev: Add event: 0050.5699. 4eal, 192.168.0.241, FastEthernet0/1

02:31:12: sw_host_track-obj_create:0050.5699.4eal1(192.168.0.241) Cache entry created



02:31:12:

sw_host _track-ev: Activating host 0050.5699. 4eal

interface FastEthernet0/1

192.168. 0. 241 on

02:31:12: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

FRRIEAT , B30 EIE —IRARPHA :

<{froot>

02:41:12: sw_host_track-ev:0050.
02:41:12: sw_host_track-ev:0050.

Send Host probe (0)

02:41:12: sw_host_track-ev:0050.
02:41:42: sw_host_track-ev:0050.
02:41:42: sw_host_track-ev:0050.

Send Host probe (1)

02:41:42: sw_host_track-ev:0050.
02:42:12: sw_host_track-ev:0050.
02:42:12: sw_host_track-ev:0050.

Send Host probe (2)

02:42:12: sw_host_track-ev:0050.
02:42:42: sw_host_track-ev:0050.
02:42:42:

sw_host _track- obj _destroy: 0050. 5699. 4eal(192. 168. 0.

5699.
5699.

5699

5699.
5699.

5699.

5699

5699.

5699.

5699

4eal Stopping
4eal:

.4eal Starting
4eal Stopping
4eal:

4eal Starting
.4eal Stopping
4eal:

4eal Starting
.4eal Stopping

02:42:42: sw_host_track-ev:0050.5699.4eal Stopping

-

30, 0110700 Clsco_ef:cf a3
A0, 0111260 vmware S99 424l
60, 0235090 Cisco_e6:cf 83
G0, 0235250 Vmware_99:4&:4l
GO, 0230090 Cisco_eh ot @ &3
G, 0230250 Vmware_ 994230

00 =0 & un Ix o

Vinware 9940031
Clisco_e6:cf 83
Wware_99:480 a1
Clisco_e6;cf 183
Ymware _SS:rder gl
Cisco_shrcf 83

cache

cache
cache

cache
cache

cache
cache

241)

cache

ARF
AR
ARP
ARF
ARP
ARP

timer

timer: 30 seconds

timer

timer: 30 seconds

timer

timer: 30 seconds

timer

Cache entry del eted

timer

60 who
42 192
a0 who
42 192
Al who
42 142

REERMRTFMBRMRE R , MEHNDHCPREHRE X :

<#froot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

has 1%2.168.0.2417
LG8, 0,241 s at Q0
has 1%2.168.0.2417
LG8, 0, 241 s at 00
has 192.168.0. 2417
JAEE, 0L 241 s 2t 00

Tall
L5056
Tell
L 5]
Tell
05

0.0,.0,.0
(94 eal
0.0,0,0
90nderal
oL, 0,0
(hbideral



BSNS-3560-1#

show i p dhcp binding

IP address Client-1ID/ Lease expiration Type
Hardware address
192.168.0.241 0100.5056.994e.al Mar 02 1993 03:06 AM Automatic

ERAEARPERER | HERBE , BHERMMEE MASHIMER,
ZEERBRLUFEFEEM2.2.33F , TRFER12.2.5550 15 xhREXEF,
EFEAL2E (AR ) L3R (EXBREE ) #TRER  thEFE—LEE,

BFEMARPE IR

£ FARPF SR REETT S B AR Mt

<{froot>
BSNS-3560-1#

show debuggi ng

ARP:

ARP packet debugging is on
Arp Snoop:

Arp Snooping debugging is on

03:43:36: sw_host_track-ev:0050.5699.4eal Stopping cache timer

03:43:36: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
03:43:36:

IP ARP: sent req src 0.0.0.0 001f. 27e6. cf 83,

dst 192.168. 0. 241 0050. 5699. 4eal FastEthernet0/1

03:43:36: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
03:43:36: IP ARP: rcvd rep src 192.168.0.241 0050.5699.4eal, dst 0.0.0.0 Vlanl

HRLEN12.20R , FEABESSRBATE



<tfroot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE

Total number interfaces enabled: 1
Enabled interfaces:

Fa0/ 1

BSNS-3560-1#

ip device tracking interface fa0O/48

BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
10.48.67.87 000c.2978.825d 1006 FastEthernet0/48 ACTIVE
10.48.67.31 020a.dada.dada 1006 FastEthernet0/48 ACTIVE
10.48.66.245 acf2.c5ed.8171 1006 FastEthernet0/48 ACTIVE
192.168.0.244 0050.5699.4eal 55 FastEthernet0/1 ACTIVE
10.48.66.193 000c.2997.4cal 1006 FastEthernet0/48 ACTIVE
10.48.66.186 0050.5699.3431 1006 FastEthernet0/48 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

Fa0/ 1, FaO/ 48

12.2.55RMIPE B R M — FREIPRHI
ARG | PCEE T HEIPH, ARERXER , HESARPERE(MSG=2)% , £ERMKES
.

<ttroot>

01:03:16: sw_host_track-ev:0050.5699.4eal Stopping cache timer



01:03:16: sw_host_track-ev:0050.5699.4eal: Send Host probe (0)
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds
01:03:16: sw_host_track-ev:host_track_notification: Add event for host 0050.5699.4eal,
192.168.0.241 on interface FastEthernet0/1, vlan 1
01:03:16: sw_host_track-ev:Async Add event for host 0050.5699.4eal, 192.168.0.241
on interface FastEthernet0/1
01:03:16: sw_host_track-ev:

MSG = 2

01:03:16: sw_host_track-ev:Add event: 0050.5699.4eal, 192.168.0.241, FastEthernet0/1
01:03:16: sw_host_track-ev:

0050. 5699. 4eal: Cache entry refreshed

01:03:16: sw_host_track-ev:Activating host 0050.5699.4eal, 192.168.0.241 on
interface FastEthernet0/1
01:03:16: sw_host_track-ev:0050.5699.4eal Starting cache timer: 30 seconds

HtPCE HW B EARPRE REBEEHEEZERM K ( REARPE R ITHEiXFMACH U FEIE
IPito3t ) o

1B AR 15.xhREY IP 2 & IE it

BV EE | LAN LitelR AR X BB Thae | 44038 A A 802.1xHIDACL ( 88 = — Cisco Feature
Nawgatorjté‘lillﬁ%*, BRERER ) -

A IT12.2RFA I ERGT S , ETEERH. EHBRA15xH , B R 2H ERA802.1xH N M
B IPEEBM(PDT):

<#root>
bsns-3750-5#

show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number interfaces enabled: 2
Enabled interfaces:

G1/0/1, G1/0/2

bsns-3750-5#



show run int g1/0/3

Building configuration...

Current configuration : 38 bytes
!

interface GigabitEthernetl/0/3

bsns-3750-5(config)#

int g1/0/3

bsns-3750-5(config-if)#

swi tchport nopde access

bsns-3750-5(config-if)#

aut hentication port-control auto

bsns-3750-5(config-if)#

do show i p device tracking al

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE
192.168.10.12 0007.5032.6941 100 GigabitEthernetl/0/1 ACTIVE
192.168.2.200 000c.29d7.0617 1 GigabitEthernetl/0/1 ACTIVE

Total number interfaces enabled: 3
Enabled interfaces:
Gil/o0/1, Gil/0/2,

G 1/0/3

RIEMIBR802.1xELE R , hERBIEMPBRIPDT,

EREARRE A RER rDOWNJ , At #BE A Tswitchport mode accessy # "authentication port-
control autos , =8 E%?*EJ:EiFHIP BB M,

RANHEEERFIRER0:

<#root>
bsns-3750-5(config-if)#
ip device tracki ng maxi mum

?
<1-10> Maximum devices



iB F A Cisco 10S-XE®H IPREBHE
I8t , B2Cisco IOSHRA15.x4 Lt , Cisco IOS-XE 3.3 LHI{T Rt B4 T &1L,
A2 2R BRIM S TR , BREKREL TS

<{froot>
3850-1#

no ip device tracking int gl/0/48

% Command accepted but obsolete, unreleased or unsupported; see documentation.

ECisco IOS-XER |, BFFENE ( BMEXREE802.1xWNE ) AL BRY -

<#root>
3850-1#

show i p device tracking al

Global IP Device Tracking for clients = Enabled
Global IP Device Tracking Probe Count = 3

Global IP Device Tracking Probe Interval = 30
Global IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface Probe-Timeout
State Source

10.48.39.29 000c.29bd.3cfa 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.28 0016.9dca.eda7 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.76.117 0021.a0ff.5540 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.21 00c0.9f87.7471 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.16 0050.5699.1093 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.76.191.247 0024.9769.58cf 20 GigabitEthernetl1/0/48 30
ACTIVE ARP

192.168.99.4 d48c.b52f.4ale 99 GigabitEthernetl/0/12 30
INACTIVE ARP

10.48.39.13 000c.296e.8dbc 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.15 0050.5699.128d 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.9 0012.da20.8c00 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.8 6c20.560e.1b64 1 GigabitEthernetl/0/48 30
ACTIVE  ARP

10.48.39.11 000c.29e9.db25 1 GigabitEthernetl1/0/48 30



ACTIVE ARP

10.48.39.5 0014.f15f.f7ca 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.4 000c.2972.57bc 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.7 5475.d029.74cf 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.108 001c.58de.9340 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.1 0006.f62a.c4a3 1 GigabitEthernetl1/0/48 30
ACTIVE ARP

10.48.39.3 0050.5699.1bee 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.76.84 0015.58c5.e8b7 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.56 0015.fal3.9a40 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.59 0050.5699.1bf4 1 GigabitEthernetl/0/48 30
ACTIVE ARP

10.48.39.58 000c.2957.c7ad 1 GigabitEthernetl/0/48 30
ACTIVE ARP

Total number interfaces enabled: 57

Enabled interfaces:
Gii/o/1, Gi1i/o/2, Gii/o/3, Gil/o/4, Gi1/0/5, Gil1/0/6, Gil/0/7,
Gii/o/8, Gi1/o/9, Gii/o/10, Gil/0/11, Gil/0/12, Gil/0/13, Gil/0/14,
Gii/o/15, Gi1/o/16, Gili/o/17, Gil/0/18, Gil1l/0/19, Gil/0/20, Gil/0/21,
Gi1/0/22, Gi1/0/23, Gil/0/24, Gil/0/25, Gil/0/26, Gil/0/27, Gil/0/28,
Gi1i/o0/29, Gii/o/30, Gil/0/31, Gil/0/32, Gil/0/33, Gil/0/34, Gil/0/35,
Gii/o/36, Gi1/0/37, Gil/0/38, Gil/0/39, Gil/0/40, Gil/0/41, Gil/0/42,
Gil/0/43, Gil/0/44, Gil/0/45, Gil/0/46, Gil/0/47,

G 1/ 0/ 48,

Gil/1/1,
Gi1/1/2, Gi1/1/3, Gil/1/4, Tel/1/1, Tel/1l/2, Tel/1/3, Tel/1l/4
3850-1#$

3850-1#sh run 1int

gl/ 0/ 48

Building configuration...

Current configuration : 39 bytes
|

interface GigabitEthernetl/0/48
end

3850-1(config-if)#
i p device tracki ng maxi mum

?
<0-65535> Maximum devices (0 means disabled)

Lo, BEENRAKEBRERE (0ORTEEM ).



802.1xMIIPEE R Mt 12.2.55kFIDACL
B

MR %802.1xEIE T DACL , AlfE HEERKEF B RIETE BN IPHbL,

ISP R FRERENIPHITHN R EEHE

<#froot>
BSNS-3560-1#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 2

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192.168. 0. 244

0050.5699.4eal 2 FastEthernet0/1 ACTIVE

Total number interfaces enabled: 1
Enabled interfaces:
Fa0/1

LR 2R Tpermiticmp any anyy DACLERIIHI802. 1xEXPKE :

<#root>
BSNS-3560-1#

sh authentication sessions interface faO/1

Interface: FastEthernet0/1
MAC Address: 0050.5699.4eal

| P Address: 192.168.0.244

User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: single-host
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 2

ACS ACL: xACSACLx-|P-DACL-516c2694



Session timeout: N/A
IdTe timeout: N/A
Common Session ID: 0A3042A900000008008900C5
Acct Session ID: 0x0000000D
Handle: 0x19000008

Runnable methods Tist:
Method State
dotlx Authc Success

<{froot>
BSNS-3560-1#

show epm sessi on sunmary

EPM Session Information

Total sessions seen so far : 1

Total active sessions 1
Interface IP Address MAC Address Audit Session Id:
FastEthernet0/1 192.168.0.244 0050.5699.4eal  0A3042A900000008008900C5

LTEREEARACL:

<ttroot>
BSNS-3560-1#

show i p access-lists

Extended IP access 1ist Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny ip any any (8 matches)

Extended | P access |ist xACSACLx-|P-DACL-516¢c2694 (per-user)

10 permit icmp any any (6 matches)

b4k | faO/M T EIRACLEHEE :

<#root>
BSNS-3560-1#

show i p access-lists interface fa0O/1



permit icmp any any

B AATREXH Adot1x ACL:

<{froot>
BSNS-3560-1#

show ip interface fa0/1

FastEthernet0/1 is up, 1
Inbound access list i

ACLIEfER Tany, 1£4192.168.0.244, SHRFBRIEMNEMESNEMIEL , E¥7A802.1x DACL

ine protocol 1is up
s Auth-Default-ACL

src Tanyy , TEERABRZEIHPC IP,

HREPRBARE , BRECEBEACSH —{ERIHBACLIEF Ashow ip access-listin RN R |, A fE
ENEHLERARE (EEREIPHEFERE )ACL, ER

Fshow ip access-list interface fa0/1%5

PN
e r)

, BBREREREAEEIPER,

R R ERERZIPH I | X ERE ?

<{froot>
BSNS-3560-1#

show aut henti cation sess

Interface:
MAC Address:

| P Address: Unknown

User-Name:
Status:

Domain:

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

ACS ACL

Session timeout:
IdTe timeout:
Common Session ID:

*k
3=

ions interface fa0O/1

FastEthernet0/1
0050.5699.4eal

cisco

Authz Success
DATA

Should Secure
Unsecure
single-host
both

Authentication Server
2

XACSACLX- | P- DACL-516¢c2694

N/A
N/A
0A3042A9000000000000C775

REERKBE



Acct Session ID: 0x00000001
Handle: 0xB0000000

Runnable methods Tist:
Method State
dotlx Authc Success

E itk | EEEREZIPH U , (EDACLIIRER -

<{froot>
BSNS-3560-1#

show i p access-lists

Extended IP access 1list Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348
20 permit udp any any range bootps 65347
30 deny 1ip any any (4 matches)

Extended IP access list

XACSACLX- | P- DACL- 516¢2694 ( per-user)

10 permit icmp any any

EERH  FEEHL02 IxETRERK, H—NERR , BLAMER FiRAYIPHi ] AR
RADIUSFSBIFER. MitnEHE8 &

radius-server attribute 8 include-in-access-req

CEERFIRERSD , HEACSLE , AIUEY BERMNEZTERA

00:17:44: RADIUS(00000001): Send Access-Request to 10.48.66.185:1645 id 1645/27, len 257
00:17:44: RADIUS: authenticator F8 17 06 CE C1 85 E8 E8 - CB 5B 57 96 6C 07 CE CA

00:17:44: RADIUS: User-Name [1] 7 "cisco"
00:17:44: RADIUS: Service-Type [6] 6 Framed [2]
00:17:44: RADIUS: Framed-IP-Address [8] 6 192.168.0.244

SAoE , HAIPEISCGTHI R | TrustSecEZEEIPEE B M,
802.1xHYI1PZ & iR Mt M 15. xR BIDACL

FEDACLH |, IRA15.xMRZA12.2. 558 M E 5 ? EHBRA15.xH , HEFEL N ERENAEMEE,



B Ashow ip access-listin & ( JREAAARREVERE ) RFa] AF FEAACL , B TEshow ip
access-list interface fa0/1fH % , src "any"8# T EARIPH U B ( BBIPEERKCH ) .

LT B —EELFE(g1/0/1) LEREFMPCHIEEH] |, 3750X L HY X B8R 415.0.2SE2:

<ffroot>

bsns- 3750- 5#sh aut henticati on sessions interface g1/0/1

Interface:
MAC Address:

0007. 5032. 6941

IP Address:

192.168. 10. 12

User-Name:
Status:
Domain:

VO CE

Security Policy:
Security Status:
Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:

100

ACS ACL:

GigabitEthernetl/0/1

00-07-50-32-69-41
Authz Success

Should Secure
Unsecure

multi-auth

both

Authentication Server

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:
Method State
dotlx

mab

Aut hc Success

Interface:
MAC Address:

N/A

N/A
COA80001000001012B680D23
0x0000017B

0x99000102

Failed over

GigabitEthernetl/0/1



0050. 5699. 4eal

IP Address:

192.168. 2. 200

User-Name:
ci sco
Status: Authz Success
Domain:
DATA

Security Policy:

Should Secure

Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both

Authorized By:
Vlan Policy:

20

ACS ACL:

Authentication Server

XACSACLX- | P- PERM T_ALL_TRAFFI C-51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000001BD336EC4D6
Acct Session ID: 0x000002F9
Handle: OxF80001BE

Runnable methods Tist:

Method State
dot 1x Aut hc Success
mab Not run

EFERBEBMACEHEIB(MAB)ETRER , MPCHEMdot1x, EFEMPCHEMAMEEAIACL:

<tfroot>

bsns-3750-5#

show i p access-lists xACSACLx-|P-PERM T_ALL_TRAFFI C-51134bb2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (

per - user



10

pernmit ip any any

BR 6 ENEALRER , i SRERENIPH I EH,
IPRERMSEHREE MABKNITRELE (EERRINRESFENMACLTE ) -

<#root>
bsns-3750-5#

show i p access-lists interface gl1/0/1

permit ip
host 192. 168. 2. 200

any (5 matches)
permit ip

host 192. 168. 10. 12

any

RMEMACH 3 B AFFAE

<#root>
bsns-3750-5#

sh mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports

20 0050.5699.4eal

STATIC

Gil/0/1
100 0007.5032.6941

STATIC

Gil/0/1

HEACLIRE



DACLFHVR Tany, MEERATHIPHY ? EER —BRELEDEMEERER (MERRE
) Bo

MRIABT—EEFE  MEFTHRE "any, .

EFEZESHERREHARE A MEYTRMASRENIPRERRAIE NP, FEER
nT, REREDNS TEEL

RETEENITABEMTRE. filn, EE&15.0(2) EXMRIN2960X £ |, ENMESEEHFERE —ERE
EXMEE , ACLE—ZEBREML,

BR , ¥ 3560XH3750XhRA15.0(2)SE , BEEZ VD EMBEEXERER T REFEZACLKAEEN,
Control-Direction

FEEREM T |, control-direction#y & Bl Bboth:

<#root>
bsns-3750-5(config)#

int g1/0/1

bsns-3750-5(config-if)#
aut hentication control-direction ?

both Control traffic in BOTH directions
in Control inbound traffic only

bsns-3750-5(config-if)#

aut hentication control -direction both

Eﬁﬁﬁ?a’k)’iﬁi_ﬁﬁ%zm , REELZEEIERERRERBEEL, BR Tiny BX | RET
REBEATIERE  MARKBRAEETE (HRLANRERTRRER ) .

T8 , BB EKACLEAE Tino 7R, FABEERALFEE,

<#root>
bsns-3750-5#

sh ip access-lists interface g1/0/1 out

bsns-3750-5#

sh ip access-lists interface g1/0/1 in



permit ip host 192.168.2.200 any
permit ip host 192.168.10.12 any

EEAXAERTERER  ACLEEAZERENRE (FM ) , BFFEREMAFREERE (8
HamE ).

802.1xKVIPZE & IR Mt R AR AN 15. xBI B FE A EACL

0] BAfE F £ cisco-avEi ¥t Mip:inacly 1 Tip:outacl, HFESEME A EACL,

WRHIEEEEREEE L |, BiEXEFFEADACL , MPCEASEMAEACL, PCHISEERERE
EY-N

v Attributes Details

Access Type = ACCESS ACCEPT
Tunnel-Private-Group-D = 1: 20

Tunnel-Type=1:13

Tunnel-Medium-Type=1:6

cisco-av-pair = ip:inacl#l=permit icmp any any log
cisco-av-pair = ip:outacl#l=permit icmp any any

EFEARFER TDACL:

<#root>
bsns-3750-5#

show aut hentication sessions interface g1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0007.5032.6941
IP Address:

192.168. 10. 12

User-Name: 00-07-50-32-69-41
Status: Authz Success
Domain:

VA CE

Security Policy: Should Secure

Security Status: Unsecure

Oper host mode: multi-auth
Oper control dir: both



Authorized By: Authentication Server
Vlan Policy: 100
ACS ACL:

XACSACLX- | P- PERM T_ALL_TRAFFI C- 51134bb2

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA8000100000568431143D8
Acct Session ID: 0x000006D2
Handle: 0x84000569

Runnable methods Tist:
Method State
dotlx Failed over
mab Authc Success

bsns-3750-5#

sh ip access-lists XACSACLx-|P-PERM T_ALL_TRAFFI C-51134bbh2

Extended IP access Tist XACSACLx-IP-PERMIT_ALL_TRAFFIC-51134bb2 (per-user)
10

pernmit ip any any

BRE—EHRELHWPCEEAESEAEACL

<tfroot>

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address:

192. 168. 2. 200

User-Name: cisco
Status: Authz Success
Domain:

DATA

Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20

Per-User ACL: permt icnp any any |og

Session timeout: N/A
Idle timeout: N/A
Common Session ID: COA80001000005674311400B
Acct Session ID: 0x000006D1



Handle: 0x9D000568

B R E BRI NMEQig1/0/1ERRE E S 6F

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tlog
permit ip host 192.168.10.12 any

F—EAEEMEASFERAEACL (EElogl#EF ) , F-EAEXREHEDACL,
HABE P , IPEERMSEEEMNERE.
A] LA Fldebug epm allis S BB £ FACL:

<tfroot>

Apr 12 02:30:13.489: EPM_SESS_EVENT:

I P Per-User ACE: permt icnp any any |og received

Apr 12 02:30:13.489: EPM_SESS_EVENT:Recieved string

G gabi t Et her net 1/ 0/ 1#1 P#7844C6C

Apr 12 02:30:13.489: EPM_SESS_EVENT:Add ACE [permit icmp any any log] to ACL
[GigabitEthernetl/0/1#IP#7844C6(]

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [ip access-Tist extended
GigabitEthernetl/0/1#IP#7844C6C] command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [permit icmp any any log]
command through parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:Executed [end] command through
parse_cmd. Result= 0

Apr 12 02:30:13.497: EPM_SESS_EVENT:

Noti fying PD regarding Policy (NAMED ACL)
application on the interface G gabitEthernet1/0/1

th AT @iBshow ip access-listsin® :

<#root>
bsns-3750-5#

show i p access-lists



Extended IP access list GigabitEthernetl/0/1#IP#7844C6C (per-user)
10 permit icmp any any log

ip:outacl B ? E15.XMRPELE M. SHREIZBY  EXNBTER/EEZBM.
BEDACLLLBIRFER

I EBREERID CSCut25702FiR , B EAEACLIIT BEEDACLAE,

REE&— @B ( "permitip any any. )Fl—EERZIEHNFER S HDACLE LAE KRB IPEE Rt
MIER T IEEI¥E,

Tany) SIBFAEHEHR  YEBAFAMERE. B2 , HNSEAEACL , XERAIPEE R,
MBRHKEEABRE "permitip any anyy HREM—@FERS , AIEPEILEFIERE,

5 FH802.1xMFilter-ID ACL¥ MR A< 15 x# 1T 1P4E & IR It

WA BT LA A IETF B filter-id [11]o AAAAFREIEEACLER  ZEBRERBR LA ES
B, ISEELERERTBREM TR

ommon Tasks
(] DACL Name

VLAN TagiD 1 Edit Tag |IDMame| 20

L] voice Domain Permission
L] web Authentication

L] Auto Smart Port

Filter-1D | Filter-ACL | in

AR BEEREEARMD (WADBE ). Rtk , KAFBHFHEEN

Radius:FilterlD = |Filter-ACL. out

®E , RIEET

<ffroot>


https://tools.cisco.com/bugsearch/bug/CSCut25702

debug epm al |

Apr 12 23:41:05.170: EPM_SESS_EVENT:Filter-Id :

Filter-ACL received

Apr 12 23:41:05.170: EPM_SESS_EVENT:Notifying PD regarding Policy (NAMED ACL)
application on the interface GigabitEthernetl/0/1

HREBMBERMEE , bt 8B REACL:

<#root>
bsns-3750-5#

show aut henti cati on sessions interface gl1/0/1

Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699.4eal
IP Address: 192.168.2.200
User-Name: cisco
Status: Authz Success
Domain: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host mode: multi-auth
Oper control dir: both
Authorized By: Authentication Server
Vlan Policy: 20

Filter-1d: Filter-ACL

Session timeout: N/A
IdTle timeout: N/A
Common Session ID: COA800010000059E47B77481
Acct Session ID: 0x00000733
Handle: Ox5EQ00059F

Runnable methods Tist:
Method State
dotlx

Aut hc Success

mab Not run

5, BRACLERERINE :



<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog

BEE , WACLWER —NE LW HMBBIACLE S, fln , EE—RIMIE EF S —ERISEEE
DACLKIFER A : Tpermitip any any, &I LEF :

<#root>
bsns-3750-5#

show i p access-lists interface g1/0/1

permit icmp host 192.168.2.200 any Tog
permit tcp host 192.168.2.200 any Tog
permit ip host 192.168.10.12 any

BIE , PEERHEESSER (FERS ) WRIP,
TAE ERREEEEN 2 Al (EASERAEACL) , RBRTEEAT,
IPERERM — ARENZEER
HHMER15.2(1)ERIRA | EAEEERIPDTZH , EESEFEANTCLG S SHMRAZY

ab
Be .

<tfroot>
(config)#

i p device tracking

HRRA15.2(1)ERESRA , FBEEIip device tracking@it. REEKBECHIIERATCE
, IPDTF /A,

MEREWEERAIPDT , BIZAIPDT. "noip device tracking, S EM. S EWEEEERA/E
BIPDTHY#4I,

FRAIPDTH: , A ERELN TERIPHut , BB, MEFMEN K FSEEHEE "IPUUNEE
0.0.0.0, $EEEFAE.

BSEE TEKELFERMIPDT:



http://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3
http://www.cisco.com/c/zh_tw/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html#anc3

<#root>
(config-if)#

no i p device tracking

EBHRAMCisco IOSE , ERTFEMNG S :

<#root>
(config-if)#

i p device tracking maxi mum 0

BERETFEEGE FRAIPDTIEEARPERA |, LU S HIR "TEEIPfuE, 58

<tfroot>
(config-if)#

i p device tracking probe delay 10

RA15 XM T EACLER

HRNEACL , EEHERE 2 HNE

<tfroot>

interface GigabitEthernetl/0/2
description windows?7
switchport mode access

ip access-group testl in

authentication order mab dotlx
authentication port-control auto
mab

dotlx pae authenticator

end

bsns-3750-5#

show i p access-lists testl

Extended IP access list testl
10 permit tcp any any log-input



B2, SORERIE , THEHRAAARRBIEENACLEE (BZE ) ( EWRTEDACL,

ip:inachiE Zfilterid ) o

ZACL(test)AJLAHLERE ( BEERBMEXTEARIRE ) , BEESORELR , THEE,
BENfE R BERAAARARZIREACL , t BB ENMHEACLYRET A,

EEHRE A= TABRTEURER(TCAM)R REACLNEENHEBRETRE,

LA 215.2.2kx3750X A &2

<#root>
bsns-3750-6#

show pl atform acl portlabels interface gl/0/2

Port based ACL: (asic 1)
Input Label: 5 Op Select Index: 255
Interface(s): Gil/0/2
Access Group:

testl

, 4 VMRs
Ip Portal: 0 VMRs
IP Source Guard: 0 VMRs
LPIP: 0 VMRs
AUTH: 0 VMRs
C3PLACL: 0 VMRs
MAC Access Group: (none), 0 VMRs

ZEFEBNERNEY , HEEREN. WERBESENR (F

n Ih+
N

SWESACL) |, 5

m
%

B -

<{froot>
bsns-3750-6#

show i p access-lists interface gl1/0/2

permt ip host 192.168.1.203 any

Extended IP access list

testl

10 permit icnmp host x.x.x.x host n.n.n.n



FE—ERBEMA "permitip any any, DACL#IRE LA IIETHEE (XA "any, HREE
RHERPIREBER) .

F_ERBERNEACLHER , EARMEFNEORE (EREZHE ) .
ERNE , (AERBURATS ) MEACLER R, E3750X L1522 LEREEERE .
EERE O HAREEE  MEYHEA., B%X2EDACL, AZENHEACL,

Hitt , E&EEI8ATERN "deny ip any anys B, DACLTAE2ZENHEACL,

ﬁun

DACLHBE R A H#MNdeny , RABEI 2 RERANEACL,

3750X £ 15.0.2/RH1TB4EE , {Bsh ip access-list interfacefi 5 A BB RNEACL ( BEMHAREN
EIACLEH | BrIEFEDACLF 1AM deny ) -

FAmM802.1xHY FAEXACL

FARRRIACLEMER 5 :

« auth-default-ACL-OPEN — BARABMER
« auth-default-ACL — AR B 1FZE

EESIBENRISERGER €8 $Hauth-default-ACLMauth-default-ACL-OPEN, FERIER T
, SEFEBAGAR.

ERTERFZH , R Tauth-default-ACLAHMREZ , TEREHNSEIRE,
E8 , DHCPREER Y RE ZEI B/ A

RO EIPHbuL , W B ATEFRER THMDACL,

ZACLRBBEVYMN , BErEREF KT,

<#froot>
bsns-3750-5#

sh run | i Auth-Default

bsns-3750-5#

sh ip access-1ists Auth-Default-ACL

Extended IP access list

Aut h- Def aul t - ACL

10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)



20 permit udp any any range bootps 65347 (12 matches)
30 deny 1ip any any

CRAF—ESORE (EFDRINRERR ) BRI , YEMRKER —ESFRMER.
Auth-Default-ACL{E L F¥DHCPRE., SMEBREHIIN B THMWDACLE , EXHEAIIZE,

EEXEE Bopen auth-default-ACL-OPENEF , RIEER TIER , BEMEA S KX EAuth-Default-
ACLHEEFRTELHEE :

<tfroot>

bsns-3750-5(config)#int g1/0/2
bsns-3750-5(config-if)#authentication open

bsns-3750-5#

show i p access-lists

Extended IP access Tist

Aut h- Def aul t - ACL- OPEN

10 permit ip any any

MEACLE R BES , BEEHRKRETRE,

<#root>
bsns-3750-5(config)#

ip access-list extended Auth-Default-ACL

bsns-3750-5(config-ext-nacl)#permit udp any any

bsns-3750-5#

sh ip access-lists

Extended IP access 1ist Auth-Default-ACL
10 permit udp any range bootps 65347 any range bootpc 65348 (22 matches)
20 permit udp any any range bootps 65347 (16 matches)
30 deny ip any any
40 permit udp any any

bsns-3750-5#

sh run | i Auth- Def

bsns-3750-5#



B RUE

Bl — iR TACLIVIT A ( BRFEFERBATHRBABERNACL) . ABERANITAR :

- EEEXBBEARREMRER , SAFFMERE (KBFEMauth-default-ACL-OPEN )
- EERF/ZEPEEAANBZEBRIEEPXE)SIEAR)IZBRAB 2R (BAREA
rﬁ% BEXL WAR) , 8FERRRERE,

- ESEEAZSETLANRERER K ACLERERER , WHEASE —EDACL , RERNHE
ACL,

- HRZESORIJLZE , TREARESEEERBRERTRMNARE ( REBEHRSEEZER
BB EIACLEA ) .

ENHEACLA N EIFE

¥R Z{E6500/4500F & , HERMENHEACLF BEIE#EFADACL,

LAR R A4500 sup2 12.2.53SG6 ( #ESTEACL ) K4l :

<#root>
brisk#

show run int g2/3

I
interface GigabitEthernet2/3
switchport mode access

switchport voice vlan 10
authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

KRR EETHBBSNRER , S THDACL, RER , REXK.

<#root>
*Apr 25 04:38:05.239: RADIUS: Received from id 1645/19 10.48.66.74:1645,

Access- Accept

Ten 209

*Apr 25 04:38:05.239: RADIUS: authenticator 35 8E 59 E4 D5 CF 8F 9A -
EE 1C FC 5A 9F 67 99 B2

*Apr 25 04:38:05.239: RADIUS: User-Name [1] 41



#ACSACL#- | P- PERM T_ALL_TRAFFI G- 51ef 7dbl

*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:
[ReauthSession:0a]
*Apr 25 04:38:05.239:
[30424a000EF50F53]
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:
[CACS:0a30424a000]
*Apr 25 04:38:05.239:
[EF50F535A6693:15s]
*Apr 25 04:38:05.239:
[e2/180269538/128]
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:

[ G e/Y9ra\]
*Apr 25 04:38:05.239:
*Apr 25 04:38:05.239:

RADIUS:
RADIUS:

RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:
RADIUS:

RADIUS:
RADIUS:

i p:inacl #1=pernit ip any any

State
52 65

33 30
35 41
Class
43 41
45 46
65 32

36 35

61

34

36

43

35

2F

35

75

32

36

53

30

31

33

74

34

39

3A

46

38

68

61

33

30

35

30

[24]
53 65

30 30

[25]
61 33
33 35

32 36

Message-Authenticato[80]
AF 47 E2 20 65 2F 59 39

Vendor, Cisco
Cisco AVpair

[26]
[1]

40
73 73 69 6F 6E

30 45 46 35 30
[ 5A6693]
54
30 34 32 34 61
41 36 36 39 33
39 35 33 38 2F
[ 6553]
18
72 9A 61 5C C5

36
30

*Apr 25 04:38:05.239: RADIUS(00000000): Received from id 1645/19

*Apr 25 04:38:05.247:

EPM SESS ERR Failed to apply ACL to interface

*Apr 25 04:38:05.247: EPM_API:In function epm_send_message_to_client
*Apr 25 04:38:05.247: EPM_SESS_EVENT:Sending response message to process

AUTH POLICY Framework

*Apr 25 04:38:05.247:
*Apr 25 04:38:05.247:
*Apr 25 04:38:05.247:
*Apr 25 04:38:05.247:

*Apr 25 04:38:05.247:
*Apr 25 04:38:05.247:
*Apr 25 04:38:05.247:
for type DOT1X

*Apr 25 04:38:05.247:

EPM_SESS_EVENT:Returning feature config

EPM_API:In function epm_acl_feature_free

EPM_API:In function epm_policy_aaa_response
EPM_FSM_EVENT: Event epm_ip_wait_event state changed from
policy-apply to ip-wait
EPM_API:In function epm_session_action_ip_wait
EPM_API:In function epm_send_ipwait_message_to_client
EPM_SESS_ERR:NULL feature Tist for client ctx 1B2694B0

YAUTHVGR- 5- FAI L: Aut horization failed for client
(0007.5032.6941) on Interface G 2/3
Audi t Sessi onl D 0A304345000000060012C050

brisk#

show aut henti cati on sessi ons

Interface MAC Address
Gi2/3 0007.5032.6941 mab

Aut hz Fail ed

Method

0A304345000000060012C050

Domain
VOICE

Status

Session ID

3A

46

30

3A

31

8B

30

35

30

69

32

ED

61

33

30

73

38

F5



B MTHEACLE :

<#froot>
brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (63 matches)

brisk#sh run int g2/3
1

interface GigabitEthernet2/3
switchport mode access
switchport voice vlan 10

ip access-group all in

authentication host-mode multi-auth
authentication open

authentication order mab dotlx
authentication priority dotlx mab
authentication port-control auto
mab

ERFERIRERT) , DACLIEF IERE -

<tfroot>
brisk#

show aut henti cati on sessions

Interface MAC Address Method Domain Status Session ID
Gi2/3 0007.5032.6941 mab VOICE

Aut hz Success

0A30434500000008001A2CE4

ZITATKE "BORIFRM. . FEESDACL , £LEERKEAFRB/EREXNTEACL,

4500/6500_EWIDACL

#£4500/6500£ , DACLRZ ELacl_snoop DACLER, IR REM4500 sup2 12.2.53SG6 ( EFE+
PC ) Wy&ifl, FEZF(10)MER(100)VLANEEBHACL:



<tfroot>
brisk#

show i p access-lists

Extended IP access list

acl _snoop_G 2/3_10

10 permit ip host

192. 168. 2. 200

any
20 deny ip any any
Extended IP access list

acl _snoop_G 2/3_100

10 permit ip host

192.168. 10. 12

any
20 deny ip any any

ACLRBEN , RRIPDTEE ERMNKE :

<#froot>
brisk#

show i p device tracking all

IP Device Tracking = Enabled

IP Device Tracking Probe Count = 3

IP Device Tracking Probe Interval = 30

IP Device Tracking Probe Delay Interval = 0

IP Address MAC Address Vlan Interface STATE

192. 168. 10. 12
0007.5032.6941
100
GigabitEthernet2/3 ACTIVE
192. 168. 2. 200
000c.29d7.0617
10

GigabitEthernet2/3 ACTIVE



RiBEMBREBENSFESHES U

<{froot>

brisk#

show aut hentication sessions int g2/3

Interface:
MAC Address:
IP Address:

192. 168. 2. 200

User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:
Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:
Method State
mab
dotlx

Interface:
MAC Address:
IP Address:

192.168. 10. 12

User-Name:
Status:

Domain:

Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:
Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods Tist:

Method State
mab
dotlx Not run

GigabitEthernet2/3
000c.29d7.0617

00-0C-29-D7-06-17
Authz Success

VOICE

multi-auth

both

Authentication Server
N/A

N/A

N/A
0A3043450000003003258E0C
0x00000034

0x54000030

Authc Success
Not run

GigabitEthernet2/3
0007.5032.6941

00-07-50-32-69-41
Authz Success

DATA

multi-auth

both

Authentication Server
N/A

N/A

N/A
0A3043450000002E031D1DB8
0x00000032

0x4A00002E

Authc Success



FEIEMEME , PCAIBRHERICMPESE , EATACLERET :

<{froot>

brisk#show ip access-1lists interface g2/3
permit ip host

192. 168. 10. 12

any

A E? RARBEF(192.168.10.12)#:% TDACL, HHRPC , FARBIER WA EACL:

<tfroot>

interface GigabitEthernet2/3
ip access-group all 1in
authentication open

brisk#

show i p access-lists al

Extended IP access Tist all
10 permit ip any any (73 matches)

AmME2 , 8RPCHMEFEE Lacl_snoop , ERAEFFIREDACL, At , RACLERACBEEIN
18

802.1xHIMAC ith 1t 7iR RE

E802.1xB DR FENENIF , MACHE I AR ADYNAMIC |, B¥ZER SR IRELZDROP:

<#root>
bsns-3750-5#

show aut henti cati on sessi ons

Interface MAC Address Method Domain Status Session ID
Gil/0/1

0007.5032. 6941
dotlx UNKNOWN
Runni ng

COA8000100000596479F4DCE



bsns-3750-5#

show nac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007. 5032. 6941 DYNAM C Dr op

Total Mac Addresses for this criterion: 1

BHOBERIIEZ , MACHIEATRFRE  WHIRM TR

<#root>
bsns-3750-5#

show aut henti cati on sessions

Interface MAC Address Method Domain Status
Gil/0/1

0007. 5032. 6941
mab VOICE
Aut hz Success
C0A8000100000596479F4DCE
bsns-3750-5#

show mac address-table interface g1/0/1

Mac Address Table

Vlan Mac Address Type Ports
100
0007. 5032. 6941 STATIC G1/0/1

¥ FARIE 13, (VOICE/DATA) I A B mab/dot I x& SE &R 2 1tk

SE R R AR

Session ID



LSRR ERRMANFE/802.1xE B /M.
MRIEFRRRTACES , FRUNTHTHE S

* show tech
» show authentication session interface <xx> detail
» show mac address-table interface <xx>

U EESPANE fR B 3 B HRENLA LA N E 85 th R R AV -

» debug radius verbose

* debug epm all

- ARLHH ORI

» debug dot1x all

» debug authentication feature <yy> all
- FRaaa G HBRF

» debug aaa authorization
MEAEA

802X B {7 ER S8 ARG AL B 1559 . Cisco |I0S XEARARISE ( Catalyst 38503 #akk )
Catalyst 3750-X#1Catalyst 3560-X3 ek B2 fir (B $5Fg . Cisco IOSKRZAS15.2(1)E
Catalyst 3750-X#13560-X#X B8 A REE% E 5 F815.0(1)SERR

Catalyst 35608X B8 4A RESS TE 15 FG12.2(52)SEIR
B 8 4 - Cisco Systems
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