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iE : NET-SNMPHFEER T H ACISCO-TCP-MIB1#E#H, MRARERK LHEAMIBIEE | BIAE/EH
OIDEI ¥ E&MARERRE,

AERPNEFARRIBFTEIOSKENERRA.
L EARBIBUATRAKNET-SNMPTI 2R

- NET-SNMPARZA5.1.2 , #81t Bhttp://www.net-snmp.org/ =
2 APERLMRAAIE T PERLIETHS -

. FreeBSD_EH/Y5.005_03
- Solaris 5.8 -#95.8.0
. 5.005_02 — #EAMicrosoft Windows 2000 #JCiscoWorks SNMSH) — 2B 12 44
- Microsoft Windows 2000_E#YActivePerl 5.8.4 , A {¢
http://www.activestate.com/Products/ActivePerl/ &5,
AXHHEARRBIEEEREREANEEMENY., XPFEAINFMELEBRREER ( i
) WARREZRRE), WREMMFEREREER K FRALCERTMESTREERNTE,

=5
MEHEHINEMET | F2EEREAHERIEM,
BREA

MIBE RN A — SIEHRBEIFFIK(OID)
LT 2EERNES

ECISCO-TCP-MIBIEFAH

. ciscoTcpConnlInBytes, OID .1.3.6.1.4.1.9.9.6.1.1.1. 11 E 4R E & AN TEEH,

. ciscoTcpConnlnPkts, OID 1.3.6.1.4.1.9.9.6.1.1.1. 27 L B4R I AN ER I EL,

. ciscoTcpConnOutBytes, OID .1.3.6.1.4.1.9.9.6.1.1.1.3tkE 4 8 H A9 {7 TTAA B

. ciscoTcpConnOutPkts, OID .1.3.6.1.4.1.9.9.6.1.1.1.4 L8R FEH N E RS,

. ciscoTcpConnRetransPkts, OID .1.3.6.1.4.1.9.9.6.1.1.1. 7 L E/E F E#HERNE R B,

. ciscoTcpConnRto, OID .1.3.6.1.4.1.9.9.6.1.1.1. 9t B4R 1Y B #TEEB S E,
ETCP-MIB&E#AH -

. tcpConnState, OID .1.3.6.1.2.1.6.13.1. 1t B4R A ARKE,
Detailed MIB Obiject InformationH 12t 7T B ELEH RN EZEEMEH,

{EFASNMPRAITCPER R RHE
BE

UTHZRAHBERETCPERRAHNE !
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1. EEMEE B P RSB X EciscoTcpConnRetransPktsciscoTcpConnRto¥ R |, 55 ¥
ciscoTcpConnRto¥#TSNMP get-nexti{E , WEE R TIRE TEHMAEH R, X : FREER
E—EAHR, DARRFEMNT EMELHRNZE, B : WIFMBCiscoREHNZEREMME
# R (ciscoTcpConnRetransPktsMlciscoTcpConnRto) , {B 2 AIiE LS R AT LR B BRIAY %
B, MR EciscoTecpConnRetransPktsFciscoTcpConnRto¥ R |, SBEEHITL 2, R
X #ciscoTcpConnRetransPkitsfciscoTcpConnRio¥ R , M MBIT S B3,

2. XEFMEEH R, HABETCPER , BMELTER : ciscoTcpConnOutBytes &0,
ciscoTcpConnOutPkts &0, ciscoTcpConnRetransPkts K0, ciscoTcpConnRto A
20,000, MIRE : WAILURA20,0000 R 400, HEHERE , ROANEE—DETEHER
20,000, A , BIWETEERELERENEE., R ARMEFRGERKIL , Bt TCPERE
SHNEI B AT LSRR, BERELASNMPEREENTCPELR,

3. EXEAIMELHR. BREHETCPER , BMELUTER : ciscoTcpConnInBytes K0,
ciscoTcpConnInPkts &0, ciscoTcpConnOutBytes &0, ciscoTcpConnOutPkts &0, HF4H
B K ABEIERNER  URFEEIBEFECRETIRTCPER. XX : simERE ( EH
WMAMTHE , BEREAAERNT ) TFERBRHFR , ERBIBFZEENIOSHRAET T 5
FH, XX XBEAEAEHRNIOSHEATREFEHEBELTA , At , TER2HMWAETIIE
AIRERIE . MEFAEHRRAHREAE , QL TCPERGHNEI B AT LUSEKR., BEREMSE
FSNMPERRE I TCPIELR

BIRE
BRBIRIES :

. HEBIMEa=nms-7206a ( TEMEYHER )

BEETHED = nms-1605 (EXERINEHR )

- EEGAE=OH

- BARE-EH
EELRSHERUEBEFTEMERS -

1. EENEB RS X EciscoTcpConnRetransPkts #MciscoTcpConnRto ¥ & : ¥
ciscoTcpConnRto#1TSNMP get-nextig 4k :

snmpgetnext -c public nms-7206a ciscoTcpConnRto

MRUKELIE  CEEINNTERE
CISCO-TCP-MIB: :ciscoTcpConnRto.14.32.100.75.2065.172.18.86.111.23092 =
INTEGER: 303 milliseconds

i ARBELHRNERS(RBIHAH14.32.100.75.2065.172.18.86.111.23092) ;A Hb P 31
(14.32.100.75), A TCPIEHE(2065), Rif|Pihik(172.18.86.111) MR i TCPE R (TCP)/Y
23092, RE ARciscoTcpConnRto, FHMEBHITHER2, MRHURFXZE  LSFIN
TEE .

snmpgetnext -c public nms-1605 ciscoTcpConnRto
CISCO-FLASH-MIB: :ciscoFlashDevicesSupported.0 = INTEGER: 1

IREI TR A RciscoTecpConnRio¥i R, REINBEHRIFTEE, BREHNTIES,
2. MM A% ECisco TCPERKTEANEHRNEENBETCPERNENR. ¥
ciscoTcpConnQutBytes., ciscoTcpConnOutPkts, ciscoTcpConnRetransPkts#

ciscoTcpConnRto#1TSNMP get-nextig{E :
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snmpgetnext -c public nms-7206a ciscoTcpConnOutBytes
ciscoTcpConnOutPkts
ciscoTcpConnRetransPkts
ciscoTcpConnRto

LEEIERNEE

CISCO-TCP-MIB: :ciscoTcpConnOutBytes.14.32.100.75.2065.172.18.86.111.23092 = Counter32:
383556

CISCO-TCP-MIB: :ciscoTcpConnOutPkts.14.32.100.75.2065.172.18.86.111.23092 = Counter32: 8061
CISCO-TCP-MIB: :ciscoTcpConnRetransPkts.14.32.100.75.2065.172.18.86.111.23092 = Counter32: 2
CISCO-TCP-MIB: :ciscoTcpConnRto.14.32.100.75.2065.172.18.86.111.23092 = INTEGER: 303
milliseconds

B LLTER : ciscoTcpConnOutBytes &0, ciscoTcpConnOutPkts A0,
ciscoTcpConnRetransPkts K40, ciscoTcpConnRtoA420,000, BEE : T LAUR4>20,000L4
IniRE R, BENERE , RoANEE—2ESEEIER20,000, AT , B/DWETERRIKE
RYBEE. MRULEMEEREAE , BILTCPEZ G Bl LUER, #BERESR
SNMPERRBNEN TCPIELR, BEETCPERK. Alt , FEREHERNERE , FAREMN
BHR(HIM -

snmpgetnext -c public nms-7206a ciscoTcpConnOutBytes.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnOutPkts.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnRetransPkts.14.32.100.75.2065.172.18.86.111.23092
ciscoTcpConnRto.14.32.100.75.2065.172.18.86.111.23092

FAL—EIEARESERE , EXget-nextiFFIRU T HNREIH R
CISCO-TCP-MIB: :ciscoTcpConnInPkts.14.32.100.75.2065.172.18.86.111.23092 = Counter32: 8097
CISCO-TCP-MIB: :ciscoTcpConnElapsed.14.32.100.75.2065.172.18.86.111.23092 =

Timeticks: (17296508) 2 days, 0:02:45.08
CISCO-TCP-MIB: :ciscoTcpConnFastRetransPkts.14.32.100.75.2065.172.18.86.111.23092 =
Counter32: 0
CISCO-FLASH-MIB: :ciscoFlashDevicesSupported.0 = INTEGER: 5

B 6 SEBERLKRELMNFIATCPER , X HECKETK.
 MEVERA{E X & Cisco TCPERRF A NEH RNEKENBETCPERNENR, #
ciscoTcpConninBytes, ciscoTcpConnlnPkts ciscoTcpConnOutBytes#
ciscoTcpConnOutPkts#fTSNMP get-nexti 1k :

snmpgetnext -c public nms-1605 ciscoTcpConnInBytes

ciscoTcpConnInPkts
ciscoTcpConnOutBytes
ciscoTcpConnOutPkts

LEEINERNEE

CISCO-TCP-MIB: :ciscoTcpConnInBytes.14.32.6.185.23.14.32.100.33.2249 = Counter32: 68
CISCO-TCP-MIB: :ciscoTcpConnInPkts.14.32.6.185.23.14.32.100.33.2249 = Counter32: 12
CISCO-TCP-MIB: :ciscoTcpConnOutBytes.14.32.6.185.23.14.32.100.33.2249 = Counter32: 170
CISCO-TCP-MIB: :ciscoTcpConnOutPkts.14.32.6.185.23.14.32.100.33.2249 = Counter32: 17

MEEBLRABIER ; ciscoTcpConnlnBytes KA0, ciscoTcpConnInPkts &0,
ciscoTcpConnOutBytes &0, ciscoTcpConnOutPkis &0, FEEEFLME K RBBIERER
. MBEBRUBEFPERETRTCPER., MR LMEREGIERIL |, Bl TCPERSEHE
I B AT LUERR, BEREFHASNMPERBENTCPELR., BEETCPEREK, At , BER
ERNERERE , FRAREMNER(BIW

snmpgetnext -c public nms-1605 ciscoTcpConnInBytes.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnInPkts.14.32.6.185.23.14.32.100.33.2249
ciscoTcpConnOutBytes.14.32.6.185.23.14.32.100.33.2249
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ciscoTcpConnOutPkts.14.32.6.185.23.14.32.100.33.2249

A E—EAERERERKE , EXget-nextiRFZEIUTARNEEHR

CISCO-TCP-MIB: :ciscoTcpConnOutBytes.14.32.6.185.23.14.32.100.33.4184 = Counter32: 170
CISCO-TCP-MIB: :ciscoTcpConnOutPkts.14.32.6.185.23.14.32.100.33.4184 = Counter32: 17
CISCO-TCP-MIB: :ciscoTcpConnInPkts.14.32.6.185.23.14.32.100.33.4184 = Counter32: 12
CISCO-TCP-MIB: :ciscoTcpConnElapsed.14.32.6.185.23.14.32.100.33.4184 = Timeticks: (4345)
0:00:43.45

BiE , CEERLEE FWABTCPELR , YALBETX.

{85 FISNMPE Bridhi (Y TCPE R
Z 5

&R LA FISNMPEBRIBNER TCPERR . SNMPar % E MM clear tep local <local_ip> <local_port>
remote <remote_ip> <remote_port>ii . FARBERIRE ¥ R AtcpConnState.

EEFASNMPERBNEMTCPIER , FRHUTHS :

snmpset -c private nms-7206a tcpConnState.14.32.100.75.2065.172.18.86.111.23092 integer
deleteTCB
TCP-MIB: :tcpConnState.14.32.100.75.2065.172.18.86.111.23092 = INTEGER: deleteTCB(12)

i AREBLEHRNES(ABIFRA14.32.100.75.2065.172.18.86.111.23092) At IPHh 3t
(14.32.100.75), ZHTCPHEEE(2065). MiIPHAE(172.18.86.111) M I TCP 2R 4R (TCP) ) S B}
23092,

et : SHLAEREEASNMPRATCPEREBHBTBENHEIIRE, FHEE , TR
TCPERKR K MAEHHES,

FlfIMIBE ¥ A

.1.3.6.1.4.1.9.9.6.1.1.1.1
ciscoTcpConnInBytes OBJECT-TYPE
-- FROM CISCO-TCP-MIB

SYNTAX Counter

MAX-ACCESS read-only

STATUS Current

DESCRIPTION "Number of bytes that have been input on this TCP
connection."

::= { ciscoTcpConnEntry 1 }

.1.3.6.1.4.1.9.9.6.1.1.1.2
ciscoTcpConnOutBytes OBJECT-TYPE
-- FROM CISCO-TCP-MIB

SYNTAX Counter

MAX-ACCESS read-only

STATUS Current

DESCRIPTION "Number of bytes that have been output on this TCP
connection."

::= { ciscoTcpConnEntry 2 }

.1.3.6.1.4.1.9.9.6.1.1.1.3



ciscoTcpConnInPkts OBJECT-TYPE
-- FROM CISCO-TCP-MIB

SYNTAX Counter

MAX-ACCESS read-only

STATUS Current

DESCRIPTION "Number of packets that have been input on this TCP
connection."

::= { ciscoTcpConnEntry 3 }

.1.3.6.1.4.1.9.9.6.1.1.1.4
ciscoTcpConnOutPkts OBJECT-TYPE
-- FROM CISCO-TCP-MIB

SYNTAX Counter

MAX-ACCESS read-only

STATUS Current

DESCRIPTION "Number of packets that have been output on this TCP
connection."

::= { ciscoTcpConnEntry 4 }

.1.3.6.1.4.1.9.9.6.1.1.1.7
ciscoTcpConnRetransPkts OBJECT-TYPE
-- FROM CISCO-TCP-MIB

SYNTAX Counter

MAX-ACCESS read-only

STATUS Current

DESCRIPTION "The total number of packets retransmitted due to a timeout -

that is, the number of TCP segments transmitted containing
one or more previously transmitted octets."
:= { ciscoTcpConnEntry 7 }

.1.3.6.1.4.1.9.9.6.1.1.1.9
ciscoTcpConnRto OBJECT-TYPE
-- FROM CISCO-TCP-MIB

SYNTAX Integer

MAX-ACCESS read-only

STATUS Current

DESCRIPTION "The current value used by a TCP implementation for the

retransmission timeout."
::= { ciscoTcpConnEntry 9 }

.1.3.6.1.2.1.6.13.1.1
tcpConnState OBJECT-TYPE
-- FROM RFC1213-MIB
SYNTAX Integer { closed(l), listen(2), synSent(3), synReceived(4),
established(5), finWaitl(6), finWait2(7), closeWait(8), lastAck(9),
closing (10), timeWait(1ll), deleteTCB(12) }

MAX-ACCESS read-write
STATUS Mandatory
DESCRIPTION "The state of this TCP connection.

The only value which may be set by a management
station is deleteTCB(12). Accordingly, it is
appropriate for an agent to return a “badvalue'
response if a management station attempts to set
this object to any other value.

If a management station sets this object to the
value deleteTCB(12), then this has the effect of
deleting the TCB (as defined in RFC 793) of the
corresponding connection on the managed node,
resulting in immediate termination of the
connection.

As an implementation-specific option, a RST



segment may be sent from the managed node to the
other TCP endpoint (note however that RST segments
are not sent reliably)."

::= { tcpConnEntry 1 }

ARBANEREBETCPEZENPERLIES T

HEFERESEPERLIETHMLEMBREANBERER., B—TARRNERAIBERRTFIRMRK.

. fixTCPhang.tgz
BERPPERSE -

- bin/fixTCPhang.pl
- mibs/CISCO-SMI.my
- mibs/CISCO-TCP-MIB.my

ERIUESBENMIBIER , BEBUNIXEERZ LFEAgzipftarEBARER. N , EEERBER
Bltmp, BERFEEREMRE tmph |, BHRTUATRE:

cd /tmp; gzip -dc fixTCPhang.tgz | tar -xvf -

AR BUREFEREBESHNE —TUIEEPERLAME

#£Microsoft Windowsﬂfﬁ, A Ltﬁﬁﬁwinzipﬁiﬁﬁgﬁﬁ$iﬁﬁﬁﬁ*§$o MRAERBRERE
cMmp , BIETIESHBERRLEE — mEIE,

AT B AESR

fixTCPhang.pl -c public -C private -f nms-7206a

HRKRINESESNETCPER , B FEINELA T W HAT

Found bad TCP connection: Local IP: 14.32.100.75 port 23 Remote IP: 172.18.100.33 port 47878:
CLEARED

ERHTRERBMBEFTRAEET — BER , ESHEBERER. FI88HHRENcLearepTE To

S BEXESNMPHRAN1, 2cH3, MRIEESNMPRAS , BISERE — vBIBFIEEMESNREE
Ao LT REHSNMP v3HEEHI -

fixTCPhang.pl -v "3 -a MD5 -u chelliot -A chelliot -1 authNoPriv" -f nms-dmz-apl200-b

ARA L —ERGIECESNMP v3HIOST T :

snmp-server group chelliot-group v3 auth write vlidefault
snmp-server user chelliot chelliot-group v3 auth md5 chelliot


/content/dam/en/us/support/docs/ip/simple-network-management-protocol-snmp/61860-fixTCPhang.tgz

AR EUAE P EAAIWindowsiRAHINET-SNMPHELFFESHRR. HERTAFFSHARREERE
=

ERLEAEMEETARLESR. " LETHERRESEEANET-SNMPRTHEARANLE
, ARMIBRAE(IREMTE/tmp/mib) W EHUE, HETUBRGRELRENRE .

fixTCPhang.pl
fixTCPhang.pl [-dfhV -c¢ <read_community> -C <write_community> -m <mib_directory>
-p <command_path> -t <timeout> -v <snmp_version>] <device>
Version 1.2
Detect hung TCP connections on <device>, optionally clearing them.
Options: -c¢ Specify read community string. Defaults to public.
-C Specify the readwrite community string. No default.
Must be supplied for the script to clear hung connections.
-d Turn on debug mode.
-f Fix or clear any hung TCP connections found.
-h Print this message.
-m Specify the directory to find CISCO-SMI.my and CISCO-TCP-MIB.my.
Defaults to /tmp/mibs.
-p Where to find the net-snmp utilities.
Optional if the utilities are in the path.
-t SNMP Timeout value. Defaults to 5 sec.
-v Specify SNMP version to use: One of 1, 2c, or 3.
If 3 is specified then this option must include all of the
authentication information for SNMPv3. For example:
"3 -a MD5 -u chelliot -A chelliot -1 authNoPriv"
Note: NET-SNMP seems to have a bug with SHA authentication on Windows.
See the NET-SNMP documentation for more information.
Defaults to SNMP version 1.
-V Print version number.
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