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Wallpapars  Suppo

2 Devices

smmp Ay product - Command Cofig  Statws  Event MR Anyrole v Aoy backend v
B
Ffussings " vems: 8 (of 2887)
(Top Lewvel)
hanwork Shik
AdrPiay
ApDs EE) nietwork SNMP USM User Add
A m Network SNMP LSM User Delate
BYOD ﬂ Network SNMP LSM User List
Bluatoath
Bookings NatworkSen
Call B0 MetworkSarvices SNMP CommunityName
CaillHistory | ] NetworkServices SNMP Mode
Calllog - NetworkSonvices SNMP SysternContact
CallTransfer - NetworkServices SNMP SysterLocation
Camera
Cameras sty Fig
Capabilitics Security Fips Moda
Confarence
Diagnostics

NetworkService SNMPER i S E & E OS xAPI3HE YR EA

i 2he & ESNMPV2FISNMPV3HI LA R OID:

« SNMPv2-MIB::sysDescr ( :

+ SNMPV2 -MIB::sysObjectiD ( & ) ,

« DISMAN-EVENT-MIB::sysUpTimelnstance ( E ) ,
« SNMPv2 -MIB::sysContact ( &/ ) ,

« SNMPV2 -MIB::sysName ( &/ ) ,

« SNMPv2 -MIB::sysLocation ( /& ) ,

« SNMPv2 -MIB::sysServices ( BH ) o


https://roomos.cisco.com/xapi/Configuration.NetworkServices.SNMP.Mode/?search=snmp
https://roomos.cisco.com/xapi/Configuration.NetworkServices.SNMP.Mode/?search=snmp
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(7 Home

S Call

s
£ Settings
& Usais

& Security

CUSTOUATON
3 Porsonalization

& Wl Extensions Editor
B Macro Editor

€ Developer AP

R ———
(& Soltware

< lssues and Diagnostics

2 Backup and Recovery

Developer API

WML AP| Cverview  The XML les below are a part of the dévice's AP, snd can be used by sxtermal sendces 1o inspect the state and configuration of the device. The Rles
are protécted using Basic Authentication, thus you may be prompled for a user name and

File Mame Description
Leondguration uml ‘Configuration settings
Is1aiys wmil Encipoint status paramelers
Igemmane] xmi Aorailabie AP| commands
halesspace.aml Valye spaces of the XML files
Execute Irs the Hiald below you can enter AP| commands (sCommand and xConhguration) directhy.
Command.sand Exampie command:
Canfgurations

wiosmang Disl Musber: “sersonfiexamsle.con™ Protecel: Sip

Comenand Netwark SNMP LISM User List I

-

7 1of 1 applied successhly

#IHGUI LK Developer APIES %
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HRECESNMPV2e , T"REERMEAE, SNBRBERAERME LEENHRESRE (LBALHTS
) 1T, RIRHWSNMPRIE (EFERKEL ) EREEE FRENEHBBWACENGR, MR
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BHHSNMPREE TS EEERE.

B2 , SNMPV3EREBUSMERES eI ETHHRE. Atk , KAEAMBEESNMP USMER
Eh T, EALEBIBSSHERERIIKE , EBEIBMEMDeveloper APIEES FTHEREGUIRER,
®E , ATLERAWebex API,



AE  BEERELEMASNMPY2, SNMPVIEEREEBA. BERHRIETRXESNMPY1,
E{a{EFASNMPV1 Y B 8048 & B

EAREH , SNMPv2HISNMPV3iHEAHE S OB MEE , B SNMP3 & 17 B2 & Fr & Y USM{E
MERBIBSSHE B/,

FEF2 B RO RBUHSNMPV2ciE R
HfiFladmin.webex.com , AEEAEREBRBEA. BEATLEEE. SMRIACAENELA

Management#B 2 T #Devices, 7EDevicesHE T , BEERENEE, A& H|HPEAECisco
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= webeX Contral Hub

Devices
- & Devices [=] Templates & XOD Devices ¥ Settings 1l Software @ = Resources
—— Q Fir v v slatus, tyf T i 60 devices
1Ay Filter by  Online (39) Expirad (5] Offiine (9) lszues (7) Offlime (Deep S1...

Sedect one or more devices for bulk actions

Type Product Status Platform Belongs to
MARAGEMENT
Rooms & Desks D Cisco Webex DX80 * Offline
Rooms & Desks == Cisco Room Kit ® Issues i
| Rooms & Desks Cisco Room Kit Pro ® Online
Rooms & Desks - Cisco Desk ® Issues £
Nt Rooms & Desks e Cisco Room Kit Mini ® Online ats
Rooms & Desks === Cisco Room Bar Pro ® Issues £
- i
i Rooms & Desks Cisco Webex Share ® Oinline ok

MehIERREE,) o

R FTControl HUbE ARV SR EFFMEA T , EME Configurations&B 2
Configurations:

= webex control Hub

) Overview ¢ Cisco Room ...

MONITORBNG

I FEAI

MNone
]
Repo
Software &
@' All gonfigurations 1195
MANAGEMENT Cisco Stable
Platfari BN
| E] Configuration templates
@ Digital signage Disabled
Locations i . A
m Mavigator persistent web app Disabled
Workspace
i
Alerts 85 Macros 1
l = Devices .
Mot Maonitorad Suppart
ecurity Mo alert rules set for this device,
B Device Logs (D Manage
& Create Rule
Remate access (@ ® Available @ » Open
e ' Local Device Controls (5 Launch

Tags

Room Kit Profy 2 &l /0 S E S & A

EESHMT , B Asnmp , AR EENetworkServices > SNMP > Mode:




Device configurations = ciscorcom kitero « [ T -

© Configure — O Review — O Summary

Select configurations

Select one or more configurations to apply to the selected device,

“ Q snmp ® } 1196 configurations @
MetworkServices > SNMP > Community Name
MetwarkServices > SNMP > Mode
MetworkServices > SNMP > SystemContact
MetworkServices > SNMP > SystemLocation fal

EETTIp e

Audio DefaultVolume S0 (Device) W
Input >
Micraphones >
Cutput ConnectorSetup: Auto (Device) >
SoundsAndAlerts RingVolume: 50 (Device) >
USE > VolumeControl »
Ultrasound > MaxVolume 70 (Device) %

Next

TEHRORERE. RE
ERFEERETRANEKN, F=ETHIRA

1. Off: £ FASNMP #3538 AR 75 o
2. fFE . EATHRASNMPHEEE R
3. BEUB A : AEHMSSEASNMPHEE IR

EARRHFIFR | ReadWrite BB FMREE, RE |, EREEMILDIEZ—TSNMP , NEFTR. EAME
BREIZIFREFRHN—ELSER |, I B & AR FTE o] LAUBIE Control Hub1E 25 & Lt Bt iE FYSNMPAEE3

B

ax A .



Device configurations

© Configure — O Review — O Summary

Select configurations

Select one of mere configurations 1o apply to the selected device.

Al MetworkServices SNMP Mode
Mode Supported device lypes Configuration value Default (O Undo
Cisco Room Kit Pro [ Off (Default) v ] (} Factory (0]
off
ol
ReadOnly

Nt

Control HubFFr B ELE T AISNMPE X ERE

®—TSNMP# , RSB RFIETHKSNMPEE , I TNER. ERMERESNMPV2 , FEH
EHFEH, EREBARESNMPRRFRER K EFENSNMPREZ BETSOBE. EXH
B, Community Name ( ## &8 ) BREHtest123, ER—TH T AHINext,

Select configurations

Sabect o or more configurstion 33 spp i the Lekecied Sevice

= CommunityMame
I I J Factory 0
* Mode fpurarion vans
e Rl o I St w I (=} Factery @
SystemContact Oeiet
) Factoy ©
Empay
SystemLaocation Defanin
&) Facioy &
e

Control Hub¥ TFREELE . THISNMPERE

iR EE B I B A T AW Apply:



Device configurations

® Configure — © Review — O Summary

Review configurations
Review selected configurations.
Configuration Value Actions
MetworkServices > SNMP > CommunityMame test1234 - test123 g0
NetworkServices > SNMP > Mode Off =+ ReadWrite &0
 Previous |

ERAERaRARE

REREFARECOKIEA. REE—T Closes

Device configurations

O Configure — @ Review — O Summary

Configurations applied " Actions |
The fallowing configurations are applied to the selected device,

All configurations

2 2@ De

Success Errar

Caonfiguration Walue Status (1)
MetworkServices > SNMP > CommunityMamea test123 &S]
MetworkServices > SNMP > Mode ReadWrite &

RIGHLE B R ShIE A R 1RO
TEMLPEER | TE4R S R INERFSNMPY2c |, SR EH B R,
EE &R OBEASNMPY3ES



EESNMPv2ciELt , SNMPV3RRM TEZ L2t , WHFEEEKRK LHATIRANEE. EME
Control Hub#Management&B 4 T #Devices. #EFEFADevicesEE , AR BEEFEHASNMPV3E
BN EP— @R, i, EFHENSEEEPro,

EHEEFMEAT , BMZEIConfigurationsF 7 , A& L — T All Configurations, S EBIRK " ER
B, HH., EESHEPEAsnmp , A%RiEENetworkServices > SNMP > Mode, 1EZ4I#
, SNMP#E R 5% E BReadWrite, & — FSNMP#REE I FTE A& ESNMPELE .

MIEE : FE LB E B ERE T SNMPv2ch: , EXSNMPV3ZIB Rl & LLIREINFIE S BET
THRE. At , REHITBENEREEE. WRHNMERIZESH P OREGTMERD , B2
RAER &I RO B ASNMPV2ciE R E 2o

EEXESNMPVI , BEERHBEABERESASIRBERRNZFREH ",



Device configurations ciseo Reom Bar o« [ -

© Configure — O Review O Summary
. CommunityName Supported device types Configuration value Default @ Undo
Cisco Room Bar Pro W '\: _/ Factory @ O
Empty
{ clers
* Mode Supported device types Configuration value Deafault @O Unda
Cisco Room Bar Pro ReadWrite - (1) Factory @ )
0ff
SystemContact Supported device types Configuration value Default & Undo
Cisco Room Bar Pro Empty (Default] c Factory (0]
Empty
..... acter
5‘}' stemLocation Supported device types Configuration valug Default & Unido
Cisco Room Bar Pro Empty (Default) ‘D Factory ©
Empty

Control Hub® "FrEEE. THISNMPELE

B—T "Nexty , REWREBEE K RBKZ—T "Applys o —T "Closes LEMREMLER
Mo

AEEREH PO THEBRLER, EEERKE , REFBASNMPY3,
R EBGUIT B SNMPHEL & 4047

AUREBEGUIBTHRNEE. MRBAESEBLEAKRIRNIPHY ( BFEEERAKRKVNARE—B
BEH ) . Bladmin ERAESMDEA , ERRGUIF , BfREISETUPEBS T HSettings, £
ConfigurationsBE& L , W EREESH L& Asnmp, MWEFERT £ L —&#Room Bar Pro L5
FX 9 SNMPv3EL B H) SNMPER E 2 0 B R HY



Cisco \Webex

Local Device Controls

Room Bar Pro

() Home

% Call

SETUR
I & Settings
£ Users

& Security

CUSTOMZATION

E8 Personalization

£ Ul Extensions Editor
Macro Editor

# Developer AP|

SYSTEM MANTENANCE
% Software
“ Issues and Diagnostics

%) Backup and Recovery

Settings

& Configurations Statuses & Room Types @ Audio and Video

Configuration Collapse All Expand Al
o QNetworkServices | SNMP -
Audic
CommunityName (6] {0 to 50 characters)
Bl olh Mode ([} ReadWrite b
Bookings SystemContact (6] {0 ta 50 characters)
H SystemLocation (0] {0 to 50 characters)
allH

Cameras

FacilityService
Files
HitpClient
HitpFeedback
Logging
Macros

MicroseftTeams

HRIFHIGUI EBISNMPV3EL &
£ASNMPv3E EUSMEF &

AT RAEASNMPY , BREEY —EUSMERE., BITIRERN AT A BELERRoom
OSMIZBERFTHKE, EMASSHERIEE. Alt, FEARELHFEEIKRF. RTE , Al
FEEVEERKRF, E—MorEFEMEBRRE.

i1 ZE Control HubFManagement&B% T BIDevices, #EDevicesER FH B IZEAHBYEEEM
AENKRIRZ—. TEARRHIF | FERHBZCisco Room Bar Pro,

EEBHMEAT  BMIZIERY , REE-TAHEEEG ( AEERKIRMAR @S
BEEFHILINAE ) . HBGUIBIRL, EEESETUPEED THIUsers , A% — T Create User,


https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp

Q) Find page (o) @

== Room Bar Pro Users

) Home Username Status Admin() AuditTy RoomControkT) Integratanl) Usen])
% Call min Inactive b w v
seToe Active W [V “ w W
& Seltings touchoanal Active - v ~ o o

8 Security

Remote Support The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to
log into the device to troubleshoot system issues, such as problems with the device's operating system,
CUSTOMIZATION
This remote support user on this system is managed by Gisco Webex Contral Hub.
Personalization

=
& Ul Extensions Editor Thig user is velid until
lons Ed

Macro Editor

Token
# Developer AP

SYSTEM MAINTEMANCE
& Software
“ Issues and Diagnostics

T Backup and Recovery

#RImGUIF My UsersEl o

RUEAEEBNBREE (BB ). BREAEEAZLEESHTEYBENEEIME

1, Find page ) @

Room Bar Pra Add New User Sk
(] Home
) Usermame  gagyser
% Call
Rolesf@ Admin)
. @ Audit])
& Settings RoomC D
B Integraton®y
I £ Users
8 User®
8 Security
Inactive
CUSTOMIZATION Chient Certificate DN
£ Perzonalization If using client certificates for authentication, enter the client certificate's full Distinguished Namea.

# Ul Extensi Edit Both the yCHealice/DCeexamplef/DCscom and the CN=alice, DCeexample, DC=com formats are supported,
xtensions itor

uire passphiase change on next user sign in
= Macro Editor MNew passphrase &

2 Developer API

Confirm passphrase

SYSTEM MAINTENANGE
& Software
+- |zsues and Diagnostics

) Backup and Recovery
TRIROGUIRL R E

fUsersEHRBEFRERACEL BRERATEEIREE !



O

{n] Home

% Call

SETUR

& Settings

8 Security

CUSTOMIZATION
& Personalization
£ Ul Extensions Editor

= Macro Editor

®

Developer AR

SYSTEM MAINTENANCE
(& Software
4 |zsves and Diagnostics

) Backup and Recovery

Users
Username Status Admind) AuditTy RoomGontrodT) IntegratorQ) UsenT)
admin Inactive vy o N
Active o W W W b
testuser Active J o w o w
louchpane! Active v v v o v
Remote Suppgr[ The Remote Support User is a special user account that has wider access rights than regular admin accounts. It is used by Cisco technical support to

log in to the device to troubleshoot system issues, such as problems with the device's operating system,

This remote support user on this system is managed by Cisco Webex Control Hub.

This user is valid until

Token

EHMERE BRI SIHNFERE



MEE : TERERERAFTEYNERAEEITSSHEAR K RRGERECERNER. £8F
BBEOUUTHRE

ou are required to change your password.
Enter current password:

Enter new password:
Enter new password again:

ERRHR , SN EERER , EERBFHAISSHER,

RYEVEESHEAER A CASBRENSSHEFRILERI KK, CAEEEREBEA, ERL
EIRET



Welcome to

Cisco Codec Release RoomOS 11.23.1.8 3963b07b5c5
SW Release Date: 2024-12-12

*r Login successful

OK

55 F A& L FTiRNetwork SNMP USM User Addin . EASERT , FANGSA

xCommand Network SNMP USM User Add AuthenticationPassword: testuserl23 AuthenticationProtocol: SHA-256

Lo THERE

and Network SNMP USM User Add Authenticatio jord: testuserl23 AuthenticationProtocol: SHA-256 Name: psitaras Priva

EFERTHTHRAER  CREETHERTHANG T XETIENELRA. AHEER

ERBATRRETHERBSLSTHEXENENER  BELAERUEAERSENLER. £H
MR®% , FIEZRe THEIFEL.



https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp

Creates a user (usemame and passwords) that a network management system can use 1o communicate with the video device using SNMP v3, User-based Secunity Model
(USM). All USM users have equal access rights (read, read-write, or none), refer wo the NetworkSenvices SNMP Mode sewing. Authentication and privacy are always on. That is,
the device supponts only the authPriv security kevel and the privacy protocol is always AES (Advanced Encryption Standard). This command has no effect on SNMP v2c;
authentication for SNMP vZc is configured with the NetworkServices SNMP CommunityName setting.

Read less...

RuthenticationPassword
<B - J55h>
The: authentication password for this LISM user. It is used when authenticating the network management system. The authentication password is stored as a localized hashed value on the device (refer

10 the AuthenticationProtocol parameter).

ButhenticationProtocol
SHA-224, SHA-256, SHA-284, SHA-512
The authentication hash function that will be apphad before storing the authentication password on the device. The device only suppons the isted hash functions (from the SHA-2 Tamily); neither MD

nor SHA-1 is suppored.

<0 - 32>

The name of the USM user.

PrivacyPassword
<8 - 255>
The privacy password for this USM user. It is used for the data encryption. The privacy password is stored as a localized hashed value (AES-128) on the device. If a privacy password is not set

explicitly in this parameter, it will be the same as the authentication password (with hash lunction as specified in the Authentication Protocol paramier).

Back-end Any
User roles Admin

Board Senes, Desk, Desk Mini, Desk Pro, Room Series
Privacy impacting Mo

Microsoft Teams  Yes

Rooms (MTR)

Code: JavaScript  SEOmMMERINEN Webex Cloud

Invoke

xCommand Network SNMP USM User Add AuthenticationPassword: value AuthenticationProtocol: value Name: value PrivacyPassword: wvalue

XAPISHEFHUSMERERZILGHS




B  NREAHBHERIAFERARENER , ZOTHEEH#HER  YAFSBRUEAE
o WERHET —ERH , ERFRHAELFEFANRBRLER , MRERHBENTEFTH

ationPassword: testuserl23 AuthenticationProtocol: SHA-256 Name: psitaras PrivacyPassword: testl123

Privacy Password must be at least 8 characters long. A

shorter password returns an error and is not going to
create the user.

& 7] LLfE FiNetwork SNMP USM User Listin TRIRENERAERBECEY, Wt HIHEE LFHEE
WAFBUSMER & -



XCommand Network SNMP USM User List

0] 4
*r UserListResult (status=0K):

UserListResult User 1 AuthenticationProtocol: "SHA-256"
UserListResult User 1 Name: "psitaras"
“ end

LR , CBREECRIEMEAETE, SNMPVIEEETK.

BiEE : A RRIGUIR Users# 0 T , USMEREERITA R, EREBZHH.



Q, Find page @ @
Room Bar Pro Users

Usemame Status AdminD) Audit@ RoomControlT) Integraton) UsenrT)
(r) Home
% Call admin Inactive 4 v i
SETUP am 1) Active v v v v v
£ Settings
o = lestuseri Active v ~ ~ " L
£ Users
a . louchpanel Active " R \/ v w
& Security
CUSTOMZATION

Remote Support The Remate Support User is a special user account that has wider access rghts than regular admin accountd, It is used by Cisco technical support to
B8 Parsonalization log in to the device to troubleshoot system issues, such as problems with the device's operating system.
£ Ul Extensions Editor This remote support user on this system is managed by Cisco Webex Control Hub.
USM user "psitaras” is not visible

= Macro Editor This user is valid until under the user list.

# Developer API

Token
SYSTEM MAINTENANCE

& Software
“ lasues and Diagnostics

2) Backup and Recovery

ERIFEHGUIFR |, FRAETAATRUSMER &

B SNMPv2cFISNMPV3EL &

TEEEREER |, &7 SR A SRR EERBK(NMS)AIFEHSNMPV2cH/ZSNMPV3E B, AXHY
EREEF IS ETSNMPIREHEANMSHESNMPRIRRR. & 7 AIFEE , /8% Asnmpwalk#y
BEAEN, WERATEZEELinuxfakaE L,



IR BETEMSASmpwalk AR S EK K LHSNMPEE. TACIRMFAXERIE
, BREEARBRIENERALZE , ARTeE@BEIE., S UAERATMAEMBSNMPIT AL
NMSHRIERBMEE , M AR EAsnmpwalko X EASnmpwalk R —ERH (FEL

BRASRBEUNETER) , YEREREEFEAERNAERIEHE,

Z#snmpwalk TBRAEREHN -2 , itEE. RESANIENERNERRR
(0S) , ZRERFARAMTE. EARZH , BEREMDEE,

Snmpwalk 2 — A AREBFESNMPEEN TE, THTHRFEHMBEELIRETHEN. EFME
RIRAR T 7TEERE B /R (OID):

« SNMPv2-MIB::sysDescr ( &

« SNMPv2 -MIB::sysObjectID ( F&EH ) |,

« DISMAN-EVENT-MIB::sysUpTimelnstance ( Z&E ) ,
« SNMPv2 -MIB::sysContact ( B/B ) ,

« SNMPV2 -MIB::sysName ( /B ) ,

« SNMPvV2 -MIB::sysLocation ( /& ) ,



« SNMPv2 -MIB::sysServices ( BH ) o

Mzt - ARSI snmpwalkBIERHWAZTIPRAEIP , FTEEHA. ARTEENERED
=R, £#BEHBEEE.

Cisco Room Kit Proim Bi&iti& 7 SNMPv2c, A B FRETRE. ZHUTH S :

# '-c' option 1is used to provide the community string
# '-v' option 1is used to provide the SNMP version used
# The IP provided is the endpoint's IP

snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec

SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD027061G49"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1



iso.
iso.
iso.
iso.
iso.
iso.

w w wwww
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Timeticks: (106770681) 12 days, 8:35:06.81

INTEGER: 72
No more variables left in this MIB View (It is past the end of the MIB tree)

SnmpwalkiZFEHRE7EER. E=EEEZELEZM .

1. SNMPv2 -MIB::sysContact ( B/Z ) , (is0.3.6.1.2.1.1.4.0)
2. SNMPv2 -MIB::sysName ( f&/E ) , (is0.3.6.1.2.1.1.5.0)
3. SNMPv2 -MIB::sysLocation ( /E ) , (i50.3.6.1.2.1.6.0)

B ={BxConfigurationii S W AR EELMBIE, BBSSHEZIKBLHEUATHS

xConfiguration NetworkServices SNMP SystemContact: testuserl
xConfiguration NetworkServices SNMP SystemLocation: Rooml
xConfiguration SystemUnit Name: My_Room_Kit_Pro



MIEE : BRI LA Control Hub, #IwGUIZWebex API¥HiE L 5%
EED To

B EReoE  ER— iR EBXEAsnmpwalk, EEEEFILFIZE
xConfigurationin 12 A HE :

snmpwalk -c testl23 -v 2c 172.16.5.9

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.26.1.5.53ff615d0d9

MCU: Cisco Codec Pro

Date: 2025-02-28

S/N: FD027061G49"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1
150.3.6.1.2.1.1.3.0 = Timeticks: (107047446) 12 days, 9:21:14.46
1i50.3.6.1.2.1.1.4.0 = STRING: "testuserl"

1s0.3.6.1.2.1.1.5.0 = STRING: "My_Room_Kit_Pro"
1s0.3.6.1.2.1.1.6.0 = STRING: "Rooml"

150.3.6.1.2.1.1.7.0 = INTEGER: 72
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150.3.6.1.2.1.1.7.0 = No more variables left in this MIB View (It is past the end of the MIB tree)

TEILPEEY , #EFRTERoom Kit ProZE & 2 37 Y SNMPv2cEL & 7] IE #1817,

Cisco Room Bar Proim Bifit & 7 SNMPv3, ¥IASNMPv3 , BREERREFA EEN B HERE. KE
AidgrE, #HR , SNMPV3EREREZBNRE,

-v3' option selects SNMPv3.

'-u' option provides the USM username configured.

-x' option provides the privacy protocol (encryption algorithm). Options are DES and AES. Cloud-regi
'-1' option specifies the security level. Options are 'noAuthNoPriv', 'authNoPriv', and 'authPriv'. C
'-a' option specifies the authentication protocol. Cloud-registered endpoints support only SHA-2 prot
'-A' option specifies the authentication passphrase.

'-X' specifies the privacy pass phrase for the encrypted SNMPv3 messages.

H OH W K KR K K

snmpwalk -v3 -u psitaras -x AES -1 authPriv -a SHA-256 -A testuserl23 -X testl234 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1vVU"

is0.3.6.1.2.1.1.2.0 = 0ID: is0.3.6.1.4.1.5596.150.6.4.1

150.3.6.1.2.1.1.3.0 = Timeticks: (112579044) 13 days, 0:43:10.44

is0.3.6.1.2.1.1.4.0 = ""

iso0.3.6.1.2.1.1.5.0 = ""

is0.3.6.1.2.1.1.6.0 = ""

150.3.6.1.2.1.1.7.0 = INTEGER: 72

150.3.6.1.2.1.1.7.0 = No more variables Teft in this MIB View (It is past the end of the MIB tree)

EIPEE , #EF2ERoom Bar Pro# & L2 7 BYSNMPV3EL & 7] IE &#1E 1T,

R = 2 7] LAE BE R SNMPV2cFISNMPv3

W, EERTHEN, ER2 , ESNMPEEHRE , CEEXEHHEB T EETSNMPV2c B 95,
HRAEIE | EABERHIFHIRoom Bar Pro, #RigHE&EIF OFIERESR S PN ERRES

Select configurations

Select one or more configurations to apply to the selected davice.

SNMP

CommunityMName Supported device lypes Configuration value Default & Undo

co Room Bar Pro x (1) Factory @
Empty

Mode

Configuration value Default G Undo

ReadWrite w (*1) Factory ®
Off



AR EBEBTAZT, AMfEs|H  RAEBEBE—EAZFH, BiBANetworkServices
SNMP CommumtyNameE?Ji‘ 3ZEF ("), ATLAESNMPX ERBAMRAI, BEEIFHEER

~AERERE , flitestbothSNMPv2_v3,

Select configurations

Select one of more configurations to apply 1o the selected device,

CommunityMName Supported device types Configuration value

1esIbothSNMPYZ V3

Mode Supported device lypes

ReadWrite

2 EE2SNMPV3IE#E # FIRoom Bar Pro. Snmpwalk A ATEER

EEITHE:

snmpwalk -c testbothSNMPv2_v3 -v 2c 172.16.5.23

150.3.6.1.2.1.1.1.0 = STRING: "Cisco Codec
SoftW: cell.23.1.8.3963b07b5c5

MCU: Cisco Room Bar Pro

Date: 2024-12-12

S/N: FOC2732H1vU"

) Factory ©

w (x Factory @
ot

EHFEBE , AESNMPV2cRE

is0.3.6.1.2.1.1.2.0 = OID: is0.3.6.1.4.1.5596.150.6.4.1
150.3.6.1.2.1.1.3.0 = Timeticks: (112696957) 13 days, 1:02:49.57
is0.3.6.1.2.1.1.4.0 = ""

is0.3.6.1.2.1.1.5.0 =

15s0.3.6.1.2.1.1.6.0 =

15s0.3.6.1.2.1.1.7.0 = INTEGER: 72

is0.3.6.1.2.1.1.7.0 =

No more variables left in this MIB View (It is past the end of the MIB tree)

7 Al A FH SNMPIE IR 12 % /0 B B 2 {8 #8 i

AL, ARERHROFEREESERE, ANERESE
BREMNER,

FReERVEEFFHEA

E—ERRE T RRNAZES AT

° /\ﬁﬁEE’JMIBTFﬁ TFHE’JMIB;&% IJan-I- ;EEIQIEE%HXH-I-EIJBE%IJ \ﬁgﬁﬁﬁiiggﬁ

MlBJ’)\j:ﬂE{/\Egﬁﬁﬂo

- SNMPv2cfEF#E# B (BRI FH ) ETHHRE , MSNMPVIEAERERBNE


https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50

BETESORE  XREME, UEE  FRAHBLEENHECA LN I ORI|L E
( EAsnmpwalk=si E i TE/NMS ) .

- SNMPV3 LI BUA S M EREMEBR, WA EXEauthPrivE£iREl , Y BB IGERKAS
B INZEREE(AES),

.+ SNMPV3E X EEAFEHAEN L EE(USM)EE, FXESMNPY3 over TLS,

- AREEMFEAELUEITSNMPE R EENUSMER & SEHSNMPV2cREFE,

. U2 EBISNMP CommunityNames% E ¥ SNMPV3EL B R B &,

« SNMP CommunityName[E%D K/NE,

- BEiBA&NetworkServices SNMP CommunityNameiZ EAZFE (") , AT LLAESNMPZERAE A
#v3,

« REXESNMPV1,

« ¥HSNMPVv2cHISNMPV3 |, #& %2 B A 3] 49 ¥ R 3 BI &7 5% (OID)o

- ZR2SNMPv3 , RBEAMELBNRSHA2RY|F ( FHZEMDHSHA-1) ., WRFTE , H
SNMPEREZETHNRRE , LERSRESEMNRE,

- BIARBEEE LREREARB(CEEEAES-128), MREKRELUS|IBPIERNREBILZRE |
HEREAE SRR REMERE ( £/ EAuthentication Protocol 5| B g5 ERMER ) -

- BIH/FBNEAEEBLXENRABENRERRA. 0, USMEAEERBREERZI2EF
T, SRRBEEBEERISEFT T, &ZZ255EF . MERREELER , Network SNMP
USM User Addan AR V£ & WiR [E 858,

B4R TAC LU AR # um L YSNMP R =&

MREIRWSNMPEEEE MK , BHRETHE , AIFEMBTACEHAUTERR !

« fEControl HubH 2 R AV AEAID LA K 32 S E K IR M F 5S8R (SN).

- HWRFTEENIZR.

- REFEBEFAFRENSNMPIRE,

- REHBNEMERER.

- MREENEEEEE , FEERPREREEBELSRELWRHEREE. HAREER
WEERS.

- WEKIKAFEAE EERIBRHNERS],

- HAAMNBESNMPEENERREINMSHEMTE, MRFEHEAENBEKIEN
SNMPRE | FBRMUEANZEES S,

MEIE

B2 EO0S xAPIXE — SNMP#EI# T

TR, ZBNEERIELEENEERE



https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://roomos.cisco.com/xapi/Command.Network.SNMP.USM.User.Add/?search=snmp
https://help.webex.com/en-us/article/n5pqqcm/Device-configurations-for-Board,-Desk,-and-Room-Series-devices#Cisco_Task.dita_6bc57781-73d0-4375-8e02-9da887ce5f50

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



