EISEFE EENROAUthBISMTPE it ¥ H
HE 1T R BERR

H &%

SRy

ARIXENHBISEFRHIOAuUth 2.0ELE , LAEEiBMicrosoft Exchange Online Mail SMTPRIBREZ R E
FEHBER

B R

=K

BRIERERE TN 50 IR 51 % (1SE) M 5 E B4 80 5 £ (SMTP) Al iR 25 2h BE MOAuUth R Y A 2K
pIf 8

BRA T
ISERRA3.5 P1 (32878, 3.3 T8, 34AMT4tb X BILTNAE )

2B B Microsoft EntralDFMicrosoft 365% IE A

ANXHWEARRBREEREREANKEMEY. XHEAINTAERESREHER (A R
) BVHERERRED . MRIEHVEEREET | FBRARCEAETAE S TRERNTE,

N —

AaxX ;B

AR Eifr#BMicrosoft Entra IDMISELWELE , AZXEARUTRIENE FEHBEL -
s A ARNEEEFREELEFBHEREXN  ARBABHHISRKEREE, EER



) N}

BREMASTEHABU , FE-T "EE, > TR, > TRREL > "BHRRE, > "EREX
1, REE ATEMicrosoft 365 E /0 N BB RYE FE 4t it

- BEAOHEBEAEFBHEAN  SAEHEABENEBEERH. HRFBENBEAR , 8
A BB 1EWork Centers > Guest Access > Settings > Guest email settings > Default
'From'E3 44 1t it T B i& AMicrosoft 365 & H/0v T Bt iE A BB 4 ttb 11t

- FHEREAEHIEMESREBBREBRARE , L EFEIRFBH ZOTBTEE,

- EEBEHEHZH , QISEEEEFAE/EISELBEENADRRFEREEXIREE FBY4

o

BEETEMFRISEE R

EFEHHNER A EFEGWETR

R AR FERAIEEEB(PAN)

B T B B AP HEBR E B (PMNT)
REFHEMEE AP SR EEA N ZE AR R R E 2 (PSN)

EiRBH FEPAN

1 B 2

EROAUthERISERLEER , FEIELSR .
1. FMicrosoft Entra IDEXfRISEEEFAZ

2.t R A ARES(DP) RGBT g
3MEAMES R ESMTPRE MRS AERER.



SMTP with OAuth Flow

Client App SMTP Server Authorization Server {IdP)
| | |
| | |
[ Request Access Token (QAuth 2.0) o
| | il |
| | |

Tok

b oo e e e eeee oo AccessToken = | _ __ ______._ 4
I I I
| Connect (SMTP STARTTLS) . |
[ =1 |
| | |
T T——. ol gL J |
| | |
| EHLO client.example.com N :

f i
| | |
e SSO-AUTHXCAUTHZ .. J |
| | |
| AUTH XOAUTH2 [Base64 Encoded Access Token] | :

I = |
| | |
| | Validate Access Token _ |
| | =
I L Token Validiowaid__ |
| | 1
alt .\ [Token Valid) I I
| | |
| seali | |

235 Authentication successful.
e i - |
| | |
| MAIL FROM: <user@client. example.com: | |
I I I
| | |
250 OK
A b L L e e T T . |
| | |
I RCPT TO:<recipient @example.com= - |
[ - |
| [ |
250 0K

e ke 4 |
| | |
| DATA | |
[ Gl |
I-E: 354 Start mail input; end wilh <CRLF><CRLF> _} :
| | |
I [Email Content] 2| |
[ =1 |
| | |
| | |
| | |
| 250 OK queued message | |
e e e 1 |
| | |
I auiT | |
| “ |
- mm s s m e s o n I
PRSPPI |
| [Takan Inwalid] | |
| | |
I 535 Authentication failed. l |
= ======SsssSsss s S emsn=== . !
| | |
[ QuIT | |
| “ |
I 221 Bye | !
e e il al |
|
|
|
I



https://admin.cloud.microsoft/?#/homepage
https://admin.cloud.microsoft/?#/homepage
https://entra.microsoft.com/#home
https://entra.microsoft.com/#home

, BRBRTHEENRIABRIN , TrERBETFEINRE,

=i

3. AR TEEMEIMA,
-

AR 1L BB AL < BT R 2 M B 17

S EntralD ~ Home App registrations smitp-oauth
@ Orenview smtp-oauth- gy | Certificates & secrets =
Users .
Search 7 Got feedback?
Groups B Oveniew

Devices

a
o

5]

B Agent 1D (Preview)
B  Enterprice apps

B app registrations

&a  Roles & admins

<& Delegated admin partners
O Domain services

8 Conditional Access

@ Multifsctor authentication

& Quickstan

#" Integration assistant

X Diagnose and sobee prabilems

Manage

= franding & properties

D Avthentication (Preview)
Cerificates & secrets

Il Token configuration

@ AP permissions

& Expose an API

Credentials ensble confidential applications to identify themselves to the suthentication service when recenving tokens st 3 web addresssble location (using an HTTPS
scheme). For 3 higher evel of assurance. we recommend us ng a cenificate (irstead of a client secret) a5 a oredential

B Appication mgiration certificates, secrets and federated credendials can be found i the tabs below,

Centificates () Chent secrets (1) Federated credentials ()
A secret string that the application uses to prove its identity when reguesting a token. Also can be referred to as application password
T New client secret

Description Expires Value Secret ID

amitp-key 2026 & T ——

B App roles

EREXEFRNEEE

6.EAEAEEAE/ EEERTHI TRKEREFUAPI, REBMS EntrafE AEXFTESMTPEF
A,

1. EFEMONERARNS , BAEREE> APIFFIE, 1BIE "8 T#, .

2. BERBEBEANAPIES , S "Office 365 Exchange Onliney

3. ¥ — T Application permissions,

4. HASMTPESR |, F5BIZESMTP.SendAsAppEF Al i,

5. lFFAEEEHEFEBEERE, & —TGrant admin agree for <tenant name>

Mome © ADD registrations ¢ emip-cauth

- Smtp-oauth- IE | API permissions =

Search ) Rafrean 7 Got feedback?

B verview

& Quickstat
Al Granting tenam wide comenn may reveke permiiond that have slieady been granted tenant mide boe thit sppbestion. Permistion that wiess have slready granted on their cwe behall arent slfected Leam mare

A" Integraton assistant

X Deasgrode and sohve problesi wom mare
) The At coment requred cikma S The Selsult VEE I 6% OIQEALISNER However, US6r Consent cia be CUstomiid Der BEmeision, Ser, o 50, THS Cokifie My 1oL e The vahus 1 yOUr GIQIRLISNEn, o7 in SQERCINENS Whde this ap wil be wied Lisn man

Manage

B pranding & properties Configured permissions

D authestication [Preview) Appiications are sthorized 1o call APIs when they are granted permissions by users/adming as pan of the consent process. The it of configuned permissions shoukd inchde
ol the g Bl pbrerLii e And Eefieet

Cermificates & secrets

A
Type Description Ademin consent requ... Ststus
Delegated  Sign in and read wser profie No O Gravbed bor

&, Roles and administrators SMITP SendAshpp Application  Application sccess for sending emails vis SMTP AUTH s O Grasted bor

B Manieit

Tos vitw and manage consented permisiions bor individual apps, a5 will a5 your lEnant's consent settings, try Enterpriie applications

Suppont = Troubleshasting

MERARER 2 EAPIFT A

<tfroot>
Not e:

User.Read Permission for Microsoft Graph is added by default (No Admin consent for the tenant)



7. ExchangeF W R X AR FER AR EMBBEASMTP, POPHIMAPIHE M & F ik BIFER
Sh B ExchangeE .

— B FEE &R E LM Microsoft EntrafEARRX , ¥ & X AEiBExchange Online
PowerShellf£Exchange R & R EntrafE AR IR £ 88, L5 ENew-ServicePrincipal
cmdletBX A

1. Z#Powershell ( MR EARLRHAEELHER L )

abc@abc-M-506L ~ % brew install --cask powershell
abc@abc-M-506L ~ % sh

sh-3.2% brew update

sh-3.2% brew upgrade powershell

PS /Users/| > brew install powershell
Auto-updating Homebrew...
Adjust how often this is run with ’$HOMEBREW_AUTO_UPDATE_SECS® or disable with
" $HOMEBREW_NO_AUTO_UPDATE=1". Hide these hints with “SHOMEBREW_NO_ENV_HINTS=1" (see “man brew’).
Downloading https://ghcr.io/fv2/homebrew/core/portable-ruby/blobs/sha256:1c98fa4%eacc9356408a6T8elBa2bf33f14cTc276804b
71lddb&658eat5bha?9dl6T

R R R R R R R R AR R R BRI R AR RER AR RRRRRRRRRRERRARERARARERRRERARARERERFFAARRGRE 100 . 0%
Pouring portable-ruby-3.4.8.armé4_big_sur.bottle.tar.gz
Auto-updated Homebrew!

Updated 2 taps (homebrew/core and homebrew/cask).
New Formulae

actions-up: Tool to update GitHub Actions to latest versions with SHA pinning

Z#Powershell

II.Z{# FiNew-ServicePrincipal cmdlet ,
, TS H BT R -

#5Z #ExchangeOnlineManagement i B 4% Z| & K9 FH 5

sh-3.2% pwsh
PowerShell 7.5.4

PS/Users/abc> Install-Module -Name ExchangeOnlineManagement
PS/Users/abc> Import-module ExchangeOnlineManagement
PS/Users/abc> Connect-ExchangeOnline -0Organization XXXXXXXX-XXXX-XXXX-XXXX-XXxxx999be76 ---->Directory


https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/new-serviceprincipal
mailto:poongarg@POONGARG-M-506L

PS /Users/| ssy> Connect-ExchangeOnline f1188d3¢

This V3 EXO PowerShell module contains new REST API backed Exchange Online cmdlets which doesn't require WinRM for Clien
t-Server communication. You can now run these cmdlets after turning off WinRM Basic Auth in your client machine thus mak
ing it more secure.

Unlike the EXO% prefixed cmdlets, the cmdlets in this module support full functional parity with the RPS (V1) cmdlets.

V3 cmdlets in the downloaded module are resilient to transient failures, handling retries and throttling errors inherent

ly.

REST backed EOP and SCC cmdlets are also available in the V3 module. Similar to EXO, the cmdlets can be run without WinR
M basic auth enabled.

For more information check https:, s /exov3-module
Starting with EX0 V3.7, use the LoadCmdletHelp parameter alongside Connect-ExchangeOnline to access the Get-Help cmdlet,

as it will not be loaded by defa

E#Z|Exchange Onlinefd F
=. FEExchange™ & fMicrosoft EntrafE AR IR £ 58, A AppIDFObjectID [OBJECT_IDZ

ERARXER (AzureMIF ) B "HIIR ) EPMNERIDUETEARXGEM. ©EF=2App
Registrations S 2 Overview B Y Object ID, AT ERNERIDEEH T H BT LK.

PS/Users/abc> New-ServicePrincipal -AppId XXXXXXXX-XXXX-XXXX-XXXX-XXXXXxXx6a953e -ObjectId bl0axxxx-XxXXX-

=
PS /Users/ > New-ServicePrincipal efce713s = bl@aadd’ C = e189bb

fEExchangeH EEfEntrafE AR RIS 88

P9, & FGet-ServicePrincipal cmdletgf & S ST MRS T 5 B4 5E

PS/Users/abc> Get-ServicePrincipal | fl


https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal
https://learn.microsoft.com/en-us/powershell/module/exchange/get-serviceprincipal

PS /Users/ > Get-ServicePrincipal | fl

: efc@7134 - —— =6a953e

: bl@aaed: | 2189bb
5-1-5-21-12508255160-1655375293-4198951263-24398743

: {3

s : False

: bl@aa@d - = . 2189bb

. blPaa@d: - - 189bb

: True

: 1.1 (15.0.0.8)
bl@aa@d - - e189bb

: CN=blBaa@d’ 2189bb, 0U= .onmicrosoft.com,OU=Micro
soft Exchange Hosted Organizations,DC= $85 , DC=PROD, DC=0UTLOOK , DC=COM

: %305 . PROD . OUTLOOK. COM/Configuration/Schema/Person
{top, person, organizationalPerson, user}

: 16/12/2025 12:53:16 PM
16/12/20825 12:53:86 PM

: 16/12/2025 7:23:16 AM
16/12/2025 7:23:86 AM
fbeest: - a32cle

: T . onmicrosoft.com

@85 .PROD.OUTLOOK.COM/Microsoft Exchange Hosted

Organizations/ . .onmicrosoft.com — Wi =85 . PROD . OUTLOOK . COM/Config
urationUnits /i W0 " .onmicrosoft.com/Configuration

: FhOOST2H-Ri Nl - Bl 32c 10

( inatingSe : ==5DCOB4 , B =aA085. PROD.OUTLOOK. COM
ObjectState Changed

B 7% R A9 AR A5 = B A% B 17 5%

., HFEEEREVUEEFHHEAHENEREAFEANBERS. HEEREMAAI-

MailboxPermission cmdlet5E X8 o

PS/Users/abc> Add-MailboxPermission -Identity "no-reply@abcdef.onmicrosoft.com” -User bl0aaOdx-XXXX-XXX

PS fUsers/m > Add-MaillboxPermission o ok .0 oft.com" ICEELL
el8%bb FullAccess

964d0d41-a43f-4257-.. S5-1-5-21-1250255160.. {FullAccess}

e R AR R BT A

Microsoft EntrafE AFE N IBE AT LAFE A OAuth 2.0 FiIn BIER TR , BiBSMTP., POP=IMAPIHE
SR A RFHVERS

$ B¢ 3.1 iBMS Exchange Online OAuthEZEISE SMTPEf & B 1B

EREFEHFERIGESMTP)AREE , FR—TREBR(= , AR EIZEAdministration > System
> Settings > SMTP Server.E B 1L,

« £ "TSMTP Server Settings(SMTP{AIREEERE)1 EiFH :
- SMTP{a Bk #§:smtp.office365.com
- SMTP#£:587
- BRER0R
« 7£Authentication Settings[@iZ# , £ A t1#:5 BRUA Use Authentication SettingsiEIH,


https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission
https://learn.microsoft.com/en-us/powershell/module/exchange/add-mailboxpermission

i##EMS Exchange Online OAuth: ¥ A J& 218 LAEL & Microsoft Exchange Online OAuth,

£ "Username. #{u e , #i AExchange Onlineff A& B BN TR E FE bt
£ "EFIKID, #M{F |, 8 AAzure Entra IDEEARRXNEZEFIKID,

£ THFID, WS , B AAzure Entra IDEEAERNHEFID,
£ "Client Secrety ¥/ , #i AAzure Entra IDFERRERNEF
£ "Expiry Date #f7 , AR FImZ IS 2/H B HA,

i 2
BRI E B SR T Fin BRI B R,
« OAuthT M & #EFAPI MScopelE R B BIER.
RARERRERDBRBEFLRE.

Ll g

Im RS

Ll 1

i

Ree#

Administration / System

= b Identity Services Engine

J|  Bookmarks Daploymant Licensing Cartificates Lagging Maintanance Upgrade & Rollback Health Checks Backup & Restora Admin Access Sattings
']
=5 Dashbeard Chient Provislaning
S FIFS Mocn
@R 1S Magn SMTP Server Settings
Security Sedtings Ca F " 1 5 all tific s
Configure a Simple Mail Transfer Pratocol(SMTP) server to send emall notifications for alarms, 1o enable
A, Operations Alasm Setings sponsors 1o send emall notification to guests with their login credentials and password reset instructions,
and enable guests 1o automatically receive thelr login cradentials after they successfully register
] Policy Genaral MOM [ UEM Seniings themselves and with actions to take Before their guest accounts expire,
Posture SMTP Server
4. Administration
SMTP Server*
Prafiisg
A, Work Centers smip.office 365.com
Protocols
SMTP Porl®
Endpolint Scripts 587
21 Intaractive Halp
Praxy Connection Timeou! t
(] seconds
SMTP Server
SMS Gateway
Encryption settings
System Time
ABI Settings Enable TLS/SSL connection encryption 1o require ISE 1o establizh an encrypted connection

to the SMTF mall server before sending e=mall.
Data Connect

Metwork Success Disgrostics

Authentication Settings
DHCP & DNS Services

[rO—— WD) use surenmcatio
Email Address
no-reply@m= .onmicrosoft.com
Exchange Online mailbox
Client ID Tenant ID
efc07 138 "N "SI —— e 1108430 1" INEE ™" IE——be7 6

Client Secret Expiry Date

Fhkkkk bRk h Rk bk bk bk kb k R

OAuth Token Endpoint API

https://login.microsoftonline.com/f1108d36-ea07:

o Mar 15, 2026 @

Scope
https://outlook.office.com/.default

Test Connection ‘

@ Successfully connected to smtp.office365.com.

AR Zh R BEESMT P el AR 25 B B 4%



<tfroot>
Not e:

To protect sensitive customer data, these configurations are excluded from Backup and Restore operatio

B RE

ERE  FRESHFTEFBHRE. BEZIEFD > Guest Access > Guest Email Settings, #
#Enable email notifications to guests , WL EE AL EMSaveI TR 1R ENREBIIRFHOTER "
From. & FE#Fibit,

sl |dentity Services Engine Work Centers / Guest Access

J!  Bookmarks Overview Identities Identity Groups Ext Id Sources Administration Network Devices More

8% Dashboard Guest Account Purge Policy A
Guest Email Settings
N Context ‘n’isibi]ily Custom Fields

Guest Email Setti
il i SMTP server:smip.office365.com

‘\ Operations Guest Locations and SSIDs

l Policy Guest Username Paolicy Configure SMTP server at::Work Centers » Guest Access > Administration = SMTP Server
Guest Password Policy Enable email notifications to guests

4. Administration DHCP & DNS Services

4l Work Centers Advanced Settings Default 'From' email address:* no-reply@ .onm

© Send notifications from sponsor's email address (if sponsored)

2] Interactive Help

_) Always send notifications from the default email address

-

Reset Save
L J L

EREhEETEMHERE

BB E M E TEHL(Work Centers)>Eh & 1% A (Guest Access)>Fq F st (Portal &
Components)>&h%& 9 F (Guest Portals)> B 555 & P97 (Self-Registered Guest Portal) ( 8%
) >P9F EEEH (Portal Page Customization)>i& l(Notifications)> Email 3R {34 Bl E F E 4.

HEEEBERARIT , #—TSettings > Send Test Email, AddRHI E FEHID , A% L — T Send,

s Wentity Services Enging Waork Conters / Guest Access

Pl Boskmas 0 Owarvie w  BSectites  ideetity Groups Dt i Ssarces e Portais & Mansge Accounts  Palicy Hlaments Policy Sats  Meports  CuslomPortalFises  Settings

@

Appeowsl Message for Setl- Registration Guests

Wour Gheent Acoount Cradensals

[R— Appeovnl Message Tor Socisl Login Guests

et Aseens Apsroes




RERE BBEMPIFHNE FE4

&R Outlook L AW B RARIBLSRIPEENELBRFNE FHY, HFBBETHNREIEFEBH
Your Guest Account Credentials o & & 2

2 no-reply@"
To:

- ® .onmicrosoft.com <no-reply@? - 1.onmicrosoft.com>

Poonam Garg

Hello firstname,

Your guest account details:
Usemame: usemame
Password: password

First Name: firstname

Last Name: lastname

Mobile Number:NA

Valid From: 2014-11-12 02:06:00
Valid To: 2016-11-12 02:06:00
Person being visited:

Reason for visit:

=y

Today at 8:54 AM

Outlook 7 #1119 7R il & F B4+

<ffroot>

Guest.log at debug Tevel:

2026-02-02 05:17:34,608 INFO

sendMai | Message

2026-02-02 05:17:34,608 INFO

Submitting Mail Job

snt p. of fi ce365. com

2026-02-02 05:
2026-02-02 05:
2026-02-02 05:
2026-02-02 05:
2026-02-02 05:

17

sendMai | Message

17:
17:

17:
17:

34,609 INFO [admin-http-poo1139][[]] cpm.guestaccess.
34,609 INFO [admin-http-poo1139][[]] cpm.guestaccess.
134,609 INFO [GUEST_ACCESS_SMTP_RETRY_THREAD] [[]] cpm
39,365 INFO [GUEST_ACCESS_SMTP_RETRY_THREAD] [[]] cpm.
39,365 INFO [admin-http-poo1139][[]] cpm.guestaccess.

Future.get status: success

Time taken for Future.get method call is 4756 Milliseconds.

[admin-http-poo1139][[]] cpm.guestaccess.

[admin-http-poo1139][[]] cpm.guestaccess.

apiservices.

apiservices.

apiservices.
apiservices.
.guestaccess
guestaccess.
apiservices.

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh

util.SmtpMsgRetryTh
util.SmtpMsgRetryTh

.apiservices.util.Sm

apiservices.util.Sm
util.SmtpMsgRetryTh

o BBHBEAEEERERAEREENBEI LI EEAERUBEAPIFETAH.



Welcome sponsoruser
atfran]e,

CISCO Sponsor Portal

Create Accounts Manage Accounts (1) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Edit Resend Extend Suspend Delete Reset Password Refresh €
O Username State First Name Last Name Email Address Mobile Num__ Expiration  Time Left
. 2026-0503 T2D13H
1001 Created testuser Il@eisce 10:25 1M
Help
HEE AR F AR

E Resend

Deliver notification using: i

Print

Email

Send me a summary

Copy me
Sponsor's Email address

no-reply @ lssssssmenm . onmicrosoft.com

B Rh R 62 & X B iR

IEEAEZERORHIETEHF



Your Guest Account Credentials

2 no-reply@w s onmicrosoft.com <no-reply@m @ onmicrosoft.coms=
To: (2 Poonam Garg i ;o Cer no-reply@ .anmicroseft.com

Hello testuser,

Usermname: 1001

Password: 6299

First Name: tesluser
M

ast Name:
Mebile Number:
Valid From: 2026-02-02 10:25:00

Valid To: 2026-05-03 10:25:00

Duration: 90 days

Person being visited:

Reason for visit:

If unused, this account will expire on: 05/03/2026 10:25

@ « & 2

Today at 10:44 AM

AHEEAEEEETHFREA

SEREFAR

BEAMEEZFRLSBINGNER, EESMTP OAuth Client SecretfH BRI FTERAS £ ISEF 118,

= il Identity Services Engine

Administration / System

Déplayment Licensing Certificatas Lagging Maintenanse Upgrade & Rellback

)| Bookmarks

ES  Dashboard
Alarm Settings

2 Context Visibility

%, Opsrations Alarm Configuratian

Alarm Seltings
3enersl MOM | UEM Settings
0 Folicy Ge oM | UE 0

4. Administration
Profiing Alarm Hame
Work Canters

Endpesint Scripts

SMTP Quluth Cllent Secret has expired. Agmirisirathee and Dperational Audit

Health Checks

Backup & Restore

Admin Access

Sattings

Sewerity Statun

User Defined Condix

B —SHERRHE | FRIBEEEHRAVBBELEPAN, PSNEPMnTEI® ERAAHRE B

- BEERCEETH - guest-access-admin , guestaccess
- BEMER : guestlog

RIBLELRIRE

2026-02-02 05:58:

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

05:
05:
05:
05:
05:
05:
05:
05:

58:
58:
58:
58:
58:
59:
59:
59:

21,501 DEBUG

21,501
21,501
21,513
21,513
21,513
14,872
14,872
15,630

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]
[MnT-ATarmWorkerMail-Threadpool-0][[]]

cpm.
cpm.

cpm

cpm.
cpm.
cpm.

guestaccess

guestaccess.
.guestaccess.
guestaccess.
guestaccess.
guestaccess.

.apiservices.
apiservices.
apiservices.
apiservices.
apiservices.
apiservices.

util.
util.
util.
util.
util.
util.

[admin-http-poo1136][[]] cpm.admin.guestaccess.action.SmtpServerSettingsA
[admin-http-poo1136][[]] cpm.admin.guestaccess.action.SmtpServerSettingsA
[admin-http-pool1136][[]] cpm.guestaccess.apiservices.oauth.OauthTokenCach



2026-02-02
2026-02-02
2026-02-02
2026-02-02

BB

2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02
2026-02-02

05:
05:
05:
05:

59:
59:
59:
59:

:54:
:54:
:54:
:54:
154
:54:
:54:
154

15,630
15,630
20,146
20,146

07,337
07,337
07,339
07,339

107,339

07,339
07,339

107,357

BERRIE AR R

DEBUG
DEBUG
DEBUG
DEBUG

DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG
DEBUG

[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]
[admin-http-poo1136][[]1]

[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]
[admin-http-poo1129][[1]

cpm.
cpm.
cpm.
cpm.

cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.
cpm.

guestaccess.apiservices.oauth.ExchangeOnline
guestaccess.apiservices.oauth.OauthTokenCach
guestaccess.apiservices.util.SmtpSession -::
admin.guestaccess.action.SmtpServerSettingsA

admin.
admin.
admin.
admin.
admin.
admin.
admin.
admin.

guestaccess.
guestaccess.
guestaccess.
guestaccess.
guestaccess.
.action.
action.

guestaccess

guestaccess.
guestaccess.

action.

action

action

action

SmtpServerSettingsA

.SmtpServerSettingsA
action.
action.

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA

SmtpServerSettingsA
SmtpServerSettingsA

.SmtpServerSettingsA

1. GUISE R

. E R Fsmtp.office365.conk B,

Email Address
no-reply@ .onmicrosoft.com

Exchange Online mailbox

Client ID

efc071 i6a953e

Client Secret

Ak hkEERERE XAk kA k kT hdhhhrhhhdadhhdd SHOW

OAuth Token Endpaoint AP
https:/flogin.microsoftonline.com/f1108d36-ea07:

Tenant ID

f1108d )e9989be76

Expiry Date

() ©

[ , 20286

Scope
https://outlook.office.com/.default

(Ej connect timed out

AR R R

<tfroot>

2026-02-09 03:24:58,658 ERROR [admin-http-pooT1ll][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
nested exception is:
java.net.SocketTimeoutException: connect timed out



Guest.logl MEMRER ., FEEERERESS

2. GUIsERR :

ERRRIL R
EXHOAUthISE R RE PR BIf: — BER, FSEREMEFID.

3EFRTIREN —HE K FEREFFHERE

Emall Address

no-reply@ onmicrosoft.com
Exchange Online mailbox
Client ID Tenant ID
efc071 6a953e f1108 199be76
Client Secret Expiry Date
AAEAAAAXA XXX XA T A A A A A AA I TR AT A A A A A AT TR R T TR Mar 15] 2026
OAuth Token Endpoint AP pe
https://login.microsoftonline.com/f1108d36-ea07 https://outlook.office.com/.default
(x) Invalid client secret
B E Fim iR
== e =3
4. BFE bt BN — FRARE R E ER,
Email Address
no-reply@ .onmicrosoft.com
Exchange Online mailbox
Client ID Tenant ID
efe071 a953e f1108d 999be76
Client Secret Expiry Date
A A AEE AT R AT A A A A AARAT TR TR AT T TR RS 15] 2026

Cauth Token Endpoint AP
https://login.microsoftonline.com/f1108d36-ea07

S R

https://outlook.office.com/.default

EFE bt IR EEER




5 EZREIEMABEREENERNERESHRE MMREntra IDEEHERE ( RiBpcapiIMicrosoft Azure
RSA TLS#EZCAMDIgiCerttECAZE ) EERISENZSEREMESD , WHFE TEEISEFN S
PBRIFNEFim — FARB[EAERESE), A,

BiBEHpcapB B EntralDEENFIERE,

no-reply @yt cOMm

https://login.microsoftonline.com/905582f8-e148

z
T
=+
ki
>H‘_
&

2026-02-10 14:32:47,528 ERROR
2026-02-10 14:34:06,549 ERROR
2026-02-10 14:34:28,655 ERROR

Usage

Certificate Status Validation

, 2027

https://outliook.office.com/.default

[admin-http-pool19][[]] cpm.guestaccess.apiservices.util.SmtpSession -::a
[admin-http-pool19][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnlineP
[admin-http-poo127][[]] cpm.guestaccess.apiservices.oauth.ExchangeOnline

Trusted For: .CT}

Trust for authentication within ISE and Client-Server communication



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



