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135 M %
FEREEAUTRBRE

2.16.142.191

10.130.13.13

Internet

P

Cisco 2621
PC with PPTP Router

4]

WEXHESINFRET , FSEEREMEREN.

PPTPi% i 25 5 B

EEIOSH T EARXZEPPTPHMAET A,

2621#configure terminal

Enter configuration conmands, one per line. End with CNTL/Z

!--- Enable virtual private dial-up networking. 2621(confi g)#vpdn enable

!--- Enters VPDN group configuration mode for the specified VPDN group. 2621(confi g)#vpdn-group
1

!-—— Enters VPDN accept-dialin configuration mode !--- and enables the router to accept dial-in
requests. 2621(confi g-vpdn)#accept-dialin

!--- Specifies which PPTP protocol is used. 2621(confi g-vpdn-acc-in)#protocol pptp

!-—- Specifies the virtual template that is used !--- in order to clone the virtual access
interface. 2621(config-vpdn-acc-in)#virtual-template 1

2621(confi g-vpdn-acc-in) #exit

2621(confi g) #ip local pool test 192.168.1.1 192.168.1.250

I -——- Create virtual-template interface used for cloning !--- virtual-access interfaces with the
use of address pool test !--- with Challenge Authentication Protocol (CHAP) authentication, PAP,
and MS-CHAP. 2621(confi g)#interface virtual-template 1

2621(config-if)#encapsulation ppp
2621(config-if)#peer default ip address pool test
2621(config-if)#ip unnumbered FastEthernet0/0
2621(config-if)#no keepalive

2621(config-if)#ppp encrypt mppe auto
2621(config-if)#ppp authentication pap chap ms-chap

BP26218 B8R

2621#show run
Bui | di ng configuration..

Current configuration : 1566 bytes
!
version 12.2

service timestanps debug datetime nsec |ocaltinme
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service tinmestanps |og datetime nsec |ocaltine

no service password-encryption

|

host nane 2621

|

boot system fl ash

| oggi ng queue-linmt 100

enabl e secret 5 $1$dGFC$VA28y O x| CKyj 1dq8SkE/

|

usernane cisco password O ciscol23

usernane client password O testclient

i p subnet-zero

ip cef

!

!

no i p domai n | ookup

i p domai n name ci sco.com

|

vpdn enable

!--- Enable VDPN. ! wvpdn-group 1

!--- Default PPTP VPDN group. accept-dialin
protocol pptp
virtual-template 1

voi ce call carrier capacity active

no voi ce hpi capture buffer

no voi ce hpi capture destination
!

!

nma receive maxi mumrecipients 0
!
!
controller T1 0/0
fram ng sf

I i necode am

!
controller T1 0/1
fram ng sf

I i necode am

!
!
!
i nterface LoopbackO

i p address 10.100.100.1 255. 255. 255.0
ip nat inside

!
interface FastEthernet0/0

i p address 172.16. 142. 191 255. 255. 255. 0




no i p route-cache

no i p nroute-cache

dupl ex auto

speed auto

!

interface FastEthernet0/1

i p address 10.130. 13. 13 255.255.0.0
dupl ex auto

speed auto

!
!--- Create virtual-template interface used for cloning
!--- virtual-access interfaces with the use of address
pool test !--- with CHAP authentication, PAP, and MS-
CHAP. interface Virtual-Templatel

ip unnumbered FastEthernet0/0

peer default ip address pool test

no keepalive

ppp encrypt mppe auto

ppp authentication pap chap ms-chap

1
!--- Create IP pool named test and specify IP range. ip
local pool test 192.168.1.1 192.168.1.250

no ip http server

no ip http secure-server

ip classless

iproute 0.0.0.0 0.0.0.0 172.16.142.1

ip pimbidir-enable

call rsvp-sync
|
!
nmgcp profile default
|
di al - peer cor custom
|
|
|
|
!
line con O
exec-timeout 0 O
line aux 0
line vty 0 4
password ci sco
| ogin
!
!
end

2621#

& AMPPEMIMS-CHAPH) 3% F1 25 ¢ [

!--- Enter configuration commands, one per line. !--- End with CNTL/Z. 2621(confi g)#interface

Virtual-Templatel
2621(config-if)#ppp authentication ms-chap
2621(config-if)#ppp encrypt mppe ?



128 128 Bit Encryption only
40 40 Bit Encryption only
auto WIIl offer 40 and 128 bit if avail able

2621(config-if)#ppp encrypt mppe auto
2621(config-if)#ppp encrypt mppe auto required

Windows 2000 VPN(PPTP)&% & Ml fic i

1. iZ#EStart > Settings > Network and Dial-up Connections > Make New Connection,

2. 3 "Network Connection Wizard ( #EEREE ) | fE % , EiENetwork Connection
Type#1Connect to a private network through the Internet.
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B
RERENEFATRARERENEAERT EEERF,
BHEZRRT S(EHEEMEFER)OIT)XERE Eshowin T, EAOITRFEshowds T & #Y 2 47

. show debug — F&7~ B 81 2 B A B debug@s & S T U HERR
. show user — B TREB EANFEHERHAMEE
- show ip route connected — B8 7R 3% HI R Y & BB
- show vpdn — B R GBI E B E A REMAE(VPDN)REA R E2BBEBA B E(L2TP) S E2E
X (L2F) B A EEE M A S BB RFR AN E R
LR 2show debugis i H H £ 451,

2621#show debug
PPP:
PPP aut henti cati on debugging is on
PPP protocol negotiation debugging is on

VPN
VPDN events debugging is on

EREE TYHPPTPHRARE L.

2621#
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715:

719:

719:
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719:
719:
719:
723:
723:
727:
727:

731:
735:
735:
735:
739:
739:
739:
739:
739:
T47:

ppp2 PPP: Using vpn set call direction

ppp2 PPP: Treating connection as a callin
ppp2 PPP: Phase is ESTABLI SH NG Passive Open
ppp2 LCP: State is Listen

ppp2 LCP: Tl MEout: State Listen

ppp2 PPP: Aut horization required

ppp2 LCP: O CONFREQ [Listen] id 1 len 14

ppp2 LCP: Aut hProt o PAP (0x0304C023)

ppp2 LCP: Magi cNunber 0x1658CF62 (0x05061658CF62)
ppp2 LCP: | CONFACK [REQsent] id 1 len 14

ppp2 LCP: Aut hProt o PAP (0x0304C023)

ppp2 LCP: Magi cNunber 0x1658CF62 (0x05061658CF62)
ppp2 LCP: | CONFREQ [ACKrcvd] id 1 len 44

ppp2 LCP: Magi cNunber 0x131A2427 (0x0506131A2427)
ppp2 LCP: PFC (0x0702)

ppp2 LCP: ACFC (0x0802)

ppp2 LCP: Cal I back 6 (0x0D0306)

ppp2 LCP: MRRU 1614 (0x1104064E)

ppp2 LCP: Endpoi nt Disc 1 Local

ppp2 LCP: (0x131701E18F20C4AD84A435B98EBA4BEAG)
ppp2 LCP: (0x897EAE00000002)

ppp2 LCP: O CONFREJ [ACKrcvd] id 1 len 11

ppp2 LCP: Cal I back 6 (0x0D0306)

ppp2 LCP: MRRU 1614 (0x1104064E)

ppp2 LCP: | CONFREQ [ACKrcvd] id 2 len 37

ppp2 LCP: Magi cNunber 0x131A2427 (0x0506131A2427)
ppp2 LCP: PFC (0x0702)

ppp2 LCP: ACFC (0x0802)

ppp2 LCP: Endpoi nt Di sc 1 Local

ppp2 LCP: (0x131701E18F20C4AD84A435B98EBA4BEAG)
ppp2 LCP: (0x897EAE00000002)

ppp2 LCP: O CONFACK [ACKrcvd] id 2 len 37

ppp2 LCP: Magi cNunber 0x131A2427 (0x0506131A2427)
ppp2 LCP: PFC (0x0702)

ppp2 LCP: ACFC (0x0802)

ppp2 LCP: Endpoi nt Di sc 1 Local

ppp2 LCP: (0x131701E18F20C4AD84A435B98EBA4BEAG)
ppp2 LCP: (0x897EAE00000002)

ppp2 LCP: State is Open
pPpp2 PPP: Phase is AUTHENTICATING, by this end

ppp2 LCP: | IDENTIFY [Open] id 3 len 18 magic
0x131A2427 NMSRASV5. 00
ppp2 LCP: | IDENTIFY [Open] id 4 len 28 magic

0x131A2427 NMSRAS- 1- USHAFI Q WK1
ppp2 PAP: | AUTHREQid 1 len 19 from "cisco"
ppp2 PAP: Aut henticating peer cisco
ppp2 PPP: Phase is FORWARDI NG, Attenpting Forward
ppp2 PPP: Phase i s AUTHENTI CATI NG Unaut henticated User
ppp2 PPP: Sent PAP LOG N Request
ppp2 PPP: Received LOG N Response PASS
ppp2 PPP: Phase is FORWARDI NG, Attenpting Forward
Vi 4 PPP: Phase is DOM, Setup
Tnl/Sn3/3 PPTP: Virtual interface created for
bandwidth 100000 Kbps
Vi4da Tnl/Sn3/3 PPTP: VPDN session up
% .1 NK- 3- UPDOMAN: I nterface Virtual - Access4, changed state to up
Vi 4 PPP: Phase i s AUTHENTI CATI NG Aut henti cated User
Vi4 PAP: O AUTHHACK id 1 len 5
Vi 4 PPP: Phase is UP
Vid IPCP: O CONFREQ [Closed] id 1 len 10
Vi 4 | PCP: Address 172.16.142.191 (0x0306ACLO8EBF)
Vid CCP: O CONFREQ [Closed] id 1 len 4
Vi 4 PPP: Process pendi ng packets
Vid4 CCP: | CONFREQ [ REGsent] id 5 len 10
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vid
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vid
vid
vid

CCP:
CCP:
CCP:
CCP:

| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:

MB- PPC supported bits 0x01000001 (0x120601000001)
O CONFNAK [ RE@sent] id 5 len 10
MB- PPC supported bits 0x01000060 (0x120601000060)
| CONFACK [REQsent] id 1 len 4
| CONFREQ [ REQsent] id 6 len 34
Address 0.0.0.0 (0x030600000000)
PrimaryDNS 0. 0. 0.0 (0x810600000000)
PrimaryWNS 0.0.0.0 (0x820600000000)
Secondar yDNS 0. 0. 0. 0 (0x830600000000)
SecondaryW NS 0.0.0.0 (0x840600000000)

AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0

IPCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:
| PCP:

| PCP:
| PCP:
| PCP:
| PCP:
IPCP:

Pool returned 192.168.1.4
O CONFREJ [ REQsent] id 6 len 28
PrimaryDNS 0.0.0.0 (0x810600000000)
PrimaryWNS 0.0.0.0 (0x820600000000)
Secondar yDNS 0. 0. 0. 0 (0x830600000000)
SecondaryW NS 0.0.0.0 (0x840600000000)
I CONFACK [ REQsent] id 1 len 10
Address 172.16.142.191 (0x0306ACLO8EBF)
| CONFREQ [ACKrcvd] id 7 len 4
O CONFACK [ACKrcvd] id 7 len 4
State is Open
Conpr essi on not negoti ated
Deconpr essi on not negoti ated
Negoti ati on m smatch, closing CCP
O TERVREQ [Open] id 2 len 4
| CONFREQ [ ACKrcvd] id 8 len 10
Address 0.0.0.0 (0x030600000000)
O CONFNAK [ACKrcvd] id 8 len 10
Address 192.168. 1.4 (0x0306C0A80104)
| TERMACK [ TERMsent] id 2 len 4
State is O osed
| CONFREQ [ ACKrcvd] id 9 len 10
Address 192.168. 1.4 (0x0306C0A80104)
O CONFACK [ACKrcvd] id 9 len 10
Address 192.168. 1.4 (0x0306C0A80104)
State is Open

IPCP: Install route to 192.168.1.4

IPCP:

Add link info for cef entry 192.168.1.4

%LINEPROTO-5-UPDOWN: Line protocol on Interface

Virtual-Access4, changed state to up
Vi4d CCP: O CONFREQ [Closed] id 3 len 4

iE R EAENMPPEMMS-CHAPELEH HE @ .
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ppp4
ppp4
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PPP:
PPP:
PPP:
LCP:
LCP:
PPP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:

Using vpn set call direction
Treating connection as a callin
Phase is ESTABLI SHI NG Passive Open
State is Listen
TI MEout: State Listen
Aut hori zation required
O CONFREQ [Listen] id 1 len 15
Aut hProt o MS- CHAP (0x0305C22380)
Magi cNurmber Ox1660AFA4 ( 0x05061660AFA4)
| CONFACK [REQsent] id 1 len 15
Aut hProt o MS- CHAP (0x0305C22380)
Magi cNurmber Ox1660AFA4 ( 0x05061660AFA4)
| CONFREQ [ACKrcvd] id 1 len 44
Magi cNurmber Ox4B5A2A81 (0x05064B5A2A81)



*Mar 5 02:25:03.843: ppp4 LCP: PFC (0x0702)

*Mar 5 02:25:03.847: ppp4 LCP: ACFC (0x0802)

*Mar 5 02:25:03.847: pppd LCP: Cal | back 6 (0x0D0306)

*Mar 5 02:25:03.847: ppp4 LCP: MRRU 1614 (0x1104064E)

*Mar 5 02:25:03.847: pppd LCP: Endpoi nt Disc 1 Local

*Mar 5 02:25:03.847: ppp4 LCP: (0x131701E18F20C4D84A435B98EBA4BEAG)

*Mar 5 02:25:03.847: ppp4 LCP: (0x897EAE00000004)

*Mar 5 02:25:03.847: ppp4 LCP: O CONFREJ [ACKrcvd] id 1 len 11

*Mar 5 02:25:03.847: pppd LCP: Cal I back 6 (0x0D0306)

*Mar 5 02:25:03.851: ppp4 LCP: MRRU 1614 (0x1104064E)

*Mar 5 02:25:03.851: ppp4 LCP: | CONFREQ [ACKrcvd] id 2 len 37

*Mar 5 02:25:03.855: ppp4 LCP: Magi cNunber 0x4B5A2A81 (0x05064B5A2A81)

*Mar 5 02:25:03.855: ppp4 LCP: PFC (0x0702)

*Mar 5 02:25:03.855: ppp4 LCP: ACFC (0x0802)

*Mar 5 02:25:03.855: ppp4 LCP: Endpoi nt Disc 1 Local

*Mar 5 02:25:03.855: ppp4 LCP: (0x131701E18F20C4D84A435B98EBA4BEAG)

*Mar 5 02:25:03.855: ppp4 LCP: (0x897EAE00000004)

*Mar 5 02:25:03.855: ppp4 LCP: O CONFACK [ACKrcvd] id 2 len 37

*Mar 5 02:25:03.859: ppp4 LCP: Magi cNunber 0x4B5A2A81 (0x05064B5A2A81)

*Mar 5 02:25:03.859: ppp4 LCP: PFC (0x0702)

*Mar 5 02:25:03.859: ppp4 LCP: ACFC (0x0802)

*Mar 5 02:25:03.859: ppp4 LCP: Endpoi nt Disc 1 Local

*Mar 5 02:25:03.859: ppp4 LCP: (0x131701E18F20C4D84A435B98EBA4BEAG)

*Mar 5 02:25:03.859: ppp4 LCP: (0x897EAE00000004)

*Mar 5 02:25:03.859: ppp4 LCP: State is Open

*Mar 5 02:25:03.859: ppp4 PPP: Phase is AUTHENTI CATING by this end

*Mar 5 02:25:03.863: ppp4 M5-CHAP: O CHALLENCE id 1 len 21 from"2621 "

*Mar 5 02:25:03.867: ppp4 LCP: | IDENTIFY [Open] id 3 len 18 nagi c O0x4B5A2A81
MSRASV5. 00

*Mar 5 02:25:03.867: ppp4 LCP: | IDENTIFY [Open] id 4 len 28 nagi c 0x4B5A2A81
MSRAS- 1- USHAFI Q- VK1

*Mar 5 02:25:03.867: ppp4d M5-CHAP: | RESPONSE id 1 len 59 from "cisco"

*Mar 5 02:25:03.867: ppp4 PPP: Phase is FORWARDI NG Attenpting Forward

*Mar 5 02:25:03.871: ppp4 PPP: Phase i s AUTHENTI CATI NG Unaut henti cated User

*Mar 5 02:25:03.871: ppp4 PPP: Sent MSCHAP LOG N Request

*Mar 5 02:25:03.963: ppp4 PPP: Received LOG N Response PASS

*Mar 5 02:25:03.963: ppp4 PPP: Phase is FORWARDI NG Attenpting Forward

*Mar 5 02:25:03.975: Vi4 PPP: Phase is DOM, Setup

*Mar 5 02:25:03.975: Tnl/Sn5/5 PPTP: Virtual interface created for

bandw dt h 100000 Kbps

*Mar 5 02:25:03.979: Vi4 Tnl/Sn5/5 PPTP: VPDN session up

*Mar 5 02:25:03.983: % NK-3-UPDOMN: | nterface Virtual - Access4, changed state to up

*Mar 5 02:25:03.983: Vi4 PPP: Phase is AUTHENTI CATI NG Aut henticated User

*Mar 5 02:25:03.983: Vi4 M5-CHAP: O SUCCESS id 1 len 4

*Mar 5 02:25:03.987: Vi4 PPP: Phase is UP

*Mar 5 02:25:03.987: Vi4 IPCP: O CONFREQ [Closed] id 1 len 10

*Mar 5 02:25:03.987: Vi4 | PCP: Address 172.16.142.191 (0x0306ACLO8EBF)

*Mar 5 02:25:03.987: Vi4 CCP: O CONFREQ [Closed] id 1 len 10

*Mar 5 02:25:03.987: Vi4 CCP: Ms- PPC supported bits 0x01000060 (0x120601000060)

*Mar 5 02:25:03.987: Vi4 PPP: Process pendi ng packets

*Mar 5 02:25:03.995: Vi4 CCP: | CONFREQ [REQsent] id 5 len 10

*Mar 5 02:25:03.995: Vi4 CCP: Ms- PPC supported bits 0x01000001 (0x120601000001)

*Mar 5 02:25:03.999: Vi4 CCP: O CONFNAK [REQsent] id 5 len 10

*Mar 5 02:25:03.999: Vi4 CCP: Ms- PPC supported bits 0x01000060 (0x120601000060)

*Mar 5 02:25:03.999: Vi4 CCP: | CONFNAK [REQsent] id 1 len 10

*Mar 5 02:25:03.999: Vi4 CCP: Ms- PPC supported bits 0x01000040 (0x120601000040)

*Mar 5 02:25:03.999: Vi4 CCP: O CONFREQ [ REQsent] id 2 len 10

*Mar 5 02:25:03.999: Vi4 CCP: Ms- PPC supported bits 0x01000040 (0x120601000040)

*Mar 5 02:25:04.003: Vi4 IPCP: | CONFREQ [REQsent] id 6 len 34

*Mar 5 02:25:04.003: Vi4 | PCP: Address 0.0.0.0 (0x030600000000)

*Mar 5 02:25:04.003: Vi4 | PCP: PrimaryDNS 0.0.0.0 (0x810600000000)

*Mar 5 02:25:04.003: Vi4 | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

*Mar 5 02:25:04.003: Vi4 | PCP: SecondaryDNS 0. 0. 0.0 (0x830600000000)

*Mar 5 02:25:04.003: Vi4 | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)



*NMar 5 02:25:04.003: Vi4 AAA AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
*NMar 5 02:25:04.007: Vi4 AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0
*Mar 5 02:25:04.007: Vi4 |PCP: Pool returned 192.168.1.4

*Mar 5 02:25:04.007: Vi4 |PCP: O CONFREJ [REQsent] id 6 len 28

*Mar 5 02:25:04.007: Vi4 |PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

*Mar 5 02:25:04.007: Vi4 |PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

*Mar 5 02:25:04.007: Vi4 |PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)

*Mar 5 02:25:04.011: Vi4 | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

*Mar 5 02:25:04.011: Vi4 IPCP: | CONFACK [REQsent] id 1 len 10

*Mar 5 02:25:04.011: Vi4 | PCP: Address 172.16.142.191 (0x0306AC108EBF)

*Mar 5 02:25:04.015: Vi4 CCP: | CONFREQ [REQsent] id 7 len 10

*Mar 5 02: 25: 04.015: Vi4 CCP: MB- PPC supported bits 0x01000040 (0x120601000040)
*Mar 5 02:25:04.015: Vi4 CCP: O CONFACK [REQsent] id 7 len 10

*Mar 5 02: 25: 04.015: Vi4 CCP: MB- PPC supported bits 0x01000040 (0x120601000040)
*Mar 5 02:25:04.019: Vi4 CCP: | CONFACK [ACKsent] id 2 len 10

*Mar 5 02:25:04.019: Vi4 CCP: MB- PPC supported bits 0x01000040 (0x120601000040)
*Mar 5 02:25:04.019: Vi4 CCP: State is Open

*Mar 5 02:25:04.023: Vi4 |PCP: | CONFREQ [ACKrcvd] id 8 len 10

*Mar 5 02:25:04.027: Vi4 | PCP: Address 0.0.0.0 (0x030600000000)

*Mar 5 02:25:04.027: Vi4 | PCP: O CONFNAK [ACKrcvd] id 8 len 10

*Mar 5 02:25:04.027: Vi4 | PCP: Address 192.168.1.4 (0x0306C0A80104)

*Mar 5 02:25:04.031: Vi4 IPCP: | CONFREQ [ACKrcvd] id 9 len 10

*Mar 5 02:25:04.031: Vi4 |PCP: Address 192.168.1.4 (0x0306C0A80104)

*Mar 5 02:25:04.031: Vi4 | PCP: O CONFACK [ACKrcvd] id 9 len 10

*Mar 5 02:25:04.031: Vi4 |PCP: Address 192.168.1.4 (0x0306C0A80104)

*Mar 5 02:25:04.031: Vi4 IPCP: State is Open

*Mar 5 02:25:04.035: Vi4 IPCP: Install route to 192.168.1.4

*Mar 5 02:25:04.035: Vi4 IPCP: Add link info for cef entry 192.168.1.4

*Mar 5 02:25:04.983: %. NEPROTO 5- UPDOMN: Line protocol on Interface

Vi rtual - Access4, changed state to up

tkshow user#i H £ Bt FAMS-CHAPAIMPPE Z &1 o

2621#show user

Li ne User Host (s) Idle Locati on
* 0conO idle 00: 00: 00
Interface User Mode Idle Peer Address
Vi 4 ci sco PPPoVPDN 00:00:01 192.168.1.4

tkshow user#i ) 2 £ FBAAMS-CHAPRIMPPE 2 %

2621#show user

Li ne User Host ('s) Idle Location
* 0conO idle 00: 00: 00
Interface User Mode Idle Peer Address
Vi 4 cisco PPPoVPDN 00: 00: 00 192.168.1.4

Itshow ip route connected®i i £ Bt FAMS-CHAPFIMPPE 2 il o

2621#show ip route connected
172.16.0.0/ 24 is subnetted, 1 subnets

C 172.16.142.0 is directly connected, FastEthernet0/0
10.0.0.0/24 is subnetted, 1 subnets

C 10. 100. 100.0 is directly connected, LoopbackO
192.168.1.0/32 is subnetted, 1 subnets

C 192.168.1.4 is directly connected, Virtual-Access4

Ittshow vpdnis i 2 7 B AMS-CHAPFIMPPE Z &1



2621#show vpdn

%o active L2TP tunnels

%o active L2F tunnels

PPTP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Renot e Nane State Renot e Address Port Sessions VPDN G oup
3 est abd 171.69.89.81 4737 1 1

Locl D Rem D Tunl D Intf User name State Last Chg Unig ID

3 32768 3 Vi 4 ci sco estabd 00:01:44 2

%\o active PPPoE tunnels

Ltshow vpdnii i 2 £ AMS-CHAPRIMPPE Z & .

2621#show vpdn
%Mo active L2TP tunnels
9%MNo active L2F tunnels

PPTP Tunnel and Session Information Total tunnels 1 sessions 1

Locl D Renot e Nane State Renote Address Port Sessions VPDN Group

5 est abd 171. 69. 89. 81 4893 1 1

Locl D Rem D TunI D Intf User nane State Last Chg Uniq ID
5 0 5 Vi 4 ci sco estabd 00:00:37 4

%\o active PPPoE tunnels

5 & O AR

REFRHVE T TR R BT SR
BHRET

WHEESRT S (EHAREFFER)XERE Ltshowsn© , It TEAEEHREshowmn S HK 2 7.
BYEE : £/ debug IERZHI , FBXSHEE Debug IEETHMEEEN,

- clear vpdn tunnel pptp — AR BEIE ENPRRENFRE AN I E S LERIEENPPTPRRE

2621#clear vpdn tunnel pptp ip remote 171.69.89.81
Starting to clear the tunnel

changed state to down

2621#

*Mar 5 02:27:35.611: Vi4 PPP: Sending Acct Event[Down] id[5]

*Mar 5 02:27:35.611: Vi4 VPDN: Reseting interface

*Mar 5 02:27:35.611: Vi4 PPP: Bl ock vaccess from being freed [ 0x1D

*Mar 5 02:27:35.619: %. NK-3-UPDOMN: | nterface Virtual - Access4,

*Mar 5 02:27:35.619: Vi4 CCP: State is O osed

*Mar 5 02:27:35.623: Vi4 MPPE: Required encryption not negoti ated

*Mar 5 02:27:35.623: Vi4 | PCP: Renove link info for cef entry 192.168.1.4
*Mar 5 02:27:35.623: Vi4 PPP: Unlocked by [0x4] Still Locked by [0x1B]


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

*Mar 5 02:27:35.623: Vi4 PPP: Unl ocked by [0x10] Still Locked by [O0xB]
*Mar 5 02:27:35.623: Vi4 PPP: Phase is TERM NATI NG

*Mar 5 02:27:35.627: Vi4 LCP: O TERVREQ [Open] id 2 len 4

*Mar 5 02:27:35.627: Vi4 IPCP: State is C osed

*Mar 5 02:27:35.627: Vi4 PPP: Unl ocked by [0x8] Still Locked by [0x3]
*Mar 5 02:27:35.627: Vi4 LCP: State is O osed

*Mar 5 02:27:35.627: Vi4 PPP: Phase is DOWN

*Mar 5 02:27:35.627: Vi4 PPP: Unlocked by [0x2] Still Locked by [0x1]
*Mar 5 02:27:35.639: Vi4 | PCP: Renpbve route to 192.168.1.4

*Mar 5 02:27:35.639: Vi4 PPP: Unlocked by [0x1] Still Locked by [0xO0]
*Mar 5 02:27:35.639: Vi4 PPP: Free previously bl ocked vaccess

*Mar 5 02:27:36.619: %.1 NEPROTO 5- UPDOMN: Line protocol on Interface
Vi rtual - Access4, changed state to down

MBEFEE — EVPNE Finll B 40 NER , A1283 8 NEHRE &R HFNARBH,

2621#

2621#

*Mar 5 02:29:36.339: ppp5 PPP: Using vpn set call direction

*Mar 5 02:29:36.339: ppp5 PPP: Treating connection as a callin

*Mar 5 02:29:36.339: ppp5 PPP: Phase is ESTABLI SHI NG Passive Open

*Mar 5 02:29:36.343: ppp5 LCP: State is Listen

*Mar 5 02:29:38.351: ppp5 LCP: TIMEout: State Listen

*Mar 5 02:29:38.351: ppp5 PPP: Authorization required

*Mar 5 02:29:38.351: ppp5 LCP: O CONFREQ [Listen] id 1 len 15

*Mar 5 02:29:38.351: ppp5 LCP: Aut hProt o Ms- CHAP (0x0305C22380)

*Mar 5 02:29:38.351: ppp5 LCP: Magi cNunber 0x1664E006 (0x05061664E006)

*Mar 5 02:29:38.359: ppp5 LCP: | CONFACK [REQsent] id 1 len 15

*Mar 5 02:29: 38.359: ppp5 LCP: Aut hProt o Ms- CHAP (0x0305C22380)

*Mar 5 02:29: 38.359: ppp5 LCP: Magi cNunber 0x1664E006 (0x05061664E006)

*Mar 5 02:29:38.359: ppp5 LCP: | CONFREQ [ACKrcvd] id 1 len 44

*Mar 5 02:29: 38.359: ppp5 LCP: Magi cNunber 0x793D5ED8 (0x0506793D5EDS)

*Mar 5 02:29: 38.363: ppp5 LCP: PFC (0x0702)

*Mar 5 02:29: 38.363: ppp5 LCP: ACFC (0x0802)

*Mar 5 02:29: 38.363: ppp5 LCP: Cal | back 6 (0x0D0306)

*Mar 5 02:29: 38.363: ppp5 LCP: MRRU 1614 (0x1104064E)

*Mar 5 02:29:38.363: ppp5 LCP: Endpoi nt Disc 1 Local

*Mar 5 02:29: 38.363: ppp5 LCP: (0x131701E18F20C4D84A435BI98EBA4BEAG)

*Mar 5 02:29: 38.363: ppp5 LCP: (0x897EAE00000005)

*Mar 5 02:29:38.363: ppp5 LCP: O CONFREJ [ACKrcvd] id 1 len 11

*Mar 5 02:29:38.367: ppp5 LCP: Cal | back 6 (0x0D0306)

*Mar 5 02:29:38.367: ppp5 LCP: MRRU 1614 (0x1104064E)

*Mar 5 02:29:38.367: ppp5 LCP: | CONFREQ [ACKrcvd] id 2 len 37

*Mar 5 02:29:38.371: ppp5 LCP: Magi cNunber 0x793D5ED8 (0x0506793D5EDS)

*Mar 5 02:29:38.371: ppp5 LCP: PFC (0x0702)

*Mar 5 02:29:38.371: ppp5 LCP: ACFC (0x0802)

*Mar 5 02:29:38.371: ppp5 LCP: Endpoi nt Di sc 1 Local

*Mar 5 02:29:38.371: ppp5 LCP: (0x131701E18F20C4D84A435B98EBAABEAB)

*Mar 5 02:29:38.371: ppp5 LCP: (0x897EAE00000005)

*Mar 5 02:29:38.371: ppp5 LCP: O CONFACK [ACKrcvd] id 2 len 37

*Mar 5 02:29:38.375: ppp5 LCP: Magi cNunber 0x793D5ED8 (0x0506793D5EDS)

*Mar 5 02:29:38.375: ppp5 LCP: PFC (0x0702)

*Mar 5 02:29:38.375: ppp5 LCP: ACFC (0x0802)

*Mar 5 02:29:38.375: ppp5 LCP: Endpoi nt Disc 1 Local

*Mar 5 02:29:38.375: ppp5 LCP: (0x131701E18F20C4D84A435B98EBAABEAB)

*Mar 5 02:29:38.375: ppp5 LCP: (0x897EAE00000005)

*Mar 5 02:29:38.375: ppp5 LCP: State is Open

*Mar 5 02:29:38.375: ppp5 PPP: Phase is AUTHENTI CATING by this end

*Mar 5 02:29:38.379: ppp5 M5-CHAP: O CHALLENGE id 1 len 21 from "2621

*Mar 5 02:29:38.383: ppp5 LCP: | IDENTIFY [Open] id 3 len 18 nmgic
0x793D5ED8 MSRASVS. 00

*Mar 5 02:29:38.383: ppp5 LCP: | IDENTIFY [OQpen] id 4 len 28 nmgic

0x793D5ED8 MBRAS- 1- USHAFI Q- V2K1



*Mar 5 02:29:38.383: ppp5 M5-CHAP: | RESPONSE id 1 len 59 from "cisco"
*Mar 5 02:29:38.383: ppp5 PPP: Phase is FORWARDI NG Attenpting Forward
*Mar 5 02:29:38.387: ppp5 PPP: Phase i s AUTHENTI CATI NG Unaut henti cated User
*Mar 5 02:29:38.387: ppp5 PPP: Sent MSCHAP LOG N Request
*Mar 5 02:29:38.475: ppp5 PPP: Received LOG N Response PASS
*Mar 5 02:29:38.479: ppp5 PPP: Phase is FORWARDI NG Attenpting Forward
*Mar 5 02:29:38.483: Vi4 PPP: Phase is DOM, Setup
*Mar 5 02:29: 38. 483: Tnl/Sn6/ 6 PPTP: Virtual interface created for
bandw dt h 100000 Kbps
*Mar 5 02:29:38.483: Vi4 Tnl/Sn6/6 PPTP: VPDN session up
*Mar 5 02:29:38.487: % NK-3-UPDOMN: | nterface Virtual - Access4, changed state to up
*NMar 5 02:29:38.487: Vi4 PPP: Phase is AUTHENTI CATI NG Aut henticated User
*Mar 5 02:29:38.487: Vi4 M5-CHAP: O SUCCESS id 1 len 4
*Mar 5 02:29:38.491: Vi4 PPP: Phase is UP
*Mar 5 02:29:38.491: Vi4 IPCP: O CONFREQ [Closed] id 1 len 10
*Mar 5 02:29:38.491: Vi4 | PCP: Address 172.16.142.191 (0x0306ACLO8EBF)
*Mar 5 02:29:38.491: Vi4 CCP: O CONFREQ [Closed] id 1 len 10
*Mar 5 02:29:38.491: Vi4 CCP: Ms- PPC supported bits 0x01000060 (0x120601000060)
*Mar 5 02:29:38.491: Vi4 PPP: Process pendi ng packets
*Mar 5 02:29:38.499: Vi4 CCP: | CONFREQ [REQsent] id 5 len 10
*Mar 5 02:29:38.503: Vi4 CCP: Ms- PPC supported bits 0x01000001 (0x120601000001)
*Mar 5 02:29:38.503: Vi4 CCP: O CONFNAK [REQsent] id 5 len 10
*Mar 5 02:29:38.503: Vi4 CCP: Ms- PPC supported bits 0x01000060 (0x120601000060)
*Mar 5 02:29:38.503: Vi4 CCP: | CONFREJ [REQsent] id 1 len 10
*Mar 5 02:29:38.503: Vi4 CCP: Ms- PPC supported bits 0x01000060 (0x120601000060)
*Mar 5 02:29:38.503: Vi4 MPPE: Required encryption not negoti ated
*Mar 5 02:29:38.503: Vi4 PPP: Sending Acct Event[Down] id[ 6]
*Mar 5 02:29:38.507: Vi4 CCP: State is O osed
*Mar 5 02:29:38.507: Vi4 MPPE: Required encryption not negoti ated
*Mar 5 02:29:38.507: Vi4 PPP: Phase is TERM NATI NG
*Mar 5 02:29:38.507: Vi4 LCP: O TERVREQ [Open] id 2 len 4
*Mar 5 02:29:38.507: Vi4 IPCP: State is C osed
*Mar 5 02:29:38.507: Vi4 LCP: State is O osed
*Mar 5 02:29:38.511: Vi4 PPP: Phase is DOWN
*Mar 5 02:29:38.511: Vi4 VPDN: Reseting interface
*Mar 5 02:29:38.515: Vi4 PPP: Phase is ESTABLI SH NG Passive Open
*Mar 5 02:29:38.515: Vi4 LCP: State is Listen
*Mar 5 02:29:38.515: Vi4 CCP: O CONFREQ [Closed] id 2 len 4
*Mar 5 02:29:38.519: % .1 NK-3-UPDOMN: | nterface Virtual - Access4, changed state to down
*Mar 5 02:29:38.519: Vi4 LCP: State is O osed

*Mar 5 02:29:38.519: Vi4 PPP: Phase is DOMN
Authentication Mismatch — AMS-CHAPEL B/ B HES AN APAPE EHVPNE Fisi AR H.

*Mar 5 02:30:46.555: ppp6 PPP: Using vpn set call direction

*Mar 5 02:30:46.559: ppp6 PPP: Treating connection as a callin

*Mar 5 02:30:46.559: ppp6 PPP: Phase is ESTABLI SH NG, Passive Open

*Mar 5 02:30:46.559: ppp6 LCP:. State is Listen

*Mar 5 02:30:48.559: ppp6 LCP: TIMEout: State Listen

*Mar 5 02:30:48.559: ppp6 PPP: Authorization required

*Mar 5 02:30:48.559: ppp6 LCP: O CONFREQ [Listen] id 1 len 15

*Mar 5 02: 30: 48.559: ppp6 LCP: Aut hProt o Ms- CHAP (0x0305C22380)

*Mar 5 02:30:48.559: ppp6 LCP: Magi cNunber 0x1665F247 (0x05061665F247)
*Mar 5 02:30:48.575: ppp6 LCP: | CONFNAK [REQsent] id 1 len 8

*Mar 5 02:30:48.575: ppp6 LCP: Aut hProt o PAP (0x0304C023)

*Mar 5 02:30:48.575: ppp6 LCP: O CONFREQ [ REQsent] id 2 len 15

*Mar 5 02:30:48.575: ppp6 LCP: Aut hProt o Ms- CHAP (0x0305C22380)

*Mar 5 02:30:48.575: ppp6 LCP: Magi cNunber 0x1665F247 (0x05061665F247)
*Mar 5 02:30:48.579: ppp6 LCP: | CONFREQ [REQsent] id 1 len 44

*Mar 5 02:30:48.579: ppp6 LCP: Magi cNunber 0x78FD271D (0x050678FD271D)
*Mar 5 02:30:48.579: ppp6 LCP: PFC (0x0702)

*Mar 5 02:30:48.579: ppp6 LCP: ACFC (0x0802)

*Mar 5 02:30:48.579: ppp6 LCP: Cal | back 6 (0x0D0306)
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ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6
ppp6

LCP.
LCP.
LCP.
LCP.
LCP.
LCP.
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:
LCP:

MRRU 1614 (0x1104064E)

Endpoi nt Disc 1 Local
(0x131701E18F20C4D84A435B98EBA4BEAG)
(0x897EAE00000006)

O CONFREJ [REQsent] id 1 len 11
Cal | back 6 (0x0D0306)
MRRU 1614 (0x1104064E)
I CONFNAK [ REQsent] id 2 len 8
Aut hProt o PAP (0x0304C023)
O CONFREQ [ REQsent] id 3 len 15
Aut hProt o M5- CHAP (0x0305C22380)
Magi cNunmber 0x1665F247 (0x05061665F247)
| CONFREQ [ REQsent] id 2 len 37

Magi cNunmber Ox78FD271D (0x050678FD271D)

PFC (0x0702)

ACFC (0x0802)

Endpoi nt Disc 1 Local
(0x131701E18F20C4AD84A435B98EBA4BEAG)
(0x897EAE00000006)

O CONFACK [ REQsent] id 2 len 37

Magi cNunmber Ox78FD271D (0x050678FD271D)

PFC (0x0702)

ACFC (0x0802)

Endpoi nt Disc 1 Local
(0x131701E18F20C4AD84A435B98EBA4BEAG)
(0x897EAE00000006)

I CONFNAK [ ACKsent] id 3 len 8

Aut hProt o PAP (0x0304C023)
O CONFREQ [ ACKsent] id 4 len 15

Aut hProt o MS- CHAP (0x0305C22380)

Magi cNunmber 0x1665F247 (0x05061665F247)
I CONFNAK [ ACKsent] id 4 len 8

Aut hProt o PAP (0x0304C023)
O CONFREQ [ ACKsent] id 5 len 15

Aut hProt o MS- CHAP (0x0305C22380)

Magi cNunmber 0x1665F247 (0x05061665F247)
I CONFNAK [ ACKsent] id 5 len 8

Aut hProt o PAP (0x0304C023)
O CONFREQ [ ACKsent] id 6 len 15

Aut hProt o MS- CHAP (0x0305C22380)

Magi cNurmber 0x1665F247 (0x05061665F247)
I CONFNAK [ ACKsent] id 6 len 8

Aut hProt o PAP (0x0304C023)
O CONFREQ [ ACKsent] id 7 len 15

Aut hProt o MS- CHAP (0x0305C22380)

Magi cNunmber 0x1665F247 (0x05061665F247)
I CONFNAK [ ACKsent] id 7 len 8

Aut hProt o PAP (0x0304C023)
O CONFREQ [ ACKsent] id 8 len 15

Aut hProt o M5- CHAP (0x0305C22380)

Magi cNunmber 0x1665F247 (0x05061665F247)
I CONFNAK [ ACKsent] id 8 len 8

Aut hProt o PAP (0x0304C023)
O CONFREQ [ ACKsent] id 9 len 15

Aut hProt o M5- CHAP (0x0305C22380)

Magi cNunmber 0x1665F247 (0x05061665F247)
I CONFNAK [ ACKsent] id 9 len 8

Aut hProt o PAP (0x0304C023)
O CONFREQ [ ACKsent] id 10 len 15

Aut hProt o M5- CHAP (0x0305C22380)

Magi cNunmber 0x1665F247 (0x05061665F247)
I CONFNAK [ ACKsent] id 10 len 8

Aut hProt o PAP (0x0304C023)
Failed to negotiate with peer
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02: 30:
02: 30:
02: 30:
02: 30:
02: 30:
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48.
48.
48.
48.
48.
48.

639:
639:
639:
647:
647:
647:

ppp6
ppp6
ppp6
ppp6
ppp6
ppp6

PPP:
LCP:
PPP:
LCP:
LCP:
PPP:

Sendi ng Acct Event[Down] id[7]

O TERMREQ [ ACKsent] id 11 len 4
Phase i s TERM NATI NG

| TERVACK [ TERMsent] id 11 len 4
State is d osed

Phase i s DOMN

. i Cisco Secure PIXPh A A FHPPTP
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