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B, ESEAARHBER. IBERNRAER,
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HUEXT , BREBABINetflow ( ERIEATHEAPR ) EREFEREENLHER , UKHEEE
B =2 85

WEFEBAREBBRIWTCPARE :

- WEY  ERBEEARKEIEENTCP ACKEITCP SYNFHEBHH,
. Delay:'ETCP=)XiZF Hif , 5tETCP SYNMTCP ACKHE 2 IR, RESBERIL=,
. 18 BIBTCPFIISRAE, Hlin , EWBFINTCPFIESNREAEIER , REHREEX
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b

MNetflow
Collector

10.3.3.3/32

Master Router 10.4.4.4/32

.

Border Router

Border Router

b

10.5.5.5/32

ABER

EATEEXNSERZLEARE, RIEEAMC , AU AAERIEEXATEE :

HWEB

pfr maste
!

border 10
interface
interface
!

border 10
interface
interface
1

mode moni

BB

pfr maste
!

border 10
interface
interface
!

border 10
interface

r

.4.4.4 key-chain pfr
Ethernet0/1 external
Ethernet0/0 internal

.5.5.5 key-chain pfr
Ethernet0/0 internal

Ethernet0/1 external

tor passive

r

.4.4.4 key-chain pfr
Ethernet0/1 external
Ethernet0/0 internal

.5.5.5 key-chain pfr
Ethernet0/0 internal

MPLS Cloud

Internet Cloud

10.30.30.0/24

Text

10.20.20.0/24 (a

%



interface Ethernet0/1 external
1

mode monitor active

BEERK

EREREN, WRAKREKEmodemwm T , RIBSENGHEA , =& [ R4 A S mode monitor3k
BAREE,

pfr master

!

border 10.4.4.4 key-chain pfr
interface Ethernet0/1 external
interface Ethernet0/0 internal
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 internal
interface Ethernet0/1 external

MisE : MR F EIEEH S mode monitor , BIFEEHEPERZS® D , RACE—EERS

PN
T o

R

REBRBFGSEMC LAT, BELGSTARBRBTRARA THIE.
BEER

R3#show pfr master
<Output suppressed>
Default Policy Settings:
backoff 90 900 90

delay relative 50

holddown 90

periodic 0

probe frequency 56

number of jitter probe packets 100
mode route control

mode monitor passive

loss relative 10

jitter threshold 20

mos threshold 3.60 percent 30
unreachable relative 50
trigger-log percentage 30

A1 — REARBBE TCPRE AR

R3#show pfr master traffic-class
OER Prefix Statistics:
Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),
MOS - Mean Opinion Score
Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),
E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix



% - Force Next-Hop, *

- Prefix is denied

DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos
10.20.20.0/24 N N N N N N
INPOLICY 0 10.4.4.4 EtO0/1 BGP
46 46 0 0 35502 35502 2 1
N N N N N N
10.30.30.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1
N N N N N N
= A
AIEA2 — $efa AR 2R BBV UDP R 17
R3#show pfr master traffic-class
OER Prefix Statistics:
Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS
Los

- Mean Opinion Score
(percent/10000),
Bw - Bandwidth
- uncontrolled,

Un - Unreachable
(kbps) ,
+ - control more specific,
& - Blackholed Prefix
- Prefix is denied

- Packet Loss (flows-per-million),

- Egress, I - Ingress, N - Not applicable

- unknown, * @ - active probe all

# G o

- Prefix monitor mode is Special,

o

- Force Next-Hop, *

DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos
10.20.20.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
U U 0 0 0 0 13 0
N N N N
10.30.30.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
U U 0 0 0 0 14 0
N N N N N N
AL = — I = ~ N} N \, = = 3
MBI, $RTCPRE , ERUEFREENEEIETHB L EERYF , ER2ERUDPHR

HEEIAR BBEER R,
EHW

R3#show pfr master
<Output suppressed>
Default Policy Settings:
backoff 90 900 90
delay relative 50
holddown 90

periodic 0

probe frequency 56
number of jitter probe packets 100
mode route control
mode monitor active

2
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loss
jitt
mos

unre
trig

A

relative 10

er threshold 20

threshold 3.60 percent 30
achable relative 50
ger-log percentage 30

— R FRESHETCPRER

EEERHRBRL

R3#show pfr master traffic-class
OER Prefix Statistics:
Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),
MOS - Mean Opinion Score
Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),
E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix
% - Force Next-Hop, ~ - Prefix is denied
DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos
10.10.20.0/24 N N N N N N
INPOLICY 0 10.4.4.4 Et0/1 BGP
N N N N N N N N
54 54 0 0 N N N N
10.30.30.0/24 N N N N N N
INPOLICY 0 10.4.4.4 Et0/1 BGP
N N N N N N N N
54 54 0 1000 N N N N
EBR1L :

Ri#show pfr border active-probes

Type
Targe
TPort
Sourc
Inter
Att
Comps

OER Border active-probes
= Probe Type
t = Target IP Address
= Target Port
e = Send From Source IP Address
face = Exit interface
= Number of Attempts
= Number of completions

N - Not applicable

Type
DSCP
echo
0
echo
0

Target TPort Source Interface Att Comps

10.10.20.11 N 192.168.1.1 Et0/1 3 3

10.30.30.12 N 192.168.1.1 Et0/1 3 3

EBR2L :

R5#show pfr border active-probes

Type

OER Border active-probes
= Probe Type



Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address
Interface = Exit interface

Att = Number of Attempts

Comps = Number of completions

N - Not applicable

Type Target TPort Source
DSCP

echo 10.10.20.11 N 192.168.2.1
0

echo 10.30.30.12 N 192.168.2.1
TEMCJ:E’J =8

l/\J .

R4i#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address

Interface = Exit interface

Att = Number of Attempts
Comps = Number of completions
N - Not applicable

Type Target TPort Source
DSCP

echo 10.10.20.11 N 192.168.1.1
0

echo 10.30.30.12 N 192.168.1.1
0

R5#show pfr border active-probes
OER Border active-probes

Type = Probe Type
Target = Target IP Address
TPort = Target Port

Source = Send From Source IP Address
Interface = Exit interface

Att = Number of Attempts

Comps = Number of completions

N - Not applicable
Type Target TPort Source
DSCP

BEWK

R3#show pfr master
OER state: ENABLED and ACTIVE

Interface

Et0/1

Et0/1

Interface

Et0/1

Et0/1

Interface

Att Comps

w
w

w
w

EA TINPOLICY. MREILEFBRIMES/EEFMERENBRE , BR2EEF LLEIX

Att Comps

10 10

10 10

Att Comps

j;ﬂ‘.



<Output Suppressed>
Default Policy Settings:
backoff 90 900 90
delay relative 50
holddown 90
periodic 0
probe frequency 56
number of jitter probe packets 100
mode route control
mode monitor both
loss relative 10
jitter threshold 20
mos threshold 3.60 percent 30
unreachable relative 50
trigger-log percentage 30

AR — AR ETCPREBIA

EEERERER(TC)AMER KX TINPOLICY, B , MEBRE A @ #Netflow N M F & EIXEH
WA, ERATHES BWHERKRM.

EMCL :

R3#show pfr mas traffic-class

OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS - Mean Opinion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),

E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix

% - Force Next-Hop, ~ - Prefix is denied
DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix

Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw

ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos

10.20.20.0/24 N N N N N N
HOLDDOWN 61 10.5.5.5Et0/1 BGP
1 1 0 0 0 0 16 1
1 1 0 0 N N N N
10.30.30.0/24 N N N N N N
HOLDDOWN 61 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 16 1
4 4 0 0 N N N N
BRI L :

R4#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address

Interface = Exit interface

Att = Number of Attempts
Comps = Number of completions
N - Not applicable



Type Target TPort Source Interface Att Comps
DSCP

echo 10.20.20.1 N 192.168.1.1 Et0/1 1 1
0

echo 10.30.30.1 N 192.168.1.1 Et0/1 1 1
0

£BR2.L :

R5#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address

Interface = Exit interface

Att = Number of Attempts
Comps = Number of completions
N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

echo 10.20.20.1 N 192.168.2.1 Et0/1 1 1
0

echo 10.30.30.1 N 192.168.2.1 Et0/1 1 1

EMCLHREEE XA TINPOLICY, B, MEBREMGE L EETEIFRDEE K TEARENERES
P B W ERE X (2 A Netflow ) o

R3#show pfr master traffic-class
OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term, L - Long term, Dly - Delay (ms),
P - Percentage below threshold, Jit - Jitter (ms),

MOS - Mean Opinion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),
E - Egress, I - Ingress, Bw - Bandwidth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control more specific, @ - active probe all
# - Prefix monitor mode is Special, & - Blackholed Prefix
% - Force Next-Hop, ~ - Prefix is denied
DstPrefix Appl_ID Dscp Prot SrcPort DstPort SrcPrefix
Flags State Time CurrBR CurrI/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn ActLUn ActSJit ActPMOS ActSLos ActLLos
10.20.20.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 3 1
1 1 0 0 N N N N
10.30.30.0/24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1

1 1 0 0 N N N N
MEFR , BB B T HMEB TGRSR, A, ETCEE TINPOLICY . AREER
, BREMVERAISF LE,

R4#show pfr border active-probes
OER Border active-probes



Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address
Interface = Exit interface

Att = Number of Attempts

Comps = Number of completions

N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

R5#show pfr border active-probes
OER Border active-probes

Type = Probe Type

Target = Target IP Address

TPort = Target Port

Source = Send From Source IP Address
Interface = Exit interface

Att = Number of Attempts

Comps = Number of completions

N - Not applicable

Type Target TPort Source Interface Att Comps
DSCP

BHEE : 15.6(3)MhR. 15.7(3)MIMRAE B MRANTRINRAT X EPRV2, AL | Hr416.3.18
EPfRv2 CLI , EFRXEINEE, ERBIEMCPEEIZIPolarisiF , THEEMAKIZE | :EFEPolarishix A
FEESEIEE,

REREGF
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