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i nterface LoopbackO

ip address 10.0.1.1 255. 255. 255. 252

ip nat outside

!--- Creates a virtual interface called Loopback 0 and
assigns an !--- IP address of 10.0.1.1 to it. Defines
interface Loopback 0 as !--- NAT outside. ! | interface
Et hernetO i p address 192.168. 1.2 255. 255. 255. 0 secondary
i p address 10.0.0.2 255.255.255.0 ip Nat inside /---
Assigns a primary IP address of 10.0.0.2 and a secondary

IP !--- address of 192.168.1.2 to Ethernet 0. Defines
interface Ethernet 0 !--- as NAT inside. The 192.168.1.2
address will be used to communicate !--- through the CM

to the CMTS and the Internet. The 10.0.0.2 address !---
will be used to communicate with the local hosts. ip
policy route-nmap Nat-loop !--- Assigns route-map "Nat-
loop" to Ethernet 0 for policy routing. ! ip Nat pool
external 192.168.2.2 192.168.2.3 prefix-length 29 ip Nat
i nside source list 10 pool external overload ip Nat

i nside source static 10.0.0.12 192.168.2.1 !--- NAT is
defined: packets that match access-list 10 wWill be !---
translated to an address fromthe pool called
"external". !--- A static NAT translation is defined for
10.0.0.12 to be !--- translated to 192.168.2.1 (this is
for host 2 which needs !--- to be accessed fromthe
Internet).

ip classless
!
!
iproute 0.0.0.0 0.0.0.0 192.168.1.1
ip route 192.168.2.0 255.255.255.0 EthernetO
I--- Static default route set as 192.168.1.1, also a

static !--- route for network 192.168.2.0/24 directly
attached to !--- Ethernet 0! ! access-list 10 permt
10.0.0.0 0.0.0.255 !--- Access-list 10 defined for use

by NAT statenment above

access-list 102 pernmt ip any 192.168.2.0 0.0.0.255
access-list 102 pernit ip 10.0.0.0 0.0.0.255 any

!--- Access-list 102 defined and used by route-map "Nat-
| oop" !--- which is used for policy routing.

!
Access-list 177 pernmit icnp any any
!I--- Access-list 177 used for debug.

]
route-map Nat-loop pernmt 10

match i p address 102

set ip next-hop 10.0.1.2

!--- Creates route-map "Nat-loop" used for policy

routing. !--- Route map states that any packets that
match access-1ist 102 will !--- have the next hop set to
10.0.1.2 and be routed "out" the !--- loopback

interface. All other packets will be routed normally. !-
-- We use 10.0.1.2 because this next-hop 1s seen as
located !--- on the loopback interface which would
result in policy routing to !--- loopbackO.
Alternatively, we could have used "set interface !---
loopback0" which would have done the same thing. ! end
NAT-rout er #




XE AT THMTERBRIFEREA10.0.0.2 , BEINATEHSS., ISPHNICMTSHAEEE —@@EE
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#4511 showFldebughin ¥
ABRENERTAREBENARERE EREE,

ATHRALREAEREEN , RS EEENATE BT L debughi i BF #1174 X ping flEt. &7
LAE Blping@ I ﬁﬁdebugiﬁ‘ftﬂﬁﬁmﬁﬁfﬂﬂ’]%&o

i : EHdebugfi 2Bl , BBMEEDebugm THEEE
A —

HRE—IAE , BAREREEEN InternetP IV E EpingE 2, BicE , HP—EEXRE
Internetl:FEl’J%zEZJE ESEFIPH#E3E192.168.2. 1B X #2185, LA T ERNATHHIZEEFIM

debug#i i, ENATESH 28 LiE1THdebugin 5 =debug ip packet 177 detail , ©EAEZEH
access-list 177, debug ip NatFldebug ip policy , & & B &R FIE R KEEHNER S,

%III

LAUR ZIENATEE 25 £ 3177 Hshow ip Nat translation®s 5 BV H -

NAT-rout er# show ip Nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Qut si de gl obal
- 192.168.2.1 10.0.0. 12
NAT-rout er #

Internet LMVEEE ( ARGl A HET ) ping 192.168.2.1 , FIh , IR :

I nternet-devi ce# ping 192.168.2.1

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 192.168.2.1, tineout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 92/92/92 s
I nt ernet - devi ce#

EMBENATERERPEHRENITR , F2E L Tdebugi H MR

IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1, len 100, policy match
| CVP type=8, code=0

IP: route map Nat-loop, item 10, permt

IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (LoopbackQ), Len 100, policy routed
| CVP type=8, code=0

!--- The above debug output shows the packet with source 177.10.1.3 destined !--- to
192.168.2. 1. The packet matches the statenents in the "Nat-loop" !--- policy route map and is
permtted and policy-routed. The Internet !--- Control Message Protocol (ICWP) type 8, code O
indicates that this !--- packet is an | CWP echo request packet.

I P: EthernetO to LoopbackO 10.0.1.2
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (Loopback0), g=10.0.1.2, Len 100
f orward

| CVP type=8, code=0


//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

!--- The packet now is routed to the new next hop address of 10.0.1.2 !--- as shown above. |P:
NAT enab = 1 trans = 0 flags = 0 NAT: s=177.10.1.3, d=192.168.2.1->10.0.0.12 [52] IP:
s=177.10. 1. 3 (Loopback0O), d=10.0.0.12 (Ethernet0), g=10.0.0.12, Len 100, forward | CWVP type=8,
code=0 I P: NAT enab = 1 trans = 0 flags = 0 !--- Now that the routing decision has been made,
NAT takes place. We can !--- see above that the address 192.168.2.1 is translated to 10.0.0.12
and !--- this packet is forwarded out Ethernet 0 to the local host. !--- Note: When a packet is
going frominside to outside, it is routed and !--- then translated (NAT). In the opposite
direction (outside to inside), !--- NAT takes place first.

I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3, Len 100, policy match

| CWP type=0, code=0
IP: route map Nat-loop, item 10, permt
I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3 (Loopback0), Len 100, policy routed

| CWP type=0, code=0
I P: EthernetO to LoopbackO 10.0.1.2
!-—-- Host 2 now sends an ICMP echo response, seen as ICMP type 0, code 0. !--- This packet also
matches the policy routing statements and is !--- permitted for policy routing. NAT:
s=10.0.0.12->192.168. 2.1, d=177.10.1.3 [52] IP: s=192.168.2.1 (Ethernet0), d=177.10.1.3
(Loopback0O), g=10.0.1.2, Len 100, forward |ICWP type=0, code=0 |P: s=192.168.2.1 (Loopback0),
d=177.10.1.3 (Ethernet0), ¢g=192.168.1.1, Len 100, forward | CW type=0, code=0 |IP: NAT enab =1

trans = 0 flags = 0 /--- The above output shows the Host 2 IP address is translated to !---
192.168.2.1 and the packet that results packet is sent out loopback 0, !--- because of the
policy based routing, and finally forwarded !--- out Ethernet 0 to the Internet device. !--- The
remainder of the debug output shown is a repeat of the previous !--- for each of the additional
four | CWP packet exchanges (by default, !'--- five |ICMP packets are sent when pinging from G sco
routers). We have !--- onitted npst of the output since it is redundant.

IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1, Len 100, policy match
| CWP type=8, code=0
IP: route map Nat-loop, item 10, permt
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (LoopbackQ), Len 100, policy routed
| CWP type=8, code=0
I P: EthernetO to LoopbackO 10.0.1.2
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.1 (Loopback0), g=10.0.1.2, Len 100,
f orwar d
| CWP type=8, code=0
I P: NAT enab = 1 trans = 0 flags = 0
NAT: s=177.10.1.3, d=192.168.2.1->10.0.0.12 [53]
I P: s=177.10.1.3 (Loopback0), d=10.0.0.12 (Ethernet0), g=10.0.0.12, Len 100,
f orwar d
| CWP type=8, code=0
I P: NAT enab = 1 trans = 0 flags = 0
I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3, Len 100, policy match
| CWP type=0, code=0
IP: route map Nat-loop, item 10, permt
I P: s=10.0.0.12 (EthernetQ), d=177.10.1.3 (Loopback0), Len 100, policy routed
| CWP type=0, code=0
I P: EthernetO to LoopbackO 10.0.1.2
NAT: s=10.0.0.12->192.168.2.1, d=177.10.1.3 [53]
I P: s=192.168.2.1 (Ethernet0), d=177.10.1.3 (LoopbackO), g=10.0.1.2, Len 100,
f orwar d
| CWP type=0, code=0
I P: s=192.168. 2.1 (Loopback0), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100,
f orwar d
| CWP type=0, code=0
I P: NAT enab = 1 trans = 0 flags = 0

&t —
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NAT-rout er# show ip Nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
--- 192.168.2.1 10.0.0. 12 --- ---
NAT-r out er #

f€Host 12 tHpingtn 5 #& , HFIEH

Host - 1# ping 177.10.1.3

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 177.10.1.3, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 92/92/96 ms
Host - 1#

EFIA L& FpingfkiZh. NATEEHBRFRINATREEMT :

NAT-rout er# show ip Nat translation
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal

icnp 192.168.2.2:434 10.0.0.11: 434 177.10. 1. 3: 434 177.10.1. 3: 434
icnp 192.168. 2. 2: 435 10.0.0.11: 435 177.10. 1. 3: 435 177.10. 1. 3: 435
icnp 192. 168. 2. 2: 436 10.0.0.11: 436 177.10. 1. 3: 436 177.10. 1. 3: 436
icnp 192. 168. 2. 2: 437 10. 0. 0. 11: 437 177.10. 1. 3: 437 177.10. 1. 3: 437
icnp 192.168. 2. 2: 438 10.0.0.11:438 177.10. 1. 3: 438 177.10. 1. 3: 438
--- 192.168.2.1 10.0.0.12 --- ---
NAT-r out er #

HRELAANATERRER T HBENATE E ( EFENATEREMER ) EENEMER,
LA Fdebugi H R TNATEE B2 E A MNBER.

IP: NAT enab = 1 trans = 0 flags = 0
IP: s=10.0.0.11 (EthernetQ), d=177.10.1.3, Len 100, policy match

| CVP type=8, code=0
IP: route map Nat-loop, item 10, permt
I P: s=10.0.0.11 (Ethernet0), d=177.10.1.3 (Loopback0), Len 100, policy routed

| CVP type=8, code=0
I P: EthernetO to Loopback0O 10.0.1.2
I -—— The above output shows the ICMP echo request packet originated by !--- Host 1 which is
policy-routed out the loopback interface. NAT: s=10.0.0.11->192.168.2.2, d=177.10.1.3 [8] IP
s=192.168. 2.2 (Ethernet0), d=177.10.1.3 (Loopback0), ¢g=10.0.1.2, Len 100, forward | CVP type=8,
code=0 | P: s=192.168.2.2 (LoopbackQ), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100, forward
| CVMP type=8, code=0 IP. NAT enab = 1 trans = 0 flags = 0 /--- After the routing decision has
been made by the policy routing, !--- translation takes place, which translates the Host 1 IP
address of 10.0.0.11 !--- to an address from the "external" pool 192.168.2.2 as shown above. !--
- The packet 1is then forwarded out loopback 0 and finally out Ethernet 0 !--- to the Internet
device. | P; s=177.10.1.3 (Ethernet0), d=192.168.2.2, Len 100, policy match |ICWP type=0, code=0
IP: route map Nat-loop, item 10, pernmt |IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2 (Loopback0),
Len 100, policy routed | CWP type=0, code=0 IP: EthernetO to LoopbackO 10.0.1.2 IP: s=177.10.1.3
(Ethernet0), d=192.168.2.2 (Loopback0), ¢g=10.0.1.2, Len 100, forward |CW type=0, code=0 !/---
The Internet device sends an ICMP echo response which matches our !--- policy, is policy-routed,



and forward out the Loopback 0 interface. |P: NAT enab = 1 trans = 0 flags = 0 NAT:
s=177.10.1.3, d=192.168.2.2->10.0.0.11 [8] IP: s=177.10.1.3 (Loopback0), d=10.0.0.11
(Ethernet0), g=10.0.0.11, Len 100, forward |ICVP type=0, code=0 !--- The packet is looped back
into the loopback interface at which point !--- the destination portion of the address 1is
translated from 192.168.2.2 !--- to 10.0.0.11 and forwarded out the Ethernet 0 interface to the
local host. !--- The ICMP exchange is repeated for the rest of the ICMP packets, some of !---
which are shown below. |P: NAT enab = 1 trans = 0 flags = 0 I P: s=10.0.0. 11 (Ethernet0),
d=177.10. 1.3, Len 100, policy match ICWP type=8, code=0 IP: route nap Nat-loop, item 10, permt
I P: s=10.0.0.11 (EthernetQ), d=177.10.1.3 (Loopback0), Len 100, policy routed | CVP type=8,
code=0 | P: EthernetO to LoopbackO 10.0.1.2 NAT: s=10.0.0.11->192.168.2.2, d=177.10.1.3 [9] IP:
s=192.168.2.2 (EthernetQ), d=177.10.1.3 (Loopback0), ¢=10.0.1.2, Len 100, forward | CVP type=8,
code=0 | P: s=192.168. 2.2 (Loopback0), d=177.10.1.3 (Ethernet0), g=192.168.1.1, Len 100, forward
| CVWP type=8, code=0 IP: NAT enab = 1 trans = 0 flags = 0 IP: s=177.10.1.3 (EthernetO0),
d=192.168. 2.2, Len 100, policy match |ICMP type=0, code=0 IP: route map Nat-loop, item 10, permt
IP: s=177.10.1.3 (Ethernet0), d=192.168.2.2 (LoopbackO), Len 100, policy routed | CVW type=0,
code=0 | P: EthernetO to LoopbackO 10.0.1.2 IP: s=177.10.1.3 (Ethernet0), d=192.168. 2.2
(Loopback0O), g=10.0.1.2, Len 100, forward |ICVMP type=0, code=0 IP: NAT enab = 1 trans = 0 flags =
0 NAT: s=177.10.1.3, d=192.168.2.2->10.0.0.11 [9] IP: s=177.10.1.3 (LoopbackO), d=10.0.0.11

(Et hernet0), g=10.0.0.11, Len 100, forward | CWP type=0, code=0
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cHEEBHAR , RS REE L, EAGH , F#10.10.10. 1*&15?“?%200 200.200.1 ,
1%20 20.20. 1%*&@5?“?%100 100.100.1, Hit , RMFZEEME S [ L
EMENRzENRESARBBR2, B2, RAWERE -

TER, HRE5
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. ‘—%11%2 B RENBEBR2EX,

- HREMNER , RMAFTEFENATER | N TENEEFRT.

NAT#% 4 25 &L

NAT % i 85 B0 1

i nterface LoopbackO

ip address 4.4.4.2 255.255.255.0

ip Nat inside

!--- Creates a virtual interface called "loopback 0" and
assigns IP address !--- 4.4.4.2 to it. Also defines for
it a NAT inside interface. ! Interface Ethernet0/0 ip
address 1.1.1.2 255.255.255.0 no ip redirects ip Nat
outside ip policy route-map Nat !--- Assigns IP address
1.1.1.1/24 to e0/0. Disables redirects so that packets
!-—- which arrive from R1 destined toward R3 are not

redirected to R3 and !--- visa-versa. Defines the
interface as NAT outside interface. Assigns !--- route-
map "Nat" used for policy-based routing. ! ip Nat inside
source static 10.10.10.1 200.200.200.1 !--- Creates a
static translation so packets received on the inside
interface !--- with a source address of 10.10.10.1 will
have their source address !--- translated to
200.200.200.1. Note: This inplies that the packets
received !--- on the outside interface with a

destinati on address of 200.200.200.1 !--- will have the

destination translated to 10.10.10. 1.

ip Nat outside source static 20.20.20.1 100.100.100.1
!--—- Creates a static translation so packets received on
the outside interface !--- with a source address of
20.20.20.1 will have their source address !---
translated to 100.100.100.1. Note: This inplies that
packets received on !--- the inside interface with a
destinati on address of 100.100.100.1 will !--- have the
destination translated to 20.20.20. 1.

ip route 10.10.10.0 255.255.255.0 1.1.1.1
ip route 20.20.20.0 255.255.255.0 1.1.1.3
ip route 100.100.100.0 255.255.255.0 1.1.1.3

|
access-list 101 permt ip host 10.10.10.1 host
100. 100. 100. 1

route-map Nat permt 10

match i p address 101

set ip next-hop 4.4.4.2




#i]2 showFdebugi i H

AR BHEFERTEXER Eshowsn T , ZTEAFEREshowsn T LAY D #T. £ Adebugts
TRHl , FRSEEBDebugETHNEEEA,

&t —

M EEEMR , RPEAMEFENATER | 7£R2 £ Ashow ip Nat translationds & 7] LA & ZI5E
L,

AR —IENATEE 85 £ #1177 #9show ip Nat translation®s 5 BV Er H -

NAT-rout er# show ip Nat translation

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
S --- 100. 100. 100. 1 20.20.20.1
--- 200. 200. 200.1 10.10.10.1 --- ---

R2#

EARAES  RARRIEENEE(10.10.10.1)% Hping , EEMNiL ARITEREE
(100.100.100.1)By &gk, E£R2 E#11Tdebug ip NatFldebug ip packeti$ EZ LA T -

IP: NAT enab = 1 trans = 0 flags = 0
I P: s=10.10.10.1 (Ethernet0/0), d=100.100.100.1, Len 100, policy nmatch

| CVP type=8, code=0
IP: route map Nat, item 10, permt
I P: s=10.10.10.1 (Ethernet0/0), d=100.100.100.1 (LoopbackO), Len 100, policy
rout ed

| CVP type=8, code=0
I P: Ethernet0/0 to LoopbackO 4.4.4.2
I -—— The above output shows the packet source from 10.10.10.1 destined !--- for 100.100.100.1
arrives on E0/0, which is defined as a NAT !--- outside interface. There is not any NAT that
needs to take place at !--- this point, however the router also has policy routing enabled for
I-——- E0/0. The output shows that the packet matches the policy that is !--- defined in the
policy routing statements. |P: s$=10.10.10.1 (Ethernet0/0), d=100.100.100.1 (LoopbackO0),
g=4.4.4.2, Len 100, forward |ICVP type=8, code=0 IP. NAT enab = 1 trans = 0 flags = 0 /--- The
above now shows the packet is policy-routed out the loopback(O !--- interface. Remember the
loopback is defined as a NAT inside interface. NAT: s=10.10. 10. 1->200.200. 200.1, d=100.100.100.1
[ 26] NAT: s=200.200.200.1, d=100.100.100.1->20.20.20.1 [26] !--- For the above output, the
packet is now arriving on the loopback(Q !--- interface. Since this is a NAT inside interface, it
is important to !--- note that before the translation shown above takes place, the router !---
will look for a route in the routing table to the destination, which !--- before the translation
is still 100.100.100.1. Once this route look up !--- is complete, the router will continue with
translation, as shown above. !--- The route lookup is not shown in the debug out put.

I P: s$=200.200. 200. 1 (Loopback0), d=20.20.20.1 (Ethernet0/0), g=1.1.1.3, Len 100,
f orward
| CVP type=8, code=0
IP: NAT enab = 1 trans = 0 flags = 0
I-—— The above output shows the resulting translated packet that results is !--- forwarded out
E0/0.

ERKEEHMBFIBRNEEBBNEABRBHFBARENERENTAMERM BT
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NAT: s=20.20. 20. 1->100. 100. 100. 1, d=200. 200. 200. 1 [ 26]
NAT: s=100.100. 100. 1, d=200.200.200. 1->10.10.10.1 [ 26]

!--- The return packet arrives into the e0/0 interface which is a NAT !--- outside interface.
In this direction (outside to inside), translation !--- occurs before routing. The above output
shows the translation takes place. |P: s=100.100.100.1 (Ethernet0/0), d=10.10.10.1
(Ethernet0/0), Len 100, policy rejected -- normal forwarding | CVWP type=0, code=0 |IP:
s=100. 100. 100.1 (Ethernet0/0), d=10.10.10.1 (Ethernet0/0), g=1.1.1.1, Len 100, forward | CW
type=0, code=0 !--- The E0/0 interface still has policy routing enabled, so the packet is !---
check against the policy, as shown above. The packet does not match the !--- policy and is
forwarded normally.
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