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L RONERREIRF AL ENAT, EEERBAT , EERNATHMERH,

ELr—ERfS , RESAREASAZA i HE172.31.200.488E 1 5172.16.47.150 , MUA T BB
T o

!

version 11.2

no service udp-small-servers

no service tcp-snmall-servers

!

host nane Router-A

!

enabl e password ww

!

ip nat inside source static 172.31.200.48 172.16.47.150

!-—— This command creates a static NAT translation

!--- between 172.31.200.48 and 172.16.47.150 i p domai n-name ci sco.com i p name-server
172.31.2.132 ! interface EthernetO no ip address shutdown ! interface SerialO ip address
172.16.47. 161 255. 255. 255. 240 ip nat inside

!--- Configures Serial0 as the NAT inside interface no ip nroute-cache no ip route-cache no
fair-queue ! interface Seriall ip address 172.16.47.146 255. 255. 255. 240 ip nat outside

!--- Configures Seriall as the NAT outside interface NoO ip nroute-cache no ip route-cache ! no
ip classless ip route 0.0.0.0 0.0.0.0 172.16.47.145

!--- Configures a default route to 172.16.47.145 ip route 172.31.200.0 255.255.255.0
172.16.47.162 ! ! line con O exec-tineout 0 O line aux O line vty 0 4 password wv login ! end

BRRRTEFERSNELR,



Rout er - A#show ip nat translation
Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
- 172.16.47. 150 172. 31. 200. 48

UtE 2R R ESAREEY , BERA debug ip packet detalliFEIdebug ipnat , ARREE
172.31.200.48% Hping@i s , HH#5172.16.47.142,

B Debugii SERAEHE, EEIPERLNRERERSIFEATCH , UeHRKTNEHM
SEBERTFFE, #itdebug BT ZE , BEELSEEBMDebugis THEERRA.

I P: s=172.31.200.48 (Serial0), d=172.16.47.142, len 100, unroutable
| CVP type=8, code=0

I P s=172.16.47.161 (local), d=172.31.200.48 (Serial0Q), len 56, sending
| CVP type=3, code=1

I P: s=172.31.200.48 (Serial0), d=172.16.47.142, len 100, unroutable
| CVP type=8, code=0

I P: s=172.31.200.48 (Serial0), d=172.16.47.142, len 100, unroutable
| CVP type=8, code=0

I P s=172.16.47.161 (local), d=172.31.200.48 (Serial0Q), len 56, sending
| CVP type=3, code=1

I P: s=172.31.200.48 (Serial0), d=172.16.47.142, len 100, unroutable
| CVMP type=8, code=0

I P: s=172.31.200.48 (Serial0), d=172.16.47.142, len 100, unroutable
| CVMP type=8, code=0

I P s=172.16.47.161 (local), d=172.31.200.48 (Serial0Q), len 56, sending
| CVP type=3, code=1

HALEEEPEENATRSES , AT EAERRREER Y ERASFNBEARTREEN
1H(172.16.47 142) 9 B8 H 6 T‘J%mﬁﬂ@m%*%mlcw;ﬁ,fu FEIEHE  RHEREEIAPEE

o

BR , BARANTARBHR172.16.47.145 , BEATEZBHER /T ARKE ?

BXHBRAKRELEip classless , EEREZFMNRERTWE WU R ", @ibut ( RGP A
172.16.0.0) , MEBHARPEFETFHE , RIRBHTHREATERRKH, ROFER , REZE noip
classless & , i 2 EIRAEE HESE MM T EH &R AV AV TEE, HEE‘EM:?T% BRABTE
Router-AJ:aﬁilp classless. f#fCisco IOSEXE fRAx11. 3$HE¥E}‘J)_IZIKE’JC|SCOE§EE%§J:¥E <R Aip

classless 5

Rout er - A#configure terminal

Enter configurati on commands, one per line. End with CTRL/Z.
Rout er - A(confi g) #ip classless

Rout er - A(confi g) #end

Rout er - A#show ip nat translation

YSYS-5- CONFI G_| : Configured from consol e by console nat tr

Pro I nside gl obal I nsi de | ocal Qut si de | ocal Cut si de gl obal
- 172.16.47. 150 172. 31. 200. 48

ERR AR ping AIEE iﬁgﬁﬂﬁﬂ@?ﬁﬁiﬁ plngTsJIEEJZIJJo

Pi ng Response on device 172.31. 200. 48

D\ >pi ng 172.16. 47. 142
Pinging 172.16.47.142 with 32 bytes of data:


https://www.cisco.com/c/zh_tw/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html
https://www.iana.org/assignments/icmp-parameters/icmp-parameters.xhtml

Reply from 172. 16. 47. 142: bytes=32 ti me=10ms TTL=255
Reply from 172. 16. 47. 142: bytes=32 ti me<10nms TTL=255
Reply from 172. 16. 47. 142: bytes=32 ti me<10nms TTL=255
Reply from 172. 16. 47. 142: bytes=32 ti me<10nms TTL=255

Ping statistics for 172.16.47.142:

Packets: Sent = 4, Received = 4, Lost = 0 (0%
Approximate round trip tines in mlli-seconds:

M ni mum = Ons, Maxi mum = 10ns, Average = 2ms

Debug nmessages on Router A indicating that the packets generated by device
172. 31.200. 48 are getting transl ated by NAT.

Rout er - A#

*Mar 28 03:34:28: IP: tableid=0, s=172.31.200.48 (Serial0), d=172.16.47.142
(Seriall), routed via RIB

*Mar 28 03:34:28: NAT: s=172.31.200.48->172.16.47.150, d4=172.16.47.142 [160]
*Mar 28 03:34:28: IP: s=172.16.47.150 (Serial0l), d=172.16.47.142 (Seriall),
g=172.16.47.145, len 100, forward

*Mar 28 03:34:28: ICMP type=8, code=0

*Mar 28 03:34:28: NAT*: s=172.16.47.142, 4=172.16.47.150->172.31.200.48 [160]
*Mar 28 03:34:28: IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200.48
(Serial0), routed via RIB

*Mar 28 03:34:28: IP: s=172.16.47.142 (Seriall), d=172.31.200.48 (Serialo),

g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: ICMP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [161]

*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [ 161]

*Mar 28 03:34:28: |IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200. 48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial 1), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: | CWP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [162]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [162]
*Mar 28 03:34:28: |IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200. 48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial 1), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: |CWP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [163]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [ 163]
*Mar 28 03:34:28: |IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200. 48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial1l), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: | CWP type=0, code=0

*Mar 28 03:34:28: NAT*: s=172.31.200.48->172.16.47.150, d=172.16.47.142 [164]
*Mar 28 03:34:28: NAT*: s=172.16.47.142, d=172.16.47.150->172. 31. 200. 48 [ 164]
*Mar 28 03:34:28: |IP: tableid=0, s=172.16.47.142 (Seriall), d=172.31.200. 48
(Serial0), routed via RIB

*Mar 28 03:34:28: |P: s=172.16.47.142 (Serial1l), d=172.31.200.48 (Serial0),
g=172.16.47.162, len 100, forward

*Mar 28 03:34:28: | CWP type=0, code=0

Rout er - A#Hundebug all
Al'l possi bl e debuggi ng has been turned off
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