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https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/13772-12.html
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/6209-5.html
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/6209-5.html
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/6209-5.html
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/26704-nat-faq-00.html
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/26704-nat-faq-00.html
https://www.cisco.com/c/zh_tw/support/docs/ip/network-address-translation-nat/26704-nat-faq-00.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/xe-16/nat-xe-16-book/iadnat-addr-consv.html#reference_255FB71880424C21A193DF9BC9B2F957
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/xe-16/nat-xe-16-book/iadnat-addr-consv.html#reference_255FB71880424C21A193DF9BC9B2F957
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/xe-16/nat-xe-16-book/iadnat-addr-consv.html#reference_255FB71880424C21A193DF9BC9B2F957
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/xe-16/nat-xe-16-book/iadnat-addr-consv.html#reference_255FB71880424C21A193DF9BC9B2F957
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipaddr_nat/configuration/xe-16/nat-xe-16-book/iadnat-addr-consv.html#reference_255FB71880424C21A193DF9BC9B2F957
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AERPFHWEFHARBIECisco |I0S XEEEE,

ANHHEARBBEREERTRRANKEMEL. XHEAINAMERERRERKR (HK
) WARREREE) . MRENMBIEFD  FRACHEBETMESTREKNTZE,

8Bt B &

192.0.2.254/24 203.0.113.0/28
A 2
.254 ISP

Nat MNat
Inside Qutside

192.0.2.10/24

NAT #h#

RO - NATHES (HESR)

HWEHEERREBERANAT ( HIMABENATRPATEIR ) P EIPH  BEoE AR, ERE
FINAT R BRI Aib it IR |, BESBEEEBR.

FRERTHE

NATHERAR (FFEU APt HESFEFEHS ).
-NATELER B 2Nt &R KR ERTHERER,

%NAT-6-ADDR_ALLOC_FAILURE: Address allocation failed; pool 2 may be exhausted [2] port range: NA, non-P.



created by pkt: src_ip 192.0.2.13 dst_ip 192.x.x.40 src_port O dst_port O proto 1

B ERNAT th SARE RSttt SIS

<{froot>

NAT_R1#

show i p nat pool platform

Dump NAT pool config
ID: 2, Name: NAT_Pool, Type: Generic, Mask: 255.255.255.240

Flags: Unknown, Acct name:
Address range blocks: 1

Start: 203.0.113.3, End: 203.0.113.5

Last stats update: 07/31 13:08:43.708061785

Last refcount value: 3

BENATERXIREERFENZDERI

<{froot>

NAT_R1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global

--- 203.0.113.3 192.0.2.10 --- ---

--- 203.0.113.5 192.0.2.12 --- ---

--- 203.0.113.4 192.0.2.11 --- ---

icmp 203.0.113.5:0 192.0.2.12:0 198.51.100.30:0 198.51.100.30:0
icmp 203.0.113.3:0 192.0.2.10:0 198.51.100.10:0 198.51.100.10:0
icmp 203.0.113.4:0 192.0.2.11:0 198.51.100.20:0 198.51.100.20:0

Total nunber of translations: 6

BENATRATEAPREETIERET. LERSEREAREZTESER  BEARNATS EREEM
BEER,



<tfroot>

NAT_R1#

show i p nat statistics

Total active translations: 6 (0 static, 6 dynamic; 3 extended)
Outside interfaces:

GigabitEthernet0/0/4

Inside interfaces:

GigabitEthernet0/0/3

Hits: 11094661606 Misses: 10

Reserved port setting disabled provisioned no
Expired translations: 1412

Dynamic mappings:

-- Inside Source

[Id: 2] access-1ist 1 pool NAT_Pool

refcount 6

<---- Translations count

pool NAT_Pool: id 2, netmask 255.255.255.240

start 203.0.113.3 end 203.0.113.5

type generic, total addresses 3, allocated 3 (100%), misses 3559386331
nat-Timit statistics:

max entry: max allowed 0, used 0, missed O

In-to-out drops: 3559337007

Out-to-in drops: 0 <---- drops from in to out
Pool stats drop: 0 Mapping stats drop: O

Port block alloc fail: 0O

IP alias add fail: 0

Limit entry add fail: 0O

NAT_R1#

RFENAE , BRQFPERRENATHEN , EELERRTHERINEBERYE.

<ffroot>

NAT_R1#

show pl atform hardware gfp active feature nat datapath stats

Counter Value

nunber _of _sessi on 3 << The total nunber of active NAT se

udp 0



tcp

icnp

non_ext ended

statics
static_net

entry_timeouts

hits

misses

cgn_dest_log_timeouts
ipv4_nat_alg_bind_pkts
ipv4_nat_alg_sd_not_found
ipv4_nat_alg_sd_tail_not_found

i pv4_nat _r x_pkt

i pv4_nat _t x_pkt

<snip>

i pv4_nat _non_natted_i n2out _pkts

ipv4_nat_non_nated_out2in_pkts
<snip>

i pv4_nat _cfg_rcvd

i pv4_nat _cfg_rsp

Subcode#14 ADDR ALLOC FAI L

o

585149

[N eNeNeNe)

154

18791285989

144

5216959285

<< Counts

<< Nunber

<< Numnber

<< Nunber

<< Nunber

<< Nunber

<< Nunber

<< Numnber

of

of

of

of

of

of

of

of

NAT sessions by protocc

NAT sessions that are r

NAT session entries the

successful NAT | ookups

| Pv4 NAT packets recei\

| Pv4 NAT packets transr

| Pv4 packets going fror

NAT configuration messe

<< This counter indicates the nunber



BEBEEIEENEE |, ¥ HEmaxhost_countflmaxhost_himark{& :

« maxhost_count: B RIEHIF LMW ERIKE,
« maxhost_himark:BE/R7 , ERREEERFEZERIRE,

<tfroot>

NAT_R1#

show pl atform hardware gfp active feature nat datapath limt

maxhost_Timit 131072
nmaxhost _count 5
maxhost_fail 0

maxhost _hi mark 7

total 1imit entries 0 hash tb1l 0x0 max entries 0 Tlimit_chunk 0x0 allvrf 1imit O
acl Timit 0 acl count 0 acl fail 0 acl_id 0x0

bt BESRFEFAERARME TSRS NETREN S ERHA

« maxhost_IimitiIEEFAZENNATERRENRABE, ZEXRTITEENNATEFENER
B LR,

« maxhost_count:3E " E B AR EEINATE MR E HEFEE

« maxhost_fail: B RHAKZZERZARFMER 7 ENATERERE N ABRE., EASRERARELE
2477 9 Be BB

« maxhost_himark: R "B EXARKEEREFH BB FEAANATEERE S KRR IEEE

- BIREFE  BSEEESEERINATREFE fVE 2

« MEROXO:EREER IS [ ARNATRGRE WHMERNIER, BEOX0RTERARSE
MER

« RAREH  BENATREXRPAFHEAKRE B. BERTREEE[ARE,

* limit_chunk Ox0:¥8 RiE A D EENATRGIHR B ML RBRAVER. EXORTATELERE
iﬁo

- alvrffR# - RFEARAABVRF (ERIKAMERHIE ) INATRS, BEERTARESH
PR

« aclfR#l : IEEFHERFFBEACLENATIRE WRE, BERTAKEEEMERACLAIRE,

* aclFT® . BRERACLEABIRINATIRE W ERIFT R



« acl fail:FARERACLRRH M EMNATHR B & B XS,
+ acl_id Ox0: X REEACLEL EAHBE RV FE B AT SR RIE4E, HOXORTRADEACLEE.,

NAT 9 o] A ib it B R 3FI5F7 %, ENATRHREBIETEERIESHERE  ESHELEEMR
EHETELR, ERABPITA , HATARNATERBER A24/ K, EfRILEE , BB Eip nat
translation timeout@s & , AMBELIRERBIRIETZTEHIH: , NATREEER,

<#froot>

NAT_R1(config)#

ip nat translation tinmeout 10800

NAT_R1(config)#end
NAT_R1#

clear ip nat translation *

NAT_R1#

show i p nat translations

Pro Inside global Inside Tocal Outside local Outside global

--- 203.0.113.5 192.0.2.11 --- ---

--- 203.0.113.4 192.0.2.10 --- ---

icmp 203.0.113.4:0 192.0.2.10:0 198.51.100.10:0 198.51.100.10:0
icmp 203.0.113.5:0 192.0.2.11:0 198.51.100.20:0 198.51.100.20:0
Total number of translations: 4

RO - NATERIENatiY 1Pt ( B<FRERE)

NATHEISFIhEE B E BB AR ENATSI B R EEIENAT R R AR HES K EE. BIENATER BRIBRA

TNATHNEE , EMBEESETAEESH K AEXNATEREFCTEES R, HEBREEFREES

(QFP) L5 ACPUE R, M EIBMHE —EIENATHRI /N EIREUREHEE —EN , BRI HELE

Ba®k , AFTPEBNATS|Z | MBI CPURSEL. GatekeepertREXA AR B € H ¥ B B B
, M AFEEBEREZRLER(CERRETEINATHER T BANATSI ZEFHTER.



EER—NHLEBEESNATHMENATRER , HEHERARECERINAZRIRESERRIRAN
L, TUEBETHRRADNEEABTMIENATREN XKD , EFEREERATE. ENATHMEHLERE
REIIENATRER , BEFABRREKD,

BmS <z, NATHSF

AREBNATS| BB R HIENATRIET AL ENRE,
HMEBIENATHRREL , LA EMEIBNATRE,
SHHREVFR B B AP E TG R

‘E R IEQFP LM CPUSE AR,
FEAERENRIAD , EREBREERNREKRE
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