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LT RETHREMAIXKASANEE :

ASA Version 9.3(2)

!

host nane ASA

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed

names
|

!-—— This is the configuration for the outside interface.

interface G gabitEthernet0/0

nanei f outside

security-level 0O

ip address 203.0.113.2 255. 255.255.0

l-—— This is the configuration for the inside interface.

interface G gabitEthernet0/1
nanei f inside
security-level 100

ip address 192.168. 0.1 255.255.255.0
!

boot system di sk0:/asa932-snp-k8. bin

I-——- This creates an object called OBJ_GENERIC_ALL.

!-—— Any host IP address that does not already match another configured
I-—— object will get PAT to the outside interface IP address

l--- on the ASA (or 10.1.5.1), for Internet-bound traffic.

object network OBJ_GENERIC_ALL

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic interface

|

route inside 192.168.1.0 255.255.255.0 192.168.0.254 1

route outside 0.0.0.0 0.0.0.0 203.0.113.1

timeout xlate 3:00:00

ti meout conn 1:00:00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00:02

ti meout sunrpc 0:10:00 h323 0:05: 00 h225 1:00: 00 ngcp 0:05: 00 ngycp-pat 0:05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
ti meout sip-provisional-nedia 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

dynami c- access-policy-record DfltAccessPolicy

http server enable

http 192.168. 0.0 255. 255.254.0 insi de

no snnp-server | ocation

no snnp-server contact

snnp-server enabl e traps snnp authentication Iinkup |inkdown col dstart
crypto i psec security-association lifetine seconds 28800

crypto i psec security-association lifetinme kil obytes 4608000

tel net tineout 5

ssh timeout 5

consol e timeout 0O

threat-detection basic-threat

threat-detection statistics access-|ist

no threat-detection statistics tcp-intercept
|



cl ass-map inspection_default

mat ch defaul t-inspection-traffic

1

!

policy-map type inspect dns preset_dns_map
paraneters

message- |l ength maxi mum client auto
message- | engt h maxi mum 512
policy-map gl obal policy

cl ass inspection_default

i nspect dns preset_dns_map

inspect ftp

i nspect h323 h225

i nspect h323 ras

i nspect rsh

inspect rtsp

i nspect esntp

i nspect sql net

i nspect ski nny

i nspect sunrpc

i nspect xdntp

i nspect sip

i nspect net bi os

inspect tftp

i nspect ip-options

1

servi ce-policy global _policy global
pronpt host nane cont ext

Crypt ochecksum 6f f f bd3dc9chb863f d71c71244a0ecc5f
: end

AR MEBPATES B/ 2848

MREEBRFLEFANI MR —ELNH b TER | BEREhUERPAT), REENPATEE
Z— S RFEASEENESR UFECMHERREATNEIP,. EISPRMENTAIKAIPHI B SRR
ALEBLEERRE A , BECEREEPATEE.

STRATHER , AFRIPEREAPATERI I

1. BfnF|Configuration > Firewall > NAT Rules , #&— TAdd , A% i#EiENetwork ObjectAEL & &

RENATH A -
[-_:—’] Monitoring | G save (¥ Refresh O Back | ) ‘:} Hetu|
g Configuration = Firewall > NAT Rules m) _// Addresses ] Services ]

& add ~ @ | + ¢4/ BB q Addresses
.|| 4k Add ~|[2F Edit [ Delete € Where Used € Mok Used

im Metwork Chject. ..
{58%  Mebwork Object Group...

Match Criteria: Original Packet
Source Intf Diest Intf Source i

"Metwork Object” MAT (Mo rules)

=l Mebwork Objects
@ any
@ anyd

2. BEZFEHEPATHMER/IH/EE, FItRfld , EREMBEAN A, BRENLSAE
BRETR  BESILBE



= Add Network Object

Marme: QOB] GEMERIC_ALL
Type: Mebwork w
IP Yersion: () IPvd () IPvE
IP Address: 0.0.0.0
Metrnask: 0.0.0.0 v
Description:
NAT ¥
| Ik | | Cancel | | Help |

3. #&—"TFNAT , i+ Add Automatic Address Translation Rule Z&RER 5 #2 , & ADynamic , 3% &

Translated Addri218 , fFEERRATNE. NRZ—TEBRIRGE , S
&, BlOAEAE

1=

70N

ENEEENY



F= Add Network Object

Twpe:

Translated addr:

Add Aukomatic Address Translation Rules

Crvnamic PAT (Hide)

Mame: QE]_GEMERIC_ALL
Type: Mebwork w
IP Yersion: () IPvd () IPvE
IP Address: 0.0.0.0
Metrnask: 0.0.0.0 W
Description:

MAT =

aukside

PAT Paoal Translated Address:

Faound Rabin

[ ] Use IPwé For interface PAT

Use one-to-one address translation

Advanced.,.

Fall through to inkerface PATdest inkf):

Translate TCP and UDP ports inka flak range 1024-85535

Extend PAT uniqueness to per destination instead of per interface

Include range 1-1023

| o

| | Cancel

Help

4. ¥ — T Advanced SLUEE KRN EME Wit :




E= Advanced NAT Settings @

[ ] Translate DNS replies For rule

Interface
Source Interface: v
Destination Interface: | outside W

| ] 4 | | Cancel | | Help |

5 %—T TOKL , R&EE—T TApply, LUERABE, TH#E A AEEZ2RKEETER
(ASDM)EERNATH 8l :

BMnnimuHBSwa Q refresh| Q) ack () D e

8  Configuration = Firewall > NAT Rules o
& Add » [ cdic [ Ocle 4 4 Y W - QFnd EiDagram B
Match Criteria: Original Packet Action: Translated P
Source Inkf Dest Intf Source Destination Service Source De

B “Metwork Object” MAT (Rule 1)

1 inside outside [ OBI_GENER.., & any @ any Bl outside (P) O

B HARBEE
LU 235 BRBAYARRE -

Bui | di ng configuration...

Current configuration:

!

version 12.4

servi ce tinestanps debug uptine
service tinestanps |og uptinme
no service password-encryption




1
host nanme Router B

1

!

usernane cisco password O cisco
1

ip subnet-zero
i p domai n-nane ci sco.com
1

isdn voice-call-failure O
1

interface Ethernet0/0

ip address 192.168.1.1 255.255.255.0
no ip directed-broadcast

!

interface Ethernet0/1

!--- This assigns an IP address to the ASA-facing Ethernet interface.

ip address 192.168.0.254 255.255.255.0
no ip directed-broadcast

ip classless

!--- This route instructs the inside router to forward all of the
!'-—- non-local packets to the ASA.

ip route 0.0.0.0 0.0.0.0 192.168.0.1
no ip http server

1

!

line con O
exec-timeout 0 O
length O

transport input none
line aux O

line vty 0 4
password ww

I ogin

!

end

E

EBWeb B ERZBHTTPEEMEY , UBREENERES ERERE.

LERBIEAFEERIP#ELE 198.51.100. 10089 A . MNSRERRELTD , RIFEASA CLIE AT A B BATEB
palikat: o)

AR

#i A show connection address #p 5 LA B 358 4R



ASA(config)# show connection address 172.16.11.5

6 in use, 98 nost used

TCP outside 198.51. 100. 100: 80 inside 192.168.1.5:58799, idle 0:00:06, bytes 937,
flags U O

ASAR — BB IRRER A& , REWebMAREBFHIRERE RFFEBE ARG , BA TR XRERKRF
HRBERTE, HENFENERARENTRATBEN AR  MEBRN EHRESE
(ACL)PELE,

ERHENEET , ASTHELENE SRS ERAEBNEZEIL 7 2/198.51.100. 100 E A ELR, &
REEATCPHERY L EDEMAD, EAERETILBRINE IR,

BHEE - AEIEREFNFMAET , F2EASA TCPEBFF(ERE I HMHFER) BRI E,

RER: AR

58 A 2 BT P a2 9 38 51 3 5% 8 k4R R P

RiKARE

B Ashow login S AR R B EE

ASA(config)# show log | in 192.168.1.5

Apr 27 2014 11:31:23: Y%ASA-6-305011: Built dynamic TCP translation fromi nside:
192.168. 1.5/ 58799 to outside: 203.0. 113. 2/ 58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198. 51. 100. 100/ 80 (198.51.100. 100/ 80) to inside:192.168.1.5/58799 (203.0.113.2/58799)

ASARF K BEIEEETHBERRK AR, RKBFNEEIURN BFFCHERE. W HBRERT
6% AR FIE F R MBI B 5o

FELRBIAR  ERTRERFERA. FE—EARERMABCEIEHRNARES  EBMS , M2
BRETCPHEIR(PAT), ERERAFTNEASHIADBNEE , CETRIPHU FIRL R EREHN
|Pith 31k R

F_ERRAFTRAPABERERRPAZT P HNARSCENLZEREREN 78R, MR
NEEE AR IEERES  NEREEMEREZERL T HEFNET ( BRI 0 il B R

) . AR AR B ERIE R ERIERN B3, MR  CELSESERN IR EMELRYE
AR ISR,

ESRCIBIE

AL TS L B A Packet TracerZh&E :

ASA(confi g)# packet-tracer input inside tcp 192.168.1.5 1234 198.51.100.100 80


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html

--Qritted--

Resul t:

input-interface: inside

i nput -status: up
input-line-status: up
output-interface: outside
out put-status: up

out put-1line-status: up
Action: allow

ASA EfJPacket TracerBIBE ARF R IEEEHFERE , YRAH A BEERERTHANFESES R
. BMEMIDEE, FHALTE %BMS&’&%E&J’T‘JH‘FJELFHAH&E’Jﬁiﬁﬁ]iﬁﬁﬁ'?Sx%ﬂiﬂiﬁumi
ﬁ*#%ﬁﬁﬂo ELE—ERHI% |, EHPacket TracerlB TS U T HREMNEHFERS -

- REENAFERDNE.

- fER I E=RTCP,

- REE P kPt it 5192.168.1.5,

- EAERESEER B ERE12340 T E,

- REAREIPH I %198.51.100. 1008 7 FR 25
- MEAEEERIESO,

HAEE O P UARERARNE. iERHBRPacket Traceri®it. % T Ei§&E FEEH AN N R IE
ﬁﬂf‘:]ﬂ’]ﬁﬁéﬁt SRECENABHATCUARREBENERZ S,

7R : BE8Packet TracerThBEMFHIHERA |, @SB EHCLI 8.4F18.689Cisco ASA 5500F %I
B E 75 BRY £ i Packet Tracerﬂﬁmﬁﬂ@ﬁﬁ“

CAPTURE

WAL TS AERAHE

ASA# capture capin interface inside match tcp host 192.168.1.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 192.168.1.5.58799 > 198. 51. 100. 100. 80: S 780523448
780523448(0) win 8192 <nmss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 192.168.1.5.58799: S 2123396067
2123396067(0) ack 780523449 wi n 8192 <nss 1024, nop, nop, sackCOK, nop, wscal e 8>
3: 11:31:23.712884 192.168.1.5.58799 > 198.51.100. 100. 80: . ack 2123396068
win 32768

ASA#show capture capout

3 packets captured


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412

1: 11:31:23.432869 203.0.113.2.58799 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <nmss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198.51.100. 100. 80 > 203.0.113.2.58799: S 95714629:
95714629(0) ack 1633080466 wi n 8192 <nmss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
Wi n 32768/ pre>

ASABT K BT A B EASBBEEN NN RE. WHEEBEIEEE  RATCUUREIRHRERE
ERH AR R BB A, EHIERT 2 BIERINEN E L EE R E R Scapinflcapoutty %,
capturein S FAimatchBafE ¥ , AT RIEEERENRE.

£ capinfEENEEHIF | RNEEEEtcpF#192.168.1.5F#£198.51.100. 100 L B RIHI AEZBN T (
AREH ) BN REERT. BRAOFER  CEHEEREH192.168.1.5F1X 3 T #
198.51.100. 10089 FfAITCPRE , R Z %K. FERAmatchBRF AP A BERBERRE. A
AN EEEWcapturen S 5| AR EF kPt | KA X EEZTFiIPEi EFITPAT,
gﬁt , RIESEEZE FimIPitat i, M |, L&A1 AanyR &R RFTE A BERY IP {1t 39 B 3% 4R 440 4B

BERER  SUUERBRENER , WHEMF Ashow capture<capture_name>ti SRR HE,
FEHESH | EBALLEREAEIREHEETFARES , MERPEIHTCP IXREBFIRo

MR
- BENEERERREBEER

. Cisco ASA 5500-XF& 5l T — 1R By A s

. EREBE(RFC
. Cisco ASARJICLIEEIEE . 9.08 BasBaM AR H

. B i X BB a3 4 Cisco Systems
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