EFANATE EASANR AR I 3%
B 8%

A
=5
R T

HXE

858 B 2%

A FFAEDE HOBIBPATEA B 7 SR 48 3%

f i *“BI%JELNATQEFEWHW%
AATZEEN TS EZEEEB P EH
ﬁ%%%ﬁNAT

FARENEREEHER (X )

B
E AR

R B

Packet Tracer
CAPTURE
g 2z03:

s

L‘

>
1

Fl?r

B
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B
RSN
Application Seruer Rautes 20001102 —T e,
& == = =
172 A6.4000,34 ] — :
—7
Inside Dutrside
Intermet User
17240010.0/4

LB E A E AR IPHE i 5 RTE Internet E RRES KA, ELti REEBREFREFFEHAMNRFC
19181 41k o

AR EMEBPATI B/ SBHEEE

MEBFLERNPEMEA —EL b TEIR | BEAEBUELRPAT), REENPATEREZ
— S RAEFIE AR ERE IR A BN EIPHbi, EISPREREAN TEAIPHIUNEBERRAEDE
LERAIAE—(EE , BECEREEPATEE,

TRUATESER , UAFRIPEEERPATIHR IS

1. i##ZConfiguration > Firewall > NAT Rules., #&— TAdd , #####Network Object Al & B) 5E

NAT# A,
. - rrgrregE
Maonikaring | Q Save @ Refresh | o Back J ? Help | l CISCO
Confiquration = Firewall = NAT Rules O addresses rServices ]
& Add - [ Edit [ Delete + & % Addresses -

% add -|[E Edit [[] Delete Q ‘Where Used @ Mot Used

Match Criteria: Original Packet

* Source Inkf Dest Intf Source E% etwork Object..
= "Metwark Object” NAT (Rule 1) i Metwork Object Group. .. !
F\n;. = Mebwork Ohjects
gy any
@ anyd
@ anyt

2. BEFEDHEPATHNMER/IH/EE, FItRHlF , ERE-—EAN A, BERENLSAE
B EATR  TERLLBE,




= Add Network Object

Mlarme: obj_172.16.11.0

Type: Mebwark, W

IF Version: (*)IPvd () IPvE

IP Address: 172.16.11.0

Metmask: 255.255.255.0 "

Descripkion:

NAT >
| ] 4 | | Cancel | | Help |

3. EBANAT. iZ+Add Automatic Address Translation RulesZREl 5., £ THEl, THHBEF
IRIZENEPAT (B# ) . 7ETranslated Addrififz s |, BERBRADBNENRE, R—T "
Advanced. .



%= Add Network Object

Mame: obj_172.16.11.0

Type: Mekwaork,

P Wersion: () IPvd () IPvE

IP Address: 172,16.11.0

Metmask: 255,255,255.0

Descripkion:

MAT

Add Autornatic Address Translation Rules

Type: Crynamic PAT (Hide) I&

Translated Addr: |outside

IUse one-to-one address translation

PAT Paoal Translated address:

Round Robin

Exkend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest intf):

[ ] Use IPv& For interface PAT

| Advanced. .. |

2K, | | Cancel

4. 7£Source Interface#Destination Interfface FHLEREAH | BIEFBHEEN M H. E—TOK , RER
— TApply SAE&E R £



E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

ERMPATEERNSMAICLIEH

obj ect network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (inside, outside) dynamc interface

RFFABEMEBNATEE S il

HTBBREBHENATRE , AF—ARPEMMMFEADE R, BPATTRE , BENATH
It BERN I, Bt , —ATHEMIEACHERIPHIL WA THTEAAR—EER
P4t

Al BFEZEFERTHBEATHENIRERNER b | AR AREHRICERNIPBI
o

TR THR , AR ERBBNATAB MR

1. i###Configuration > Firewall > NAT Rules., #Z— TAdd , A& 1EZNetwork Object AL & B &
NAT# 81,



Monitoring | D Save @ Refresh | o Back. O | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, =1 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
g Add - Edit Delete Where Used Mok Used
Match Criteria: Original Packet Ef ﬁ 2 Q
# 5 Mebwork Object, ..
Source Inkf Dest Intf Source EEI'I’ ] |
= "Metwork Object” NAT (Rule 1) f Nebwork Object Group.., L

F'.n';.-' outside = Inside_h =-Metwaork Objecks
@ ary
@ anyd
@ anyt

2. BEFEHEPATHMER/IH/EE, TARROFP , 2B EFZ GBS,
B Add Network Object

Mame: obj_172.16.11.0

Type: Metwork,

IP Yersion: (o) IPvd () IPwE

IP Address: 172.16,11.0

Metmask: 265,255,255.0

Descripkion:

4 H Cancel H

3. BEINAT, iZFAdd Automatic Address Translation RulesEEl 58, 7£ T8B, THRBFE
FiZiE TERE, . ETranslated Addrif{u A | BIEEEMIZE, H—T "TAdvanced. .



§ Edit Network Object (%]

Mame: obj_172.16.11.0
Type: Mebwark, w
IP Version: (*)IPvd () IPvE
IP Address: 172.16.11.0
Metrnask: 255,255,255.0 v
Descripkion:
NAT ~
Add Automatic Address Translation Rules
Type: Dwnamic W
Translated Addr: E]

Ilse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP ports into Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Use IPvE Faor interface PAT

| Advanced. .. |

| 0] 4 | | Cancel | | Help |

4. B—TAdAUAFTIB AR R, £ "8A|, ThBED | 2E M, . £Start AddressFEnd
AddressB{IF |, B AREBMERPAT IPH#it, R—T "OKy (HE ).



%= Add Network Object

%me: obj-my-range

Type: Fange

IP Wersion: () IPvd () IPvE

Start Address: |203.0.113.10

End address: 203.0.113.20

Descripkion:

5. & Translated Addrifi{ /R , BIEFEH ¥R, #H— TAdvanced SUEEZERIFE T E M B At/ Ho



% Edit Network Object

Mame: Q‘ obj_172.16.11.0
Type: Metwork,

IP Yersion: (%) IPvd () IPve
IP Address: 172.16.11.0
Metrnask: 255.255.255.0
Description:

MAT

Add Aukomatic Address Translation Rules

Twpe: Dwnarnic W

Translated &ddr: |obj-ry-range

IUse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Exktend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports inka Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Ise IPw6 For inkerface PAT

| Advanced. .. |

6. f£Source InterfacefDestination Interface THIREFH | BEBEEMN M H. EH—TOK , A%I%
— TApply SAEE S E R



E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

IERIASDME BV FMAICLIE H

obj ect network obj-ny-range
range 203.0.113.10 203.0.113.20

obj ect network obj_172.16.11.0

subnet 172.16.11.0 255.255.255.0

nat (i nsi de, out si de) dynani c obj-my-range

RIRHEE | 172.16.11.0485% 49 THUIGE 1 BNATH(203.0.113.10 - 203.0.113.20)F B E TPt
i, MRHPSHA MU DABERERN Y |, Bl TREE AR, Hit , B UERERABEPATHE
D EREENAT , BAILERBREFHT.,

1. EXFNEERERIB1T3 , AERBXR—TAdUFERAKER, £ "8E, ThiREH
IBEEM. EIP AddressHBL A | I APATIHR P, 3R—T "TOK, (E),



= Add Network Object

Mame; {optional) |obj-pat-ip

Tvpe: Hosk

IF Yersion: (&) IPvd () IPwE

IP Address: 203.0.113.21

Metmask: Z55,255,255.0

FODM:

Descripkion:

INAT

| | Zancel

2. B—TAddLAFT 8RR Y R, £Group Namelifudh , ABEHE Y HEADEEHEMRE
iR ( NATEEFIPAT IPibit

i fdd Neteork Ohjert Group

L3
Garoup Mame: |net-pai-grovp

Dissciplion:
(=) Exkting e brork O cis\Groups: Marbers IR Group:
Mame 4 P address Mehmass Desoipar B 1P Addrass hetmaskPralie L
= Metwr k Olsgects = abpat-p 3001521
@ any 203.0,115.10-203.0. _
o eyt
o anve
ol irsiideermt... 15,09,18.0 255,255.255.0

3. IBEBMEBANNATHRAI , WiA&Translated AddrE N AFBEEHHE "nat-pat-groups ( ABIA T
obj-my-ranges ). &E—T TOK, (HZE ),



#® Browse Translated Addr

& Edit [ Delete € Where Used ) Nok Used

Filker: | |Filter | Clear

| Mame w TP Address Metmask Descripkion Objeck MAT Address
- Network Objects

o mB objrny-ra,., 203.0.113,10-203,..

i E objpat-ip 203011321

lé -Mebwork Object Groups

= Intetfaces
Ef backup
~ 2 inside
- B cutside

Selected Translated Addr

l Trarslsted &ddr -= ] |nat-p-ﬂt-gfﬂ'-l:' |

[ QK ] [ Cancel

4. —TOKLAFTENATE Bl, % — TAdvanced SURIZERRENHEA B B9 H.



% Edit Network Object

Mame: obj_172.16.11.0

Type: % Mebwark

IP Yersion: @1 IPvd () IPwE

IP Address: 172.16.11.0

Metmask: £55.255,255.0

Descripkion:

MAT

Add Autormatic Address Translation Rules

Twpe:

Translated addr:

Ilse one-to-one address translation

Dwniarnic

W

nak-pat-group

[ ] PAT Pool Translated Address:

Found Rabin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP parks into Flat range 1024-65535 Include range 1-1023

[ ] Fall through ko interface PAT(dest inkF):

IUse IPvE For inkerface PAT

[ advanced, .. ]

8]4

][ iZancel ][

5. f£Source InterfaceFDestination Interface THLIREF | BEFBEEMN N NEH. E—T "OK, (

E)o



E= Advanced NAT Settings

%D Translate DMNS replies For rule

Interface

Source Interface:

Deskination Interface:

inside W

autside

W

| | Cancel

6. & — T Apply SAfE E A R

i (%, Canfigration

Ej Manitoring LB Tave Gm‘rashl 0 Eack -J

20

_Firesail

=}

R

=4 frcess Pules

] Davce st |

&-ﬂ Deice Sebup
€, rowal

£ Remete Access UPN

o
W

i

m]
% acd - [F cdt ) Del=e= & K Fa 01 -
[ Mabch Criteria: Dnginal Packet ]

Soirca Intf Digek Intf S
= ik Chiect” AT (Ruk: 1)

IERIASDME B FMAICLIE H

obj ect network obj-ny-range
range 203.0.113.10 203.0.113.20

obj ect network obj-pat-ip

host 203.0.113.21

obj ect - group network nat - pat-group
net wor k- obj ect obj ect obj-nmy-range
net wor k- obj ect object obj-pat-ip

obj ect network obj_172.16.11.0

subnet 172.16.11.0 255.255.255.0

dl."’n’.ddras&as [ 3aices |

ClIsco

Addresses
& nid - @ A

o B
], Mt Lzed

Fiker:

M
= MemMnrk Cnjecks
- g Ay
= [ TR
' - gk Ak
- i nside-retnrs] 24
' ) cby-my-range
Lol b 17216110

| >

|




nat (inside, outside) dynam c nat-pat-group

AFFREEN MY EZEEMEFN M

ETMUBEBEEAFTENATERMNAFELETRVFIBRARER, SENSBEAELEFBURA
ERAEER P VR T A ARES A |, MEEHT L IERE., RIS A [ IRES 7 LABES T o] £ Internet L 3&
HNEAIPHi, Rt , FEEEEBENATHASZAE P ERAENEIPHL, BREREE—
BEAZARES(172.16.11.5), A TEWINEEE I  REESHERMFRSIPbuERA /N H
Pt , A5 R45055% BA aN4r] B8 e & () B AENAT LAA$172.16.11.58#: 5203.0.113.5,

1. i##£Configuration > Firewall > NAT Rules., #&— TAdd , #####Network Object A il & 7# RE
NAT#R B, BEINAT,

§& Add Network Object Ed
Marme: obj_172.16.11.5
Tvpe: Hosk b
IF Version: (&) IPvd () IPvE
IF Address: 172.16,11.5
Descripkion:
NAT N -9

] 4 | | Cancel | | Help |

2. 1#HAdd Automatic Address Translation RulesE&ER 58, £ "HE|, THHEESH | EE TR
R, ., ETranslated AddriB{u e , @ AIPH#3t, 3% — TAdvanced SLEZENFEN HEA B B9t
Ho



= Add Network Object

WE=H
Tvpe:
IF Yersion:

IP Address:

Description:

MAT

Tvpe:

abi_172.16.11.5

Hiosk L

@ 1Pvd () IPvE

172.16.11.5

Translated Addr: |203.0,113.5 (]
Use one-to-one address kranslation

PAT Pool Translated address:

»r

Add Automatic Address Translation Rules

Skatic W

Found Robin

Extend PAT unigueness ta per destination instead aof per interface

Translate TCP and IUDP porks into Flak range 1024-65535 Include range 1-1023
Fall through ta interface PAT(dest inkF):

Use IPw& For inkerface PAT

| Advanced. .. |

| ] 4 | | Cancel | | Help |

3. £ Source InterfaceFDestination Interface THLREAF | BEFEEN N N EH, E—T "OKy (&

E)o



E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

4. BAILENEE R ENTFRENATIRE . 32— TApply At i = EIX BIASA,

Confiquration = Firewall = NAT Rules [;3 =
dp add - 3 N + 4+ BB }, Find B Ciagram
Match Criteriaz Driginal Packet Action: Translated Packet
3

Source Intf Dest Dricf SOWFCE Destimation Service Saurce Diestination Service
e et AT (Rl 1) e
1 ireide aubside @ obj_172.16.... @ any & any Bl 202.0.113.5(5) -~ Orignal - - Original -- v
outside inside @@ any S 0301135 @ any - arignal - (3) = obi_L7Z.16.... -- Original -

| Aoy || Reset

LT RIENATE B EFRACLIE H

obj ect network obj_172.16.11.5
host 172.16.11.5
nat (inside,outside) static 203.0.113.5

BESMENAT

NATE#ER —EA AR , AERMERE ATUERTANATHER T EHE B BERVPNELRE/ AR
FASAWEMEMNERFEEN —LEEH/AMREE. St , ARAEARKRSR ( EALAIPiEyL ) AJLIER
RECHEH  MAFEFBEFITINATHE R,



BEARRGIF , AEBEH172.16.11.15F EHRBERVPNARER172.20.21.15,

ERUATESER  ETHNATER | AFFAEBEHBERVPNEEE :

1. £ Configuration > Firewall > NAT Rules, & — TAddUAEENATEHZF A,

@ Huine G%Cnnﬁuur-.'mn | Monitoring Save Refresh Back Foi g Help

Firewall a B Configuration = Firesall = NAT Rules. O
E---ﬁmﬂctﬂnulﬂ o bdd - @ cor @ Dol 4 4 | % Ba B - Q Find F5 Diagram B oacket
I Service Policy FLLE; . Match Criteria: Original Packet

) F”'_':“ Rules Source Intf | DestIntf Source Destination Service
B Ayl " hlatwork Chjact NAT (Hio rues)

-'-"-:— LRL Bltering Servers
-3 Threst Dekection

i Identity Opbions
B Tdentity by TrustSec
[ F5] Bobnet Traffic Fiter

i {5 Objects
#-fi0, Unifled Communicabions
B Advanced

2. £ Source InterfacefDestination Interface FTHLZE A | BEBEEN N M. £ TRt #{

b ERBEENKE,

B= Add NAT Rule

Match Criteria: Original Packet

Source Interface:

Source fddress:

inside W | Destination Interface: |outside o |
any E] Destination Address:  |any E]
Service: any E]

Action: Translated Packet
Source MAT Type:

Source fddress:

Found Robin

Ise one-to-one address kranslation

PAT Poal Translated Address:

E= Browse Original Source Address
-- 2riging

& add ~ [ ot [ Dkt @ Where Used @ Mok Used

Filker: |

a1 1P address

Mare
[=)-Metworl Objects

Metmask,

Extend PAT uniqueness ko per clestinal
Translate TCP and UDF parts inka flak
Fall through bo interface PAT

|2 IPv6 For source interface PAT

Options
Enable rule

[ ] Translate DMS replies that match this ruls




3. B — TAddUARTIEFERH R, EEFHEIPHL,

§& Add Network Object (%]
Marme: obj_172.16,11.15
Twpe: Hosk hd
IP Version: (#)IPvd () IPvE
IP Address: 172.16,11.15
Description:
MAT b
| Ik, | | Cancel | | Help |

4. 8, BIEBMibitbit, R— TAJAUUFTIEERE R, AE TP,

% Add Network Object Ed
MNamne: Tohi_172.20.21.15
Twpe: Host W
IP Yersion: (#)IPvd () IPvE
IP Address: 172.20.21.15
Descripkion:
NAT ¥
| 0] 4 | | Cancel | | Help |

5. 1RZECEHBAR B B Zhut ¥R, #+Disable Proxy ARP on egress interfaceflLookup
route table to locate egress interfaceZEX S, #—T "OK, (FEE )




#= Add NAT Rule

Match Crikeria: Original Packet

Source Interface: inside W | Destination Interface: | outside v |
Source Address: obj_172,16.11.15 E] Destination Address;  |obj_172,20.21.15 E]
Service: any E]

Action: Translaked Packet

Source MAT Type: Skatic W |

Source fddress: -- CQriginal -- E] Destination Address: |- Qriginal -- E]

[] Use one-to-one address translation

PAT Poal Translated address: -~ || SErvice: -- riginal -- E]

Round Fobin

Extend PAT uniqueness to pet destination instead of per interface

Translake TCP and UDP parts inka flak range 1024-65535 Include range 1-1023
Fall through toinkerface PAT

IUse IPveE for source inkerface PAT Use IPwE for destination interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARF on egress interface

Lookup route kable ko locake eqgress inkterface

Descripkion: |

[ K, ]’ Cancel H Help

6. & — T Apply SAF & 4K,



Bmmtmnglaﬁam@nﬁm:csaﬂJ | ‘?Hﬂb. I -{|5-

t_}% Configuraton

G g [;k Configuration = Firewall = NAT Rules O | Addresses &l
Es - . ol i + {1 mmE-q Fi"d. dp add - i | 7], Where Lssd 0
sive Policy Rules Match Criteria: Original Packet Filter:
LR * Source Intf DestIntF | Sowroe Diesting Mg
1 inside sutside = abj_17z.16.... = ook | =-Nebwork Objects
“miatviork Obpact”® NAT (Mo neles) @ arny
all - 1)
e Access YPH =B nside-nebwarkf2d
o okj_172.16.11.15
10-Sice \PH Lo mloakj 1772002115

L1 >
= Menagement — —

. .

ERNATRESHHNATE ENFRAICLIE L

obj ect network obj 172.16.11.15
host 172.16.11. 15
obj ect network obj 172.20.21.15
host 172.20.21. 15

nat (inside, outside) source static obj _172.16.11.15 obj 172.16.11.15
destination static obj _172.20.21.15 obj _172.20.21.15 no-proxy-arp route-| ookup

ERABFENEREERNERD (X )

EEXREECOS2—EEANIIGE  AXERETERFBBEE VAT MARSE. ALk, RE
AiRES ( EEALE IPHbi ) AIEBRANEIPHU | T AFFISEERHRE,

EARGIF , ABERAEREFBE25 LHSMTPMIAREF203.0.113.15, EABBMELRTHK

1. #E25 L A SR ER - RI AR B8 172.16.11. 158 #i B8 25 F 1 23 H1P#h 411203.0.113.15,
2. FFAARIE25 LAY A H B/ AR 28 203.0.113.15,

ENEEAEE R RIE25 LW RBREE203.0.113.158F , LR EAG E E [ 53825 £ 1Y RSP ER 4] AR
#88172.16.11.15,

1. i#$#EConfiguration > Firewall > NAT Rules, #Z— TAdd , A #&iEiZENetwork Object AL & ## A&
NAT#R Bl

Maritaring | B Save @ Refresh | o Back d 3) Help | l cI1SCO
Configuration = Firewall = MAT Rules O addresses rServices ]
% add - [F Edit [[f Delet= + & 3% Addresses o /X

9 Add v||Ef' Edit 3 Delete Q Where Used @, Mot Used

Match Criteria: Original Packet

Source Inkf Cest Intf Source _.'“_'. R CloL
= "Metwork Object” NAT (Rule 1) | s Gl e S !
- outs [=)-Mebwork Objects
@ any
@ anyd
@ anyh

2. REFERERNTH,



% Edit Network Object

Mame: obj_172.16.11.15

Tvpe: Hosk

IF Yersion: () IPvd () IPw6

IP Address: 172.16,11.15

Descripkion:

3. EBNAT. £+ Add Automatic Address Translation RulesZER 5. £ "HEl, THRFE
FIRIE TR, . ETranslated AddriifiI |, B AIP#isE, 32— T Advanced BUEE BR# F 5k
R B RS Ho



F= Edit Network Object

Mame: obj_172.16,11.15

Tvpe: Hiost

IF Siar; IPw4 IPvE
{¥ @1Pv O

IP Address: 172.16,11.15

Descripkion:

Add Automatic Address Translation Rules

Tvpe: Skakic W

Translated Addr: |203.0.115.15

[ ] Use one-to-one address translation

PAT Pool Translated Address:

F.ound Robin

Extend PAT uniqueness to per deskination inskead of per interface

Translake TCP and UDP ports inka flak range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest inkf):

Use IPv6E Far inkerface PAT

| Advanced. .. |

QK | | Zancel

4. 7£Source Interface#Destination Interface THIEEAH | BEBEEN M H. BERE. &—T
r()KJ ( EEEE ) o



F= Advanced NAT Settings

Translate DS replies For rule

Lookup rouke kable ko locate egress inkerface

Interface

Source Interface: inside

Destination Inkerface: | outside

Service

Praotocol: Itk bop
Real Port: amkp
Mapped Port: amkp

| QI | | iZancel | | Help

5. & — T Apply LA 55 58 o 4 3%

o o Configuration > Firewall > NAT Rules m] Addresses £
Match Criteria: Original Packet Filter:
= Source Intf Dask Inkf Source Dweskinag Marme
S | o) "Hebwork Object” NAT (Rule 1) = Network Objects
outside inside @ any & 203 - g anyd
@ anyd

o2 inside-nekwark 24
= ohi 172.16.11.15
8l 203.0.115.15

. T

MTRUNATEERNSRHWCLIE L

obj ect network obj _172.16.11. 15
host 172.16.11.15
nat (inside,outside) static 203.0.113.15 service tcp smtp sntp

B

ERAXHRE , BELNEEBRBEEERE,

Cisco CLI Analyzer ( EMEFMEFFER ) TEHEL show #EF. FA Cisco CLI Analyzer 113



https://cway.cisco.com/cli
http://tools.cisco.com/RPF/register/register.do

show ETBRHN 5.

ERAWeb B BERBIBHTTPRARIMYE, Lt REIEAFEEE198.51.100. 10009 44 B, W0 RELRALTH
, BIA[fEASA CLIL BRIt

AR

ASA(confi g)# show connection address 172.16.11.5

6 in use, 98 nost used

TCP outside 198.51.100.100: 80 inside 172.16.11.5:58799, idle 0:00:06, bytes 937,
flags U O

ASA;:—:“ﬁ';Iﬂtﬁ“"Ib?k?lm I B 785 R B Web A lR 2R AVIR B EEB RS A , B A TEP AEERRP
WEE, RAEAGENERLENTEATBEN AR  FEHEANTACLIEL,

ERENEET , ASTELENE RS ERAIBNEREIL 7 2/198.51.100. 100 E AV ELR, &

%iEEFHTCPTﬁEE_thEE ERAY. EREFETRILERNEINRE, SRERSEFNFAE
%ﬂ y nﬁ e BﬂASA TCPJE%’? TWL:O

R B

ASA(config)# show log | in 172.16.11.5

Apr 27 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation frominside
172.16. 11. 5/ 58799 to outside: 203. 0. 113. 2/ 58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside
198. 51. 100. 100/ 80 (198.51. 100. 100/ 80) to inside: 172.16.11.5/58799 (203.0.113. 2/58799)

ASARE X i IEFET B ERRK B, RKAFNEERURR BFSCREE, & HBRERE
63 "EFAL KB LW REOMERE R,

FERRBIAR | ERTRERFERS. F—EARERMABCEIEHR (LAEEHETCPEHR
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Packet Tracer

ASA(confi g)# packet-tracer input inside tcp 172.16.11.5 1234 198.51.100.100 80

--Oritted--

Resul t:

input-interface: inside

i nput-status: up
input-line-status: up
output-interface: outside
out put-status: up
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out put-1line-status: up
Action: allow
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CAPTURE
PEFi 47

ASA# capture capin interface inside match tcp host 172.16.11.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 172.16.11.5.58799 > 198.51. 100. 100. 80: S 780523448:
780523448(0) win 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 198.51.100. 100. 80 > 172.16.11.5.58799: S 2123396067:
2123396067(0) ack 780523449 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712884 172.16.11.5.58799 > 198.51.100. 100.80: . ack 2123396068
win 32768

ASA#show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51. 100. 100. 80: S 1633080465:
1633080465(0) win 8192 <nss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 198.51.100. 100. 80 > 203.0.113.2.58799: S 95714629
95714629(0) ack 1633080466 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
win 32768/ pre>

ASABF KRBT A EEASBBEENENRE. WHEREFEEE K RATCHBAEERRERT
EABERBRAMAE, LHIETRT 2 BEARAINDNELEEMER AcapinFlcapouthy %,
capturetn S EAmatchBiEF , AT EERRPAESHENRE.
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