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ANRAMAEEZS AEEREREASA) , FEALGBURIFESEREDMZ), AEPHEREIIALT
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DB R

&R
AXHRBRHEER,

RAxH
ANHFHNERARBEBUATREMEERA

ETEERAO. 15 & R A I Cisco ASA

. B Cisco I0S®®; B8R 4<15.1(4)M6#I Cisco 2800C R 5l & Fa 88
ANXNFHHEHRBRBEEERTREANEEMEYL, XHFERAIVWMEEEEREERR ( AR
) BAEREZRENE), MEENEREEER  BRARZEEFBITMIES UREERNEFE,
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A2RENBRMRE R EAURREE S HEHEANINERA.
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M EAnTEHNTS(ERDSEMTFER)TENAHFEAN G THFRER,
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/content/en/us/support/docs/dial-access/asynchronous-connections/17016-techtip-conventions.html
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
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ISP

203.0.113.2/24 —™

Outside
-— 203.0.113.1/24

DMZ
---’l T
H I .
10.1.1.1/24—» 172.16.31.1/24 Vs
Inside '
Mail Server
| | 172.16.31.10
I I
MNetwork
10.1.1.0/24

MisE | AXAE R EANIPIRILL S EE Internet ERRES KR, EXiIEAEERTRERE
FAHKRFC 1918#hit,

ARG E AR SR EE AR EE510.1.1.0/24 , S\ ZP#E38 5203.0.113.0/249ASA, IPH3E
£172.16.31. 100V BB A RES (ML ADMZ B b, EERZPREB BB HERES , B4BEE 5 71
B i 1 B H(NAT),

ATENBERAEEAFEBMHARSE  CLARERENATHHRBTEELRLH A
outside_int) , SAFCFFIMERGE A & 55 B B4+l AR 2R A AS Br R B R BRIE RIANEB N T o

ASARE


http://www.ietf.org/rfc/rfc1918.txt?number=1918

LT R UL ROIBIASAELE

show run
Saved

ASA Version 9.1(2)

|

host nane ci scoasa

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed

x|l ate per-session deny tcp any4 any4

x|l ate per-session deny tcp any4 any6

x|l ate per-session deny tcp any6 any4

x|l ate per-session deny tcp any6 any6

x|l ate per-session deny udp any4 any4 eq donmin
x|l ate per-session deny udp any4 any6 eq donmin
x|l ate per-session deny udp any6 any4 eq donmin
x|l ate per-session deny udp any6 any6 eq donmin
passwd 2KFQhbNI dI . 2KYQU encrypt ed

names

1--- Configure the dmz interface.

interface G gabitEthernet0/0
namei f dne
security-level 50

ip address 172.16.31.1 255.255.255.0
!

1--- Configure the outside interface.

interface G gabitEthernet0/1

namei f outsi de

security-level 0O

ip address 203.0.113.1 255.255.255.0

1--- Configure inside interface.

interface G gabitEthernet0/2
namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0
|

boot system di sk0:/asa912-k8. bin
ftp node passive

!--- This access list allows hosts to access
I--- IP address 172.16.31.10 for the SMTP port from outside.

access-list outside_int extended permit tcp any4 host 172.16.31.10 eq smtp

obj ect network obj1-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,outside) dynam c interface

!--- This network static does not use address translation.
1--- Inside hosts appear on the DMZ with their own addresses.

obj ect network obj-10.1.1.0
subnet 10.1.1.0 255.255.255.0
nat (inside,dnz) static obj-10.1.1.0

!--- This Auto-NAT uses address translation.



!--- Hosts that access the mail server from the outside
!--- use the 203.0.113.10 address.

object network obj-172.16.31.10
host 172.16.31.10
nat (dmz,outside) static 203.0.113.10

access-group outside_int in interface outside
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1

ti meout xlate 3:00:00

ti meout pat-xlate 0:00: 30

ti meout conn 1:00: 00 hal f-closed 0:10: 00 udp 0:02:00 icnp 0:00: 02

ti meout sunrpc 0:10: 00 h323 0: 05: 00 h225 1: 00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02: 00
ti meout sip-provisional-media 0:02:00 uauth 0:05:00 absol ute

ti meout tcp-proxy-reassenbly 0:01: 00

ti meout floating-conn 0:00: 00

1

cl ass-map inspection_default

mat ch default-inspection-traffic

1

1

policy-map type inspect dns preset_dns_map

paraneters

nmessage-| ength maxi mum client auto

nmessage-| engt h maxi mum 512

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

policy-map gl obal policy

cl ass inspection_default
nspect dns maxi mum | ength 512
nspect ftp inspect h323 h225
nspect h323 ras

nspect netbi os

nspect rsh

nspect rtsp

nspect ski nny

inspect esmtp

i nspect sql net

i nspect sunrpc

inspect tftp

i nspect sip

i nspect xdntp

1

!--- The inspect esmtp command (included in the map) allows
!--- SMTP/ESMTP to inspect the application.

servi ce-policy global _policy global

ESMTP TLSE &

MREHEFHHBAFEAERELZS(TLS)NE , AIASAFHIER SER4EEm i EESMTP) R
BIhEE (FERBA ) SEEZERE. BTAHRBATLSHNETEH , FEHAESMTPRETIEE , 1T
ﬁllﬁﬁa'\o

BHEE - EFMEA , S RBICiscodt 2D CSCtn08326(ERIMEF).

&II|


/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/i2.html
https://tools.cisco.com/bugsearch/bug/CSCtn08326
//tools.cisco.com/RPF/register/register.do

ci scoasa(confi g) #policy-map global policy

ci scoasa(confi g- pmap) #class inspection_default
ci scoasa(confi g- pmap- c) #no inspect esmtp

ci scoasa(confi g- pmap- c) #exit

ci scoasa(confi g- pmap) #exit

P EBABEE h Ry BB 4+ (el BR 8%

Ech B

REFFTR YRR E L LA T 8BS R E

10.1.2.1 203.0.113.1 203.0.113.2

| |}

[y |
i ]
o ;:;I
& i
1 B
i
| I

Mail Server

10.1.2.10
NATIP: 203.0.113.10

ARPI R 6 VR ER EUE BB A BB £210.1.1.0/24 |, SAEF#EER £203.0.113.0/24YASA, IPitbik
#310.1.2. 108 ER 4+ fa] AR 25 2 R RSP MBS o o

ASAK B

BT R RPINASAEE :

ASA#show run
: Saved

ASA Version 9.1(2)


/content/en/us/td/docs/security/asa/asa-command-reference/I-R/cmdref2/p1.html

--Qritted--
!

!--- Define the IP address for the inside interface.

interface G gabitEthernet0/2
namei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

!--- Define the IP address for the outside interface.

interface G gabitEthernet0/1

namei f out si de

security-level O

i p address 203.0.113.1 255.255.255.0
!

--Onmtted--

!--- Create an access list that permits Simple

!--- Mail Transfer Protocol (SMTP) traffic from anywhere

!--- to the host at 203.0.113.10 (our server). The name of this list is

!--- smtp. Add additional lines to this access list as required.

!--- Note: There is one and only one access list allowed per

!--- interface per direction, for example, inbound on the outside interface.
!--- Because of limitation, any additional lines that need placement in

!--- the access list need to be specified here. If the server

!--- in question is not SMTP, replace the occurrences of SMTP with

!--- www, DNS, POP3, or whatever else is required.

access-list sntp extended pernmit tcp any host 10.1.2.10 eq sntp

--Qritted--

!l--- Specify that any traffic that originates inside from the
!1--- 10.1.2.x network NATs (PAT) to 203.0.113.9 if
!--- such traffic passes through the outside interface.

obj ect network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynam c 203.0.113.9

!--- Define a static translation between 10.1.2.10 on the inside and
!--- 203.0.113.10 on the outside. These are the addresses to be used by
!--- the server located inside the ASA.

obj ect network obj-10.1.2.10

host 10.1.2.10

nat (inside,outside) static 203.0.113.10

!--- Apply the access list named smtp inbound on the outside interface.

access-group sntp in interface outside

!--- Instruct the ASA to hand any traffic destined for 10.1.2.0
!--- to the router at 10.1.1.2.

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

!--- Set the default route to 203.0.113.2.
!--- The ASA assumes that this address is a router address.

route outside 0.0.0.0 0.0.0.0 203.0.113.2 1
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203.0.113.2
10.1.2.1 10.1.1.1 203.0.113.1
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Metwork L .
inside ; outside

Mail Server
203.1.1132.10

ASAKLE

T R RHIBASARE :

ASA#tshow run
Saved

ASA Version 9.1(2)

!

--Onitted--

l1--- Define the IP address for the inside interface.

interface G gabitEthernet0/2
nanei f inside

security-level 100

ip address 10.1.1.1 255.255.255.0

1--- Define the IP address for the outside interface.

interface G gabitEthernet0/1

nanei f outsi de

security-level 0

i p address 203.0.113.1 255.255.255.0
!

--Omitted--

!--- This command indicates that all addresses in the 10.1.2.x range
1--- that pass from the inside (GigabitEthernet0/2) to a corresponding global
!--- destination are done with dynamic PAT.



1--- As outbound traffic is permitted by default on the ASA, no
!--- static commands are needed.

obj ect network obj-10.1.2.0
subnet 10.1.2.0 255.255.255.0
nat (inside,outside) dynam c interface

!--- Creates a static route for the 10.1.2.x network.

!--- The ASA forwards packets with these addresses to the router
!--- at 10.1.1.2

route inside 10.1.2.0 255.255.255.0 10.1.1.2 1

!--- Sets the default route for the ASA Firewall at 203.0.113.2
route outside 0.0.0.0 0.0.0.0 203.0.113.2 1
--Omtted--

end

E

ERAHRHANERA BRI LENEERE EFER.

DMZ#8#% o By B4+ (] B 8%

TCP Ping

TCP p.nga;ﬁu;ﬁﬁLTCPE_LE’Jﬁﬁ(ﬁ % AR R R SR BB E(ICMP)). TCP ping & &3
SYNHa , IR BN EEEETSYN-ACKEE , FEFRBping . —X&RZULEEFHITHE
TCP ping.

LT REH

ci scoasa(config)# ping tcp

Interface: outside

Target | P address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: y

Source | P address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Ti meout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from203.0.113.2 starting port 1234, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

HR

ASARBMER Xig , I B A5 REBHAMRF[AVREREBERB X , BAT R A BERKRF
BRI, AR TR IR T BB A | ﬁ'ﬁﬁ%“%%ﬁiuEQ&F??’“%UJ%E(ACL)EHL&



ET—ERGS , AN ELNEFFIHEDMZAER203.0.113. 10 =BT ELF, WEKREFER
TCPTﬁEE.LjfE.E', PRI, EARERIE TIERNERARRE

ci scoasa(config)# show conn address 172.16.31.10
1 in use, 2 nost used
TCP outside 203.0.113.2:16678 dnz 172.16.31.10:25, idle 0:00:02, bytes 921, flags U O

RO %

ASART KR EIEEETHIBERRFE AR, RikKH E’J%"IHS(}‘J&H’%HM\.“E%%EE o LB HHEERTEMR
Bl6 ( BFAME ) Mk 517 (78 &k Bl 5 T\E’Jﬁﬂlﬁgﬁfﬂ ;

ci scoasa(config)# show logging | i 172.16.31.10
Y%ASA- 7- 609001: Built | ocal -host dne:172.16.31. 10

YASA- 6- 302013: Built inbound TCP connection 11 for outside: 203.0.113. 2/ 16678
(203.0.113.2/16678) to dne:172.16.31.10/25 (203.0.113.10/25)

BRBIRIE —ERKARERHAREERERRT AT P InNARS < EHLSERBRNT
iR, MR NBEESMIEIERER  REXBEMRRALTHERNEY ( EFRRHIHT
REMELESR ) |, A ABETIEEREREREIERN B, MR , ©iSrC&EEERNFERR
ZIEEVERNEENE R

filan , MRABHACLRERE B A FFERIE2519172.16.31.10 , BIREEREEREERATH

= .
s .

%ASA-4-106100:access-list outside_int denied tcp outside/203.0.113.2(3756)->
dmz/172.16.31.10(25)hit-cnt 5 300 FE k@

MRBACLEXRHEEHR (MTHAR) , REREEERR

access-list outside_int extended permt tcp any4 host 172.16.31.10 eq http

access-1ist outside_int extended deny ip any4 any4

NATHE®(Xlate)

ATHRICEVER , B iREXate ( Hift ) k. show xlateds T EElocal B8 = M A3 E #IP b
A A E R SEAYTMERE N EENEEE. FT—ERLER , BRI AL EME
DMZFA SN E < EEEER, BIB2oWEE , DMZ[AIRESIPH: i #7812 5203.0.113.1034b 31t
FIHEF(ERFIR) R REREFEN,

ci scoasa(config)# show nat detail

Manual NAT Policies (Section 1)

1 (dne) to (outside) source static obj-172.16.31.10 obj-203.0.113.10
translate_hits = 7, untranslate_hits = 6
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32

Aut o NAT Policies (Section 2)

1 (dne) to (outside) source static obj-172.16.31.10 203.0.113.10
translate_hits = 1, untranslate_hits =5
Source - Origin: 172.16.31.10/32, Translated: 203.0.113.10/32



2 (inside) to (dnz) source static obj-10.1.1.0 obj-10.1.1.0
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24

3 (inside) to (outside) source dynami c obj1-10.1.1.0 interface
translate_hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ci scoasa(config)# show xlate

4 in use, 4 npbst used

Flags: D - DNS, e - extended, | - identity, i - dynamic, r - portmap

s - static, T - twice, N - net-to-net

NAT from dne: 172.16. 31. 10 to outsi de: 203. 0. 113. 10
flags s idle 0:10:48 tineout 0:00: 00

NAT frominside:10.1.1.0/24 to dne:10.1.1.0/24
flags sl idle 79:56:17 timeout 0:00: 00

NAT from dne: 172.16. 31. 10 to outsi de: 203. 0. 113. 10
flags sT idle 0:01:02 timeout 0:00:00

NAT from outside:0.0.0.0/0 to dne:0.0.0.0/0
flags sIT idle 0:01:02 timeout 0:00:00

REBABEE R Y B4 Al BR 2R

TCP Ping

LA 2TCP ping#ar tH 89 €545 -

ci scoasa(config)# PING TCP

Interface: outside

Target | P address: 203.0.113.10

Destination port: [80] 25

Specify source? [n]: y

Source | P address: 203.0.113.2

Source port: [0] 1234

Repeat count: [5] 5

Ti meout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.0.113.10 port 25
from 203.0.113.2 starting port 1234, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

HR

LT REARERE #E6

ci scoasa(config)# show conn address 10.1.2.10
1 in use, 2 nost used
TCP outside 203.0.113.2:5672 inside 10.1.2.10:25, idle 0:00:05, bytes 871, flags U O

RCS&

LX-F;EE%I tH %\7.]__\1&] .



YASA- 6- 302013: Built inbound TCP connection 553 for outside:203.0.113.2/19198
(203.0.113.2/19198) to inside:10.1.2.10/25 (203.0.113. 10/ 25)

NATHS = (Xlate)

LU 2 —teshow nat detail flshow xlateds < & H B 23451 -

ci scoasa(config)# show nat detail

Aut o NAT Policies (Section 2)

1 (inside) to (outside) source static obj-10.1.2.10 203.0.113.10
translate hits = 0, untranslate_hits = 15
Source - Origin: 10.1.2.10/32, Translated: 203.0.113.10/32

2 (inside) to (dnz) source static obj-10.1.1.0 obj-10.1.1.0
translate hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 10.1.1.0/24

3 (inside) to (outside) source dynam c obj1-10.1.1.0 interface
translate hits = 0, untranslate_hits = 0
Source - Origin: 10.1.1.0/24, Translated: 203.0.113.1/24

ci scoasa(config)# show xlate

NAT frominside:10.1.2.10 to outside:203.0.113.10
flags s idle 0:00:03 tineout 0:00:00

S\ &R A8 R vh A BB 470 Bt 2R

TCP Ping

LA RTCP ping#a B & 41

ci scoasa# PING TCP

Interface: inside

Target | P address: 203.1.113.10

Destination port: [80] 25

Specify source? [n]: vy

Source | P address: 10.1.2.10

Source port: [0] 1234

Repeat count: [5] 5

Timeout in seconds: [2] 2

Type escape sequence to abort.

Sending 5 TCP SYN requests to 203.1.113.10 port 25
from10.1.2.10 starting port 1234, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

EHiR

LT REARERE #EH

ci scoasa# show conn address 203.1.113.10
1in use, 2 nost used
TCP inside 10.1.2.10:13539 outside 203.1.113.10:25, idle 0:00:02, bytes 898, flags U O



&

LT R &AM HEERA -

ci scoasa# show logging | i 203.1.113.10

Y%ASA- 6- 302013: Built outbound TCP connection 590 for outside:203.1.113.10/25
(203.1.113.10/25) to inside:10.1.2.10/1234 (203.0.113.1/1234)

NATIEE(Xlate)

LA Eshow xlatedy & H &5 41 -

ci scoasa# show xlate | i 10.1.2.10

TCP PAT frominside: 10.1.2.10/1234 to outside: 203.0.113.1/1234 flags ri idle
0: 00: 04 tineout 0:00: 30

SRR

ASARRMSETEARNHRERIE, NRERIFHEIVREN —HHRMENBHR  BENAE
£, AL T B Al B S E R KM RRE.

DMZ#82% - R B4+ (Rl BR 2%

Packet Tracer

ASAJ:E’JPacket TracerWREAFFEEERBNEEFST , YRBEHARBREEREFHNITHNMERESD
. REANNE, EARTE  RELRAEZAEBEN RN RETA |, LEARE TERE
ﬁﬁi%fﬁfﬁ?ﬂ/ﬂ’ﬂo T —ERHIT , 5 APacket TracerE A M T RANEHRER -

- BERERTEESNE,
- FANHBERTCP,
. BEE PiglIPibit £203.0.113.2,
- A EREERBERE12340R R
- REASZEIPHiA203.0.113.1089 @ fR 25
- RESEZRELFIE25,
LU 2Packet Tracer#i H /R4 :

packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detailed
--Omtted--

Phase: 2

Type: UN- NAT
Subtype: static
Resul t: ALLOW



Confi g:

nat (dne, outside) source static obj-172.16.31.10 obj-203.0.113.10

Addi tional |nfornation:
NAT divert to egress interface dne
Untransl ate 203.0.113.10/25 to 172.16.31. 10/ 25

Resul t:
input-interface:
i nput -status: up

out si de

input-line-status: up
output-interface: dne
out put-status: up

out put-line-status: up

Action: allow

UTRENABHEELZEEEES(ASDM) LAVEEH :

Select the packet type and supply the packet parameters. Click Start to trace the packet.

interface: |outside i Packet Type @ TCP | UDP
Source:  |PAddress ¥ 203.0.113.2
Source Port: (1234 -

| Show animation

JICMP () 1P

F Address 202.0.113.10

Crestination: A

Destination Port: |25

[ET]

(03]

Fhase

(=] - AT

i

Typ= " UN-NAT Subtype - stabc

Conhg
gt {dere, cutside) source static obd-172,16.31.10 obi-203.0.113.10

Info
MAT divert to egress interface dmag
Unkranslsbe 203.0.143.10/25 to 172.16.31.10/25
[ ACCESS-LIST
[HMAT
FNAT
[FH IP-DFTIONS
IR NS PEC ]

Action = ALLOW  Show rulsin NAT Rules table,

AR zuMEm B REBRDMZNE. ERBEBPacket Tracers&itil. &I EAEERIEN A&
MARBHEERES SRS UARATCAREHENER Y,

#R : BR@Packet TracerThRERI EHMLEFA |

B2 R EACLI 8.4F18.6H)Cisco ASA 5500% 31

P& 15 W (£ Fl Packet TracerBB Mt & Rla2 9

IR


/content/en/us/td/docs/security/asa/asa84/configuration/guide/asa_84_cli_config/admin_trouble.html#wp1092412

ASABF KBTI AHEE ASBBAENENRE. WENIEFEER  RACUURERERER
FERH N AB B A ABRERD, T — B RBIEE R T FEDMZFI SN SR T L 29 B B B Ry 18 & Bcapd
capoutfV#¥&, capturemn S fEAmatchBF , AFECERRAEHENRE,

EAREHIH |, fElcapd®R RIEEEEDMZA E L EZIMETCPEM172.16.31.10/host

203.0. 1132/ RE (ARSI L ) B, BUER , FEMEKR EH172.16.31. 108X B =4
203.0. 1132 1EATCPHE , R 2R, FEAmatchBEIBF AT A BREnHEZRE. AAEN
EE &N capturefi £ Rk 5| B AP E A FRESIPH | KA A BEE XA FARSIP I EFT
NAT, HEit , EEEEZARFIPHuCi, Kk , T—@REIERany—FRKRRFTE WJEER P
ht #RAS B2 R AR T B

BERHER K CEEFABXREILER , WHEE M Hshow capture <capture_name>ir TR &,
FELEHIP | EAUAFENDEMENERIB4ERSE , MERFREENTCPEARIEFN R

ASA# capture capd interface dmz match tcp host 172.16.31.10 any
ASA# capture capout interface outside match tcp any host 203.0.113.10

ASAH show capture capd

3 packets captured

1. 11:31:23.432655 203.0.113.2.65281 > 172.16.31.10.25: S 780523448
780523448(0) win 8192 <nss 1460, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712518 172.16.31.10.25 > 203.0.113.2.65281: S 2123396067
2123396067(0) ack 780523449 win 8192 <nss 1024, nop, nop, sackOK, nop, wscal e 8>
3: 11:31:23.712884 203.0.113.2.65281 > 172.16.31.10.25. ack 2123396068
win 32768

ASA# show capture capout

3 packets captured

1. 11:31:23.432869 203.0.113.2.65281 > 203.0.113.10.25: S 1633080465
1633080465(0) win 8192 <nss 1380, nop, wscal e 2, nop, nop, sackOK>

2: 11:31:23.712472 203.0.113.10.25 > 203.0.113.2.65281: S 95714629
95714629(0) ack 1633080466 wi n 8192 <mss 1024, nop, nop, sackOK, nop, wscal e 8>

3: 11:31:23.712914 203.0.113.2.65281 > 203.0.113.10.25: . ack 95714630
win 32768
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Packet Tracer

LA 2Packet Tracer#i =l :

CLI : packet-tracer input outside tcp 203.0.113.2 1234 203.0.113.10 25 detail ed
--Omtted--

Phase: 2

Type: UN- NAT

Subt ype: static

Resul t: ALLOW

Confi g:

obj ect network obj-10.1.2.10



nat (inside,outside) static 203.0.113.10
Addi tional |nfornation:

NAT divert to egress interface inside
Untransl ate 203.0.113.10/25 to 10.1.2.10/25

Phase: 3
Type: ACCESS- LI ST
Subt ype: | og
Resul t: ALLOW
Confi g:
access-group sntp in interface outside
access-list sntp extended pernmit tcp any4 host 10.1.2.10 eq sntp
Addi tional |nfornation:
Forward Fl ow based | ookup yields rule:
in id=0x77dd2c50, priority=13, domai n=permt, deny=false
hits=1, user_data=0x735dc880, cs_i d=0x0, use_real _addr, flags=0x0, protocol =6
src ip/id=0.0.0.0, nmask=0.0.0.0, port=0, tag=0
dst ip/id=10.1.2.10, mask=255. 255. 255. 255, port=25, tag=0, dscp=0x0
i nput _i f c=out si de, out put _i f c=any
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Packet Tracer

LA BPacket Tracer# 1 =4l :

CLI : packet-tracer input inside tcp 10.1.2.10 1234 203.1.113.10 25 detail ed
--Omtted--
Phase: 2

Type: ROUTE- LOCKUP

Subt ype: input

Resul t: ALLOW

Confi g:

Addi tional |nformation:

in 203.1.113.0 255.255.255.0 outside

Phase: 3

Type: NAT

Subt ype:

Resul t: ALLOW

Confi g:

obj ect network obj-10.1.2.0

nat (inside,outside) dynam c interface

Addi ti onal Infornmation:

Dynamic translate 10.1.2.10/1234 to 203.0.113.1/1234
Forward Fl ow based | ookup yields rule:

in id=0x778b14a8, priority=6, domai n=nat, deny=fal se
hits=11, user_data=0x778b0f48, cs_i d=0x0, flags=0x0, protocol =0
src ip/id=10.1.2.0, mask=255.255.255.0, port=0, tag=0
dst ip/id=0.0.0.0, mask=0.0.0.0, port=0, tag=0, dscp=0x0
i nput _i fc=i nsi de, output_ifc=outside
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