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group-policy VPN_User_Policy internal

group-policy VPN_User_Policy attributes
vpn-simultaneous-Togins 3
split-tunnel-policy tunnelspecified
split-tunnel-network-1ist value SPLIT_TUNNEL_ACL
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group-policy No_Access_Policy internal
group-policy No_Access_Policy attributes
vpn-simultaneous-Togins 0
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ldap attribute-map VPN_Access_Map
map-name memberOf Group-Policy
map-value memberOf "CN=VPN_Users,OU=Groups,DC=example,DC=com" VPN_User_Policy
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aaa-server AD_LDAP_Server protocol Tdap
aaa-server AD_LDAP_Server (inside) host 192.168.1.10
Tdap-base-dn dc=example,dc=com
Tdap-scope subtree
Tdap-naming-attribute sAMAccountName
Tdap-Togin-password &
Tdap-T1ogin-dn CN=ldap_bind_user,0U=Service Accounts,DC=example,DC=com
Tdap-over-ss1 enable
Tdap-attribute-map VPN_Access_Map
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tunnel-group VPN_Tunnel type remote-access

tunnel-group VPN_Tunnel general-attributes
address-pool VPN_Pool
authentication-server-group AD_LDAP_Server
default-group-policy No_Access_Policy

tunnel-group VPN_Tunnel webvpn-attributes
group-alias VPN_Tunnel enable
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show vpn-sessiondb anyconnect filter name
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debug 1dap 255
debug aaa common 255
debug aaa shim 255
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undebug all
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