S H U R R B BB 3% H 88 M Microsoft Windows
BT IPv6e BYRB{THE i

BEBRSLAACHE

f£Cisco 10S

#Microsoft Windows PC

DHCPvGEEARFE

Cisco 10S - # DHCPv6#E ik B& {7] AR 25 i i& 7= 4l
f£Cisco 10S

#Microsoft Windows

DHCPv6E AR EE

Cisco 10S .t #DHCPv6H ik & {r] AR 25 &t i& 7= 4l
f£Cisco 10S

#Microsoft Windows
EZFHWindowsBE#E 4 AL AY T EID

£ F Windows i B IPv6 ith 31

HERE A

masr

A HEREABIRE IPv6 (Uit RA T FHIRIE, SIEERE I B B fl B (SLAAC) M B RE = M fil B 17 &
6/ (DHCPVE) WY R EHERR

D E R
BR

BRERERAELLIT & -

. IPveiti it BE R 58
. Microsoft Windows{E £ & &
. EZ&WiresharkfE

JRRATH



AERTWEFARRBUTEE/ KBRS

. $R A Cisco I0S®HI Ciscols i1 ™
. Microsoft Windows® 7 PC
AVHHNETNREBEEERTREANNEBME, IEFEH% INFEEEEREER (ER
) BAHREZR AR E), MNREHNBIREEDS , BRASERBTMIES TEEKNTE,

HRER

iE{TMicrosoft WindowsH E S FI EE R EZIPveR i T At BB LN ILTEHE R
IPv6 il ik Y15 o

B &Y Cisco IOSHIMicrosoft Windows{E £ R E THEHERR | UERE B ER,

& TRNEERBZTUETFRNITA. EBUARIPVeERERBHRMNERAN. AXEEHE
A B E R EMicrosoft Windows for IPv6 L FFEMELE RHl, 23X HEH 4B HI Microsoft
Windows FWEIBEEEERELIBAE , WHRBEMIRTERT/E, | ﬂ?i‘ifhi‘i?gqﬂlb\
(TAC)F X EMicrosoft Windowsﬁﬂ%%ﬂbo

IPvE BB ith il %5 BL Y )5 3%

. SLAACRA#IPv6)T: , ARBIRAKRIFEMIZHIPvebit MTERMEEEN.
- ©fF B RR AR B 1R HIFA 2B A 15 TE SB6hR(ICMPV6) £ 2.
- TERAIPVORY & B85 4% Ui 3 2 B X HRICMPVGEEE HBR 78 S (RS)*HICMPV6E%EEI%§:‘E‘
SLAAC - B EHKRAER D ( #£Cisco IOSHFERRF200MEIE — R ) EIXEI AR MR |, 5
EFAEREEAHES.
- EERRAER R , RisFTH L EARBENIPIENEAEL IPveibi (BEBEE
B
DHCPv6#EiRAE . DHCPvOIEAMRAEFA N BEHMELE 5| 2 ( FHSLAACIEfL ) |, HILIDNS, HEE,
. DHCPV6EARAEE B EE AT LA A& i =4 IR IPvetb st | 0 ER MEFH A9 st
. DNS, HEEEA I LUBBDHCPV6E AR R H,HEL\O
- BRHESREAR AR LEERAER SR , A ERMEBERAEE
- IR IBESFELCUAIPVARIDHCP,

DHCPv6HEARRE

;SIIII"

B IR T LUB) REXE ENIPVOTE SR B B FA MY ME — 5 R R I A 1 3% R 25 32 MY ICMPV6G & FH
FES(RAERTER, DHCPv6eER B E R T EHF T MIPVeTAR MR E A

SLAAC

% eR R In T2 AN ER O RRMN T BR
LR IR E MR EIEICMPY6 RSERE.,
S ER2 BB EAICMPV6 RAB R ZETER.



Router Router
Solicitation (RS Advertisement (RA)

HERARM , FEER LETEHHFARERZ D HeiWireshark , REEA U TIBIREES :

/| icmpv6.type == 133

No. Time Source
12 @0.000000 feB80::5850:6d61:1fb:ef

19 3.998392 fe80::5850:6d61:1fb:ef
20 3.992478 fe80::5850:6d61:1fb:ef

Frame 12: 70 bytes on wire (560 bits)
Ethernet II, Src: Vmware_8@:6c:cc (00
Internet Protocol Version 6, Src: fe8
Internet Control Message Protocol v6
Type: Router Solicitation (133)
Code: @
Checksum: @x2eee [correct]
Reserved: 00000000
» ICMPv6 Option (Source link-layer ac

ICMPV6 icmpv6.type ==
RS 133

4 Y vy

ICMPv6

RA icmpv6.nd.ra.flag



. icmpv6.nd.ra.flag

No. Time Source

81 0.000000 fe80@::cB01:b9ff: fef@:8
1.. 15.609178 feB80::cB01:b9ff:fef@:8
1.. 6.344066 fe80::cB01:b9ff: fef@:8

£ _ A0 500 L= VB s o =PAAA  LALEL . £ = L .M

Frame 81: 118 bytes on wire (944 bits
Ethernet II, Src: ca:01:b9:f0:00:08 (
Internet Protocol Version 6, Src: feS8i
Internet Control Message Protocol v6
Type: Router Advertisement (134)
Code: ©
Checksum: @x4cel [correct]
Cur hop limit: 64
» Flags: 0x00
Router lifetime (s): 1800
Reachable time (ms): @
Retrans timer (ms): @
» ICMPv6 Option (Source link-layer ac
» ICMPv6 Option (MTU : 1500)
» ICMPv6 Option (Prefix information :

4 vy vy

R E A BRBIZERAICMPYe RABRIEHF I SN EAEEIPVet it AR EN.

£ A WiresharkXEUICMPv6 RAE K@y R4l -

Frame 187: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0O

Et hernet Il, Src: ca:01:b9:f0:00:08 (ca:01:b9:f0:00:08), Dst: |IPv6ntast_01 (33:33:00: 00: 00: 01)
Internet Protocol Version 6, Src: fe80::c801:boff:fef0:8, Dst: ff02::1 I Default
Gat eway.

Internet Control Message Protocol v6
Type: Router Advertisenent (134)
Code: 0
Checksum Ox4cel [correct]

Cur hop limt: 64

Fl ags: 0x00

Router lifetime (s): 1800

Reachable time (nms): O

Retrans tiner (ms): O

I CMPv6 Option (Source link-layer address : ca:01: b9:f0: 00: 08)
I CMPv6 Option (MIU : 1500)



I CMPv6 Option (Prefix information : 2001: abcd: :/64) I Prefix
i nformati on.

DICMPVEIER ( FEEMA ) WL,
ERKRmEMANEIPveitb I HNER BN FEER,
TERBIRFR ( EMEBS ) AEAEUI-64F ENMKIREMET,
Microsoft Windows A LA BE# 2 31 E#EE 5

2)Internet Protocol Version 6, Sourcet@{i.

KimEHMEARAE RS IPVEIRith it Bl B HIPV6TE X MR

PEBRSLAACHI B

#Cisco 10S

SR BERELHMEERN TEEipv6 unicast-routingii %5 .
FR2BERA MR PN N HEE T HERNIPve L,

i pv6 uni cast-routing ! Enabl e 1 Pv6 Routing. In absence of this command ! ! the
Rout er does not send any | CMPv6 RA packet. interface G gabitEthernet0/0/0 ipv6 address
2001: ABCD: : 1/ 64 end

SERIERICMPv6 RAERIEBHPESNFEAFEREM, B8 , RinFH#E L EBSLAACE L
fE{aIPv6 bt

i pv6 uni cast-routing
!
interface G gabitEthernet0/0/0
i pv6 address 2001: ABCD: : 1/64 I Prefix |l ength defined as /64 on the Router.
end

ICMPv6 RAE Rl ‘I 1E :

Franme 187: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface 0O
Ethernet Il, Src: ca:01:b9:f0:00:08 (ca:01:b9:f0:00:08), Dst: |IPv6ntast_01 (33:33:00: 00: 00:01)
Internet Protocol Version 6, Src: fe80::c801: boff:fef0:8, Dst: ff02::1
Internet Control Message Protocol v6

Type: Router Advertisenent (134)

Code: O

Checksum Ox4cel [correct]

Cur hop linmt: 64

Fl ags: 0x00

Router lifetime (s): 1800

Reachable tinme (nms): O

Retrans tiner (nms): O

I CMPv6 Option (Source |link-layer address : ca:01: b9:f0:00:08)

| COMPv6 Option (MIU : 1500)

I CVMPv6 Option (Prefix information : 2001: abcd: :/64) I Prefix & prefix |enght
i nformation.



S EBB4. 5 debug ipv6 nd ENEFEE R A b f8EE 32 IKICMPV6 RSE R BFEHICMPv6 RARE

<;&”II

Rout er # debug ipv6é nd
| CMP Nei ghbor Di scovery events debugging is on
Rout er #
Rout er# show logging | include RS
| CMPv6- ND: Received RS on G gabitEthernet0/0/0 from FE80: : 5850: 6D61: 1FB: EF3A
R1#

Rout er# show logging | include RA
| CMPv6- ND:  Sendi ng solicited RA on G gabitEthernet0/0/0
| CMPv6- ND: Request to send RA for FE80::C801: EFFF: FEGA: 8

| CMPv6- ND: Setup RA from FE80:: C801: EFFF: FE5A: 8 to FF02::1 on G gabitEthernet0/0/0
Rout er #

#Microsoft Windows PC

TR BREREEHBIRAERS,
AJ LAfE F Wireshark5E B SL#R4E , th AT LAfE Aicmpv6.nd.ra.flagiB i€ 28 E 1T &,

S BR2 {F A fv ipconfight 3 IPv6itb it

B Administrator: C\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.1.7601]
Copyright (c) 2009 Microsoft Corporation. All rights reseruved.

C:\Users  >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection-specific DN$ Suffix

IPut Address. . . . . . . . . . . : 2001:abcd::5850:6d61:1fb:ef3a
Link-local IPuée Address . . . . . : fe80::5850:6d61:1Ffb:ef3aikl]l
Default Gateway . . . . . . . . . : feB0::c801:efff:fe5a:8%11

C:\Usarsh, >

WMRIPveitit IARER , BIRBUT S BREE,
HER3 REWindowsE i £ BUA T REE A H -+ # Internetti B SE6MR(TCP/IPv6)BREX 5 .o



. Local Area Connection Properties u

Networking

Connect using
A¢ Intel{R) PRO/I000 MT Network Connection

Configure...

This connection uses the following items:

@ M Client for Microsoft Networks
v Bl Q0S Packet Scheduler
Cl 5File and Printer Sharnng for Microsoft Networks
SBY 1 cimot Protocol Version 6 (TCP/IPYG)
¥ L Internet Protocol Version 4 (TCP/IPv4)
¥ L Link-Layer Topology Discovery Mapper /0 Driver
¥ A | ink-Layer Topology Discovery Responder

Install... LIninstall Froperties

Descrption
TCPNP version 6. The latest varsion of the intermeat protocol
that provides communication across diverse interconnected
networks.

OK || Cancel

L

FEWindows £ , BRI AL T ER T MEE
&8 Wi E R ER>-EEAN LA R OS> ERNEFRE
SER2 - T ARFMENMARNE >R

& 1&{# A 5 S netsh interface ipv6 show interface "Local Area Connection"#£Windows# 12 " &
(CMD)F W EIT — B S , #8887~ REUA Internetif E 56k (TCP/IPV6).

BIEE : Bk e T | ALUSA B B BMicrosoft Windows A A E AR ZI BRIV AER N E =
HERE,

BR: ARG TRTIE. RBEPHWindows + REBUETE, EfToSemd , REIROK



& Administrator: C:\Windows\system32\cmd.exe

C:YWUsersh
Element not found.

$ E#3.# {RRouter Discoverys| 85% £ Aenabled,

£CMDHiE1Tnetsh interface ipv6 show interface "Local Area Connection

& Router Discovery5| 85X E BdisabledBF , Microsoft Windows F] LA Z.B& B #Z WA ICMPv6 RAE
BHARAR. & AEE B Microsoft Windows & 4 R (£ IPv6 it

B Administrator: CAWi ndows\system32\cmd.exe

»netsh interface ipvé show interface "Local Area Connection”

DA
" To

C:\Users\

IfLuid

IfIndex

itate

Metric

Link MTU

Reachable Time

Base Reachable Time
Retransmission Interual

DAD Transmits

Site Prefix Length

Site Id

Forwarding

Rduertising

Heighbor Discovery

Meighbor Unreachability Detection
Router Discouvery

Hanaged Address Configuration
Other Stateful Configuration
Weak Host Sends

Weak Host Receives

Use Automatic Metric

Ignore Default Routes
Advertised Router Lifetime
Advertise Default Route
Current Hop Limit

Force ARPND Wake up patterns
Directed MAC Wake up patterns

. B4

Interface Local Area Connection Parameters

: ethernet_6

11

: connected

10
1500 bytes

. 29000 ms
: 30000 ms

1000 ms
1

1

: disabled
: disabled
: enabled

: enabled

: disabled
: disabled
. CﬂiEEtbll':"d
: disabled
: disabled
: enabled

: disabled

1800 seconds

: disabled
: b4

: disabled
: disabled

»netsh interface ipvé show interface “Local Area Connection™

ERA LT o5+ R B8 SR 3

C\> netsh interface i pv6 set interface "Local Area Connection”

3 BR4 FE R Advertising 5| #1535 iE Adisabled.

routerdiscovery=enabled




£ CMDHiE{Tnetsh interface ipv6 show interface "Local Area Connection" 5%

7 8 Advertising 5| (5% &£ A enabled, Microsoft Windows 7] LA Z B UL BB ICMPv6 RAE BRI AR,

B B Advertising 5| 81 & B BMicrosoft Windowsiy 1T B EEIPveES s HHRE , 4K B 2 BICMPV6
RAE B2 I g HAZIA B A b 4 2%

RAZBEEF Advertising 2 B FE SR E

& Administrator: C:\Windo exe _— [Ci

= |

C:\Usersh\Gus>netsh interface ipu6é show interface "Local Area Connection”
Interface Local Area Connection Parameters

IfLuid : ethernet 6
IfIndex : 11

State : connected
Metric : 18

Link MTU : 1580 bytes
Reachable Time : 29000 ns
Base Reachable Time ; 30000 ms
Retransmission Interual : 1000 ms
DAD Transmits 01

Site Prefix Length : BY

Site Id : 1
Forwarding : disabled
Advertising : enabled
Neighbor Discovery : enabled
Neighbor Umreachability Detection : enabled
Router Discovery : enabled
Managed Address Configuration : disabled
|Oother Stateful Configuration : disabled
Weak Host Sends : disabled
Weak Host Receives : disabled
Use Automatic Metric : enabled
Ignore Default Routes : disabled
Advertised Router Lifetime : 1880 seconds
Aduvertise Default Route : disabled
Current Hop Limit : BY

Force ARPND Wake up patterns : disabled
Directed MAC Wake up patterns : disabled

ERANUT o TERRE

C\> netsh interface ipv6 set interface "Local Area Connection" advertise=disabled

DHCPV6ER K8

i MR LA E FAIDHCPVe AR RE b 1k FE SR H bIPVOELE 5|2 , ZIDNS. HEZE, ALt , ICMPV6
RAE B2 AR EHME ERE(OR).

Eipv6 nd other-config-flagds % tH £ Cisco I0SHT HEEE N T , A EREOEZE,



Rout er #
interface G gabitEthernet0/0/0

i pv6 address 2001: ABCD: : 1/ 64
ipvé nd other-config-flag

5 F 28 B 8 3 40 P A0 S L ST SR SN I R

' Y
ICMPvE Router
Salicitation [RS)
LS &
# e s
ICMPvE Route | ]
- .'.r: outer ‘0" Bit sat
Advertisement [RA) (! -
L J
.
DHCPvE
Information-Request
'
Fa R
DHCPwE
Replay
-
L4
4 A 4

HBR1 K im TR B HEIEICMPY6 RS

HER2 AR EAICMPYe RAEITERN , B EOEMFE
F B3 4K E #EIEXDHCPV6 Information-request
S4B 85 FADHCPVeEI B E K

ICMPv6 RA(%H E bl MBS E & X 2 i)

Frane 9: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface O
Ethernet |1, Src: ca:01:b9:f0:00:08 (ca:01:b9:f0:00:08), Dst: |IPv6ntast_01 (33:33:00: 00: 00: 01)
Internet Protocol Version 6, Src: fe80::c801:b9ff:fef0:8, Dst: ff02::1
Internet Control Message Protocol v6

Type: Router Advertisenent (134)

Code: O

Checksum Ox4cal [correct] Cur hop limt: 64 Flags: O0x40 0... .... = Managed address
configuration: Not set .1.. .... = Other configuration: Set ! Cisco | OS conmand ipv6 nd other-



config-flag sets the o flag
.0. .... = Hone Agent: Not set
.0 0... Prf (Default Router Preference): Medium (0)
.0.. Proxy: Not set

... ..0. Reserved: 0O
Router lifetime (s): 1800
Reachable time (nms): O
Retrans tiner (ms): O
I CMPv6 Option (Source |ink-layer address : ca:01: b9:f0:00:08)
I CMPv6 Option (MIU : 1500)
I CMPv6 Option (Prefix information : 2001: abcd: :/64)

EWireshark £ , £ Adhcpv6iE B EFEERDHCPV6E R B/ X #2 .

Source Destination Protocol Length Info
PC IPv6 link local ff02::1:2 DHCPv6 120 Information-request Xl D. 0x8018f9 ClD:
000100011f 3e8772000c29806¢ccc

Frane 3884: 120 bytes on wire (960 bits), 120 bytes captured (960 bits) on interface O

Et hernet |1, Src: Vmware_80: 6¢c:cc (00:0c:29:80:6¢c:cc), Dst: |Pvbntast_01:00: 02

(33:33:00: 01: 00: 02)

Internet Protocol Version 6, Src: PCIPv6 link |ocal (fe80::5850:6d61:1fb:ef3a), Dst: ff02::1:2
(ff02::1:2)

User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547) DHCPv6 Message type:
Information-request (11) Transaction |ID: 0x8018f9 El apsed time Cient ldentifier Vendor C ass
Opti on Request Source Destination Protocol Length Info Router IPv6 Iink local PC IPv6 |ink |ocal
DHCPv6 136 Reply XID: 0x8018f9 Cl D: 000100011f 3e8772000c29806ccc Frame 3887: 136 bytes on wire
(1088 bits), 136 bytes captured (1088 bits) on interface O Ethernet Il, Src: ca:01:b9:f0:00: 08
(ca:01:b9:f0:00:08), Dst: Vnware_80:6c:cc (00:0c:29:80:6¢c:cc) Internet Protocol Version 6, Src:
Router I1Pv6 link local (fe80::c801:boff:fef0:8), Dst: PC IPv6 |ink |ocal

(fe80::5850: 6d61: 1f b: ef 3a) User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Reply (7) Transaction ID: 0x8018f9 Server ldentifier Client Identifier DNS
recursive name server Domain Search List

Cisco 10S L FIDHCPv6#E AR A& {r] AR 2% Bd I 7R 51

#Cisco 10S

bt =B R Cisco IOSHDHCPV6 &R RE {7 IR 2T MV B i -
SRR EEN T E T Tipve dhcp pool NAME,

#BR2 £ A dns-serverfldoman-name ¥ @ % £ &R BIBDHCPV6Ex B i in EHAY 51 8L,
S ER3 FHa$ipv6 dhep server NAMEFER NMEEEE N T EHH .

H R4 EN EEEEN THIEH Fipv6 nd other-config-flag.

i pv6 uni cast-routing
|
i pv6 dhcp pool LAN _POOL
dns-server 2001: 4860: 4860: : 8888
domai n-nane | ab-test.net ! interface G gabitEthernet0/0/0 i pv6 address 2001: ABCD::1/64 ipvé nd
other-config-flag ! Sets the Other Configuration flag in the RA packet.
ipv6é dhcp server LAN_ POOL

& EMRCisco IOSEHARRAERE  BEAUTHS :



3 E21. show ipv6 dhcp pool 4 EMERRHL & FE A K 5 2,
S E82. show ipv6 dhcp binding T 8EE REAE A , B ADHCPV6EAR BB & IRHEIPV6 R F ik
5 ER3. show ipv6 dhcp interface 2478 8 7 i ik ith B FE A A AR b 8BS P N E

Rout er #show ipv6é dhcp pool
DHCPv6 pool : LAN_POCL

DNS server: 2001:4860: 4860: : 8888

Dormai n nane: | ab-test. net

Active clients: 0 I DHCPv6 Stateless does not keep track of IPv6 clients.
Rout er #

Rout er #show ipv6é dhcp binding
Rout er #

Rout er #show ipvé dhcp interface
Fast Ethernet0/0 is in server node
Usi ng pool : LAN_POOL
Pref erence value: 0
H nt fromclient: ignored
Rapi d- Commi t: di sabl ed
Rout er #

debug ipv6 dhcpn T 24 78 7R B% F 28 F A% i =4 2 B Y H B33

Rout er #debug ipvé dhcp
| Pv6 DHCP debugging is on
| Pv6 DHCP: Received INFORMATION-REQUEST from FES80::5850: 6D61: 1FB: EF3A on Fast Et hernet 0/ 0
| Pv6 DHCP: Option VENDOR- CLASS(16) is not processed
I Pv6 DHCP: Using interface pool LAN POCL
| Pv6 DHCP: Source Address from SAS FE8O0:: C801: BO9FF: FEFO: 8
| Pv6 DHCP: sending REPLY to FE80::5850: 6D61: 1FB: EF3A on Fast Et hernet 0/ 0
Rout er #

#tMicrosoft Windows

EHTSRRF T BT Sipconfig /all , LATE{RMicrosoft Windows B WX ZIDNSfAl fR2 &AM S :

C.\Users\ >ipconfig /all

W ndows | P Configuration

Host Nane . . . .« .« .« . . . I MY-LAPTOP
Primary Dns Sufflx e

Node Type . . . . .« . . . . . ! Hybrid

| P Routing Enabl ed P \\ o]

WNS Proxy Enabled. . . . . . . . : No

DNS Suffix Search List. . . . . . : l|ab-test.net

Et her net adapter Local Area Connection: Connection-specific DNS Suffix . : lab-test.net

Description . . . . . . . . . . . : Intel(R PRO 1000 MI Network Connection
Physical Address. . . . . . . . . : 00-0C 29-80-6C CC

DHCP Enabled. . . . . . . . . No

Aut oconfi guration Enabl ed . . . . Yes

I Pv6 Address. . . . . . . . . . . : 2001:abcd::5850: 6d61: 1f b: ef 3a( Pref erred)

Tenmporary |Pv6 Address. . . . . . : 2001:abcd:: 7151: b553: 1a0a: 80bb( Pref erred)



Li nk-1ocal 1Pv6 Address . . . . . : fe80::5850:6d61: 1f b: ef 3a%1( Pr ef er r ed)

Default Gateway . . . . . . . . . : fe80::c801: boff:fef0:8%1

DHCPv6 IAID . . . . . . . . . . . @ 234884137

DHCPv6 Client DUD. . . . . . . . : 00-01-00-01-1F- 3E-87-72-00-0C 29- 80- 6C CC
DNS Servers . . . e e« « o « o 3t 2001:4860:4860::8888

Net Bl CS over TCpI p. . . . . . Disabled

Connecti on-specific DNS Suffl x Search Li st
| ab-test. net

C.\Users\ >

DHCPv6HE R K8

#imEMH T LLEADHCPV6 StatefulfESKIPveitt it ME 5|8, ALk , ICMPv6e RABE R S A ERE
FEEM U EREE (MES ) .

Eipv6 nd managed-config-flagis 5 tH I #ECisco IOSH EEEER T , BEHES2REMEZR,

Rout er #
interface G gabitEthernet0/0/0

i pv6 address 2001: ABCD: : 1/ 64
ipvé nd managed-config-flag

5 F 22 B4R 8% 3 4 - P9 A0 3 R SO L R



=
ICMIPvE Router
Salicitation (R5)

LS

o

ICMPvb Router ‘W Bt et
Advertisement [RA)

b,

2
( DHCPwE
solicit
L
' e
DHCPvE
{ Advertise }
L :
DHCPwE
Request

i
DHCPvE
Replay
-
=
v A

FR1 K in K YEIZICMPVE RS,

SR AR EAEREMEFHICMPYE RAE K.
5 EB3. 1R  #E X DHCPV6 Solicito
SR B e EFADHCPVeE EH 1T ERE,

55 BR5. 1% T HEIX DHCPV6RE R

S ER6. B ESF I DHCPVOEE 1T E M.

FAE e BREERE B R S HEAICMPYE RA:

Frane 1190: 118 bytes on wire (944 bits), 118 bytes captured (944 bits) on interface O



Et hernet Il, Src: ca:01:b9:f0:00:08 (ca:01:b9:f0:00:08), Dst: |IPv6ntast_01 (33:33:00: 00: 00: 01)
Internet Protocol Version 6, Src: Router IPv6 link |ocal (fe80::c801:b9ff:fef0:8), Dst: ff02::1
(ff02::1)
Internet Control Message Protocol v6

Type: Router Advertisenent (134)

Code: 0 Checksum 0x0642 [correct] Cur hop limt: 64 Flags: 0x80 1... .... = Managed address
configuration: Set
.0.. .... = Oher configuration: Not set
.0. .... = Hone Agent: Not set
.00... = Prf (Default Router Preference): Medium (0)
.0.. = Proxy: Not set

.... ..0. = Reserved: O
Router lifetime (s): 1800
Reachable time (nms): O
Retrans tiner (ms): O
I CMPv6 Option (Source |ink-layer address : ca:01: b9:f0:00:08)
| CMPv6 Option (MU : 1500)
I CMPv6 Option (Prefix information : 2001: abcd: :/64)
Type: Prefix information (3)
Length: 4 (32 bytes)
Prefix Length: 64

Fl ag: 0x80
1... .... = On-link flag(L): Set
.0.. .... = Autonomous address-configuration flag(A): Not set
.0. .... = Router address flag(R): Not set

...0 0000 = Reserved: O
Valid Lifetinme: 1800
Preferred Lifetine: 1800
Reserved
Prefix: 2001:abcd:: (2001: abcd::)

FEWireshark® , £ A dhcpv6iE €25 # RDHCPV6E R BHI R #t -

Source Destination Protocol Length Info PCIPv6 link local ff02::1:2 DHCPv6 157 Solicit Xl D:
0x328090 CI D: 000100011f 3e8772000c29806¢ccc Franme 965: 157 bytes on wire (1256 bits), 157 bytes
captured (1256 bits) on interface O Ethernet 11, Src: Vmware_80: 6c:cc (00:Oc: 29: 80: 6¢:cc), Dst:
| Pv6ntast _01: 00: 02 (33:33:00:01:00:02) Internet Protocol Version 6, Src: PCIPv6 link |ocal
(fe80::5850: 6d61: 1fb: ef3a), Dst: ff02::1:2 (ff02::1:2) User Datagram Protocol, Src Port: 546
(546), Dst Port: 547 (547) DHCPv6 Message type: Solicit (1)

Transaction I D 0x328090

El apsed tine

Client ldentifier

Identity Association for Non-tenporary Address

Fully Qualified Domai n Name

Vendor C ass

Opti on Request

Sour ce Desti nation Protocol Length Info
Router 1Pv6 link | ocal PCIPv6 |ink |ocal DHCPv 6 180 Advertise XID: 0x328090 CI D:
000100011f 3e8772000c29806¢ccc | AA: 2001: abcd: : 70al: 36a7: 3e72: fa95

Frane 966: 180 bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface O
Ethernet II, Src: ca:01:b9:f0:00:08 (ca:01:b9:f0:00:08), Dst: Vmware_80: 6¢: cc
(00: 0c: 29: 80: 6¢: cc)
Internet Protocol Version 6, Src: Router |Pv6 link |ocal (fe80::c801:b9ff:fef0:8), Dst: PC |Pv6
link [ocal (fe80::5850:6d61: 1f b: ef 3a)
User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Advertise (2)
Transaction |ID: 0x328090
Server ldentifier
Client ldentifier
Identity Association for Non-tenporary Address



DNS recursive name server
Domai n Search Li st

Sour ce Destination Protocol Length Info
PC IPv6 link local ff02::1:2 DHCPv6 199 Request XID: 0x328090 CID:
000100011f 3e8772000c29806ccc | AA: 2001: abcd: : 70al: 36a7: 3e72: f a95

Frane 967: 199 bytes on wire (1592 bits), 199 bytes captured (1592 bits) on interface O
Et hernet |1, Src: Vmware_80: 6¢c:cc (00:0c:29:80:6¢c:cc), Dst: |IPvbntast_01:00: 02
(33:33:00: 01: 00: 02)
Internet Protocol Version 6, Src: PCIPv6 link |ocal (fe80::5850:6d61:1fb:ef3a), Dst: ff02::1:2
(ff02::1:2)
User Datagram Protocol, Src Port: 546 (546), Dst Port: 547 (547)
DHCPv6 Message type: Request (3)

Transaction | D: 0x328090

El apsed tine

Client ldentifier

Server ldentifier

ldentity Association for Non-tenporary Address

Fully Qualified Domai n Nane

Vendor C ass

Opti on Request

Sour ce Destination Protocol Length Info
Router 1Pv6 link |local PC IPv6 |ink |ocal DHCPv6 180 Reply XID: 0x328090 CI Dt
000100011f 3e8772000c29806¢ccc | AA: 2001: abcd: : 70al: 36a7: 3e72: f a95

Frane 968: 180 bytes on wire (1440 bits), 180 bytes captured (1440 bits) on interface O
Et hernet Il, Src: ca:01:b9:f0:00:08 (ca:01:b9:f0:00:08), Dst: Vmware_80: 6¢c: cc
(00: 0c: 29: 80: 6¢: cc)
Internet Protocol Version 6, Src: Router IPv6 link |ocal (fe80::c801:b9ff:fef0:8), Dst: PC |IPv6
link local (fe80::5850:6d61: 1f b: ef 3a)
User Datagram Protocol, Src Port: 547 (547), Dst Port: 546 (546)
DHCPv6 Message type: Reply (7)
Transaction I D 0x328090
Server ldentifier
Client ldentifier
ldentity Association for Non-tenporary Address
DNS recursive name server
Domai n Search Li st

Cisco 10S_ERYDHCPV6E iR K& {al R 25 B B R Pl

#Cisco 10S
It RBIBE R T Cisco IOSHDHCPV6 A iR EERIBRBSHIEL B
TR ELEMEEEN TETWESipve dncp pool NAME.

S EB2 £ faddress prefix. dns-serverfldoman-name ¥ &+ E & BB DHCPV6EX B8 i £ 8K
518,

HBR3 {F A 5ipv6 dhep server NAMEFE A M EE BHE X T E &/,

SR £ EEEEN THRSTipve nd managed-config-flag.



SRS AN HELEEN TH I Sipv6 nd prefix default 1800 1800 no-autoconfig , A2 FHICMPv6
RAﬁ’H@':F' #J Autonomous address-configuration(A)Z&&.

FisE . FADHCPVeEREMBRETHZER  RinT ML ABEEEMEBETFENIPveitit, 5
—E38ICMPv6 RAERIEHEBEEANERT, F-EIZEDHCPV6ERTHETENENR
. BEREEEN , ICMPv6 RAERIE U LZAAEZSR  UIERKRIGEEIHIAERBEHEIEN
B B IPVE Lo

BisE . ENEEEERT , AL Aipv6 nd prefix default no-advertise % #ICMPv6 RAE
Fan W@EPHH*JI%—?—EEJLO

i pv6 uni cast-routing
1ipv6 dhcp pool LAN POOL address prefix 2001:ABCD::/64 ! Includes the IPv6 prefix in the DHCPv6
packet exchange.

dns-server 2001: 4860: 4860: : 8888

domai n- nanme | ab-test. net

interface G gabitEthernet0/0/0

i pv6 address 2001: ABCD: : / 64 eui -64

ipv6é nd prefix default 1800 1800 no-autoconfig ! D sabl es the Autonomous address-
configuration(a) flag in the | CWPv6 RA packet.

ipv6 nd managed-config-flag ! Sets the Managed address configuration flag in the |ICMPv6 RA
packet .

i pv6 dhcp server LAN _POCL

end

& EMFCisco IOSEARREERE  BEAUTH S :

5 E%1. show ipv6 dhcp pool+ EEFRELE + FE A 51 B,

5 ER2. show ipv6 dhcp binding#4 78 & #5 # i EHEA IPveitb it IR &

7 BR3. show ipv6 dhcp interface 4 8 88 R ith 1ik 5th 2 FE A A A b 8 E% RV AN 1D o

Rout er #show ipvé dhcp pool

DHCPv6 pool : LAN POCL
Address allocation prefix: 2001: ABCD.:/64 valid 172800 preferred 86400 (1 in use, 0 conflicts)
DNS server: 2001:4860: 4860: : 8888
Domai n nane: |ab-test.net Active clients: 1 Router#

Rout er #show ipvé dhcp binding
Client: FE8O0::5850: 6D61: 1FB: EF3A
DU D: 000100011F3E8772000C29806CCC
Usernane : unassi gned
IA NA: | AlD OxOE000C29, T1 43200, T2 69120

Address: 2001: ABCD:. : 3DD4: 77BB: E035: 9375
preferred lifetinme 86400, valid lifetine 172800
expires at Dec 28 2016 10:44 PM (172488 seconds)

Rout er #

Rout er #show ipvé dhcp interface
Fast Ethernet0/0 is in server node
Usi ng pool : LAN _POOL
Preference value: 0



H nt fromclient: ignored
Rapi d- Commit: di sabl ed
Rout er #

debug ipv6 dhcpin &4 E 8RB H B MR I =M 2 B E R R

Rout er #debug ipv6é dhcp
| Pv6 DHCP debugging is on
Rout er #1 Pv6 DHCP: Received SOLICIT from FE80::5850: 6D61: 1FB: EF3A on Fast Et hernet0/0
| Pv6 DHCP: Option UNKNOWN(39) is not processed
| Pv6 DHCP: Option VENDOR- CLASS(16) is not processed
I Pv6 DHCP: Using interface pool LAN POCL
| Pv6 DHCP: Creating binding for FE80::5850: 6D61: 1FB: EF3A i n pool LAN_POCL
| Pv6 DHCP: Binding for I A_NA OEO00C29 not found
| Pv6 DHCP: Allocating | A NA OE0O00C29 in binding for FE80::5850: 6D61: 1FB: EF3A
| Pv6 DHCP: Looking up pool 2001: ABCD::/64 entry w th usernane
' 000100011F3E8772000C29806CCCOEQN00C29’
| Pv6 DHCP: Pool entry for user not found
| Pv6 DHCP: All ocated new address 2001: ABCD: : D9F7: 61C:. D803: DCF1
| Pv6 DHCP: All ocating address 2001: ABCD: : D9F7: 61C: D803: DCF1 i n bi nding for
FE80: : 5850: 6D61: 1FB: EF3A, | Al D OEOC00C29
Pv6 DHCP: Updating binding address entry for address 2001: ABCD: : DOF7: 61C: D803: DCF1
Pv6 DHCP: Setting timer on 2001: ABCD: : DOF7: 61C: D803: DCF1 for 60 seconds
Pv6 DHCP: Source Address from SAS FE80:: C801: BOFF: FEFO: 8
Pv6 DHCP: sending ADVERTISE to FE80::5850: 6D61: 1FB: EF3A on Fast Et hernet 0/ 0
Pv6 DHCP: Received REQUEST from FE80::5850: 6D61: 1FB: EF3A on Fast Et her net 0/ 0
Pv6 DHCP: Option UNKNOAN(39) is not processed
Pv6 DHCP: Option VENDOR- CLASS(16) is not processed
Pv6 DHCP: Using interface pool LAN POOL
Pv6 DHCP: Looki ng up pool 2001: ABCD::/64 entry with usernane
' 000100011F3E8772000C29806CCCOE000C29’
Pv6 DHCP: Pool entry for user found
Pv6 DHCP: Found address 2001: ABCD: : DOF7: 61C: D803: DCF1 i n bi ndi ng for FE80::5850: 6D61: 1FB: EF3A,
Al D 0E000C29
Pv6 DHCP: Updating binding address entry for address 2001: ABCD: : DOF7: 61C: D803: DCF1
Pv6 DHCP: Setting tinmer on 2001: ABCD: : D9F7: 61C:. D803: DCF1 for 172800 seconds
Pv6 DHCP: Source Address from SAS FE8O0:: C801: BOFF: FEFO: 8
Pv6 DHCP: sending REPLY to FE8O::5850: 6D61: 1FB: EF3A on Fast Et her net 0/ 0
Rout er #

#Microsoft Windows

E1Tan Fipconfig /allsAFE R Microsoft Windows B Yt ElIPveiti sk, FEEX#EES. DNSalREF&E A ME
£

C. \Users\ >ipconfig /all

W ndows | P Configuration

Host Narme . . . . .« .« .« . . . o M-LAPTCP

Primary Dns Sufflx e

Node Type . . . . .« . . . . . ! Hybrid

I P Routing Enabled . . . . . . . No WNS Proxy Enabled. . . . . . . . : No DNS Suffix
Search List. . . . . . : lab-test.net Ethernet adapter Local Area Connection: Connection-
specific DNS Suffix . : lab-test.net

Description . . . . . . . . . . . : Intel(R PRO 1000 MI Network Connection

Physical Address. . . . . . . . . : 00-0C 29-80-6C CC

DHCP Enabled. . . . . . . . . 1 No

Aut oconfi guration Enabl ed . . . . . Yes

I Pv6 Address. . . . . . . . . . . : 2001:abcd::3dd4: 77bb: e035: 9375( Pref err ed)



Lease Qpbtained. . . . . . . . . . : Sunday, January 01, 2017 4:47:02 PM

Lease Expires . . . . . . . . ! Tuesday, January 03, 2017 4:47:02 PM

Li nk-1ocal 1Pv6 Address . . . . . : fe80::5850: 6d61: 1f b: ef 3a%d1( Pref erred)

Default Gateway . . . . . . . . . : fe80::c801: boff:fef0:8%1

DHCPv6 IAID . . . . . . . . . . . @ 234884137

DHCPv6 Client DUD. . . . . . . . : 00-01-00-01-1F- 3E-87-72-00-0C 29-80-6C-CC
DNS Servers . . . « e« « o o« o 3t 2001:4860:4860::8888

Net Bl CS over TCpI p.- . . . . . . Disabled

Connecti on-specific DNS Suffl x Search Li st
| ab-test. net

C.\Users\ >

FFAWindowsEE# 4 RV T TEID

BERIER T , Microsoft Windows 2 B B)ELE I IPveitbit ( EASLAAC ) £ERFEENTEID , A2
ERAEUI-6475 %o

C.\ User s\ >ipconfig

W ndows | P Configuration

Et her net adapter Local Area Connection: Connection-specific DNS Suffix . : |IPv6 Address.
. 2001: abcd: : 5850:6d61:1fb:ef3a ! Randomy generated interface ID.
Tenporary I Pv6 Address. . . . . . : 2001:abcd::8d1l: 8bbb: 14e4: 658e
Link-1ocal 1 Pv6 Address . . . . . : fe80::5850:6d61: 1f b: ef 3a%d1
Default Gateway . . . fe80::c801: boff:fef0: 8%1

A LASE Bk itk 1 Z%’_"J«J\EWmdowsﬁFH EUI G4HETE,

netsh interface ipv6 set global randomizeidentifiers=disabled

REZTUEIEAEVI-64ERE RN HEID,

C:\ User s\ >ipconfigW ndows | P Configuration Ethernet adapter Local Area Connection:

Connection-specific DNS Suffix . : |1Pv6 Address. .

2001: abcd: : 20c:29ff:fe80:6ccc ! Interface I D now generat ed by EUI - 64 nmet hod.
Tenmporary |Pv6 Address. . . . . . : 2001:abcd::9818: d729: f adb: 8812
Link-1ocal 1Pv6 Address . . . . . : fe80::20c:29ff:fe80: 6cccodl
Default Gateway . . . . . . . . . : fe80::c801: boff:fef0:8%1

ERXEARK T EIDER , TLETH S

netsh interface ipv6 set global randomizeidentifiers=enabled

# FWindows [ B IPv6 ith ik

HRLELER , Windows T LA KR B2 37 IPv6 it 1 36 4535 L5 1 1t B /B HH v E 4R VR .

MRFARE I E R AE A R EIPveib it RAEIXBER ( MER T ER TH AR ) | BTsEERER
Blo

B R IPve bt 2 K AWindowsE i 7T RFC 4941,


https://tools.ietf.org/html/rfc4941

C.\ User s\ >ipconfig
W ndows | P Configuration Ethernet adapter Local Area Connection: Connection-specific DNS Suffix

| Pv6 Address. . . . . . @ 2001: abcd: :5850: 6d61: 1f b: ef 3a Terrporary | Pv6 Address.
2001: abcd: 8d1 8bbb 14e4 658e Link-local |Pv6 Address .
fe80 : 5850: 6d61: 1f b: ef 3a%d1 Default Gateway . . . . . . . . . : fe80::c801: bof f: fef0: 8941

C:\Users\ >netsh interface ipvé show privacy
Querying active state. ..

Tenporary Address Paraneters

Use Temporary Addresses : enabled
Duplicate Address Detection Attenpts: 5
Maxi mum Valid Lifetinme ;o 7d

Maxi mum Preferred Lifetine : 1d
Regenerate Tine : 5s

Maxi mum Random Ti e : 10m
Random Ti ne . Os

C.\ User s\ Gus>

EXRAEBEYREIPveibit , ETR T

netsh interface i pv6 set privacy state=disabl ed

FERZRTE , WHER

C.\ User s\ >j pconfig

W ndows | P Configuration

Et hernet adapter Local Area Connection: Connection-specific DNS Suffix . : |Pv6 Address.
. 2001: abcd: : 5850: 6d61: 1f b: ef 3a Li nk-1ocal |1Pv6 Address . Lo
fe80 5850 6d61: 1fb: ef 3a%1 Default Gateway . . . . . . . . . : fe80::c801:boff:fef0:8%1

C.\Users\ >netsh interface ipvé6é show privacy
Querying active state...

Tenporary Address Paraneters

Use Temporary Addresses : disabled
Duplicate Address Detection Attenpts 5

Maxi mum Valid Lifetinme :7d
Maxi mum Preferred Lifetine : 1d
Regenerate Tine . Bs
Maxi mum Random Ti e : 10m
Random Ti ne . Os

EEREARRBIPveibE , TELETUAT @S

netsh interface ipv6 set privacy state=enable

PV ENRE i 0 B R LAY B IE L IPVARR IDHCP S, #ERBETENRED , UREBERERKTE
HIE B &+, 7ECisco I0SHMicrosoft Windows LIt T EABRESR S , ARBRERERRE
M TR,

HERA



. Cisco IOS IPv6im© 2%
- A Windows T EXEHIPV6EL B &



/content/en/us/td/docs/ios-xml/ios/ipv6/command/ipv6-cr-book.html
https://technet.microsoft.com/en-us/library/bb726952.aspx
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