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*Mar 31 19:35:51.809: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4111 handle:3,is going Down R



*Mar 31 19:35:51.811: %BGP-5-NBR_RESET: Neighbor 10.1.1.2 reset (BFD adjacency down)

*Mar 31 19:35:51.812: %BGP-5-ADJCHANGE: neighbor 10.1.1.2 Down BFD adjacency down

*Mar 31 19:35:51.813: %BGP_SESSION-5-ADJCHANGE: neighbor 10.1.1.2 IPv4 Unicast topology base removed fr
*Mar 31 19:35:51.813: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4111 neigh proc

*Mar 31 19:36:33.377: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4113 handle:1,is going Down R
*Mar 31 19:36:33.380: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4113 neigh proc
*Mar 31 19:36:33.381: %0SPF-5-ADJCHG: Process 1, Nbr 10.30.30.30 on GigabitEthernet3 from FULL to DOWN,

*Mar 31 19:35:59.483: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4110 handle:2,is going Down R
*Mar 31 19:36:02.220: %BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 10.1.1.2 proc:BGP

HREFIBFDEFEEMAN REANBEN TRt |, SR RKRHETENRR
- BRI EHRE
c REEXK

- BFDEREFHEE
- —ARENCPUSERMIE

BFD#EHE
HRERIERMERN A EED

HENBFDRIBEFE TR RHANER EXEHBFDEFENIHEKELR, NMREZBATENEE
BERRRE , IEESKRZERBER,

*Apr 4 17:18:25.931: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
*Apr 4 17:18:25.933: %BGP-5-NBR_RESET: Neighbor 10.1.1.2 reset (BFD adjacency down)

*Apr 4 17:18:25.934: %BGP-5-ADJCHANGE: neighbor 10.1.1.2 Down BFD adjacency down

*Apr 4 17:18:25.934: %BGP_SESSION-5-ADJCHANGE: neighbor 10.1.1.2 IPv4 Unicast topology base removed fr
*Apr 4 17:18:25.934: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
*Apr 4 17:18:27.828: %BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 is going UP

*Apr 4 17:18:32.304: %BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 10.1.1.2 proc:BGP
*Apr 4 17:18:32.304: %BGP-5-ADJCHANGE: neighbor 10.1.1.2 Up

*Apr 4 17:18:34.005: %BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4100 handle:1 is going UP

*Apr 4 17:18:34.418: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4100 handle:1,is going Down R
*Apr 4 17:18:34.420: %BGP-5-NBR_RESET: Neighbor 10.1.1.2 reset (BFD adjacency down)

*Apr 4 17:18:34.422: %BGP-5-ADJCHANGE: neighbor 10.1.1.2 Down BFD adjacency down

*Apr 4 17:18:34.422: %BGP_SESSION-5-ADJCHANGE: neighbor 10.1.1.2 IPv4 Unicast topology base removed fr
*Apr 4 17:18:34.422: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4100 neigh proc
*Apr 4 17:18:42.529: %BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 10.1.1.2 proc:BGP
*Apr 4 17:18:42.529: %BGP-5-ADJCHANGE: neighbor 10.1.1.2 Up

*Apr 4 17:18:43.173: %BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4100 handle:1 is going UP

ARTRBMENSEXR  HHEENTEETRAXENIHERETA,
EXmoad:



monitor capture <name> interface <interface> <in|out|both>
monitor capture <name> match ipv4 protocol udp any any eq <3784|3785>

ERLERFEURERTIBIR , CEBFDIEFIME BT,

config t

ip access-list extended <ACLname>

permit udp any eq 3784

permit udp any eq 3785

end

monitor capture <name> interface <interface> <in|out|both>
monitor capture <name> access-list <ACLname>

EARGIH , AN HEINHEERRBFDEFER QBKEY  EREE[EBMN. {E5WI15HY
BERE , REREARERFE10.111NWERBERNST, EXRTHBFDRARIIEBEFEE K.

BFDrouter#show run | section access-1list extended
ip access-list extended BFDcap

10 permit udp any any eq 3784

20 permit udp any any eq 3785
BFDrouter#mon cap BFD interface Gil in
BFDrouter#mon cap BFD access-1list BFDcap
BFDrouter#mon cap BFD start

Started capture point : BFD
BFDrouter#mon cap BFD stop

Stopped capture point : BFD
BFDrouter#show mon cap BFD buffer brief

# size  timestamp source destination dscp protocol
212 54 4.694016 10.1.1.1 -> 10.1.1.1 48 CS6 UDP
213 54 4.733016 10.1.1.2 -> 10.1.1.2 48 CS6 UDP
214 54 4.735014 10.1.1.1 -> 10.1.1.1 48 CS6 UDP
215 54 4.789012 10.1.1.1 -> 10.1.1.1 48 CS6 UDP
216 54 4.808009 10.1.1.2 -> 10.1.1.2 48 CS6 UDP
217 54 4.838006 10.1.1.1 -> 10.1.1.1 48 CS6 UDP
218 66 4.857002 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
219 66 5.712021 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
220 66 6.593963 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
221 66 7.570970 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
222 66 8.568971 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
223 66 9.354977 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
224 66 10.250979 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
225 66 11.154991 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
226 66 11.950000 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
227 66 12.925007 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
228 66 13.687013 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
229 66  14.552965 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
230 66  15.537967 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
231 66 15.641965 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
232 66 15.656964 10.1.1.2 -> 10.1.1.1 48 CS6 UDP
233 54 15.683015 10.1.1.1 -> 10.1.1.1 48 CS6 UDP
234 54 15.702011 10.1.1.2 -> 10.1.1.2 48 CS6 UDP
235 54 15.731017 10.1.1.1 -> 10.1.1.1 48 CS6 UDP
236 54 15.752012 10.1.1.2 -> 10.1.1.2 48 CS6 UDP
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*Mar 31 18:53:08.997: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
*Mar 31 18:53:08.999: %BGP-5-NBR_RESET: Neighbor 10.1.1.1 reset (BFD adjacency down)

*Mar 31 18:53:09.000: %BGP-5-ADJCHANGE: neighbor 10.1.1.1 Down BFD adjacency down

*Mar 31 18:53:09.000: %BGP_SESSION-5-ADJCHANGE: neighbor 10.1.1.1 IPv4 Unicast topology base removed fr
BGPpeer#

*Mar 31 18:53:09.000: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
*Mar 31 18:53:10.044: %SYS-5-CONFIG_I: Configured from console by console

BGPpeer#

*Mar 31 18:53:15.245: %BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 10.1.1.1 proc:BGP
*Mar 31 18:53:15.245: %BGP-5-ADJCHANGE: neighbor 10.1.1.1 Up

BGPpeer#show bfd neighbor

IPv4 Sessions
NeighAddr LD/RD RH/RS State Int
10.1.1.1 4097/0 Down Down Gil

HMABGPEBFDM ERER 2 BIEAMAMRE , HtHFEESERWNS. WEBFDRIFEERAMEE , #
EERRNE — A X EM o ERSFFSER , EREEHNEER,

*Mar 31 18:59:01.539: %BGP-3-NOTIFICATION: sent to neighbor 10.1.1.1 4/0 (hold time expired) O bytes
*Mar 31 18:59:01.540: %BGP-5-NBR_RESET: Neighbor 10.1.1.1 reset (BGP Notification sent)

*Mar 31 18:59:01.541: %BGP-5-ADJCHANGE: neighbor 10.1.1.1 Down BGP Notification sent

*Mar 31 18:59:01.541: %BGP_SESSION-5-ADJCHANGE: neighbor 10.1.1.1 IPv4 Unicast topology base removed fr
*Mar 31 18:59:01.541: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc

BRANERST
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BFDrouter#show bfd neighbor details

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
10.1.1.2 4104/4097 Up Up Gil
Session state is UP and using echo function with 50 ms interval.

Session Host: Software

OurAddr: 10.1.1.1

Handle: 3

Local Diag: 0, Demand mode: 0, Poll bit: O

MinTxInt: 1000000, MinRxInt: 1000000, Multiplier: 3

Received MinRxInt: 1000000, Received Multiplier: 3

Holddown Chits): 0(0), Hello Chits): 1000(36)

Rx Count: 38, Rx Interval (ms) min/max/avg: 2/1001/827 Tast: 493 ms ago

Tx Count: 39, Tx Interval (ms) min/max/avg: 4/988/809 last: 402 ms ago

Echo Rx Count: 534, Echo Rx Interval (ms) min/max/avg: 23/68/45 Tlast: 26 ms ago
Echo Tx Count: 534, Echo Tx Interval (ms) min/max/avg: 39/63/45 Tlast: 27 ms ago
Elapsed time watermarks: 0 0 (last: 0)

Registered protocols: BGP CEF

Uptime: 00:00:24

Last packet: Version: 1 - Diagnostic: 0
State bit: Up - Demand bit: 0O
Poll bit: 0 - Final bit: 0
C bit: 0
Multiplier: 3 - Length: 24
My Discr.: 4097 - Your Discr.: 4104
Min tx interval: 1000000 - Min rx interval: 1000000

Min Echo interval: 50000

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
10.2.2.2 4102/4097 Up Up Gi2
Session state is UP and using echo function with 50 ms interval.

Session Host: Software

OurAddr: 10.2.2.1

Handle: 2

Local Diag: 0, Demand mode: 0, Poll bit: O

MinTxInt: 1000000, MinRxInt: 1000000, Multiplier: 3

Received MinRxInt: 1000000, Received Multiplier: 3

Holddown Chits): 0(0), Hello Chits): 1000(2637)

Rx Count: 2639, Rx Interval (ms) min/max/avg: 3/1012/879 last: 10 ms ago

Tx Count: 2639, Tx Interval (ms) min/max/avg: 2/1006/879 Tlast: 683 ms ago

Echo Rx Count: 51504, Echo Rx Interval (ms) min/max/avg: 1/98/45 Tlast: 32 ms ago
Echo Tx Count: 51504, Echo Tx Interval (ms) min/max/avg: 39/98/45 last: 34 ms ago
ETlapsed time watermarks: 0 0 (last: 0)

Registered protocols: EIGRP CEF

Uptime: 00:38:37

Last packet: Version: 1 - Diagnostic: 0
State bit: Up Demand bit: 0
Poll bit: 0 Final bit: 0
C bit: 0
Multiplier: 3 Length: 24

My Discr.: 4097
Min tx interval: 1000000
Min Echo interval: 50000

Your Discr.: 4102
Min rx interval: 1000000



IPv4 Sessions

NeighAddr LD/RD
10.3.3.2 4100/4097
Session state is UP and using echo function with
Session Host: Software

OurAddr: 10.3.3.1

Handle: 1

Local Diag: 0, Demand mode: 0, Poll bit: O
MinTxInt: 1000000, MinRxInt: 1000000, Multiplier:
Received MinRxInt: 1000000, Received Multiplier:
Holddown Chits): 0(0), Hello Chits): 1000(10120)
Rx Count:

Tx Count:

Echo Rx Count: 197745,
Echo Tx Count: 197745,
ETapsed time watermarks: 0 0 (last: 0)
Registered protocols: CEF OSPF
Uptime: 00:38:39
Last packet: Version: 1

State bit: Up

Diagnostic:
Demand bit: 0

RH/RS State
Up Up
50 ms interval.

Int
Gi3

3
3

10137, Rx Interval (ms) min/max/avg: 1/2761/878 Tlast: 816 ms ago
10136, Tx Interval (ms) min/max/avg: 1/2645/877 Tlast: 904 ms ago
Echo Rx Interval (ms) min/max/avg: 1/4126/45 Tlast: 15 ms ago
Echo Tx Interval (ms) min/max/avg:

39/4227/45 Tast: 16 ms ago

0

Poll bit: O - Final bit: O

C bit: O

Multiplier: 3 - Length: 24

My Discr.: 4097 - Your Discr.: 4100

Min tx interval: 1000000 - Min rx interval: 1000000

Min Echo interval: 50000
FEMN
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BFDrouter#show bfd summary client

AMEFN B R R B#IURER Jttﬁaﬂ# FRH.




Client Session Up Down
BGP 1 1 0
EIGRP 1 1 0
OSPF 1 1 0
CEF 3 3 0
Total 3 3 0
BFDrouter#show bfd summary session

Protocol Session Up Down
IPV4 3 3 0
Total 3 3 0
BFDrouter#show bfd summary host

Host Session Up Down
Software 3 3 0
Hardware 0 0 0
Total 3 3 0

Show BFD Drops
SRR AEE FERZNBFDERTURER, WMRA#ERER 6 ATEERSFEHD.
BFDrouter#show bfd drops

BFD Drop Statistics
IPV4 IPVe6 IPV4-M IPV6-M MPLS_PW MPLS_TP_LSP MPLS_TE_GAL_LSP MPLS_TE_SR_

Invalid TTL 0 0 0 0 0 0 0 0
BFD Not Configured 0 0 0 0 0 0 0 0
No BFD Adjacency 12 0 0 0 0 0 0 0
Invalid Header Bits 0 0 0 0 0 0 0 0
Invalid Discriminator 3 0 0 0 0 0 0 0
Session AdminDown 2222 0 0 0 0 0 0 0
Authen invalid BFD ver 0 0 0 0 0 0 0 0
Authen invalid Ten 0 0 0 0 0 0 0 0
Authen invalid seq 0 0 0 0 0 0 0 0
Authen failed 0 0 0 0 0 0 0 0
Dampenend Down 0 0 0 0 0 0 0 0
SBFD Srcip Invalid 0 0 0 0 0 0 0 0
Invalid SBFD_SPORT 0 0 0 0 0 0 0 0
Source Port not valid 0 0 0 0 0 0 0 0

FERBFD#} /= B S 5C 8%

o TR ESEBENRHBFDARREERMRE.

BFDrouter# show bfd neighbors history



IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
10.1.1.2 4101/4097 Down Init Gil
History information:

[Apr 4 15:56:21.346] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:20.527] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:19.552] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:18.776] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:17.823] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:16.816] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:15.886] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:14.920] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:14.023] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:13.060] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:12.183] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:11.389] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:10.600] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:09.603] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:08.750] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:07.808] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:06.825] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:05.877] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int
[Apr 4 15:56:04.917] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT
[Apr 4 15:56:03.920] Event: V1 FSM 1d:4101 handle:3 event:RX DOWN state:INIT

10.2.2.2 104/4097 Up Up Gi2
History information:

[Apr 4 15:10:41.820] Event: V1 FSM 1d:104 handle:1 event:RX UP state:UP

[Apr 4 15:10:41.803] Event: V1 FSM 1d:104 handle:1 event:RX UP state:UP

[Apr 4 15:10:41.784] Event: V1 FSM 1d:104 handle:1 event:RX UP state:UP

[Apr 4 15:10:41.770] Event: notify client(CEF) IP:10.2.2.2, 1d:104, handle:1, event:UP,
[Apr 4 15:10:41.770] Event: notify client(EIGRP) IP:10.2.2.2, 1d:104, handle:1, event:UP,
[Apr 4 15:10:41.770] Event: notify client(CEF) IP:10.2.2.2, 1d:104, handle:1, event:UP,
[Apr 4 15:10:41.770] Event: resetting timestamps 1d:104 handle:1

[Apr 4 15:10:41.768] Event: V1 FSM 1d:104 handle:1 event:RX INIT state:DOWN

[Apr 4 15:10:41.751] Event: V1 FSM 1d:104 handle:1 event:Session create state:DOWN

[Apr 4 15:10:41.751]
bfd_session_created, proc:EIGRP, idb:GigabitEthernet2 handle:1 act

10.3.3.2 4198/4097 Up Up Gi3

History information:

IPv4 Sessions

NeighAddr LD/RD RH/RS State Int

[Apr 4 15:26:01.779] Event: notify client(CEF) IP:10.3.3.2, 1d:4198, handle:2, event:UP,

[Apr 4 15:26:01.779] Event: notify client(OSPF) IP:10.3.3.2, 1d:4198, handle:2, event:UP,
[Apr 4 15:26:01.778] Event: V1 FSM 1d:4198 handle:2 event:RX UP state:UP

[Apr 4 15:26:01.777] Event: notify client(OSPF) IP:10.3.3.2, 1d:4198, handle:2, event:UP,
[Apr 4 15:26:01.777] Event: V1 FSM 1d:4198 handle:2 event:RX INIT state:DOWN

[Apr 4 15:26:01.776] Event: V1 FSM 1d:4198 handle:2 event:Session create state:ADMIN DOWN

[Apr 4 15:25:59.309] Event:

bfd_session_destroyed, proc:CEF, handle:2 act

[Apr 4 15:25:59.309] Event: V1 FSM 1d:4198 handle:2 event:Session delete state:UP

[Apr 4 15:25:59.308] Event:

bfd_session_destroyed, proc:0SPF, handle:2 act

[Apr 4 15:22:48.912] Event: V1 FSM 1d:4198 handle:2 event:RX UP state:UP

[Apr 4 15:22:48.911] Event: notify client(CEF) IP:10.3.3.2, 1d:4198, handle:2, event:UP,
[Apr 4 15:22:48.911] Event: notify client(OSPF) IP:10.3.3.2, 1d:4198, handle:2, event:UP,
[Apr 4 15:22:48.911] Event: notify client(CEF) IP:10.3.3.2, 1d:4198, handle:2, event:UP,
IPv4 Sessions

NeighAddr LD/RD RH/RS State Int



[Apr
[Apr
[Apr

4 15:22:48.911] Event: V1 FSM 1d:4198 handle:2 event:RX INIT state:DOWN
4 15:22:48.910] Event: V1 FSM 1d:4198 handle:2 event:Session create state:DOWN
4 15:22:48.909]

bfd_session_created, proc:0SPF, idb:GigabitEthernet3 handle:2 act
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https://www.cisco.com/en/US/docs/ios/12_4t/ip_route/configuration/guide/t_bfd.html
https://www.cisco.com/en/US/docs/ios/12_4t/ip_route/configuration/guide/t_bfd.html
https://www.cisco.com/c/en/us/td/docs/routers/ios/config/17-x/ip-routing/b-ip-routing/m_irb-bi-fwd-det-0-1.html
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