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I P access-list extended acl-filter
deny tcp host 10.10.10.1 host 10.10.10.2 eq tel net
deny tcp host 10.10.10.2 eq telnet host 10.10.10.1

permt ip any any

flow record type perfornmance-nonitor NET- FLOWV
match i pv4 tos

mat ch i pv4 protocol

mat ch i pv4 source address

mat ch i pv4 destination address

mat ch transport source-port

mat ch transport destination-port

mat ch interface out put

match flow direction

mat ch fl ow sanpl er

mat ch application nane

collect routing source as

collect routing destination as
col l ect routing next-hop address ipv4d

col l ect ipv4 source nask



col l ect ipv4 destination mask
collect transport tcp flags
collect interface input

coll ect counter bytes

col l ect counter packets

collect tinmestanp sys-uptinme first

collect tinmestanp sys-uptinme |ast

fl ow exporter NET- FLOVN
descri ption NET- FLOV
desti nation 20.20. 20. 2
source Loopback28

transport udp 2055

flow nmonitor type performance-nonitor NET- FLOW
record NET- FLOW

exporter NET- FLOW

cl ass-map match-any class-filter

mat ch access-group nane acl-filter

!

policy-map type performance-nonitor policy-filter
class class-filter

flow nonitor NET- FLOW

interface Loopback28

i p address 10.11.11. 28 255. 255. 255. 255

interface G gabitEthernet0/0/1



i p address 10.10.10.2 255. 255.255.0
negoti ati on auto

service-policy type performance-nonitor input policy-filter

E

FERAAHRE , BELZNHEERT EEERF,
TEAS R R B BN etFlowl S35 1 |, AR R A EBIR A ?

57 BEEEESTEISRA351 Gi0/0/0 ( ¥EEINetFlowlESHWNE ) LERABRARER THE
(EPC). LATRABEE

ip access-list extended CAP-FILTER
permt ip host 10.11.11.28 host 20.20.20.2

permt ip host 20.20.20.2 host 10.11.11.28

nonitor capture CAP access-list CAP-FILTER buffer size 10 interface G gabitEthernet 0/0/0 both

nonitor capture CAP start

++ TEST |

3650: -

tel net 10.10.10.2

Trying 10.10.10.2 ... Open
REEPCTHHTelnetRENH T , RERREBLEFEUIRHIEE(ACL)(ACL-fiter) TERHERL , BH
ERFTE AR W AFFEIR

show nonitor capture CAP buffer brief

# size ti mestanmp source destination pr ot ocol

R, ®AFE2% , £MpingRE , ARIBECREEEPCT L :

++ TEST II

3650: -



pi ng 10.10.10.2
Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 10.10.10.2, timeout is 2 seconds:

ISR4351:

show nonitor capture CAP buffer brief

# size timestanp source destination pr ot ocol
0 122 0. 000000 10.11.11. 28 -> 20.20.20.2 ubpP
1 70 0.001998  20.20.20.2 -> 10.11.11.28 | CWP
10.000000 10.11.11.28 20.20.20.2 CFLOW 122 total: 1 (v9) record Obs-Domain-ID= 256 [Data:256]

2 ©.006001

7@ Destination unreachable (Port unreachable)
3 0.000002 16.11.11.28 20.20.20.

CFLOW 154 total: 1 (v9) record Obs-Domain-ID= 256 [Data-Template:256]

2
2
4 0.000003 20.20.20.2 .11.11.28 78 Destination unreachable (Port unreachable)
5 0.000004 10.11.11.28 20.20.20.2 CFLOW 122 total: 1 (v9) record Obs-Domain-ID= 256 [Data:256]

6 9.000005 20.20.20. 16.11.11. 2¢ 78 Destination unreachable (Port unreachable)
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