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AXFHNEARBBREEERERREANKENREL. XHEAZNMERERRCER (R
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10.106.60.20

Primary Router
Peer Router L2 switch

@ Virtual Router
(10.106.60.22)

_Internet

10.106.70.10 i
Secor_lijjlfy Router
10.106.60.21
FEMRERBSBEE
FEAHSRPEEMENE

REFERAEE (BEXIEFRS ) MEBKHES (FARELIEFA100 ) WYENE :
FERHBE

interface GigabitEthernetl ip address 10.106.60.20 255.255.255.0 standby 1 ip 10.106.60.22 standby 1 priority 105 standby 1 preempt standby 1 name VP



BB ES AR

interface GigabitEthernetl ip address 10.106.60.21 255.255.255.0 standby 1 ip 10.106.60.22 standby 1 preempt standby 1 name VPN-HSRP

i BAARREEHFEET ESNELIESF , UEXBHBENAETDHSE | BIER
B CRBWIEEET , ARAEMEE, EXTRES , EFRAFNELIEFEE
#3105 , MEABIEX AR B LIEFEER100 (IERHSRPHITERRRE ) o

BB IKEV21R MR B

FEREZENMNER, BENDHER BIKEV2IEE | T HBMEIKEV2EK .



crypto ikev2 proposal prop-1
encryption aes-cbc-256
integrity sha256

group 14

crypto ikev2 policy IKEv2_POL
proposal prop-1

BEZR

A

EETRRARTFANRBEHESENERLAESER,

crypto ikev2 keyring keys
peer 10.106.70.10
address 10.106.70.10
pre-shared-key Tocal C!scol23
pre-shared-key remote C!scol23

BEIKEV2EEER

BEIKEV2EERERLESB/IRMNIIZEERR, B tbibiti3REARARHSRPHEEIPHbuE | I
HEIR Ui b 41t 5% E A BE 25 [ [@ Internet T EIRY P,

crypto ikev2 profile IKEv2_PROF

match identity remote address 10.106.70.10 255.255.255.255
identity local address 10.106.60.22

authentication remote pre-share

authentication Tocal pre-share

keyring Tocal keys

fii B IPseciE ffits

{5 F IPSeckS #t SR FD & N 25 M E HY S5 2P R B B

crypto ipsec transform-set ipsec-prop esp-aes 256 esp-sha256-hmac



FlEIPSechl BER
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i EIPSectl BfE R UBMIKEV2EL BE R MIPSecE#AE, IPSecE BRERSEREIFEN T,

crypto ipsec profile IPsec_PROF
set transform-set ipsec-prop
set ikev2-profile IKEv2_PROF

BB E PR E T

BEERBENEHUEERERNBF, ELIPKARNMERE LHNRE. #RIPSecliERERT
FERRLANE , TR

interface TunnelO

ip address 10.10.10.10 255.255.255.0
tunnel source 10.106.60.22

tunnel mode 1ipsec ipvé

tunnel destination 10.106.70.10

tunnel protection ipsec profile IPsec_PROF



EE  AEEIEEARHSRPHERIPIEARBER. FAYENE (EXESFEH
GigabitEthernet1 ) #$8 BR21& 175 7 X B

Bip B B RE A/ S AR R ER E

RIBERMMPERERGET , BLACERABDERHBEN/NFERHEERH, EARMT  HEER
EIGRPHMFZRERM , BBEMIMHEBERLREEANERERRER.

router eigrp 10
network 10.10.10.0 0.0.0.255
network 10.106.60.0 0.0.0.255

ip route 192.168.30.0 255.255.255.0 TunnelO



AE  ERABERENE FHREETRSEEFA10.10.10.0/24),

HERMAREE

i BIKEV2R Z M K B

FERGZENNER., BENDHAER BIKEV2IEE | TigHEMIIKEV2EK .,

crypto ikev2 proposal prop-1
encryption aes-cbhc-256
integrity sha256

group 14

crypto ikev2 policy IKEv2_POL
proposal prop-1



BLE NI

RESRRUARFANBEHSBNERARER,

crypto ikev2 keyring keys
peer 10.106.60.22
address 10.106.60.22
pre-shared-key Tocal C!scol23
pre-shared-key remote C!scol23

AR HEFANEERIPHUEEEHERNWHSRPE EFREEMN ERIPH U, BEREX
ATE/HHEHEENYENAIPEE SRR,



FELEIKEV2EL EfE &

EEEIKEV2E ERERIE K SRIRMMNBZEERR, KAt EE A E B ERE R HERER T E
P, #E it 4k 5% Eﬁi/ﬁﬁﬁﬂ%%?J:FHHAHSRPE’JJEﬁIPi&iJJ:o

crypto ikev2 profile IKEv2_PROF

match identity remote address 10.106.60.22 255.255.255.255
identity local address 10.106.70.10

authentication remote pre-share

authentication local pre-share

keyring local keys

E|PsecE &

{5 F IPSect R SR T & 0 22 M %= HY 56 2P R BI o

crypto ipsec transform-set ipsec-prop esp-aes 256 esp-sha256-hmac

ElEIPSecllBE =R

Fi B IPSechi B & R UAHMIKEV2E BE R MIPSecEB i, IPSechlBRERIGEAZIBRENE.

crypto ipsec profile IPsec_PROF
set transform-set ipsec-prop
set ikev2-profile IKEv2_PROF

BB E PR E T

BEHRETEAEERERN B R, SKAKRBEREREST/EHBEER EARHSRPH E
|Po ERIPSecEEEREERARLNE , TR,

interface TunnelO

ip address 10.10.10.11 255.255.255.0
tunnel source GigabitEthernetl

tunnel mode ipsec ipv4

tunnel destination 10.106.60.22

tunnel protection ipsec profile IPsec_PROF



Bip B B RE M/ S FR R ER E

ERBERHBERFERHEEMTNEE , RBESEMIKIREERH K,

router eigrp 10
network 10.10.10.0 0.0.0.255
network 10.106.70.0 0.0.0.255

ip route 192.168.10.0 255.255.255.0 TunnelO

RTBRBEHTA , UT=EEREHHR,
SO0 1. B I BYBE A SR IR AOE B AR S

HRETBHBRETESNELIEF AU EREHERAFEHEEETIPSechRE, ERBM AR
FRERHIARRE | AT BAE A show standoy &4

<ffroot>

pri-router#show standby
GigabitEthernetl - Group 1

State is Active

7 state changes, Tast state change 00:00:21

Virtual IP address is 10.106.60.22

Active virtual MAC address is 0000.0c07.ac01 (MAC In Use)
Local virtual MAC address is 0000.0c07.ac01 (vl default)
Hello time 3 sec, hold time 10 sec

Next hello sent in 0.864 secs

Preemption enabled

Active router is |ocal

Standby router is 10.106.60.21, priority 100 (expires in 9.872 sec)

Priority 105 (configured 105)
Group name is "VPN-HSRP" (cfgd)
FLAGS: 1/1

sec-router#show standby
GigabitEthernetl - Group 1

State is Standby



11 state changes, Tast state change 00:00:49

Virtual IP address is 10.106.60.22

Active virtual MAC address is 0000.0c07.ac01 (MAC Not In Use)
Local virtual MAC address is 0000.0c07.ac01 (vl default)
Hello time 3 sec, hold time 10 sec

Next hello sent in 1.888 secs

Preemption enabled

Active router is 10.106.60.20, priority 105 (expires in 8.768 sec)

Standby router is |oca

Priority 100 (default 100)
Group name 1is "VPN-HSRP" (cfgd)
FLAGS: 0/1

EERBRREMN 5 1M R (1K Ev2) M 55 2B B} (1 Psec) £ BB , 427 LASE F show crypto ikev2 safllshow crypto ipsec safi 5o

pri-router#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf  Status

1 10.106.60.22/500 10.106.70.10/500 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify:
Life/Active Time: 86400/444 sec

IPv6 Crypto IKEv2 SA
pri-router#show crypto ipsec sa

interface: Tunnel0
Crypto map tag: TunnelO-head-0, Tocal addr 10.106.60.22

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.106.70.10 port 500

PERMIT, flags={origin_is_acl,}

#pkts encaps: 36357, #pkts encrypt: 36357, #pkts digest: 36357
#pkts decaps: 36354, #pkts decrypt: 36354, #pkts verify: 36354
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O

#pkts not decompressed: 0, #pkts decompress failed: 0

#send errors 0, #recv errors 0O

Tocal crypto endpt.: 10.106.60.22, remote crypto endpt.: 10.106.70.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: 0x4967630D(1231512333)

PFS (Y/N): N, DH group: none

inbound esp sas:

spi: OxBA711B5E(3127974750)

transform: esp-256-aes esp-sha256-hmac ,
in use settings ={Tunnel, }



conn 1id: 2216, flow_id: CSR:216, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4607986/3022)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: 0x4967630D(1231512333)

transform: esp-256-aes esp-sha256-hmac ,

in use settings ={Tunnel, }

conn id: 2215, flow_id: CSR:215, sibling_flags FFFFFFFF80000048, crypto map: TunnelO-head-0
sa timing: remaining key lifetime (k/sec): (4607992/3022)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(CACTIVE)

outbound ah sas:

outbound pcp sas:

R0 2. X RARWMENRIETFERE , WBNIREAREN EENIIRE
EXERHAREREIBEANERT , AZBHFEXNAEATRES , ESREBASZISEGHIESEE,
AT LAE M show standby a5 /X B 7% & B B% F 28 FO HSRPAR A&

<#root>

sec-router#show standby
GigabitEthernetl - Group 1

State is Active

12 state changes, last state change 00:00:37

Virtual IP address 1is 10.106.60.22

Active virtual MAC address is 0000.0c07.ac01 (MAC In Use)
Local virtual MAC address is 0000.0c07.ac01 (vl default)
Hello time 3 sec, hold time 10 sec

Next hello sent in 0.208 secs

Preemption enabled



Active router is |ocal

Standby router is unknown
Priority 100 (default 100)
Group name 1is "VPN-HSRP" (cfgd)
FLAGS: 1/1

o BlthERAR  SEKERUT AR, EEAREETHURHRRERENEDRE Y ECSBRIRBE.

*Jul 18 10:28:21.881: %HSRP-5-STATECHANGE: GigahitEthernetl Grp 1 state Standby -> Active
*Jul 18 10:28:44.647: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up

EEMERE1MEER2MNZ 2R , &0 SUE X A show crypto ikev2 safllshow crypto ipsec sa, 31N Fi7Ro

sec-router#show crypto ikev2 sa
IPv4 Crypto IKEv2 SA

Tunnel-id Local Remote fvrf/ivrf Status

1 10.106.60.22/500 10.106.70.10/500 none/none READY

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/480 sec

IPv6 Crypto IKEv2 SA
sec-router# show crypto ipsec sa

interface: TunnelO
Crypto map tag: Tunnel0-head-0, local addr 10.106.60.22

protected vrf: (none)

local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 10.106.70.10 port 500

PERMIT, flags={origin_is acl,}

#pkts encaps: 112, #pkts encrypt: 112, #pkts digest: 112
#pkts decaps: 112, #pkts decrypt: 112, #pkts verify: 112
#pkts compressed: 0, #pkts decompressed: 0

#pkts not compressed: 0, #pkts compr. failed: O

#pkts not decompressed: O, #pkts decompress failed: O
#send errors 0, #recv errors 0

local crypto endpt.: 10.106.60.22, remote crypto endpt.: 10.106.70.10
plaintext mtu 1438, path mtu 1500, ip mtu 1500, ip mtu idb GigabitEthernetl
current outbound spi: OXFC4207BF(4232185791)

PFS (Y/N): N, DH group: none

inbound esp sas:



spi: OX5F6EE796(1601103766)

transform: esp-256-aes esp-sha256-hmac ,

in use settings ={ Tunnel, }

conn id: 2170, flow_id: CSR:170, sibling_flags FFFFFFFF80000048, crypto map: Tunnel0-head-0
satiming: remaining key lifetime (k/sec): (4607988/3107)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

inbound ah sas:
inbound pcp sas:

outbound esp sas:

spi: OXFC4207BF(4232185791)

transform: esp-256-aes esp-sha256-hmac

in use settings ={ Tunnel, }

connid: 2169, flow_id: CSR:169, sibling_flags FFFFFFFF80000048, crypto map: Tunnel0-head-0
satiming: remaining key lifetime (k/sec): (4607993/3107)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE(ACTIVE)

outbound ah sas:

outbound pcp sas.

56 3. ERHBRMEETT , WEIEKHREAFHARRE

—BEXRAFMELTHERER K CEBARAEERAESR  RATEETESNEXIESF , W HHBRAIFEARBAER,
HRSRS , ERENRERE  CEETENHEKHRF LFISLAR.

EXERHERFL  BETUTHR

*Jul 18 11:47:46.590: %HSRP-5-STATECHANGE: GigabitEthernetl Grp 1 state Listen -> Active
*Jul 18 11:48:07.945: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to up

EEWBEHmARL  KEEINELAR , CABETHERARCBRAKARAKALS

*Jul 18 11:47:46.370: %HSRP-5-STATECHANGE: GigahitEthernetl Grp 1 state Active -> Speak
*Jul 18 11:47:52.219: %LINEPROTO-5-UPDOWN: Line protocol on Interface TunnelO, changed state to down
*Jul 18 11:47:57.806: %HSRP-5-STATECHANGE: GigahitEthernetl Grp 1 state Speak -> Standby

EREREEAME B2 Z 2 BBAYAREE | 1B Ashow crypto ikev2 safllshow crypto ipsec sasR B 3%



R WRERBEETHIRBS LEE T ZERRE , 7 LAFE M show crypto session remote X.X.X. X Flshow crypto ipsec sa
peer X X X XS 22 R58 19 55 1 B EX FN 5B 2 BRIk 8,

g 3713
RERENE A T AR AR TRHDE,
AT LARK R 8 L B SR BE BRI K Ev2RBE Y B

debug crypto ikev2

debug crypto ikev2 error
debug crypto ikev2 internal
debug crypto ipsec

debug crypto ipsec error



debug crypto ipsec message

AR NMRRFEEHR—ERENKE (MREEREREEMRE  AMXELETHER ) , AIXEFER®S debug crypto
condition peer ipv4 X.X.X.X.
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