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AS 64500

| AS 64496 10.10.20.0/24

Router21 Router22

10.10.30.0/24

Eﬁdﬁlﬂ
L 4

FEHBEEERES , Router12fRouter22(BMAS 64496) %7 5% T8 = E|Router14(ISP-A) Al
Router24(ISP-B) A& T8k, AIEPAEER192.168.10.0/24 L AR K #REB, Router11FIRouter21iEiB
B X B AR EIRouter12FRouter22, PIX1HIPIX2KEL & A1 1THEEE th 1k B3R (NAT),

E 3

FEILEHIF |, AS 64496 F AYRouter12& BEEAS 645004 BJRouter14(ISP-A)E 1T S\ Z8BGP(eBGP) %
% . Router12th &:#EBPIX1E8ERouter1 1#1TAZBGP(IBGP)¥1 %, R ETERISP-AYE HAEEH

, Router12&EiBGP L HES11 B85 FEREH0.0.0.0/0, MREISP-ARERE KB , Router& &
I B RHTERRER A,

E4 i , AS 64496 HIRouter22 & E2AS 645035 #JRouter24(ISP-B)#1TeBGPH & | WiRIBH K
HEPREFEISP-BIEEH , B4t mRouter21 @& BGP LAY AR EEH,

BBFERFEEE , PIX1MPIX2EE A R FBCGPH % 2 BMMBGPHRE ( TCP , #179) , ERE
APIXNHEEBRBN LKA BERERT , AZBTHE(ethernet1) I Z 24K 515100 , AN E
(ethernet0) I Z £k B A0, BEAFRESIRERLEINNNEETERNBER. B2, BEAF
RBEERZEBBNHIRSLEHRBINENFRE , VBEPIX LEXERFHRBE. 1A, BES
BEPIX1FIPIX2 L EL B RENATES: | DA SA B B 2R EEPIXAZBAY BE B R EEBGPE &S,

Router11#1Router21 ZF & R 1RIBGP B fY FAFR BE R B R b A TR R B S RN R ER R E L
(OSPF)#81E, Router11i$TaRK MBS ZIOSPFE , EEA5 Router2 1S ESTERKH , EEA
30, Rt EER BRouter1 1MV AR ., LthElEBBIEARSTERREEH0.0.0.0/0E#E ZIRouter1 17



Router21 , ##if &3 & A #BEE B 2R A FC IR BB #E X B IR SR A ek
it , BIEE LR , AT RAS 64496HY B8 H K HE :

- BRAFTE IR E (1£192.168.10.0/24 FlInternet), AS 6449618 5t i F #tRouter12 I ISP-AKY $2 5%

- MR FISP-AREZR KLY , FIEREHERHERERouter22# H FISP-B,

- #&Internet®)192.168.10.0/24 1Y Fir B i & B FA 1€ ISP-AZIRouter1 289 $2 3% .

- MNRRISP-AZ|Router1 2V SR B A BFE | FIE AL REZ 2 EIB 5K ISP-BEEHEE
Router22,

AS 64500

Router11 Router12

@545(]3
.

L

A REANUTERE :

- Router11

- Router12

- Router14(ISP-A)
- Router21

- Router22

- PIX1

- PIX2




Router11

host nane Router 11l
!
interface Fast Ethernet0/0
i p address 192.168.10.1 255.255.255.0

!--- Connected to Router2l. ! interface FastEthernet0O/1
ip address 172.16.11.1 255.255.255.0 /--- Connected to
prx1. ! router ospf 1 |og-adjacency-changes network
192.168.10.0 0.0.0.255 area 0 default-infornmation
originate nmetric 5 route-nmap check-default /--- A
default route is advertised into OSPF conditionally
(based on whether the link !--- from Routerl2 to ISP-A

is active), with a metric of 5. router bgp 64496 no
synchroni zati on bgp | 0og-nei ghbor-changes network

192. 168. 10. 0 nei ghbor 172.16.12.2 renpte-as 64496 !---
Configures Routerl2 as an 1BGP peer . distance bgp 20
105 200 !--- Administrative distance of 1BGP learned
routes 1is changed from default 200 to 105. no auto-
sumary ! ip route 172.16.12.0 255. 255.255.0
172.16.11. 10 !--- Static route to 1BGP peer, because it
is not directly connected. ! access-list 30 permt
0.0.0.0 access-list 31 permt 172.16.12.2 route-nap
check-default permt 10 match ip address 30 match ip
next - hop 31

Router12

host nane Router 12

]
i nterface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

!--- Connected to Routerl4 (ISP-A). ! interface
FastEthernet0/1 ip address 172.16.12.2 255.255.255.0 /--
- Connected to PIX1. ! router bgp 64496 no
synchroni zati on neighbor 172.16.11.1 renote-as 64496
nei ghbor 172.16.11.1 next-hop-self neighbor 172.16.11.1
default-originate route-map check-ispa-route /--- A4
default route is advertised to Routerll conditionally
(based on whether the link !--- from Routerl2 to ISP-A
is active). neighbor 172.16.11.1 distribute-list 1 out
nei ghbor 172.16.13.4 renote-as 64500 /--- Configures
Routerl4 (ISP-A) as an eBGP peer. nei ghbor 172.16.13.4
route-map adv-to-ispa out no auto-sumrary ! ip route
172.16.11. 0 255. 255.255.0 172.16.12.10 !--- Static route
to 1BGP peer, because it is not directly connected. !
access-list 1 pernmit 0.0.0.0 access-list 10 permit
192.168.10. 0 access-list 20 pernmt 10.10.20.0 0.0.0.255
access-list 21 pernit 172.16.13.4 ! route-map check-
ispa-route pernmt 10 match ip address 20 match ip next-
hop 21 ! route-map adv-to-ispa pernmit 10 match ip
address 10

Router14(ISP-A)

host nane Rout er 14
|
interface Ethernet0/0
ip address 172.16.13.4 255.255.255.0
|
interface Ethernet0/1
i p address 10.10.20.1 255. 255.255.0




router bgp 64500

net work 10.10.20.0 mask 255.255.255.0

nei ghbor 172.16.13.2 renote-as 64496

!--- Configures Routerl2 as an eBGP peer. !

Router21

host nane Rout er 21
]
interface FastEthernet0/0

i p address 192. 168. 10. 2 255. 255. 255.0

!--- Connected to Routerll. ! interface FastEthernet0/1
ip address 172.16.21.1 255.255.255.0 /--- Connected to
prx2. | router ospf 1 network 192.168.10.0 0.0.0. 255
area 0 default-information originate netric 30 route-map
check-default !--- A default route is advertised into
OSPF conditionally (based on whether the 1link !--- from
Router22 to ISP-B is active), with a metric of 30. !
router bgp 64496 no synchroni zation network 192.168.10.0
nei ghbor 172.16.22.2 renote-as 64496 !--- Configures
Router22 as an 1iBGP peer. ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 !--- Static route to 1BGP
peer, because it 1is not directly connected. ! access-
list 30 permit 0.0.0.0 access-list 31 pernit 172.16.22.2
route-map check-default permit 10 match ip address 30
mat ch i p next-hop 31 !

Router22

host nane Rout er 22
!
i nterface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

!--- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 /--
- Connected to PIX2. | router bgp 64496 no
synchroni zati on bgp | og-nei ghbor - changes nei ghbor
172.16.21.1 renpte-as 64496 !--- Configure Router2l as
an 1BGP peer. neighbor 172.16.21.1 next-hop-self
nei ghbor 172.16.21.1 default-originate route-nmap check-
i spb-route !--- A default route is advertised to
Router2l conditionally (based on whether the link !---
from Router22 to ISP-B is active). ! neighbor
172.16.21.1 distribute-list 1 out neighbor 172.16.23.4
renot e- as 64503 nei ghbor 172.16.23.4 route-map adv-to-
ispb out ! ip route 172.16.21.0 255.255.255.0
172.16.22.10 !--- Static route to 1BGP peer, because it
is not directly connected. ! access-list 1 permt
0.0.0.0 access-list 10 permt 192.168.10.0 access-1li st
20 permt 10.10.30.0 0.0.0.255 access-list 21 permt
172.16.23.4 ! route-map check-ispb-route permt 10 match
ip address 20 match ip next-hop 21 ! route-map adv-to-
ispb pernmit 10 match ip address 10 set as-path prepend
10 10 10 !--- Route map used to change the AS path
attribute of outgoing updates.

Router24(ISP-B)

host nane Rout er 24
!
i nterface LoopbackO

i p address 10.10.30.1 255.255.255.0




interface FastEthernet0/0
ip address 172.16. 23.4 255.255.255.0
|
router bgp 64503
bgp | og- nei ghbor - changes
networ k 10.10. 30.0 mask 255.255.255.0
nei ghbor 172.16.23.2 renote-as 64496
!--- Configures Router22 as an eBGP peer. !

PIX1

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.12. 10 255. 255.255.0

i p address inside 172.16.11.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 pernit icnp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.00 0

!--- No NAT translation, to allow Routerll on the inside
to initiate a BGP session !--- to Routerl2 on the
outside of PIX. static (inside,outside) 172.16.11.1
172.16.11. 1 net mask 255. 255. 255. 255 !/--- Static NAT
translation, to allow Routerl2 on the outside to
initiate a BGP session !--- to Routerll on the inside of
PIX. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1 route

i nside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.22.10 255. 255. 255.0

i p address inside 172.16.21.10 255.255.255.0

!--- Configures the IP addresses for the inside and
outside interfaces. access-list acl-1 permit tcp host
172.16.22.2 host 172.16.21.1 eq bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permt icnp any any !---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.00 O

!--- No NAT translation, to allow Router2l on the inside
to initiate a BGP session !--- to Router22 on the
outside of PIX. static (inside,outside) 172.16.21.1
172.16. 21.1 netmask 255. 255. 255. 255 ! -- Static NAT
translation, to allow Router22 on the outside to
initiate a BGP session !--- to Router2l on the inside of
PIX.
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WHEFERT E(EHEERTFER)OIT)XERE Eshowin T, fERAOITREshowds & i i 4 5 #

o

EWMEBGPERMAB K , TLUHEME AR ERIBISP-ARE. BRouter11 EMBGPEAH. ©
AT —#ER172.16.12.2%¢Router1 2 EX FH 5% 5% £10.0.0.0/0,

Rout er 11# show ip bgp

BGP table version is 14, local router IDis 192.168.10.1
Status codes: s suppressed, d damped, h history, * valid, > best, i -

Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*>i10.0.0.0 172.16.12.2 100 0 i
*> 192.168.10.0 0.0.0.0 0 32768 i

EIBBGPEAI0.0.0.0/0FE A RERRKBRTD , WRouter11 EAshow ip routel i Fi R

Rout er 11# show ip route

Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 172.16.12.2 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
172.16.0.0/ 24 is subnetted, 2 subnets

S 172.16.12.0 [1/0] via 172.16.11.10

C 172.16.11.0 is directly connected, FastEthernetO/1
B* 0.0.0.0/0 [105/0] via 172.16.12.2, 00:27:24

BEZERouter21 LMBGPX, Bt &&EiBRouter22 VTR H,

Rout er 21# show ip bgp

BGP table version is 8, local router IDis 192.168.10.2

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*>i0.0.0.0 172.16.22.2 100 0 i
*> 192.168.10.0 0.0.0.0 0 32768

RERRILBGPEANN ARIRHAR D ZREHERouter2 1 ERHARF.

Rout er 21# show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - ISI1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
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P - periodic downl oaded static route
Gateway of last resort is 192.168.10.1 to network 0.0.0.0

C 192.168.10.0/24 is directly connected, FastEthernet0/0
172.16.0.0/24 is subnetted, 2 subnets

C 172.16.21.0 is directly connected, FastEthernetO/1

S 172.16.22.0 [1/0] via 172.16.21.10

O*E2 0.0.0.0/0 [110/5] wvia 192.168.10.1, 00:27:06, FastEthernet0/0

Router21 /1 Y FEEZ B 2 BIBOSPFE A (FE)X=0.0.0.0/0H LHoFH), BEE/IZENR , H—
{E&EiBBGP#Router22 & H K FEEL L H , {Eshow ip routedl HF/R 7 B IBOSPFE A FERR KA.

OSPFFEER R L% ERouter215 , B ARouter21 R E R EETEEZ IR B : Router22i&18
iBGP , Router11i8i80SPF, HHEEZEBEKEEEEEEEMNIRHTEIKBARF, OSPFHY
EIEEBHE110 , MIBGPHEEERM 200, Hit , MAXRPELHOSPFEBWTEREH , BA
110/ 1A200, BEM HIBBENFFMERN , 382 B Ciscolf HES PRI B HIRE,

SRR

ERASHAE , BERETREIRE,

E3RARouter12MISP-AZ BIKIBGP& 7S

Rout er 12(confi g)# interface fas 0/0

Rout er 12(config-if)# shut

1w0d: %.1 NK-5- CHANGED: | nterface Fast Et hernet 0/ 0,
changed state to administratively down

1w0d: %.1 NEPROTO 5- UPDOMN: Li ne protocol on Interface FastEthernet0/0,
changed state to down

Router11:8 8 #tRouter12i@1BBGPE MY FEEZ K A

Rout er 11# show ip bgp

BGP table version is 16, local router IDis 192.168.10.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path
*> 192.168.10.0 0.0.0.0 0

BZERouter!1 LB HAR, BREHAREBOSPF ( EEIES110 ) BHH , T—BkBRouter21,

Rout er 11# show ip route

!--- Output suppressed. Gateway of last resort is 192.168.10.2 to network 0.0.0.0 C
192.168.10.0/24 is directly connected, FastEthernet0/0 172.16.0.0/24 is subnetted, 2 subnets S
172.16.12.0 [1/0] via 172.16.11.10 C 172.16.11.0 is directly connected, FastEthernetO/1 Oo*E2
0.0.0.0/0 [110/30] wvia 192.168.10.2, 00:00:09, FastEthernet0/0

RIBEERNRE  HEHIEEHN, B2 , HESAEARouter! 14 Y distance bgp 20 105
200fHRETR 5 , AR eI &Router11 LY B HIEIE,

It an 5 B 5% {8 Adistance bgp 20 200 200 , HFeBGPE &1/ 3% H iV & 2 IE 8 £20,iBGPJE &Y 2%


/content/en/us/support/docs/ip/enhanced-interior-gateway-routing-protocol-eigrp/8651-21.html

I EIEEREA200 , A tBGPER AV E IR BEA200,

ERouter12F1ISP-A2 B S B X B , Router 12#@1BiBGP#Router1 2B ALK H., B2
, HRALLIBGPERMMEHNTEREEER 2200 , AT EROSPFEMMEER (EA110/MR
200) , EEsEHIFTE#Router21EIRouter22 2 ISP-BHY HitFHE |, BIfE#Router12ISP-ARY §E 3%
BRXERIERE, EFANEE B BGPEANKHNEEEHERA/ N RATERANAIPERE
WBE(GP)WE, EAHFIGH | IGPROSPF , EILEZEERH105 ( AB1050MA110) 6

3
¢

B FAdistance bgp T TV ER , FSHBGPHI T, HHHEABGPHZEEMNFMERNR | B

EEEFTNZSEEREDEABCPHARH : BERH,

£l 2

FEHRBP | BHEI[11ERBEIR14(ISP-A)EEEVeBCGPHEMR , BHsR218EEHE824(I1SP-
B)EiZ 2 7eBGPY &M &, Router12FRouter22 2 EABGP¥ % |, B IR HEEISPHIIPER,
K 5AeBGPHERTREEEMRNWEE , FTATES B HE K85 L £ Aneighbor ebgp-multihop &5
neighbor ebgp-multihop7s = EBGPAESI B Z TR K — BkeBGPR &l , AR EeBGPER BN ETR
RE(TTLRFERE1ERNATERE. EIBESD , cBGPHEME3M , HittESHERHR LRE
neighbor ebgp-multihop 3 , AEMTTLEE X A3, i , ZTHEHEJIAPIX LEEFEREH , UER
Router118Eping % H 22 14(ISP-A) b1t 2 ISP-B) i1t 172.16.23.4 , A HFRouter21BEping i
Router24(ISP-B)ith it .

BT , PIXTAFBERBRESERHE(CMP)ER I (EER Hpingth T HERX)EB, ER
FFICMPERE |, 55 Faccess-listin & , 1T —RPIXELEFT~. B Baccess-list in T HIFFHEA
, B RPIXP A BAEBI T

B F 5% B B245 1 4 50 % PR 25 12 M1 I SP-A 2 ] Y 8535 B S R Router22 M ISP-B 2 RV 558 , EISP-
ASERRETFRY | ISP-BHER ARFIA AWML IR E.
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L

BARERUTEE :

- Router11

- Router12
Router14(ISP-A)
- Router21

- Router22

- PIX1

- PIX2

Router11

host nane Router1l

|

interface FastEthernet0/0

i p address 192.168.10.1 255.255.255.0

!--- Connected to Router2l. ! interface FastEthernet0/1
ip address 172.16.11.1 255.255.255.0 /--- Connected to
PIX1. ! router bgp 64496 no synchroni zation bgp | og-
nei ghbor - changes network 192.168.10. 0 nei ghbor
172.16. 13. 4 renote-as 64500 nei ghbor 172.16.13. 4 ebgp-




multihop 3 !/--- To accept and attempt BGP connections to

external peers that reside on networks that !--- are not
directly connected. nei ghbor 172.16.13.4 route-nmap set-
pref in !--- Sets higher local-preference for learned

routes. neighbor 172.16.13.4 route-nmap adv_to_ispa out
nei ghbor 192. 168. 10. 2 renote-as 64496 nei ghbor

192. 168. 10. 2 next-hop-self no auto-sunmmary ! ip route
172.16.12.0 255.255.255.0 172.16.11.10 ip
routel72.16. 13. 4 255. 255. 255. 255 172.16.11.10 /---
Static route to eBGP peer, because it is not directly
connected. ! access-list 20 permt 192.168.10.0 ! route-
map set-pref permt 10 set |ocal-preference 200 ! route-
map adv_to_ispa permit 10 match ip address 20

Router12

host nane Rout er 12

!

interface FastEthernet0/0

ip address 172.16.13.2 255.255.255.0

!--- Connected to ISP-A. ! interface FastEthernetO/1 ip
address 172.16.12.2 255.255.255.0 !--- Connected to
prx1. ! ip route 172.16.11.0 255.255.255.0 172.16.12.10

ip route 192.168.10.0 255.255.255.0 172.16.12. 10
Router14(ISP-A)

host nane Rout er 14

1

interface Ethernet0/0

i p address 172.16.13.4 255.255.255.0

1

interface Ethernet0/1

i p address 10.10.20.1 255.255.255.0

1

router bgp 64500

no synchroni zation

network 10.10.20.0 mask 255. 255.255.0

nei ghbor 172.16.11.1 renote-as 64496

nei ghbor 172.16.11.1 ebgp-multihop 3

!--- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. nei ghbor 172.16.11.1 default-originate !/---
Advertises a default route to Routerll. no auto-sunmmary
I ip route 172.16.11.1 255.255. 255. 255 172.16.13.2 /---
Static route to eBGP peers, because it is not directly
connected.

Router21

host nane Rout er 21

I

interface FastEthernet0/0

i p address 192.168. 10. 2 255. 255. 255. 0
!--- Connected to Routerll. ! interface FastEthernetO/1
ip address 172.16.21.1 255.255.255.0 /--- Connected to
prx2. | router bgp 64496 no synchronization network
192. 168. 10. 0 nei ghbor 172.16.23.4 renmpte-as 64503
nei ghbor 172.16.23.4 ebgp-multihop 3 /--- To accept and
attempt BGP connections to external peers that reside on
networks that !--- are not directly connected. nei ghbor
172.16.23.4 route-map adv_to_i spb out nei ghbor
192.168.10.1 renote-as 64496 nei ghbor 192.168. 10. 1 next -




hop-sel f no auto-summary ! ip route 172.16.22.0
255.255.255.0 172.16.21.10 ip routel72.16.23.4

255. 255. 255. 255 172.16.21.10 !--- Static routes
configured to reach BGP peer. ! access-list 20 permt
192.168.10.0 ! route-nap adv_to_ispb permt 10 match ip
address 20 set as-path prepend 10 10 10

Router22

host nane Rout er 22

!

interface FastEthernet0/0

ip address 172.16.23.2 255.255.255.0

!-—- Connected to Router24 (ISP-B). ! interface
FastEthernet0/1 ip address 172.16.22.2 255.255.255.0 /--
- Connected to PIX2. ! ip route 172.16.21.0

255.255.255.0 172.16.22.10 ip route 192.168.10.0
255.255.255.0 172.16.22.10

Router24(ISP-B)

host nane Rout er 24

1

i nterface LoopbackO

i p address 10.10.30.1 255.255.255.0

1

interface FastEthernet0/0

i p address 172.16.23.4 255.255.255.0

!--- Connected to Router22. ! router bgp 64503 no
synchroni zati on bgp | og-nei ghbor-changes net work

10. 10. 30. 0 mask 255. 255. 255. 0 nei ghbor 172.16.21.1

renot e-as 64496 nei ghbor 172.16.21.1 ebgp-nultihop 3 /--
- To accept and attempt BGP connections to external
peers that reside on networks that !--- are not directly
connected. nei ghbor 172.16.21.1 default-originate !/---
Advertises a default route to Router2l. no auto-sunmmary
I ip route 172.16.21.1 255.255. 255. 255 172.16.23.2 /---
Static route for BGP peer Routerll, because 1t 1is not
directly connected.

PIX1

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.12.10 255. 255. 255.0

i p address inside 172.16.11. 10 255. 255.255.0
access-list acl-1 permit tcp host 172.16.13.4 host
172.16.11.1 eq bgp

!-- Access list allows BGP traffic to pass from outside
to inside. access-list acl-1 permt icnp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.00 O

static (inside,outside) 172.16.11.1 172.16.11.1 net mask
255. 255, 255. 255

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX2

nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00




i p address outside 172.16.22.10 255. 255.255.0

i p address inside 172.16.21.10 255.255.255.0
access-list acl-1 permit tcp host 172.16.23.4 host
172.16.21.1 eq bgp

!-- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 pernmit icnp any any !--
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.22.2 1

route inside 192.168.10.0 255.255.255.0 172.16.21.1 1
nat (inside) 0 0.0.0.0 0.0.0.00 O

static (inside,outside) 172.16.21.1 172.16.21.1 netnask
255. 255, 255. 255

B

RBEISP-AMISP-BRY 438 E BRI BB . Router11FRouter21 L Kshow ip bgp summarys
SHH 5 BIFERREISP-AFISP-BE I FWBGP&7E.

Rout er 11# show ip bgp summary

BGP router identifier 192.168.10.1, |ocal AS number 10

BGP table version is 13, main routing table version 13

4 network entries and 5 paths using 568 bytes of menory

7 BGP path attribute entries using 420 bytes of nenory

2 BGP AS-PATH entries using 48 bytes of nenory

0 BGP route-nmap cache entries using 0 bytes of menory

0 BGP filter-list cache entries using O bytes of menory

BGP activity 43/264 prefixes, 75/70 paths, scan interval 15 secs

Nei ghbor \% AS MsgRcvd MsgSent Thl Ver 1nQ QutQ  Up/ Down St at e/ Pf xRed
172.16.13. 4 4 64500 1627 1623 13 0 0 02:13:36 2
192. 168. 10. 2 4 64496 1596 1601 13 0 0 02:08:47 2

Rout er 21# show ip bgp summary
!--- Output suppressed. Nei ghbor V AS MsgRcvd MsgSent Tbl Ver |1 nQ Cut Q Up/ Down St at e/ Pf xRcd
172.16.23.4 4 64503 1610 1606 8 0 0 02:06:22 2 192.168.10.1 4 64496 1603 1598 8 0 0 02:10:16 3

Router11 L IBGP&R /R T &M@ T —BKISP-A 172.16.13.4M FEE%#§ H1(0.0.0.0/0),

Rout er 11# show ip bgp

BGP table version is 13, local router IDis 192.168.10.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 0.0.0.0 172.16.13.4 200 0 20 i
*> 10. 10. 20. 0/ 24 172.16.13. 4 0 200 0 64500 i
*>j 10. 10. 30. 0/ 24 192. 168.10. 2 0 100 0 64503 i
* 1192.168.10.0 192. 168.10. 2 0 100 0 i
*> 0.0.0.0 0 32768 i

RAEMZERouter21 LWBGPX. ©EAME0.0.0.0/08H : —E#RISP-BEH , £eBGPLE T —Bk A
172.16.23.4 , 3 —EEBIBGPEX , Ai#hE kB £200, Router21E & HiBGPE A H

, AAXHELEIEFBUEERS , MU TESX BT EIRAERT, EEBCPRRRIZENFMEN
, 2 HBCGPRIEREEIEFE L,



/content/en/us/support/docs/ip/border-gateway-protocol-bgp/13753-25.html

Rout er 21# show ip bgp

BGP table version is 8, local router IDis 192.168.10.2

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Weight Path

* 0.0.0.0 172.16.23. 4 0 64503 i

*>i 192.168.10.1 200 0 64500 i

*>j 10. 10. 20. 0/ 24 192.168.10.1 0 200 0 64500 i

*> 10. 10. 30. 0/ 24 172.16.23. 4 0 0 64503 i

*> 192.168.10.0 0.0.0.0 0 32768 i

* 192.168.10.1 0 100 0 i

SREEDERR

BARfRouter111ISP-A BGP& 3%,

Router1l(confi g)# interface fas 0/1
Router1l(config-if)# shut

4w2d: 9%.| NK-5- CHANGED: | nterface FastEthernetO/1,
changed state to administratively down
4w2d: 9.1 NEPROTO 5- UPDOMN:  Li ne protocol on Interface FastEthernet0/1,
changed state to down
4w2d: 9BGP- 5- ADJCHANGE: nei ghbor 172.16.13.4 Down BGP Notification sent
4w2d: 9BGP- 3- NOTI FI CATI ON: sent to neighbor 172.16.13.4 4/0 (hold time expired)O bytes

HAEISHESEE (1807 ) BHIRS . BIISP-ANeBGPRIEISE.

Rout er 11# show ip bgp summary

!--- Output suppressed. Nei ghbor V AS MsgRcvd MsgSent Thl Ver |1 nQ QutQ Up/ Down St at e/ Pf xRcd
172.16.13.4 4 64500 1633 1632 0 0 O 00:00:58 Active 192.168.10.2 4 64496 1609 1615 21 0 O

02: 18: 09

B ISP-AR SERR BT BIES | Router1 1§ T — Bk %2 885 192.168.10.2(Router21)#90.0.0.0/0 , k&
BIBGPEHRHARTERN., ESKME HILREHEZEMIR21 , RARINISP-B , WML T & HATR

Rout er 11# show ip bgp

BGP table version is 21, local router IDis 192.168.10.1

St atus codes: s suppressed, d danped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*>10.0.0.0 192.168.10.2 100 0 64503 i
*>j 10. 10. 30. 0/ 24 192.168. 10. 2 0 100 0 64503 i
* 1192.168.10.0 192.168. 10. 2 0 100 0 i
*> 0.0.0.0 0 32768 i

Rout er 21# show ip bgp

BGP table version is 14, local router IDis 192.168.10.2
St atus codes: s suppressed, d danped, h history, * valid, > best, i - internal
Oigin codes: i - IGP, e - EGP, ? - inconplete



Net wor k Next Hop Metric LocPrf Weight Path

*> 0.0.0.0 172.16.23.4 0 64503 i
*> 10.10.30.0/ 24 172.16. 23. 4 0 0 64503
*> 192 168. 10.0 0.0.0.0 0 32768
192.168.10.1 100
/—
JEIEPlX/ASAlﬁ‘fT BGPEEMN MD5§’ ‘fﬁﬁ%
PIX 6.x#¢ i

Eﬂﬁcﬂﬁlﬂﬂ%ﬂﬂ’rﬁ;& ¥ ,BGPH AR EAETEMNER., B EMEBCGPHEE cHEE
MD5 & 3 Ba 5% | "*%%T%%EZF?E’JTCPJE%?J:ELE’J%@ T EREISIBERTE ., MDSH D ERR4A
EW@IBGP%T%E—J:{EFH*EHE’J{:.E%L?:IEE%  RATERIME 2 BIER, MD55 75
ElEEEHCisco IOSHBERIMETCPER HEEANSEERNRNMDSHEE, MEFWUT &#H
B WA EBRARBBEMRE 6 ISERERHEE,

B EABBPIXH A EHIMDS & B EEBGPH SR , ZBGPHECEEEPIXEFEE ,
BBGPMIE ~ FITCPE 5l R R REMAY . B2 E APIXE A fE LB TCPRER ISk T AL TR
A, TEEEREAEN e ERELERTNTCPEFSIHR,

ﬁm

MD55# & FE AR TCP Psuedo-IP¥RER, TCPHRIEEME X L(FFSHERFEC 2385), TCPEALLER (2
FETCPFSIFACKSER ) ARBGPHEZRRIEIL 128U M EEH, HEHTESETCPHREZERMUMN
BERad, ARIERT , PIXEEETCPRINFIIHMEE —ERMEH. £EEBCGPHERE L

, TCPEERARIKFHISREL128UMDSHMEE , Wi HRETSEERETP, EENBCPHERE
WEER IR , TCPEAPIXIENM FFISRE 128 UMD EN , WA HEERN TP IS MER
TR,

MEmBEARE , RAPIXER TTCPFSIE , MBGPME LM TCPERZER I IW EHHE L TEL
HIMDSRBUER -

9@ CP- 6- BADAUTH: I nvalid MD5 digest from 172.16.11.1:1778 to 172.16.12.2: 179
{55 Fi # B static(inside , outside)172.16.11.1 172.16.11.1 netmask 255.255.255.0 norandomseqn
S HBInorandomseqEd 8 = Al fi# SR UL B |, WZIEPIXRBTCPF SIS, L /REIEREE T
norandomseqEa s FHI £

Router11

host nane Router11

I

i nterface FastEthernet0/0

i p address 192.168. 10.1 255. 255. 255.0
!--- Connected to Router2l. ! interface FastEthernet0O/1
ip address 172.16.11.1 255.255.255.0 /--- Connected to
prx1. ! router ospf 1 |og-adjacency-changes network
192.168.10.0 0.0.0.255 area 0O default-information
originate metric 5 route-map check-default !/--- A
default route is originated conditionally, with a metric
of 5. ! router bgp 64496 no synchroni zation bgp | og-
nei ghbor - changes network 192.168.10. 0 nei ghbor
172.16.12. 2 renote-as 64496 neighbor 172.16.12.2
password 7 08345C5A001A1511110D04

!--- Configures MD5 authentication on BGP. di stance bgp
20 105 200 !/--- Administrative distance of 1iBGP-learned
routes 1is changed from default 200 to 105. !--- MD5



http://www.ietf.org/rfc/rfc2385.txt

authentication is configured for BGP. no auto-summary !
ip route 172.16.12. 0 255.255.255.0 172.16.11.10 !---
Static route to i1BGP peer, because it is not directly
connected. ! access-list 30 pernmit 0.0.0.0 access-li st
31 permit 172.16.12.2 route-map check-default permt 10
match ip address 30 nmatch ip next-hop 31

Router12

host nane Rout er 12
!
interface FastEthernet0/0
ip address 172.16.13.2 255.255.255.0

!-—- Connected to ISP-A. ! interface FastEthernetO/1 ip
address 172.16.12. 2 255. 255.255.0 !--- Connected to
prx1. ! router bgp 64496 no synchronization nei ghbor

172.16.11.1 renote-as 64496 nei ghbor 172.16.11.1 next-
hop-sel f nei ghbor 172.16.11.1 default-originate route-
map neighbor 172.16.11.1 password 7
08345C5A001A1511110D04

!-—- Configures MD5 authentication on BGP. check-i spa-
route !--- Originate default to Routerll conditionally
if check-ispa-route i S a success. !--- M»bB
authentication is configured for BGP

nei ghbor 172.16.11.1 distribute-list 1 out

nei ghbor 172.16.13.4 renote-as 64500

nei ghbor 172.16.13.4 route-map adv-to-ispa out

no aut o- sunmary

!
ip route 172.16.11.0 255.255.255.0 172.16.12.10

!--- Static route to iBGP peer, because it 1s not
directly connected. ! access-list 1 pernmit 0.0.0.0
access-list 10 pernit 192.168.10.0 access-list 20 permt
10.10.20.0 0.0.0. 255 access-list 21 permt 172.16.13.4
route-map check-ispa-route pernmit 10 match ip address 20
match ip next-hop 21 ! route-map adv-to-ispa pernit 10
match ip address 10

PIX1

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

i p address outside 172.16.12.10 255. 255. 255.0

i p address inside 172.16.11. 10 255.255.255.0

access-list acl-1 permt tcp host 172.16.13.4 host
172.16.11.1 eq bgp

!--—- Access 1list allows BGP traffic to pass from outside
to inside. access-list acl-1 permt icnp any any !/---
Allows ping to pass through for testing purposes only.

access-group acl-1 in interface outside

nat (inside) 0 0.0.0.0 0.0.0.00 O

static (inside,outside) 172.16.11.1 172.16.11.1 net mask
255. 255. 255. 255 norandomseq

!--- Stops the PIX from offsetting the TCP sequence
number. route outside 0.0.0.0 0.0.0.0 172.16.12.2 1
route inside 192.168.10.0 255.255.255.0 172.16.11.1 1

PIX/ASA 7 xR E B2




I #8206 A L AR B B RE

AS 64496 T,

) 10.10.20.0/24

)

Router 14
I5P-A

ELERFEAMDSENREEIBCPHESHER , PIX/ASAMRA7 xR EEMASIA T — BRI B
B, ERRERT , PIXIASAIRKR7 xR EEGRASEEBRBEENTCPEREHREIEWEMTCP
MD5i218 | 3 FANOPEEM THEBRBREREE, K/PFE. EER - SFEBGP MD5RFE , W1E
BAUERANFLEENTHESHER

000296: 20104715: 13: 22, 221 EDT: %CP- 6- BADAUTH: 172. 16. 11. 1( 28894) 172. 16. 12. 2( 179) MD5
BENEVEBEMVDSHHRBNBCPERE , LAMAUT =EME :

- BHTCPF5I5EFE#1L
- ZHTCP MD5RIEEE
- BAHERCEHINAT
BB FEREEANEEHERABCENRE , EEHERBB[/LERRTCPFIRFERLI
B, YARFETFTEZNER T REMDSIRIE, FAtcpHMIBEEZEANMBEFERT , £AFIHRIEE
BEI19 (TCP MD5&1E ) , FH R MtcpHBUBIB R E IR (B RBEELRER S B —I2
) BEE -, AR Mservice-policytr TRAAEE,

MisE : fEFno nat-controlf S A LLRIBEHER CBAEZANATHEE,

E7O0REERAS | ASARTER M E £no nat-control , ERTRFARIE N T EIBASAH SEEHEET
EEBEBNATHIE. 1Ex SASARIFEEZEZTENO nat-controlo ERAFHEN , 552 Bnat-control, E
58 ¥ 1Tnat-control , B4 /ERHEE ABGPY SR AINAT, Eﬂﬂﬁi@staﬂcﬁ ERBMAZENE
ZFEﬂ;TEEEo

static (inside, outside) 172.16.11.1 172.16.11.1 netnmask 255. 255. 255. 255
PIX/ASA 7.x/8.x

ci scoasa# sh run
. Saved

ASA Version 8.2(1)
|
host nane ci scoasa

donai n- nane exanpl e. com

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed

nanmes



//www.cisco.com/en/US/docs/security/asa/asa72/command/reference/no_72.html#wp1653062

!--- Configure the outside interface. interface

Et hernet 0/ 0 nanei f outside security-level 0 ip address
172.16.12. 10 255.255.255.0 ! !--- Configure the inside
interface. interface Ethernet0/1 naneif inside security-
| evel 100 ip address 172.16.11.10 255.255.255.0 ! /--
Output suppressed. !--- Access list to allow incoming
BGP sessions !--- from the outside peer to the inside
peer access-list OUTSIDE-ACL-IN extended permit tcp host
172.16.12.2 host 172.16.11.1 eq bgp

!--- Access list to match BGP traffic. !--- The next
line matches traffic from the inside peer to the outside
peer access-list BGP-MD5-ACL extended permit tcp host
172.16.11.1 host 172.16.12.2 eq bgp

!--- The next line matches traffic from the outside peer
to the inside peer access-list BGP-MD5-ACL extended
permit tcp host 172.16.12.2 host 172.16.11.1 eq bgp

]
!'--- TCP-MAP to allow MD5 Authentication. tcp-map BGP-
MD5-OPTION-ALLOW

tcp-options range 19 19 allow
]
!--- Apply the ACL that allows traffic !--- from the
outside peer to the inside peer access-group OUTSIDE-
ACL-IN in interface outside
!
asdm i mage di skO:/asdm 621. bin
no asdm hi story enabl e
arp timeout 14400

route outside 0.0.0.0 0.0.0.0 172.16.12.2 1

route inside 192.168.10.0 255.255.255.0 172.16.11.1 1
http server enable

no snnp-server | ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup

| i nkdown col dstart

crypto ipsec security-association lifetime seconds 28800
crypto ipsec security-association lifetinme kil obytes
4608000

telnet tinmeout 5

ssh timeout 5

consol e tinmeout O

threat-detection basic-threat

threat-detection statistics access-1list

no threat-detection statistics tcp-intercept

|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
class-map BGP-MD5-CLASSMAP
match access-list BGP-MD5-ACL
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512

pol i cy-map gl obal _policy

cl ass inspection_default




nspect dns preset_dns_map
nspect ftp

nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh

nspect rtsp

nspect skinny

nspect esntp

nspect sql net

nspect sunrpc

nspect tftp

nspect sip

nspect xdnctp

class BGP-MD5-CLASSMAP

set connection random-sequence-number disable

set connection advanced-options BGP-MD5-OPTION-ALLOW

!
service-policy global _policy globa
pronmpt hostname cont ext

Crypt ochecksum 64ea55d7271e19eea87c¢8603ab3768a2

end

Router11

Rout er 11#sh run
host nane Router11
!
i p subnet-zero
!
i nterface LoopbackO
no i p address
shut down

nterface Loopbackl
i p address 192.168.10.1 255. 255. 255.0

nterface EthernetO
i p address 172.16.11.1 255.255.255.0

nterface SerialO
no i p address
shut down

no fair-queue

nterface Seriall
no i p address
shut down

nterface BRI 0

no i p address

encapsul ati on hdlc

shut down

|

router bgp 64496

no synchroni zati on

bgp | og- nei ghbor - changes

net work 192.168.10.0

nei ghbor 172.16.12.2 renote-as 64496

!--- Configures MD5 authentication on BGP.

172.16.12.2 password 7 123456789987654321

neighbor




!--- Administrative distance of iBGP-learned routes is
changed from default 200 to 105. !--- MD5 authentication
is configured for BGP. distance bgp 20 105 200

no aut o- sunmary

!
ip classless

!--—- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.12.0 255.255.255.0
172.16.11.10
ip http server

!

I --- Output suppressed

Router12

Rout er 12#sh run

host nane Rout er 12

!

aaa new node

!

i p subnet-zero

!

nterface EthernetO

ip address 172.16.13.2 255.255.255.0

nterface Ethernetl
i p address 172.16.12.2 255.255.255.0

nterface Serial0
no i p address
no fair-queue

nterface Seriall

no i p address

shut down

|

router bgp 64496

no synchroni zati on

bgp | og- nei ghbor - changes

nei ghbor 172.16.11.1 renote-as 64496

!--- Configures MD5 authentication on BGP. neighbor
172.16.11.1 password 7 123456789987654321
nei ghbor 172.16.11.1 next-hop-self

!--- Originate default to Routerll conditionally if
check-ispa-route i S a success

nei ghbor 172.16.11.1 default-originate route-map check-
i spa-route

nei ghbor 172.16.11.1 distribute-list 1 out

nei ghbor 172.16.13.4 renote-as 64500

no aut o- sunmary

|

ip classless

!--- Static route to iBGP peer, because it 1s not
directly connected. ip route 172.16.11.0 255.255.255.0
172.16.12.10 ip http server ! access-list 1 permt
0.0.0.0 access-list 10 permt 192.168.10.0 access-li st
20 permit 10.10.20.0 0.0.0.255 access-list 21 permt
172.16. 13. 4 route-map check-ispa-route pernmit 10 natch




ip address 20 match ip next-hop 21 ! route-map adv-to-
ispa permit 10 match ip address 10 ! !--- Output
suppressed

Router14(ISP-A)

Rout er 14#sh run

host nane Rout er 14

|

|

i p subnet-zero

!

nterface EthernetO

i p address 172.16. 13.4 255.255.255.0

nterface Ethernetl
i p address 10.10.20.1 255. 255. 255.0

nterface Serial0
no i p address
shut down

no fair-queue

nterface Seriall

no i p address

shut down

|

router bgp 64500

bgp | og- nei ghbor - changes

networ k 10.10.20.0 mask 255.255.255.0

!--- Configures Routerl2 as an eBGP peer. nei ghbor
172.16.13.2 renpte-as 64496 ! !--- Output suppressed ip
cl assl ess

B

show ip bgp summary#s % B 8 HH & RER R B Zh A £ Router11 LB I BGPE .

Rout er 11#show i p bgp summary

BGP router identifier 192.168.10.1, |ocal AS nunber 64496

BGP table version is 8 main routing table version 8

3 network entries using 360 bytes of nenory

3 path entries using 156 bytes of nenory

2/ 2 BGP path/ bestpath attribute entries using 248 bytes of nenory
0 BGP route-map cache entries using O bytes of nmenory

0 BGP filter-list cache entries using O bytes of menory

BGP using 764 total bytes of menory

BGP activity 25/22 prefixes, 26/23 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Tbhl Ver 1nQ QutQ Up/ Down St at e/ Pf xRed
172.16.13.2 4 64496 137 138 8 0 0 02:01:16 1
Rout er 11#
MR

- BGP X #HEMH

- BGP BB EREURNE
- EEENSERRPER BGP #ETR BN A . AR 5
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