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Rl(confi g) #crypto isakmp policy 1
R1l(confi g-i saknp) #encr aes
R1l(confi g-i saknp) #hash sha256

Rl(confi g-i saknp) #authentication pre-share
R1l(confi g-i saknp) #group 19

Rl(confi g-isaknp) exit

Rl(confi g) #crypto isakmp key CISCO address 12.0.0.2

R2E &

R2(confi g) #crypto isakmp policy 1

R2(confi g-i saknp) #encr aes

R2( confi g-i saknp) #hash sha256

R2(confi g-i saknp) #authentication pre-share
R2( confi g-i saknp) #group 19

R2(confi g-i saknp) exit

R2(confi g) #crypto isakmp key CISCO address 12.0.0.1
2. AR1FIR2 EHNVRAMA I TEH A S8 B B ZIRMNE ., ERTURKERHSEZIRER
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http://www.cisco.com/web/about/security/intelligence/nextgen_crypto.html
http://tools.cisco.com/Support/CLILookup/cltSearchAction.do
http://tools.cisco.com/RPF/register/register.do

R1l(confi g) #key config-key password-encrypt CISCOCISCO
Rl(confi g) #password encryption aes
R2(confi g) #key config-key password-encrypt CISCOCISCO

R2(confi g) #password encryption aes

et : BAGIREZRNER  FHRESTBERNAHAASRNMANZERKRA

Rl#show run | include key
crypto isaknp key 6 \Nd' ] dcCW E "WEObUKRCKI Gadi AAB address 12.0.0.2

ERIFR2L R EBIKERE2E|8 : RIEE

Rl(confi g) #crypto ipsec transform-set TRANSFORM-SET esp-aes 256 esp-sha256 ah-sha256-hmac
R1(confi g) #crypto ipsec profile PROFILE

R1(i psec-profil e)#set transform-set TRANSFORM-SET
R1(i psec-profile)#set pfs groupl9

R2EC

R2(confi g) #crypto ipsec transform-set TRANSFORM-SET esp-aes 256 esp-sha256 ah-sha256-hmac
R2(confi g) #crypto ipsec profile PROFILE
R2(i psec-profil e)#set transform-set TRANSFORM-SET

R2(i psec-profil e)#set pfs groupl9
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Rl(confi g) #interface tunnel 12
Rl(config-if)#ip address 1.1.1.1 255.255.255.0
Rl(config-if)#tunnel source Ethernet0/0
Rl(config-if)#tunnel mode ipsec ipv4
Rl(config-if)#tunnel destination 12.0.0.2

Rl(config-if)#tunnel protection ipsec profile PROFILE

R2E&C

R2(confi g) #interface tunnel 12
R2(config-if)#ip address 1.1.1.2 255.255.255.0
R2(confi g-if)#tunnel source Ethernet0/0
R2(confi g-if)#tunnel mode ipsec ipv4

R2(confi g-if)#tunnel destination 12.0.0.1

R2(confi g-if)#tunnel protection ipsec profile PROFILE

. ER1MR2 LEEBGP , ¥ #loopback0#¥#%iE & 2IBGP: R1EE

R1(confi g) #router bgp 65510
Rl(config-router)#neighbor 1.1.1.2 remote-as 65511

Rl(config-router)#network 10.0.0.0 mask 255.255.255.0

R2EC



R2(confi g) #router bgp 65511
R2(confi g-router)#neighbor 1.1.1.1 remote-as 65510

R2(confi g-router)#network 20.0.0.0 mask 255.255.255.0
6. ER1MR2EEERHHM , LFBHEXT—BHIPH , FHEAYENEMARREE, B
ARG RERERARAYTE, R1IER

Rl(confi g)ip prefix-list R2-NETS seq 5 permit 20.0.0.0/24
Rl(confi g) #route-map CHANGE-NEXT-HOP permit 10
Rl(confi g-rout e-map) #match ip address prefix-list R2-NETS
R1(confi g-rout e-map) #set ip next-hop 12.0.0.2
R1(confi g-rout e- map) #end

R1(confi g) #router bgp 65510

R1(confi g-router)#neighbor 1.1.1.2 route-map CHANGE-NEXT-HOP in
Rl(config-router)#do clear ip bgp *

Rl(config-router)#end

R2EC

R2(confi g) #ip prefix-list R1-NETS seq 5 permit 10.0.0.0/24
R2(confi g) #route-map CHANGE-NEXT-HOP permit 10
R2(confi g-rout e- map) #match ip address prefix-list R1-NETS
R2(confi g-rout e- map) #set ip next-hop 12.0.0.1

R2( confi g- r out e- map) #end

R2( confi g) #router bgp 65511

R2(confi g-router)#neighbor 1.1.1.1 route-map CHANGE-NEXT-HOP in
R2(confi g-router)#do clear ip bgp *

R2(confi g-router)#end
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Rl#show crypto isakmp sa

| Pv4 Crypto | SAKMP SA

dst src state conn-id status

12.0.0.1 12.0.0.2 QVIDLE 1002 ACTI VE
12.0.0.2 12.0.0.1 QV I DLE 1001 ACTI VE


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

Rl#show crypto ipsec sa | inc encaps|decaps
#pkts encaps: 88, #pkts encrypt: 88, #pkts digest: 88
#pkts decaps: 90, #pkts decrypt: 90, #pkts verify: 90

HEE  TEARBYEMZE , T—HIPtbutiEABGPAREIPH U |, ittt 2R%E N :

Rl#show ip bgp

BGP table version is 2, local router IDis 10.0.0.1

Status codes: s suppressed, d danmped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmltipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ Rl B-conpressed,

Oigin codes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor kK Next Hop Metric LocPrf Weight Path
*> 20.0.0.0/24 1.1.1.2 0 0 65511 i

REEABER , MTUBRREABEMTU:

Rl#ping 20.0.0.2 size 1500 df-bit

Type escape sequence to abort.

Sendi ng 5, 1500-byte |1 CVMP Echos to 20.0.0.2, tinmeout is 2 seconds:
Packet sent with the DF bit set

*May 6 08:42:07.311: |1CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:09.312: | CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:11.316: |1CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:13.319: | CwP: dst (20.0.0.2): frag. needed and DF set.
*May 6 08:42:15.320: ICwP: dst (20.0.0.2): frag. needed and DF set.
Success rate is O percent (0/5)

Rl#show interfaces tunnel 12 | inc transport|line

Tunnel 12 is up, line protocol is up

Tunnel protocol/transport |PSEC |P
Tunnel transport MIU 1406 bytes <---

Rl#ping 20.0.0.2 size 1406 df-bit

Type escape sequence to abort.

Sendi ng 5, 1406-byte |1 CMP Echos to 20.0.0.2, tinmeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip mn/avg/max = 5/5/6 ns

FEREE HEIRE | IPHutAS ERARNYIENE , MA2REE

Rl#show ip bgp

BGP table version is 2, local router IDis 10.0.0.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmltipath, b backup-path, f RT-Filter,

X best-external, a additional-path, ¢ Rl B-conpressed,

Oigin codes: i - IGP, e - EGP, ? - inconplete

RPKI validation codes: V valid, | invalid, N Not found

Net wor K Next Hop Metric LocPrf Weight Path
*> 20.0.0.0/24 12.0.0.2 0 0 65511 i

BFENTH , UEAERT —EEN , MARAFFREXIMTU:

Rl#ping 20.0.0.2 size 1500 df-bit



Type escape sequence to abort.
Sendi ng 5, 1500-byte | CVMP Echos to 20.0.0.2, timeout is 2 seconds:
Packet sent with the DF bit set

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/5 ns

RER: AR

B Bl B A A L AR Ry R SR SRR E A



	使用IPsec VTI配置安全eBGP會話
	目錄
	簡介
	必要條件
	需求
	採用元件

	設定
	網路圖表
	組態

	驗證
	疑難排解


