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g  HiE3EER I FECRPHEEEEM, AP IBELIPEEMELEXNRRE
BREZEHFEEABE(ICMP)H ., FSEEVMENERER DMK  LUBREFErACLA
GSR E#EWEEREBEMNHEMFMER,

GSREZEERRE , SEARTHERBATREANRE, ShRE Mt AR F(LC)BEIIXiMR
fEfE , REEXI@EF , UET T —ERREE, RTPEREERRE 2 , GSREA S AWM
FERTAREELRMEENRE : LCEILC CPU , LCEILC CPUBIRHEMEEIGRP, TRER T
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EE (EH ) RE LCEIRR A RILC
. LCEILC CPUBIR I AE

BEERBE/SSHISNMP |0

%(ég@@(pmg) LCEILC CPU

GSRHVIRHEEREERLCEEIIGRPASNRENEI AR, MRAAREBERFTECGRPEE

, IR B A REBBGCRP, EREHAMAEERIE(DoS)NE, GRPHCPUBHIR LEXARE
MK, WBRERERE | TR AREHIIABEEE LD EE(SPD)BSI, 2 GSRIESHEH=
BIEAMLARE , E=EE N A sE R & I H AR GRPETHIDoSH BTSN,

- ERBRIEFZASENEHIBEENTEX

- ERBRIERZHERNEEGHE (Telnet, I R[SSH]. SNMP ) EREEXR

- RENSEBEIBEFZASHNERTEX
EEFELIEFZASE , BAEBHEERNNEEEXENBBFED BNELCEEICGRPHRERR
REBUEE. T=NR , E—FEEREMYE, IRREBBZELCEH , IHHEICGRPHEESE
RIEFRENELZRFFEUGRHSELIEFRABEERNRE, BEREEEELIEFER
NEZRERREHLERE RSNBEEERIEFZAERNEERERX.

WTER , E8ELCLHAITACLE , HEFFE@WIIGRP,

Line Card

Receive Path ACL

T is applied on the
e LC's CPU.

FEGRPHREM S, rACLEXNEHRNBEVNEBRMELZIGRPHRE, BWIBEIIEZTHE
AR ARIPHUHRE ( flEBib it HERHBENE LEEMN UL ) BICisco Express
Forwarding3i, > SR &EH s UBRESAMBIPENERERSNERET.
EALCHREE EHEEZILCHABCPU , EEHGRPEENER TR , UEHEIKHEE
#ro EWACLEGRPLEY , AEE THIEFZMELCHCPU, REHRLC CPUBIAEIGRPZHT , 5
HBREBEACLETHR. MRAF , REREEZIGRP , MATEHMREFERIER, ELCET
GRPEZERHFIThEE 2 B ErACL, HRArACLARFIE W HE: , HItLC CPUREMN — L&A
(BlINEEFER ) EZEACLBRHEE, RFrACLIREREEEZERE—#.



ERACLERERHFZFTERNSH 2 EAEERFIN -0, KRN ITHEESTEHACLEERR
Gl ol o o

BERR

BRTYREEERERENERNFHRBEERGHAENCREIN , TMEAEMALRE. rACLEER
FZELCE , HitBELCLEEA— iR, REMS , CANERIEED , BEEF WA
e E ik,

ERACLT S S EERTIRINAL. rACLEERRENBERE, BEMNHEBRIETZACLA I
. BEAEBFERANEACLETBR, B TE#, ACLEARIEESEANANE. ABEACLEEY
NESHETACLEE EENEACLESBNREFEMACLIEK, 4

HRATACLMEE , #ITERBEILC (A5ER , EWHArACLBRAVRENLC ) WCPURIA =
B, AWM , CPUERERMNEINRHANBEGRPHAREREEKL ; rACLIREBRIGRPH IF EIE
EBIBEMLC ENCPURIAR, LCEWCPURIAEKRELCSIZREIME, fl, GEMBRHKE
, 5123 LCHYCPURIA E KRN 520 LC.

B Aturbo ACL(ff Flaccess-list compiledin &) EASACLE# A —RIISRWEARKE . BUAE@
BACL#E , rACLRETEFENRE, NOFER , EEEREHEACLYNKREBEEE. MRACLE
, ERRBACLTEEERA MG , EEEELEN ; FAKEACLE , TRETEERZACL,

EBREGRP , rACLEBINEREMHE  IREBARNBHBNMAKRRBEN. WEFR , rACLE
LCCPULRE , Rt EAREBERERKMARE , FELC LACPURIARESE M, FEOEIME
LE2H# L |, 100+%WCPURN ARAIREERMBIHEMEREER, ELEZCAtiL , ¥ 8
GRPEEHERZ IRE , MREREN. TEARNEBEKE LIEFOMNT7 5 EE 2 5% M th E K
, BURARAFITHREME2 R B ARAIEN . HE3BRHBISASKIIEE ; fim , E3FE={E3E
CPURIEXZI , BREEER S (BEIEF6/7 ) VR —EEBNSEEIEFESIH. SLC CPU , KR
FEBAEFENCEHSELIEF  SRTSEFRAHBEER. FBEEBLIEFBERIINENZ
BHEHER, &% , ENEANFESEZICPUNESI , Hh —EKIIERARKBHEER T,

=0
=]

EWACLEL TeEMEEGS —ERA , BUSrACLY B RIBR MR RV S ELC.

[no] ip receive access-list

BB EFR , <num>HERWM T,

<1-199> | P access list (standard or extended)
<1300- 2699> | P expanded access list (standard or extended)

E AR EAFMACLR B

ATHRAFALS S , CEEEZ—BHREE , LEBEZAFERARBEANTE. FIEE
TECOREABIBENEERE (BARABMEBAGEBGP]. BBSRERRELOSPFI,
SNMP, SSH. Telnet) ., BFRFMEN , FSRILBIERE—.




LTRRBIACLIEH T —EMENAM , WIREHT —LERAASERENEE R, ACLERRA T 4E
ERRE/HBEMENEE. YNSSH, TelnetRISNMP , FRRE MUELBE, HAKRHBIBE

, FRAER A Etut, ErACLAEANE MBI NHEBEURA AR UL BRI FIRME, Flwn , RE
EARFIEBCPY S /EX£RER |, BIEBGPHpermitBiRX & |, RE A SFERLEEIX,

!--- Permit BGP. access-list 110 permt tcp host bgp_peer host |oopback eq bgp !--- Permit OSPF.
access-list 110 permt ospf host ospf_nei ghbor host 224.0.0.5 !--- Permit designated router
multicast address, if needed. access-list 110 permt ospf host ospf_nei ghbor host 224.0.0.6
access-list 110 permt ospf host ospf_nei ghbor host local _ip !--- Permit Enhanced Interior
Gateway Routing Protocol (EIGRP). access-list 110 permt eigrp host eigrp_nei ghbor host
224.0.0.10 access-list 110 permt eigrp host eigrp_neighbor host local _ip !/--- Permit remote
access by Telnet and SSH. access-list 110 permt tcp nmanagenent _addresses host | oopback eq 22
access-list 110 permt tcp nmanagenent _addresses host | oopback eq telnet !--- Permit SNMP.
access-list 110 permt udp host NMS stations host |oopback eq snnp !/--- Permit Network Time
Protocol (NTP). access-list 110 permt udp host ntp_server host |oopback eq ntp !--- Router-
originated traceroute: !--- Each hop returns a message that time to live (ttl) !--- has been
exceeded (type 11, code 3); !--- the final destination returns a message that !--- the ICMP port
is unreachable (type 3, code 0). access-list 110 permt icnp any any ttl-exceeded access-|i st
110 pernmit icnp any any port-unreachable !--- Permit TACACS for router authentication. aCcCess-
list 110 permit tcp host tacacs_server router_src established !--- Permit RADIUS. access-li st
110 permit udp host radius_server router_src log !--- Permit FTP for IOS upgrades. access-|ist
110 pernmit tcp host inage_server eq ftp host router_ip_address access-list 110 permt tcp host

i mge_sever eq ftp-data host router_ip_address

E2FiACisco ACL—# , FEUEENHEREHE —ERSHdenyBid X , HItEACLHPHERTILE
MEMREHSERER.

AR : logBARF A RANEMH BN AT AFHNGRPHREET S H., HMAloglRFRME T A
ACLBFEFEAMNER RE  EEAMBEFHNBZHHACLIKESEINLC CPURIAR,, BEREH
MEBIMEREZRELCEIRRBME, —KEBERT , RBEESIBM2 LLERS E/H Bk, B
REI%E3/4/4+ , AR EENTEENES , ARCPURBERSNSBIIBREBEL

LA RIEERNNERB AR T2 REERE (Hla0 , OSPFIBEFFERIBIEARS )

rACLHI & Bty 6l

ACLE —{ElifragmentsE@#=F , ARBAZEMN T REEIRETA, BE , HACLFMWLIED ( 7&
BL4EF ) CERAFEDSR S RS ZECE % E Hpermitsdeny;Z AN E, FEIE , £H
fragmentsBA 2 ¥ AJS&HIACLLA MBI 5 NIERB N AFF IV IR A ER .

FErACLETXH |, BRFEBEEHEEFAENBAE (HIWFO >0 ) HDoSKHEF BENNRERE
o TErACLHYBASESIIEX 1A F B E FdenyE A AIIE BB IR F BREH B HER. EEDEERT
, EMEEREEESER , Rt RrACLF Z1Edeny fragmentiZ 4 |, BB HETIBIE,

Bl , FEBUTAIRHERZACL,

access-list 110 deny tcp any any fragments
access-list 110 deny udp any any fragments
access-list 110 deny icmp any any fragments
<rest of ACL>

H41E ek B #TiE EIrACLIY SRR E BT VIR F BRFABIGRP , MAZD BN ERIRABHBREE
SEEIrACLA T —1T , MAZdeny fragmentiE A€, LRrACLFBREBEREREETHSE , K
ABRAERSBEAHEWUDP), TCPHICMPESEBEAH EMLIEMACLP I IE LFT .



A2REIEREENIPH R , LEUSRENFMEF .

BB F

BAEAACLTEIRREERE , flNRAHENHIKARNEENFE. BRLENREJREERE
EERTERGE  ALESRHEES. i SREEEATAEEERNE,

RN, BNRBAEREL HERRE R NRLD L,
P 5 I E 1R
EpBENESRERT

MAXERERR , FEEHNTFEECGRPREE., ERNSRENERTHEHERIIGRP, E-REE
GRPE MM EIFE RN 2 A BE,

- BREHE
- SEREXEEERE (OSPF, RG5mBHRBAMEMHSRP]. R HERGETOP]. B
EEEZHEIEPIME )
- RESBRNZEBRABHEERBRIE(MPLS)HE
- BEREIPEE (fIMEHRER ) HENS
- ABRNE-EERS
- REEEN S RICMPERS
- FIE BN RREARETFHNRE ( LCLJEEEE’JE’FLEF%% )
HaEArACLFE)%ﬁAEH&ZEB?% HtrACLE B IR — LR EXFIGRPEBRZEUBENRE. RFERN
5l F 2ICMPEIFEFE R (ping). B EEEMESMNICMPEIEFERHLC CPURE ; HREREZWIBERSR
%LE%EEEEMCL&@EI& Rt , EAFHEHFKNONE (HIERE ) #iTping , rACLLEA
JUA S8E Ko

A LAfE Fshow ip ceffn 4R U R 4E,

12000- 1#show ip cef

Prefi x Next Hop Interface

0.0.0.0/0 drop Nul 1 0 (default route handler entry)
1.1.1.1/32 attached Nul I O

2.2.2.2/32 receive

64.0.0.0/ 30 attached ATM4/ 3. 300

HEEME

BENEBRRARTHNBME. ERNEBACL, BEXRTBEERENEFHNEETEHEIER,
EREERT REMRARSERENERTER BRETALBREE. UFANNME T ERX
RrACLECERBBrACLEIEERTHI AE , LAEBIE B &K BRI E

1. RS BACLR BB REANBE, BBAFFMECAHEFEGRPHrACL, Ltk "%
rACLIEHS R B Eith it ZRERTE Bany. A 5550 8% 7] F 5 4 B B2 15 E permit5E a7 T Ee 49 R th 11k &
B, BRpermitiZ @4 , B W fEFArACLK E# permit any any log{T 2R4Z 4% FHrACLIB & I 7] B¢
SEVREGRPHWHEMGE, BEREERSERBEAMLERE, BEMABFFCHKETON, XU
HEMRERBFBEAN " HRE, . X BERlogM@TFIRM TBRACLEY FF#HHiEﬂ
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WHRER K EBEALBEFNACLHEENESHIES  TESERHAFGHEREBS , ¥ H
HBHEBRCPUERARTERE. EEZTEEWI»ERER , T EHFERAlogRa#EF,

2. BARENERIWHARBRBEGCRPIEIE, ERFYRE T SB1FHACLBENER SR
, B RN E S E % Bpermit any anyFE AIMIrACL, B2 ER1—#% | logBd = Al LURHEE o
HERMEANHEINFEMEN. £ 2 Hdeny any any log 7] & Bhi& BI4E4T B By it AGRPHY
ENERT, WACLEREERRE , Y AHER IEMERAMEMBERERNESR AT, B
HEAREREIPRbu A EH At ARESEENE R T EEEEHSBANGEESE,

3. BEiRu N, £ A EsENESESERHACIDRRNEBESEE LR, 540
, MR EAENMKSE 7171.68.0.0/16 , BIEAFFRE171.68.0.0/1689 Rttt 1t HEET
BRAKEE L MASFEEMRE. SERHREEHWCIDRE/NISWTEHFEBEENEE/ A
ENERE, MENESRLUEEESRE, NEBCPHERKEE—REHIN , RASTEARFNR
WAV RCIDREEZ 7h. WLREERATRERREBLR |, UKET —BEERM/DrACLIVERL,

4. #rACL permitfE AR/ N REAFCANTRMEF . &Rt A SRHAE LFEGRPENA
AR

5. R$IrACLLE Bt fuit, ()X Linternet RIS EE(ISP) LR IZE AT EHEMEA
RS ST N, RERERSERESHERENE M EE,

Hp & 7 B
BT ROIRERE R LU e R B e 2R A0 B IACL,

. ISPy bR 2 169.223.0.0/16,

- ISPHIEREZE B 2 169.223.252.0/22,

- BREHERAIRE U 5 169.223.253.1/32,

- RHESBEROEREAS A RERTBCGPEFEEREEME,
RIBILER , YIBBWACLATEEEL T EHIELC, HARMAMEERE SR  HIRMELA
M, R, SSFEEFENGEESEE ACE), RAEESHREB[NAMEEER
KBS EL,

no access-list 110
|

l-—- This ACL is an explicit permit ACL. !--- The only traffic permitted will be packets that !-
-- match an explicit permit ACE

!--- Phase 1 - Explicit Permit !--- Permt only applications whose destination address !--- is
t he | oopback and whose source addresses !--- cone froman valid host.

!

!--- Note: This tenplate nmust be tuned to the network’s !--- specific source address
environment. Variables in !--- the tenplate need to be changed

!--- Permit BGP. ! access-list 110 permit tcp 169.223.252.0 0.0.3.255 host 169.223.253.1 eq bgp
! I-—— Permit OSPF. ! access-list 110 permt ospf 169.223.252.0 0.0.3.255 host 224.0.0.5 ! /---

Permit designated router multicast address, if needed. ! access-list 110 pernit ospf

169. 223.252.0 0. 0. 3. 255 host 224.0.0.6 access-list 110 permt ospf 169.223.252.0 0.0.3.255 host
169.223.253.1 ! !--- Permit EIGRP. ! access-list 110 permt eigrp 169.223.252.0 0.0.3.255 host
224.0.0.10 access-list 110 permt eigrp 169.223.252.0 0.0.3.255 host 169.223.253.1 ! /--- Permit

remote access by Telnet and SSH. ! access-list 110 permit tcp 169.223.252.0 0.0. 3. 255 host
169. 223.253.1 eq 22 access-list 110 permt tcp 169.223.252.0 0.0.3.255 host 169.223.253.1 eq



telnet ! !--- Permit SNMP. ! access-list 110 permit udp 169.223.252.0 0.0.3.255 host

169.223.253.1 eq snnmp ! !--- Permit NTP. ! access-list 110 permit udp 169.223.252.0 0.0.3.255
host 169.223.253.1 eq ntp ! !--- Router-originated traceroute: !--- Each hop returns a message
that ttl !--- has been exceeded (type 11, code 3); !--- the final destination returns a message
that !--- the ICMP port is unreachable (type 3, code 0). ! access-list 110 pernit icnp any

169. 223.253.1 ttl-exceeded access-list 110 permt icnp any 169.223.253.1 port-unreachable ! /---
Permit TACACS for router authentication. ! access-list 110 permit tcp 169.223.252.0 0.0.3.255
host 169.223.253.1 established ! !--- Permit RADIUS. ! ! access-list 110 permit udp
169.223.252.0 0.0.3.255 169.223.253.1 log ! ttrrrrrrrrrrrbprrrr bbb rr bt v bbbl pam—
Phase 2 - Explicit Deny and Reaction !--- Add ACEs to stop and track specific packet types !---
that are destined for the router. This is the phase !--- where you use ACEs with counters to

track and classify attacks.

|

!--- SQL WORM Example — Watch the rate of this worm. !--- Deny traffic destined to UDP ports
1434 and 1433. !--- from being sent to the GRP. This is the SQL worm. ! access-list 110 deny udp
any any eq 1433 access-list 110 deny udp any any eq 1434 !
trrrrrrrrrrrrrrrrrrrerrrrrrerrrrrrrrrrrrrrrrrerrrirrrirtll r—-—-— phase 3 - Explicit Denies for
Tracking !--- Deny all other traffic, but count it for tracking.

!
access-list 110 deny udp any any

access-list 110 deny tcp any any range 0 65535
access-list 110 deny ip any any

fHEE
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2. EEERMRRE R MAIZNFAEN , FSRERMRRE LR,

3. BEACLIPEB e MBS MR , 52 B1ECisco 12000F Flinterneti 85 £ Bt
ACL,

4. % K Vanilla, 2324 ERKEIR(BGPPA), SENEEREEE|(PIRC)MEHEFTESH
(FRTP)#E#2,

5. B RAREBNFEIREBATELEENHE , BEREHE P SEEEAERS,
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