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<#root>
RP/0/RP0O/CPUO:Router(config)#

ip?

source-route Process packets with source routing header options (This is deprecated sin

RP/0/RP0O/CPUO:Router(config)#

ipvd ?

source-route Process packets with source routing header options (This is deprecated since

RP/0/RP0O/CPUO:Router(config)#

ipve ?

source-route Process packets with source routing header options (This is deprecated since

ip source route

ipv6 source-route



ipv4 source-route
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SSH v1

CLI

<ffroot>

RP/0/RP0O/CPUO:Router(config)#

ssh client ?

vl Set ssh client to use version 1. This is deprecated and will be removed in .

RP/0/RP0O/CPUO:Router(config)#

ssh server ?

vl Cisco sshd protocol version 1. This is deprecated in 25.3.1.

ssh& F v

sshfa] AR 25 v1
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netconfERELE. sshvl, sshIEFELFAFFAZIE , BRETEEN

RP/0/RPO/CPU0:11 A 19 H 15:20:42.814 UTC:ssh_conf_proxy[1210]:%SECURITY-SSHD_CONF_PRX-4-WARNING_GENERAL {3 {7 AR
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<ttroot>

RP/0/RP0O/CPUO:Router(config)#

tacacs-server host 10.0.0.1

RP/0/RP0O/CPUO:Router(config-tacacs-host)#
key ?

clear Config deprecated from 7.4.1. Use '0' instead
RP/0/RP0O/CPUO:Router(config)#

encrypted Config deprecated from 7.4.1. Use '7' dinstead.
tacacs-server key ?

clear

Config deprecated from 7.4.1. Use '0' instead.
encrypted Config deprecated from 7.4.1. Use '7' instead.
tacacs-server key 7 135445410615102B28252B203E270A

tacacs{al IRES = #410.1.1.11849

£8®7 1513090F007B7977

radius-server host 10.0.0.1 auth-port 9999 acct-port 8888
€487 1513090F007B7977


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

aaa server radius dynamic-author

ZFi1%$10.10.10.2 vrffEs%

server-key 7 05080F1C2243

radiusfa] fi 2% £ 887 130415110F

aaaf$#H {al Bk 25 radius RAD

server-private 10.2.4.5 auth-port 12344 acct-port 12345

£8R7 1304464058
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CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

http client ssl version ?


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html
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https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/configuring-aaa-services.html

tl1s1.0 Force TLSv1.0 to be used for HTTPS requests, TLSv1l.0 is deprecated from 25.3.1
tlsl.1 Force TLSvl.1l to be used for HTTPS requests, TLSvl.1l is deprecated from 25.3.1

RP/0/RP0O/CPUO:Router(config)#

l ogging tls-server server-nane m n-version ?

t1s1.0 Set TLSv1l.0 to be used as min version for syslog, TLSv1l.0 1is deprecated from 25.3.1
tlsl.1 Set TLSvl.1l to be used as min version for syslog, TLSvl.1l 1is deprecated from 25.3.1

RP/0/RP0O/CPUO:Router(config)#

| ogging tls-server server-nane max-version ?

t1s1.0 Set TLSv1.0 to be used as max version for syslog, TLSv1l.0 is deprecated from 25.3.1
tlsl.1 Set TLSvl.1l to be used as max version for syslog, TLSvl.1l is deprecated from 25.3.1

logging tis-server server-name <> max-version tls1.0|tls1.1
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Cisco-10S-XR-um-logging-cfg
Cisco-I0S-XR-um-http-client-cfg.yang
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Telnet ( {ABREEME S % )

CLI

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

tel net ?

ipv4d IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipvé IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
vrf  VRF name for telnet server. (Telnet is deprecated since 25.4.1. SSH 1is recommended inst

RP/0/RP0O/CPUO:Router(config)#


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-logging.html

tel net ipv4d ?

client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
tel net ipve ?
client Telnet client configuration commands. (Telnet is deprecated since 25.4.1. SSH 1is recol
server Telnet server configuration commands. (Telnet is deprecated since 25.4.1. SSH is recol
RP/0/RP0O/CPUO:Router(config)#
telnet vrf default ?
ipv4d IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router(config)#
telnet vrf test ?
ipv4 IPv4 configuration. (Telnet is deprecated since 25.4.1. SSH is recommended instead.)
ipv6 IPv6 configuration. (Telnet 1is deprecated since 25.4.1. SSH is recommended instead.)
RP/0/RP0O/CPUO:Router#
tel net ?
A.B.C.D IPv4 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
WORD Hostname of the remote node. (Telnet is deprecated since 25.4.1. SSH 1is recol
X:X::X IPv6 address. (Telnet is deprecated since 25.4.1. SSH is recommended instead
disconnect-char telnet client disconnect char. (Telnet 1is deprecated since 25.4.1. SSH is re
vrf vrf table for the route lookup. (Telnet 1is deprecated since 25.4.1. SSH is r
telnet
telnet ipv4
telnet ipv6
telnet vrf
=25
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Cisco-10S-XR-ipv4-telnet-mgmt-cfg
Cisco-10S-XR-um-telnet-cfg
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CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

iptftp ?

client TFTP client configuration commands (This is deprecated since 25.4.1)

RP/0/RPO/CPU0:Oct17 19:03:29.475 UTC:titp_fs[414]:%INFRA-WARN_INSECURE-4-INSECURE_FEATURE_WARN : 2 A sk Bt B IhaE ©
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https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

<tfroot>

RP/0/RP0O/CPUO:Router(config)#

service ?
ipvéd Ipv4 small servers (This is deprecated)
ipv6 Ipv6e small servers (This is deprecated)

RP/0/RP0O/CPUO:Router(config)#

service ipvd ?

tcp-small-servers Enable small TCP servers (e.g., ECHO)(This is deprecated)
udp-small-servers Enable small UDP servers (e.g., ECHO)(This is deprecated)

AR #ipv4

PR #&ipv6

ng
of

% RRE

Cisco-10S-XR-ip-tcp-cfg

Cisco-10S-XR-ip-udp-cfg

# MTCP/UDP/MNEL A AR S,

FTP

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea

RP/0/RP0O/CPUO:Router(config)#

ip ftp ?

client FTP client config commands.This is deprecated since 25.4.1.SFTP is recommended instea
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SNMP v1/2c

CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

snnmp- server ?
chassis-id String to uniquely identify this chassis
community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp- server ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp-server user test test ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)
v3 user using the v3 security model

RP/0/RP0O/CPUO:Router(config)#

snnmp- server host 10.0.0.1 version ?


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)
3 Use 3 for SNMPv3

RP/0/RP0O/CPUO:Router(config)#

snnp-server group test ?

vl group using the vl security model (This is deprecated since 25.4.1)
v2c group using the v2c security model (This 1is deprecated since 25.4.1)
v3 group using the User Security Model (SNMPv3)

RP/0/RP0O/CPUO:Router(config)#

snnp-server ?

community Enable SNMP; set community string and access privileges. (This is depr
community-map Community Mapping as per RFC-2576. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl ?

vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl v3 auth nd5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?

community Enable SNMP; set community string and access privileges. (This is depr

RP/0/RP0O/CPUO:Router(config)#

snnp user user test ?

remote Specify a remote SNMP entity to which the user belongs
vl user using the vl security model (This is deprecated since 25.4.1)
v2c user using the v2c security model (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server user userl groupl v3 auth ?

md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth ?



md5 Use HMAC MD5 algorithm for authentication (This is deprecated since 25.4.1)
sha Use HMAC SHA algorithm for authentication (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp user userl groupl v3 auth md5 test priv ?

3des Use 168 bit 3DES algorithm for encryption (This is deprecated since 25.4.1)
des56 Use 56 bit DES algorithm for encryption (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp-server host 10.1.1.1 version ?

1 Use 1 for SNMPvl. (This 1is deprecated since 25.4.1)
2c Use 2c for SNMPv2c. (This is deprecated since 25.4.1)

RP/0/RP0O/CPUO:Router(config)#

snnp ?

community-map Community Mapping as per RFC-2576.

snmp-server community

snmp-server user <> <>v1 | v2c

snmp-server user <> <> v3 auth md5 | sha
snmp-server user <> <> v3 auth md5|sha <> priv 3des|des56
snmp-server host <>hR 2% 1|v2c

snmp-server group <> v1|v2c

snmp-server community-map

snmpttB¥

snmp user <> <>v1|v2c

snmp user <> <>v3 auth md5|sha

snmp user <> <> v3 auth md5/sha <> priv 3des|des56

snmp host <>kR 7% 1|v2c

(This 1is deprecated since 25.4.1)



snmp group <> v1|v2c

snmp community-map

L

==
=

B
Cisco-I0S-XR-um-snmp-server-cfg
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CLI

<#root>
RP/0/RP0O/CPUO:Router(config)#

ntp server 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards;

RP/0/RP0O/CPUO:Router(config)#

ntp peer 10.1.1.1 version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards;

RP/0/RP0O/CPUO:Router(config)#

ntp server adm n-plane version ?

<1-4> NTP version number. Values 1-3 are DEPRECATED from 25.4.1 onwards;

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 broadcast version ?

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards;

RP/0/RP0O/CPUO:Router(config)#

ntp interface gigabitEthernet 0/0/0/0 nulticast version ?

use

use

use

use

instead.

instead.

instead.

instead.


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/system-management/25xx/configuration/guide/b-system-management-cg-8k-25xx/configuring-simple-network-management-protocol.html

<2-4> NTP version number. Values 2-3 are DEPRECATED from 25.4.1 onwards; use 4 instead.

RP/0/RP0O/CPUO:Router(config)#

ntp authentication-key 1 nd5 clear 1234

ntp server <>hRA2|3

ntp peer <>kR7A<2/3

ntp server admin-plane version 1/2/3
ntp interface <>EiEMZ<2|3

ntp interface <> MR 42|3

ntp authentication-key <> md5 <> <>

L

==
=

RP/0/RPO/CPU0:11 B25H 16:09:15.422 UTC:ntpd[159]:%IP-IP_NTP-5-
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RP/0/RPO/CPUO0:11 A25H 16:09:15.422 UTC:ntpd[159]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN 2 A=A &8 "NTP with no authentications . LthZhEEEHF
Z2 , BERFILERALLIRE,

R
Cisco-10S-XR-um-ntp-cfg.yang
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GRPC

CLI

<ffroot>

RP/0/RPO/CPUO:Router(config)#

grpc ?
aaa AAA authorization and authentication for gRPC
address-family DEPRECATED. Removing in 26.3.1: Address family identifier type

apply-group Apply configuration from a group


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs5500/sysman/25xx/configuration/guide/b-system-management-cg-ncs5500-25xx/configuring-ntp.html

certificate
certificate-authentication
certificate-id
default-server-disable

DEPRECATED. Removing in 26.3.1: gRPC server certificate

DEPRECATED. Removing in 26.3.1: Enables Certificate based Authentication
DEPRECATED. Removing in 26.3.1: Active Certificate

Configuration to disable the default gRPC server

dscp DEPRECATED. Removing in 26.3.1: QoS marking DSCP to be set on transmitted
exclude-group Exclude apply-group configuration from a group

gnmi gNMI service configuration

gnpsi gnpsi configuration

gnsi gNSI

gribi gRIBI service configuration

keepalive DEPRECATED. Removing in 26.3.1: Server keepalive time and timeout

Tisten-addresses
local-connection
max-concurrent-streams
max-request-per-user
max-request-total
max-streams
max-streams-per-user

DEPRECATED. Removing in 26.3.1: gRPC server Tlistening addresses
DEPRECATED. Removing in 26.3.1: Enable gRPC server over Unix socket
gRPC server maximum concurrent streams per connection

Maximum concurrent requests per user

Maximum concurrent requests in total

Maximum number of streaming gRPCs (Default: 32)

Maximum number of streaming gRPCs per user (Default: 32)

EMSd-Go

memory

soft memory Timit in MB

min-keepalive-interval DEPRECATED. Removing in 26.3.1: Minimum client keepalive interval

name DEPRECATED. Removing in 26.3.1: gRPC server name

no-tls DEPRECATED. Removing in 26.3.1: No TLS

part p4 runtime configuration

port DEPRECATED. Removing in 26.3.1: Server listening port

remote-connection DEPRECATED. Removing in 26.3.1: Configuration to toggle TCP support on th

segment-routing gRPC segment-routing configuration

server gRPC server configuration

service-layer grpc service layer configuration

t1s-cipher DEPRECATED. Removing in 26.3.1: gRPC TLS 1.0-1.2 cipher suites
tls-max-version DEPRECATED. Removing in 26.3.1: gRPC maximum TLS version
tls-min-version DEPRECATED. Removing in 26.3.1: gRPC minimum TLS version
tls-mutual DEPRECATED. Removing in 26.3.1: Mutual Authentication
tls-trustpoint DEPRECATED. Removing in 26.3.1: Configure trustpoint

t1sVl-disable Disable support for TLS version 1.0
tlsvl-disable CLI 1is deprecated.

Use t1s-min-version CLI to set minimum TLS version.

ttl DEPRECATED. Removing in 26.3.1: gRPC packets TTL value
tunnel DEPRECATED. Removing in 26.3.1: grpc tunnel service
vrf DEPRECATED. Removing in 26.3.1: Server vrf
<cr>

grpc no-tls

grpc tls-max|min-version 1.0|1.1
grpc tls-cihper defaultjenable|disable ( Z£TLS 1.2F , ZFMt = AR ERFEAT TN RBEEHEF
=ETRE£H )

g

==
=

RP/0/RPO/CPU0:11 29 H19:38:30.833 UTC:emsd[112]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN B AR E B4 "gRPCFLLERE, . LWECER , RAT
BHIFRRE  EUEBNRATESEEMBER, server=DEFAULT ( TLSIRAER1.2 , EBEFR T2
NZBEH )

L Jio



Cisco-10S-XR-um-grpc-cfg.yang
Cisco-lI0S-XR-man-ems-oper.yang
Cisco-10S-XR-man-ems-grpc-tls-credentials-rotate-act.yang
Cisco-lI0S-XR-man-ems-cfg.yang

=

FAERAREBRNTLS 1.2RESRE (ZHFRTLS1.3),
BLE : EHoRPCIHEERE FIHE R M R IR(E

TEENBITHSEE

ERGD

CLI

<#root>

RP/0/RPO/CPUO:Router#

copy ?
ftp: Copy from ftp: file system (Deprecated since 25.4.1)
tftp: Copy from tftp: file system (Deprecated since 25.4.1)

copy <src as tftp/ftp> <dst as tftp/ftp>
copy running-config ?"

g

f-=3
=

RP/0/RP0O/CPU0:11 H26 H15:05:57.666 UTC:filesys_cli[66940]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN :E£AsiEEMEE "copy ftpa . LLWEEERA , RAEEHATE

£ EURHRAPREREMER, FXRASFTPHSCP,

RP/0/RPO/CPUO0:11 826 A 15:09:06.181 UTC:filesys_cli[67445]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN B Fi kB EI4E Tcopy thtpy - WIIAEEEA , RATEATR

& HURNREPEEEEMBR, FRASFTPHSCP,

Lo


https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html
https://www.cisco.com/c/en/us/td/docs/iosxr/ncs560/programmability/25xx/b-programmability-cg-25xx-ncs560/grpc-session.html

EHsFTPZSCP,

BE : EETSNR

install source

install add source

install replace

L
ok

BRERE
Cisco-I0S-XR-sysadmin-instmgr-oper.yang
fEFHSFTPESCP,

BE : BlEZE AR

ERAEAGT

utility mv source

B


https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html
https://www.cisco.com/c/en/us/td/docs/iosxr/cisco8000/security/25xx/configuration/guide/b-system-security-cg-cisco8000-25xx/implementing-secure-shell.html

YanglE BB RS E R , EE2 I H.

LU £ Yang 2! 8% Cisco-10S-XR-ipv4-ma-cfg.yang=h FA A M BR R 2% B 89 X B B9 R B3

revision "2025-09-01" {
description
"Deprecated IPv4 Source Route Configuration.

Teaf source-route {

type boolean;

default "true";

status deprecated;

description
"The flag for enabling whether to process packets
with source routing header options (This is
deprecated since 25.4.1)";

LU 2 Yang#! 5% Cisco-I0S-XR-um-ftp-tftp-cfg.yang & Fi A M BRFTP RN TFTP Y SE R 19 R 45l o

revision 2025-08-29 {
description
"TFTP config commands are deprecated.
2025-08-20
FTP config commands are deprecated.";

container ftp {
status deprecated;
description
"Global FTP configuration commands.This is deprecated since 25.4.1.
SFTP is recommended instead.";
container client {
status deprecated;
description
"FTP client configuration commands.This 1is deprecated since 25.4.1.
SFTP is recommended instead.";

container ipv4d {
status "deprecated";
description
"Ipv4 (This is deprecated since 25.4.1)";

container ipv6e {
status "deprecated";
description
"Ipve (This is deprecated since 25.4.1)";

container tftp-fs {

status deprecated;
description

"Global TFTP configuration commands (This 1is deprecated since 25.4.1)";
container client {

status deprecated;

description

"TFTP client configuration commands (This 1is deprecated since 25.4.1)";



container vrfs {
status "deprecated";
description
"VRF name for TFTP service (This is deprecated since 25.4.1)";

10S XR3& (L6

AEPHEREEENREREABREBENCisco I0S XRIVEEHER , ARSAKNERZ S

AN EERMEREEDES BN =AFEETEE,
BRHARN=—ENETEREEYH. 2 FENENTEH, SERAHEHLARBNTRENEE,

- FETH . EETHISFHERENEBER , SLRELECisco IOS XREB MM AVFTE ., HEMEIIEIhEL, A
FHREEELELRE(SSH), RLERBEABESCP), HEEREEBEAGEGNMP), RFEHE, TACACS+,
RADIUS, DNS. NetFlowM BRHRRBAME, B FEREE R I A H#hCisco I0S XREE

s PHTMH: Z5THTSSAREYNEERBERENERENFERA, £6. M REMEEHiHEN BEE
o IBERTDIEEAMERBAREBGCP). FHKERTELOSPF). EHZMEABELDP)., PERKIPERRK
(1S-19), #BEREEREAIBENTP), it BT IE % E (ARP)H 5B 2B keepalive, 25 M7 B 48 2 % 1F 45 31 Cisco 10S
XREE,

s BRTH: ENTESTESHIE. EFK. ARSNEAERIERN "EF ) EABRXRENEBEHE K SLXRER
BREXENHECELEE BAERELRE, ERTEHYESEPRESR. PECEE. ICMPEEM, ICMPF
ALEMAIEARP, ERFHAREFTTRBBRERTER T BT ARHCisco I0S XREE,

Config Resilient Infrastructure Tester

BRLLRIERHREE  UERRERERE, XTEBRANSEERERR , B4E10S XR:Cisco

Config Revistable Infrastructure Tester,
hix 2% F1 — i &
1MRBAREEGSHBREE
AfmaE

wT, CREBABEFR -RKBRESHR?

— Aap

&l

2.EA—RRXAMETEHENMEREGT T EOTERMERKBRFES
Ag,
g3l -

RP/0/RPO/CPUO:Oct 17 19:01:48.806 UTC:ipv6_io[310]:%INFRA-WARN_INSECURE-4-
INSECURE_FEATURE_WARN :Eff A ELEIhEE "IPVEIREEH . - LIMBEEHARZ S , BER
i FERLhEE, AREELZSRAR  BFTAERAIPVGRER,

RP/0/RPO/CPUO0:Oct 17 19:01:48.806 UTC:ipv4_ma[254]:%INFRA-WARN_INSECURE-4-


https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://sec.cloudapps.cisco.com/security/center/resources/Cisco-IOS-XR-HardeningGuide
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae
https://cway.cisco.com/tac-quick-tools/forms/692e20ab62961abb6b3a83ae

INSECURE_FEATURE_WARN :Eff A ELEIhEE "IPVAREHE, . LIBEEHRZ S  BERE
ZEIEERALThEE. ARLZERR , FORAIPVYRER.

SHRXTHWHN A LZEEE D S5 RFNES?
AE,

ARBMESRMEBRTLRLNIIER  BEHRRKBFES?
AR

g Hl:

RP/0/RP0O/CPUO0:Oct 18 08:16:24.410 UTC:ssh_conf_proxy[1210]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED:EMIBRT L £ IhEE "SSH host-key DSA algorithm . Bti&.

RP/0/RP0/CPUO:Oct 22 06:37:21.960 UTC:tacacsd[115]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED:EMIBR T Z £ 088 "TACACS+H A& ( BBI7HwE ) 1 BE,

RP/0/RP0O/CPUOQ:Oct 22 06:42:21.805 UTC:tacacsd[115]:%INFRA-WARN_INSECURE-6-
INSECURE_CONFIG_REMOVED: E MRk TZ £ Ihae "TACACS+ over TCP with shared
secret(default mode)(fEA X A &8 ( FERER ) HTACACSHEE.,

58 BT RIEHES EBTelnetd A,
ASZRILUETIOS XR XR7/LNT , EEEH A A& Telnet RPMEEF BTelnetA A,
6.8 BT EIXR7/INTEE @SS Tinstall sources KISFTPESCP&EE,
A:BHT , XR7/LNTAR % # Tinstall sources @S HsFTPESCP,
7. EREERHEARIOS XR eXRFIOS XR XR7/LNT?
Ag
8. WA E R HET R EIEITIOS XR eXREHIOS XR XR7/LNT
A:fEH Tshow versiony &K "LNTL . 80005 HEFM —LNCS5402 8 :E1T10S XR XR7/LNT,

g1 -

<#root>
RP/0/RPO/CPUO:Router#

show versi on

Cisco I0S XR Software, Version 25.2.2

LNT
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