B LM B E&XREE LHVFHE TN EE,
B 8%

o

3:ZapdiskBH 181V & £ &
zapdiskig {E

4:Hderase

&

AERNBEAIOS® XRECisco LN Z L ERHBBRA H R ELIRIE , BIEMER factory-reset,
zapdisks 1 Tcommit replace commands, 5. EHIBEEMBRZRNER S

BREBEBRELT &

« Cisco 10S XREXR8 3R iE FIR1E,

« 10S XRER#EH Mfactory-resets M "zapdisky S EHEERTENITA,
- BERIRBHTAELNEBEFREIREETERER,

o BEARIOS XRA KR/ 2 A A FEBERR

B T

ANAHHNEARBBEREERETREANKEMEL. XZEIJEFHEUE’JFEHQ«%%%%E%B?( CH
) WAARERME ., MRENBKEFTD  FRACEEBEMESAREXRNTE  FERTNE
FRARBAT EREMBERRARAS

TEEe



« Cisco NCS 5500/5700% %!/ #& FH 25
» Cisco NCS 540/560

» Cisco ASR9000/9900

- ERERHRR8000

LA
+ 10S XRERBEARA :
. 32f%
. 64y
« XR7

- RAERGENERIRR

RICAVEWR : #1T
 "factory-reset shutdown location all"
« "zapdisk start location all"&i

Fcommit replaces BREANTT.
"Hderase" ( ROMMON#E R )

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (ER
) BAEREREE) . MRIEHEEREFT , FEARECEAEMESTRERNTE,

BEREMN:
BITIOS XRWEMFERERANFTEREMREENHBRERNERER , SINKEFARNEREFE
iR
ZEEEaT U ARLERE
- BXEHR  ARAVRESREEETERE  ®RMAREERAARE, ER—FERE IS
T, AEEEER , RATCTREXERK. BEL TG —E "FEEk. | ARIAFTH
BliE,

- factory-reset shutdown location all: E BB EMRFIBNENEENFERAEER K KEBEEE
5 H AR RS

 zapdisk A BILE2E : ARNZ2MBERMEVERFRENERAEER,

- BRRRERCREB RS K AMBRRSPHMR - FHHMRLCRETHNER, BRNERTT
/S

[ 2.

FRETREBNXRATEEFENERA L, TReFE—LEE., Bl , AEEsTUENR
FIaITE BB E.



AXERSERHNETEHEZEITIOS XR 7.8.157.8.28Cisco NCS 5500 % 51l % 1 88 = %2 2 M B i
REH. ZFRRTHEINREAEMEMR :

EEEREMANEEELR

device# factory-reset shutdown Tocation all

B g

LC/0/1/CPUO:May 27 23:55:49.699 UTC: ssd_enc_server[255]: %0S-SSD_ENC-1-FACTORY_RESET : Factory reset C
device#

SREA: L F AT X Mactory-reset shutdown location ally &, RFEREREMER Mzapdisk,
meEREREZE.

2:#17 & BRHERRI Zapdisk

device# zapdisk start Tocation all

BRIVER - ERTHE , RERADAEE T ERERRE, REBFHEEEER !

Sep 15 19:29:14.345 UTC: logger[69445]: %0S-SYSLOG-4-LOG_WARNING : PAM detected crash for zapdisk_clien

#AA: Tzapdisk, #BR1EEE "zapdisk_client, EEMNERE , EREMKOER. BBSSHATEAE
BEHEE  YEREIAREERRTA,

SR 3O BREFMER

Core Tlocation: 0/RPO/CPUO:/misc/diskl

Core for pid = 61085 (zapdisk_client)

Core for process: zapdisk_client_61085.by.11.20240915-192911.xr-vm_node0O_RP0O_CPUO.dd2cd.core.gz
Core dump time: 2024-09-15 19:29:11.109818050 +0000

Process:
Core was generated by “zapdisk_client -a'.



A RHBADEHENEY T — AR VERER. BEXRFETEA Y , XAEFERETON , HL
BERNEEM.

R =
BRBREFAXRY AR REANEE,
TRXEHE

FiACisco IOS XRFEHXZE ST , BRIEARERZ. &ZEU, HRNELFR , ERHEBBRE
o W TARAHEEERAMBREEETRE., LBRERRAFERY K RATTURERENE
ERRBEARE K BERBREETRE,

g4 -

RP/0/RP0O/CPUO:NCS-540-D#conf t

Thu Aug 7 23:30:45.335 UTC
RP/0/RP0O/CPU0:NCS-540-D(config)#commit replace
Thu Aug 7 23:30:50.118 UTC

This commit will replace or remove the entire running configuration. This
operation can be service affecting.
Do you wish to proceed? [no]: y

2: HE BV E SR
EEEE R Cisco 8000F Bl B 2S,

factory resetin TE K ARREIRHZR EWATEHBRER, FEREKELUIATRMA, FARKENER
iz , ER—EBEENZ2LSR, ERRLIT BE&PMER

* /misc/disk1

* /misc/scratch
+ /ar/log

* /misc/config

BRTYMIBRERN , ETUABMBENEBEERTEE  FMESSRERLF R,
g4 -

RP/0/RP1/CPU0:8808-A#factory-reset ?
reload Reload the location after performing factory-reset
shutdown Shutdown the location after performing factory-reset
RP/0/RP1/CPU0:8808-A#factory-reset reload ?
location Specify location
RP/0/RP1/CPU0:8808-A#factory-reset reload location ?
0/1/CPUO Fully qualified Tocation specification



0/2/CPUO Fully qualified location specification
0/RP1/CPUO0 Fully qualified Tocation specification
WORD Fully qualified Tocation specification
all Show all locations
RP/0/RP1/CPU0O:8808-A#factory-reset reload location

3:Zapdisk B IA 11 & £ ZB

eXR 6.3.1hiRBRRIZ M T zapdiskIBE. zapdiskZhAEBB /BRI BES N EEK MR LFFECPUE
BAR £ Brommons | $IRERBHFHBEE., Qi@ﬁfEF(RSP/LC)ﬁMFﬁi&H%EZ%RMA%%@
TheeRs  FEGAFEALIIE  EFEEEE TN/ 2 EE, ETeXRWASRIKRFEZE LT T,

zapdiskig

- BUAENITRECPUT#IR LB Azapdisk® , IIREHAF/EWIREMRE , LU TR L
HWrommonBHEE A H MR EUAR T #IR E EF BN BES (B /harddisk: TREFHE
7|<)o

- ENHEATA  ECPUEHAMR LA zapdisk® , BiBHTYEOIREFEACLIGTEHRHEAE
AR B £ B B zapdisk T BE

- EEME  BOEHBAF (HITZapdiskWLE ) HEEME , BRI FRBEDBR. &
AR E R FHEXRRE , I B £ FHIE T RIRRERA & E

« CLI®H®:

- #mzapdisk# FEES 27 £ R A zapdiske
- admin zapdisk unset:7E 3% F 28 L ZFAzapdisko

- B
- FECPU X #4Rk £ #1TCalvados shellfy 5 LA & zapdisk A AR BE
. /opt/cisco/calvados/bin/nvram_dump -a
- BT
- ZAPDISK_CARD=1 - x iEzapdisk(TEF&Eadmin zapdiskz i)
- ZAPDISK_CARD=0 — * 5% Ezapdisk(TEEUHEZ Eadmin zapdiskz i)
- BFE , ATLAEF /opt/cisco/calvados/bin/nvram_dump -r ZAPDISK_CARD , ﬂﬂ%%ﬁiﬁ]tﬂ%{%
IR S Y

. EIRAIRE (HRIOS XR7.0.158%8 ) :
- BRAI AT Zapdisk Y FT B LB : #7 zapdiski %
- EXEC CLI , AREEEMERMENIRIE : zapdisk start Tocation <location>(ffll #zapdisk
start location 0/1, zapdisk start location aﬂ)
- MREEWNERER , RFEAER "INCORRECT LOCATION , zapdisk
cannot be initiated on this node H#E{TEFE,
- #{Tzapdisk start location al1fF , BIETREBEERRHKHEE,

4:Hderase

REBIFEASHRSEST. A TRECisco ASR 90008 HEFHIOS XR 64417.0. xH EHBIBTRE



1.200R 22 RPERHZR , FFMER1 RP. MRFEEMERP , AFFEHITEMERE. SRHESEE
BEIRP, ZTEARUIRER , ENHARP/EEHES :

<#root>
sysadmin-vm:0_RSPO#

hw nodul e | ocation all rel oad

Tue Jun 16 04:27:50.284 UTC

Reload hardware module ? [no,yes] yes

result Card graceful reload request on all acknowledged.
sysadmin-vm:0_RSPO#

2.BBE , #CTRL-C:

BUHBHBHHB AR H B AR HLHHBHGHHB AR BHB AR BHBHHBH LR H B AL R H BB HRAH A
System Bootstrap, Version 22.24 [ASR9K x86 ROMMON],
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled on Tue 07/16/2019 15:41:43.70

BOARD_TYPE : 0x101014

Rommon : 22.24 (Primary)

Board Revision : 5

PCH EEPROM : 0.0

IPU FPGA(PL) : 0.20.1 (Primary)

IPU INIT(HW_FPD) : 2.5.1

IPU FSBL(BOOT.BIN) : 1.104.0

IPU LINUX(IMAGE.FPD) : 1.104.0

DRAX FPGA : 0.35.1

CBCO : Part 1=54.10, Part 2=54.8, Act Part=1
Product Number : ASR-9901-RP

Chassis : ASR-9901

Chassis Serial Number : FOC2216NU0OJ

Slot Number : 0

Pxe Mac Address LAN O : b0:26:80:ac:81:a0

Pxe Mac Address LAN 1 : b0:26:80:ac:81:al

Got EMT Mode as Disk Boot
Got Boot Mode as Disk Boot
Booting IOS-XR 64 bit Boot previously installed image - Press Ctrl-c to stop >>>>>>>>>>>>>>>>>>>>>>>> A

3.5 FtkbiosIBER |, #IFEIE1:

<#root>
Please select the operating system and the boot device:

1) Boot to ROMMVON



2) IOS-XR 64 bit Boot previously installed image

3) IOS-XR 64 bit Mgmt Network boot using DHCP server
4) I0S-XR 64 bit Mgmt Network boot using local settings (iPXE)
(Press 'p' for more option)

Selection [1/2/3/4]: 1

Selected Boot to ROMMON, Continue ? Y/N: Y

Set CBC 0OS type IOS-XR 32 bit, EMT IOS-XR Boot to CBC
<SNIP>

BAHBHBHHR AR H R AR R HRHH B AR R HR AR HR AR R AR AR R AL R H R RS R RSB AHH
System Bootstrap, Version 22.24 [ASR9K x86 ROMMON],
Copyright (c) 1994-2019 by Cisco Systems, Inc.
Compiled on Tue 07/16/2019 15:41:43.70

BOARD_TYPE : 0x101014

Rommon : 22.24 (Primary)

Board Revision : 5

PCH EEPROM : 0.0

IPU FPGA(PL) : 0.20.1 (Primary)

IPU INIT(HW_FPD) : 2.5.1

IPU FSBL(BOOT.BIN) : 1.104.0

IPU LINUX(IMAGE.FPD) : 1.104.0

DRAX FPGA : 0.35.1

CBCO : Part 1=54.10, Part 2=54.8, Act Part=1

DRAM Frequency: 2133 MHz

DRAM Frequency: 2133 MHz

Memory Size: 32768 MB

Valid Flash Device returned -

Device Type 3

Id 1620512, ExtId 0, Size 8, VendorName Micron DeviceName N25Q128A
Memory Size: 32768 MB

MAC Address from cookie: b0:26:80:ac:81:a0
Board Type: 0x00101014

Chassis Type: 0x00ef1015

Slot Number: 00

Chassis Serial: FOC2216NUOJ

Cbc uart base address = 3e8

rommon 1 >

rommon 1 >

AEWE , B B fErommon T & E Thderase. i#E ( £XR 6.6.3WZ B FFIE LB IE )

<#root>
rommon 1 >

priv

You now have access to the full set of monitor commands.
Warning: some commands will allow you to destroy your
configuration and/or system images and could render

the machine unbootable.

rommon 2 > ?

alias set and display aliases command

dumpcounters Dump RX/Tx marvell switch counters

bpcookie display contents of upper backplane cookie

call call a subroutine at address with converted hex args



cbcO_select Select CBCO for CPU-CBC communication

<SNIP>

aldrin_init aldrin initialization

aldrin_cmd aldrin command execution

bios_usb_en bios usb stack en/dis

mvinit_strld Initialize Marvell 88E6122 Switch for LC use

hder ase

Erase all hard drive contents permanently

SSS555553355333553355555555>

rommon 3 >
rommon 4 >

hder ase

SATA HD(0x4,0x0,0x0):

Model : SMART 1iSATA SHSLM32GEBCITHDO2

Serial No : STP190505VU

Secure Erase Supported

Security State : Disable/Not Locked/Not Frozen
A1l the contents on this Drive will be Erased
Do you wish to continue?(Y/N)y

Erasing SATA HD(0x4,0x0,0x0)...

Erasing SATA HD(0x4,0x0,0x0) Completed

rommon 5 >

reset -h

Starting ASR9k initialization ...
<SNIP>
Booting IOS-XR (32 bit Classic XR) - Press Ctrl-c to stop

ES

REBR T REMEITIOS XREEHI Ciscolt gz LN Z L ERBERNMEBREERFHRIETR
o HRAMBETHAREERENEFENEIEGTHWEN., AENRE , BRI comit

replace, factory-reset, zapdisk*ﬂhderaseo

AXEEHNE T commit replacefE/BRFIBIOS XREA LNEERSIEZXENZEHE K m
factory-resetMzapdiskin T EEFLAEMBABFENTAH, BAEIENE , EELEFAE L (4m

, EFI0S XR 7.8.xBINCS 5500F% %] ) , factory-reset "2 X , W Hzapdisk JRER R L R E
— BEBLETGXELRETHMY , U EUBRHNEBRATHR,

FESTHNSROTERERETEERE  BNESESEEAREEREZHEETFER
B, AXERHERAGTSER. HWEHFRNES , WRHSEE-SBIEMNENE,



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



